Section 7. Procuring Entity’s Requirements
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7.45Scope of Supply of Plant and Installation
Services by the Contractor
7451 General Scope

Design, Manufacture, Supply, Installation, Testing & Commissioning of Smart Pre-Payment
Meters, Data Concentralor Unit {DCLY), Neteork, Ltility Vending Siation cum Customer Care
Canter (V3-CCC) and other relabed equiprment with related services on Turnkey Basis, The
scope of plant and services include design, manufacture, quality assurance, inspection & testing,
packing for export, insurance & shipment to site, transpartation, setling to work site and tesling &
commissioning of all the equipment necessany for operation of the smart prepayment metenng
system to be instaled. Moreover, the existing melers removed from the exisbing consumer
premisas shall be handed over and deposited to WZPDCL Store / Project Store without any
dampge a5 per diractions of Project Deector or Enginesr in Charge of this project

S4D-1,2, Kushlia, WZPDCL

Humarkhali ESU, WZPDCL

EBheramara ESU, WZPDCL

Meherpur ESU, WZPDCL or as directed by the Project Direcior within WZPDCL area

The meters & DCUs io be supplied by the condractor shall have o be successhully integrated
and interfaced with the Existing Smart Pre-payment Metering System (Undfled system as wall as
HES/MDM system) of WZPDCL as per Technical Specification of Tender requerermnemnds. The
detail requirament is listed in the technicsl specification and Guaranteed Technical Particulars
(GTF)

The meters & DCUs to be supplied by the contractor shall have to be interoperable with
the upcoming unified Head-End-System({HES).

The scope also includes impariing tralning bolh foreign and local 1o WZPDCL's Engineers on
cifered systern and operalional support senvice for 3 (Three) years from the date of
commissioning and handover of the system

The cantractor is responsible for enguning thal afl and any ilems of work required for he safe,
efficient and satisfaciory completion and funchoning of the works are included in the Bid price
whether it will be described in the specificaticn ar nel. [n case of implementation of the tumkey
coniract, if thare 2 no need to supply! mstall’ work an any item af the price schedule in temms of
reglity, the bill for that item will not be pasd by the amployer ar if partial supplyfinstalll wark has to
be dane, it will ba paid proportionately or price breakdown with discussion Inegatiaton.

7.45.2 The major scopes:
Major scopes are described below
&l Descriotion Unit of -
No. P Measurement L]"“"w
y | Desion, Manufacture, Supply, Instakation, Tesling & Commissioning of Smart ta |
Pre- paid matering Networks PR HF
5 Design, Manufacture, Supgply, inslallzfion, Testing & Commessioning of Uiey Mas 3
'l.-'-andi_ng_Stallm cuim Customar Cara Canler [WS-CCC)
Design, Manufacture, Supply. Installation, Testng & Commissioning of single
3 | phase & three phase Smart pre-paid energy malers with BFLC communication Has. Higat
modules [with raplacement of exising metans |
4 | Supply of Extemal GPRS communication module for ofiered Single Phase | Nas. 2590
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o Deseription of ltams temn ! lawantity
EThiee Phiase Meler [(Phig and Play), 4G, (which will 2ts0 supporl all olhear
avilable bands in Bangladesh)
Design, Manifacturg, Supply, Instaliation, Testing & Commesgioning of DCU 134
& | {Data Cancenfralor Unil) with Enclosure Box, CT, SIM Cards cables & ather Mos,
mainEs
B | Design, Manutachss, Supgiy, Testing & Commissioning of Hand-Hekd Unit Mo, d
T | Optical communication cable (for downloading dala fom meler ka PG), Mo, i
B | Supply, nstallation, fesing, commissioning of Nebetek (Matwork 1+ Network 2) Mo, 394
8 Infaracing of offgred meters wilh 1he existing sman pra-payment Meleing sas S48
syslem softwiare of e puichaser A
10 [Manpower Training (Local & Fareign] ManMonth | 473
" Infrasiruchure  Development for 02 Mos. V3OO  |miscellansous, as L.5 L5
whenihens requined)
12 Supply of relaled miscallanesus [T hardware [SkoragaiFiber cable etc] and LS LE
Sofware (when ard whara reguired) i
13 [Thrae {3} vears operation & maintengnce suopord for sysbem 1
7.45.3 Network requirements
Deatails of Metwark requirements are as follows:
The MIZ, and the DRC will be assigaed with real P sddress.
i | Descrigtion of liems Descrigtion of the Netwark m::"“' | Quantiy
etwori 1: e  GPRSEDGEEVDD arather,
: w  Deffevent Locatons (in WEPDCL area).
o mli':rT :ﬁ el - SDoeeosaGeice Neheod Fruenp
Melers [PLC eviry Glhar aperalid ca-air Mabie aperaler
will be availatte lor nacessary 384
01 [pannecion). mmwﬁmmgalﬁm and that has bo Mas.
b Ensurad.
= fAzecured & separcale APN
= Afxed safic [P schema,
«  Badiectional (Full Dupler).
s PLC Communication (BFLC)
&  Dedicale lepsed fibne Bne (ke DON)
= Agecured & separale APN
»  Alve nedwork for 247 round the disck
s A Tied gl IF scheme
#  Bidirecticnal (Full Duplex)
= Eranimen 1GEhps tisted palr (RMS) Mo 10
»  [Differant Locations (m WEPDCL aned).
¢ Chosen Dats Service Network Provider 5o
eviry oiher operated on-air mobéle opirates
will b= avalable for
communicaticn amangsl them and ka) has g
be ensured
= GPRS 4G |which will also support 8l other
awalatie bands n Bangladesh]
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7.45.4 Uity Viending Station cum Customer Care Center (VS-CCC):

The cantractor shall supply, install, test and commission 42 Mos. Liility Vending Station cuem
Customer Care Center (V5-CCC) at designated (by project direclor) places with the following
Hardware items:

51, N, Deseription of ftems Unit of Measurement Quantity
1 | 'Woristation with Requined Software Mas. 4
? | GRPEEDGEEVIO Modem has. i
3 | GIM Card with Required Schtwere N, 3
4 | Laser Printar wath Redquired Softwana Mo 2
& | Sl Prinder with Required Soltware Mos, 4
6 | Laglop wilh Regured Safllware Mos. 2
7 Rowder and Switch wilth Requred Software (tofh System anid] Mo 2
fcstion) .
8 Spifit typs square ac 2 ton with related material and senvicse Hos 2
{inzhuding installatian) '
Gl ‘Waorks: Developmend of exisling infra-stnichure far the
g (WECCL) [nchadas minor civl works (# necessany] and ! 1
supply of fumiture to make the VS-CCC hardware b be s el
imstaled ocperabin |
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1.1.5 Training Services

Dotalls of Manpower Training (Local] are as follows:

S, | Descripion of Manpower | Quanity Training Descriplion of training condents/
Ko, | Qualification critesia Lacation materiale
1 Sollwar Engroer, Hotwok & | 2606 Man- Toba 1. Linux operating Syslem, AFI, DLL,
Hardware Enginees, Elecirical Manih mentioned by | PLISGQLUAYA, VPN, In depth cpartions
Enginges Toeuinrer anll source code
annlysis. af Unified System, HES, MDOM
and AN gyslem wilh redaled areas,
2 Ewvery pecs of Software supporled
Hardware that is imvobed in Be syslem
and o inforfadng wih
copvenlional  netwark  and  Melers
fooszing al major on PLC, DOLVECKE,
GPRE, VPN with relaled AN
SUrvet,
3 On (hie olecirical parts of the systam a5
wek a4 the cusiomization ol (he mefer,
7 Diperator and End user .67 Man- Toba POST eperale the vending stalion, Meter
Morith mentiomed by | Customization and the relabed aeas 25
Tenderer required

Deetails of Manpower Training (Foreign) are as follows:

&I Description of Cuaniity Training Descriplion of training contenis! materials
Ha M anpeaer] Location
Qualification criteriy
i Sallware Engreer, 14 Man- | TobemerSoned | 1, Linux operaling System, APl Detals, DLL,
Hetwork & Hardwane Keslh by Tenderer PLISOLIANA, VPH, In dapth gperations and
Enginesr, Eleciical souree ende
Enginner analyss of HES and AMI syslem.

2. Every piece of Saltware supporied Hardwas
that is invobed in the sysbem and on interfacing
welli comeentional nefwiork and Melers locusing
# major on FLC, DUIMECG, GPRS, VPN with
relaled AN sener.

3, O thee elecirical parls of e sysiem as sl
as ihe customization of the meber.

The tenderer will provide requived local training as well as forelgn tralning in the manulfacturers!
suppliers country[s) or in the above menfioned locations, So thal the irainees can operate and maintain
the syslem smoothly after handover of the turnkey project. The irefning programs will cover Saftware
Engineer, Metwork & Hardware Enginger, Eleclrical Engineer and oparalors.
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7.45.6 Three (03) years of operation & malntenance support for syslem:

RESPNSIBILITY UNDER OPERATIONAL SUPPORT

In eddition 1o the requirerments of fhe tachnical Epec:iﬁlz'.alimts. the foliowing shall be the responsibilifies
of the Operational Suppart for the duration of the 3 {three) years Operational Suppart,

Source Code
The Source codes of he systam shall be the proparty of the employer,

Software Use

The tenderer shall comply with the requirements for inferfacing of offered meter with the employers”
softwares.

System Management

The registration of customer details on the MIC & CDC managerment of any changes o customar
details, the Operafional Support shall perform editing of custornar records and management of
cusiomer arrears. The Operational Support shall effect up o 5 tanff changes &s rsguired by LHility
during ihe contract period, Data shall be uploated/fownfoaded {o the MIGICDE from the UVS.POS,
Meter & UCCs from the respectives 1o the MIC & CDCS every 24 x7 round the clock. The Operational
Suppoa shall provide customer reports detaiing the number of prepaymend customars 21 the slar of
zach month 1o UKy, The Operational Supponl shall visit each consumer o perisem a system audit &
least once every § months.

The Operational Supgort shall process all spplicatians for new pre-paid custerners within the
Operational Support's operafional area direclly, Mew instalabons shall be completed by the oparator
and notified to LIty

Technical Manual

Tenderer should provide tachnical manual and operalional manual of the systam within 15 {fiftean)
days from before commercial operation star.

+ The mainfenance services shall be valid for 33 (three} years from the date of commessioning undar
warranty peniod.

= To keep the supplied Software in good warking condition under warranly periad.

+ Maintenanca senvice includes preventive maintenance senvices on Monthly basis, based an the
spacific needs of mdvidual eguipment o as delermined by TenderefEmplover and on-call
remedial meintenance under warranly periad. Maintenance work should be & vtility offices. Incase
it is not possible ihe maintanance work al utily prermses, then tenderer will provide the
maintenance work by their gwn amangemeni,

« Mainlenanca Servicas incledaz the replacement of mon-working parks of hardvare without
incurring any cost b the amployer under warraniy pernod,

» To provide all necassary kabor and lechnical know-haw, and replacement of mechanical, electncal
or elecironic parts, as required for fhe mantenance work of equipment under wamanty periad.

» To malntain necessary slock of spara parts which may have the chances of damage for immediate
support replazenant under warranky period,

» Tha mainlenance, servicing & replacameant works as nacessary must start within 02 (Twa) howrs
sharp after kadging complaints under warranty period.
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» The terdarer hall has to report lima to tima Bwa 2 times in a month and shall hag to report tha
progrese.

= Defect or any sort of damage in hardware shall have to ba dentilied, repaired replaced and put
inde moarrsal working condbion withan 08 [eighl) hours after ladasng complaint with e tendares. The
Tenderer will be rezponsibie for repair, correcbion, and replacement of the defective goods or parls
withoud incuming any cost io the employer under wasmantly period.

= Ltility shall impoge panaly @Taka 500 per hour of delay afier 16 hours of ladging complaint with
the tendarer under waranty peniod.

» Pre-Paid Meter Maintenance; Faully devices and peripherals shall be repaired on exchange basis
whather wamanty or otherwise at the cost of the oparational support. All sorts of repairing and
maintenance tasks for software, hardware, meter and network has to be performed by the
confractor,

= (O a monthly basis meter data collection, auditing and related all sorts of reports shall ba prepared
by tha operational suppart contractor and copied fo respective ulility,

= [F it iz not possible to resobve the problam within 16 (sixteen] hours, the lendarer may proside
required supporlegupmentitem’parts on temparary basis wahout mcuming any cost o e
employer so that Serves, Computer & Line Matrix Printer shall work properly, But this type of
arrangamant must not exceed more than two wasks. In that case, penaly will not be imposed for
thiw maximem two weeks under warranty panicd.

# For any huther up gradation, if wlility procures any pan! product dawces, then the tenderer showld
inziall, commission the pans’ products /devices wilhout incurming any senice chame fo the
employer undar wamanty panod.

= For 3 years operation & maintenance suppod the tenderer shall employ the folowing personnel:

a) Coordinator {min. Bachelor Degree with 5 years Working expeniance}- 1 n.

b} System Administrator- 1 no.

o} Mabwork Engineer - 1 no,

d) Hardware Engineer - 1 no.

) Prograrmmar = 1 no.

f} Database Administrator- 1 no.

gl Eleclrical Supervisor-10 nos. having expenence in meter installabion

hi UCC! UVS oparatar- 10 nos. having experience in vending and UCC work. Thay will provide full
timne support to utility vanding oparator utility paapla for vending’ UCT related work,

—éﬁ’--
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7.45.7 Hand Over of Project Site

The tenderar will supply, install, intergrate and intardace with WZPDCL's exisling HES/MDM and
existing BFLC DCUs, test, commission, the prapaymenl meter, train all ulilibes personals on installation
{esting, commissioning, oparating troubleshooting, maintan and managing the prepayment mater and

handover the feeder to respective utiity. To hand over the project the lenderer must submit the
follawing:

1. Summary Sheet of Old meter reading (wilh image) and New meter Reading according to
customer pro-forma {(which indude customer's name, address, account no., Cid meter no, Cid
meter reading, Mew meler no., ete).

2. Cuslomer summany data ghall be submitled in a well-organized format (provided by Uil
using a software,

=+ Tenderer shall submit &l the source code at the slar of the prosect work and the last updaled
saurce code of the whole system at the tme of project handover.

4. Terdarer shall provide the PG softwaneimeter paramederization soltware for meter and DCU
with minimum 1.2 nos. User ID and Password.

[ N.B. Smart card mentioned in any section of the tender document will be
considered as null and void.]
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7.45.8 Existing Pre-pavment melering Syslem

7.45.8.1The Principle

For a siable and efficient electricty disinbution system and an elfective and trus! worfhy revenua
collacion system a country wide Smart Pra-Paid Mataring Syslem is avident, As the fechnalogy
advancement reaches at its peak for paace fo help the utilty companies o manage a well-organcred
alectricily dislribulion system, the ufility companias no need fo raly on convenltional mebering system.
An adapietion of Smarl Pre-Paid Metering Syslem can change the needs and the raqurements of
batier solufion for the ublity companies that make 1he whale distribulion system more dynamic and
digitally enhanced. By itraducing Ihe features and advantages of the Sman Pra-Pasd Metaring System
thaf will nel only provide freedom of the consumers but alzo generate a pace in collecBon sraleqy of
T wiility companias in comfod eliminating al kinds of confusion and havoc of camiption.

Digital Melaring Systam brings a quantum laap in enengy calculation in accuracy. Bul eventually mast of
the enargy melers are analog devices. Conventionally mostly installed the analog meters are nal only a
less-n-accuracy bul alsa it creatss and follows 1o maintain a human hauled operational syslem (hal is a
bit coslly and rather slow, On the conbrary the digital mabering systems am quick and frea from all the
demerils of the nunning aged old electicky distibubon syslam.

Lel's have a quick through of Nalional Unified Sman Pra-Pasd Matering Systom, In prepaid modal, an
electricity consumer has fo buy credil (Unit'Cumecy) Trom the ulility company and o enjoy the limited
bought electricity credit info the meter before he can usa the electricity. This amount is siowly crediled
a5 the consumer uses electncity. One can refill one’s necessary creddt al any nearast Point of Sale for
elechicity. As it is clear hal the consumer is solely responsible for the pre-buying enargy credit and
accommadabing the puichased anergy for optimal use, the uthty company requires no rescunces and
personal lot billing purpases and that surely will help bo improve customer care services. In a sense it is
a dwact and practical procedure 1o help lhe consumers ta ba oplimal in ome’s uses 1o reduce down he
system loss and averaging e incremental colleclion of the mvanue, By the National Unified Smart
Pre-Paid Meter Syslem. The Load Demand will be aligned as Ihe consumar can meast e facility of
marnilering ong's instalied credit indiaks,

But this madel also infroduces a chance of fraud i there is a comalete lack of meater usage supervision.
This Is easly comected by inreducing data exchange mechanism within the energy melers thal are
able b repod usage stalistcs, load profile, power faiures, tamper data and oiher relevant Informatian,
Building this dala exchange mechanism within a keycode meber will requine additional hardware like
power ine communication or mabile communicaion chips. Bul as more and more manufaclres enter
the market it will become difficult to maintain the success of the model if they do net foliow a single
standard, i will be difficull for the utlties fo run a successiul business il they cannol replaca an existing
meler from a padicular manufaciure with anolher meler from anolher manwfaclures. So B s
undoutdedly a present ime demand fo have standardized single uniform plationm of distibulzon syslem
for a natan,

Ths i5 only possible when 8 manufactures follow a single guideline and slandards. These siandards
include metar data and history, dala exchange formal and softwane specificaton for all related soltware,
Thas document proposes such a system which not only includes praciical lessons learned from the field
bul also introduces new features and components that ane necessary for wlilty companies {0 manage
new generation of prepald meters with tanff managemant. A complefe breakdown of the overall syslem
is specified first with diageam, then # s described in datal, natwork archilecturs is explained next and
the hardware and software specification defined. A complete and exhaustive spacification ke this can
anly ansure the success of all future meter requirements of Bangladesh but can also act as 8 mode! for
atfier eouniries fo fallow,
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There are already exsting single-phase rmeters deployed and used in fhe field, Some of the mode of
media of (hese works with a smaricard and others with keypad. The proposed solution builds an the
existing model by providing standardized data exchange mechanism, The data exchange media will be
the smancard or keyoode tokers. This wil carry both tenff and recharge amaunt data fram ulility 1o
mater and carry usage data from meter ta uliity (Le. bidirecSional data fransfer), And for the keypad
process a slandard key mechanism alss been inraduced and adoples. A slandardized data format for
tha smaricard has been adepled. Since many manufactures use different encoding @nd securily within
their meder, the data exchange mechanism also has provision for manufacturer encoded data that can
be only decoded by the meter. Tha manufacturer will provide API 1o create this encaded data from ra
data to ihe wlility.

In Bangladesh, the elecricity is being runing on bailf benificiary approach. 5o the revenue collection
mitsd have been counted and calcufated al the meder side for a real fire caloulslion and have o
genarata a raal cuslomer data patiem that will definately arhanca the data exchange 1o reveal the
anergy generation as well as the load management.

All the Smart Pre-Paid meter that shal be procured shall be fofowed the discibed system softwars
grchitecture (afached in part-2 of fhis 3TOL

The everall nebwork system of the Smad Pre-Faid metering system:

T.1.82 The Technical Specification on the Nebsark and the Software of the Smart Pre-Pad Melering
System has mainly hwo parts.
s  The Master [nformation Cender (MIC): Al the servers, e rowers, the swilches, the biling

softwara located cenbrally in the ulilily premises are defined fogether as The Master
Information Center.

& The Data Metwork Service Provider (Mobile Metwork Companies): The Data Mabeork
Servioe Pravider companies are nespansible for providing both SIWW RIM card data circuit for
dala nebwork senvice having a stable bandwidih capacily. Shod Message Semvice (PLISH-
PULL Z813) also = avadabla and defined far the shorl bexl messaging system aclivated in fhe
mobile nebwark companios.

T458.3 The System
The system as shown in the diagram are containing several confinupus areas each perfonming diffierent
parficular rodas.
745.8.3.1 Master informafion Center (MIC):
The core area of the syslem i fhe Master Informetion Center {MIC). This & where all the

mnning commaunicalion processes and the nunnéng business processes are installed and
located residing in the ulility company premeses.

The Master Informafion Canler (MIC)s comprisad of

s The Databasze Servers [RDEMS): The Multiple dalabase sersers provide reliable dala
storape and delivery,

s The Routers and the Firewalls: The Routers are connected through the syslem masie!
station to The Data Mabwork Sesvice Provider round the clock. All the netwark connections
have gone fhrough (he firewall for maximum securty reasons,

» The Application Server: This is & raques! processing side. There should be at least fwo
application servers at this end a3 to make the system a itlle flexibla. These servers lanely
will be responsible for processes of all the requests fram the Point of Sales (POS)
tarminals and vending stations.

L fe e
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Thi funclions of these servers are:

¢ To provide o repl fime and relenlless connaclivity in between the dalabase and
PC:S/Utility Vending Station,

To provide secure authentication senvice ko POS! LSEy Vending Station,

To pracess unil chargedill pay request from POS! Utility Vending Station,

To ensure required encrypt dala quickly,

To transher resulls and siatus of the data to POS/UNity Vending Stafion for hardcopy
recaipt io a consumer,

#= The Short Message Server (PUSH-PULL SM3): This sarver will process FUSH-PULL
SMS requests arriving from the various consumers through The Cata MNetwork Service
Provider.

= The Accounting and Billing Server: This server will keep and produce fhe various bifing
and tansaction reports for all the vendors, mobile operators and consumers.

745832 The Data Network Service Prowider (Mobile Operators): The Data Metwork Service
Provider actually il refers to the mobile operators will provide the following services:

»  Provide data natmork sanice through GPREEDGEEVDOMERA netwark,

= Provide PUSH-PULL SME service fo ulility companies and Their conswsmess through mobile
phonag.

Every Data Metwork Service Provider will be comnecled o each ulilily only one Masier
Information Centre through a dedicate fiber or leased Fber line.

745833 Liility Vending Station cum Cusloemer Care Canbar (V3-CCC) 2dx7T:

Mosily lncated at uliBly premeses, Ihis will be managed by the ulility companeas ibsell round the clock. It
will be established for mulfi purposes as wall. The utity corsumers wil coma here most of the time lo
recharge their oredits, The Consumers will deliver their meter information and pay the cperator his
praferred and demandad amount, Each VS-CCC will be equipped with a sat of leplop or deskiop,
smarcard readerhwriber, fager orinder, shp printer, netwark modem and the VWS-CCC sofwars. The
operator will entar these consumar delails into the sofiware and issua a request bo process the
trensechion, The software will use the dala network service lo connect o the applcation server ol
Masler Information Center and initigle @ fund transfer requesl Before getiing the fund transfer, he
should have a lund codaction Trom the respeciive vanding slalion of tha raspaclive ubiifas, The process
will firz! chack whalhber here arg enough funds availabls in the oparalors acoounl for this ransaction. If
‘Mo [hen a message B sent back b the VS-COC infonring regarding the insuflickency Tund stakus. i
there i enowgh fund, then the application serser initiates a transfer furd request fram the operators
acoount. If the transfer is successful, then the server chacks the database io find the type of metar
installed at the conswmer premises. If it is & keypad meter then tha server will generats the 'n° digd
kayped number nacessary bo recharge the metar. This numbar or the encrypled message along with a
syocess recharge message |5 senl back 1o the V5-C0C software (as it B a two-way communicadion
gystem), The VS-CCC software then prints the keypad coce. The software will print a receipt containing
the amount paid instantly. The W3-CCC software will keep the fill nexd vandad amounl in accordancs
with it's purchased amaunt a3 well as the system mester siation will also follow tha log of ransackion for
Fuure use,

In case of the threa phase metars, the SMS server will send back the succass massaga o the V5-000
softwara and the software will print the acknowledgement recaipl tor the consumer,

"’ o
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The congumear will gel necessany senices reganding the mebers dunng slipidated offce hours and the
complams will be allended from here, 30, 8 custornizefion cenler must integrate bere lo giwe the
consumes a prompl, befler and relizble service o shoden down the power cul, This cender will also
inlegrate with e sysiem masler station fo creale new consumer, assignichange mater ol consurner
and perform all adménistrative lasks to mainiain consumer data intagrity in the Masler Informataon
Cenfler., The POS vendors will come here o collect the required energy during the official fime tabis.
The vending stations wil depasit the collected amount ta the Bank., Again, for the consumers the lzte
haur cobected amound will b2 kept and depesited io the bank after cartain ime maintaming lhe friendly
haurs,

Since it will be managed by the utility company. A 'n’ digil code can be generated or smart cand writien
directly taking cash lrom the consumer. The vending stations along with the customization cantar will be
connaclad to The Master Information Center fough a secured dedicated leasad lina or whare possibly
through the mobde data network where leased line is nat available or not feasible,

7.45.8.3.4 Wtility Consumers: Consumers can check their assigned load status and other information by
sending FUSH-PULL SMS by a predefined farmat using theis mobile phones, Each ulility company wil
have s own shon-code (examplo: BPAY or 2729) which will be valid for all modile operators. When a
PUSH-PULL SMS & senl, the dala nebwork service provider will send i directly to the Master
Information Center's PUSH-PULL SMS server through the connected network. The PUSH-PULL SM3
server will process the PUSH-PULL SMS request, generata the appropriate response and send the
respense back to the requesting mobile phone cenlaining the requested information. This will wark as
PUSH-PULL SMS service,

7.458.2.5 On-ing Prepayment malars: Bath fhe Single Phase and Three phase melers w8 have on-
ling wending facility. Each meber will suppad GSM [GPRS 4G which will also support all other svailable
bands in Bangladesh) modula though which the information can direclly be commaunicated fo and from
ihe matar as well a5 the meters should communicale with server birough BROADEAND PLC/RF using
DCIDCL.

7.45.8.3.6 Data Service Network: The backbane of the proposed Smart Pre-Paid Matering Systam wil
be established on already erected and developed nebmotk by a recognized data service metwork
provider, The only one system master station of each ulfly company will be conmechad with Thair
nebeork through a firewall, The data senvice metwork provider aciually the mobile operstors will be
connecied throwgh this dale sendice nebeork, Similarly, the vending stations of the wilily arganzations
may also be connected throwgh the same data service nebwork as required,

7.45.8.4 The Network Specification of the Smari Pre-Paid Metering System

The Pre-Faid Metering System will require the following basic network connections to work seamlessly
that will onfine 24x7. Thesa nehworks are defined below:

Metwork 1: Network 1: MIC to DCU (wireless connection) and DCU to the related Meters (PLC
connection):

Mebaark leatures:

« GPREEDGEEVDO or other.
= Different Lecations (in WZPDCL area).

= ﬁJ —
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s Chasen Dala Sordon Mebwork Provider so every other operated on-air mobile operaior wil be
avalable for necessary communcalion amangst Ihem and that has to be ensured.
« A secured & separale APN,
« A fored siatic IP schemae.,
» Bi-directional (Full Duplax),
» PLC Communization (BPLC)
Matwark 2: MIC to V5-CCC Network:

This natwork includes both physical connaction via fbre optical line and wirelass connection through
GPRS. Prominent features are:

» Dedicate leased fibre line (like DON)

s @minimum 2mbps

» A sacured & separate APN

« Alive network for 247 round the clock

= A fixed statc IP scheme

= Bi-directicnal (Full Duplex)

= @mmimum 1Gbps twisled pair (RU45)

» Differant Locations (in WZPDCL anea).

= Chosen Dela Service Nebwork Provider so every other operated on-alr mobie operator will be
available for necessary communication amongst tham and that has o be ensured.

» GPRS 4G (which will akso support all other avasable bands in Bangladesh)

74505 System Integration, Installation, Operation and Maintenance

The Tenderer will be responsible for design, manufaciure, supply, instafiation, lesiing &
commissioning smar pre-paid meters & metering sysiem with related servica on turm key basis,
which will Include to the operation of the system and Interfacing of offarad melers with purchasers
axisting software. Already developed software APL is enclosed in part-2 of the STD. The whole
system will be Integrated so that all parts run smoothly. These responsibililies inchede but are not
leniited

= Waork with utiity o test and finalize all inpul and outpul.

¢ Deploy software al each reguired location.

s Ensure interoperabiy of sach saftware module.

= sl B secure softwarne installation method,

- i =
b
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= Arrange for SMS message shorl codes from mobéa operalors.

+  Woark wilh the dala service network provider (mobile operators) and with the purchasers’ Lo
sefup the required natwork communication for both wiraless and physical connaclions

Work with the data service netwark pravider {mobils operators) representation to setup
SMS rmessage server and communication.

«  Work with utlity, pos vendors and all concermed to test solbwane for bugs and if required fix
bugs or incorporate improvements and suggesbons.

= Work ko provide vending sendze fo the smart prepaid metering consumer of the respecive
ulilities through Mobde SMS, mobile Apps, POS, ATRUBank booth, web service elc.

o Wk with mefer manuiaciures to make sure all software and hardware mebars
commanicabe properly.

*  Work with ufily bo make sure that all software follows (he defned standards, agree on
change with 8l pariners if required,

» |nterfacing: The system software has been developed and imected. The prescribed
interfacing pratocol has been developed in JAVA which is attached in Pan -2 of the lendes
document. The tenderar's meters will follow that prodocol and will complate their intorfacing
APl on or before demonsiration date. No tender will be technically responsive until and
unless the interfacings APl works and comply with requirements and also fully satisty fha
Engmeers aulhorized by the Employer. Cthewise the fender shall be rejected and will nat
be consdarad for further evaluatian,

»  The clfered meter will be manufactured in such a way so that its API can follow the already
devaloped system software's APl The righis & the cCopy rights of the system software
and the patiern of the system will ke the sole ownar of he peophe's republic of Bangladesh,

s+ The offered meters shall have fo be integrated and interiaced with the WZPDCL's existing
HESMDM and existing 8PLC DCUs,

elc. and mane as rreguired,

The software parts ara dascribad babow;

The grline singia phase and 3phase meler mus! ba connected dirsctly with the MIC sarder using
the builtin GPRSEDGEEDVOMSPA modem,

The communicalion data format is XML,

The XML data exchange format is defined in the XML =chema files.

The communication channel of the 3phase online meter must be encrypled by 2585it SHA and
seeded by & frue random number genergtar,

Each online pre paid meter will have containad a unigue key installad

Each online 3phase mater will have contained a unique key installad,
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«  Lltility must be able lo program the following data inta the meter before they are used:
o Meler D
o Data Communicabion Pod (default 2100, cuslom par}
o Senver [P Address
o Seneer Por
o Encryplion Key
»  The meter wil get & fixed 1P address from the instalbed SIM card.

»  The meter will always Esten to the "Data Communication Port” for incoming data and will always
send data to "Server IP Addrass: Server Por’.

#  For incoming request, the regly dala will go throwgh the same conneclion similar io HTTPS.

*  |ncoming request from server b [P address and por 2100 of meder.

» Bemver posts encoded XML data.

«  Server sends two carriage retum fo denote that it has sand the enfire request.

» The melér decodes the data, procass the request and generates approprizle respanse and send
it back to sarver,

« Bidireckonal data transfer will use the same connrection like HTTPS,

« The confracter shall have lo supply at least 12 Nos, PCSo#t with all types of access and ielme
lcenses,

edc. and more as required.
74585 YVending Software:

This softerare should have proper installer fo install and this sofware should heve a hardware
constraingd with a unique hardware electronic [D ke MAC address or chasis ID or Processor [D or
vandor service tag no, [0 or ete,

» Sales Module
" Thiz madule will sale credit or energy as par consumer requirement

v To Defne type of Pre Payment meter,

¥ To Collec! consumer and meter refaled information from releled MIC database like tanlf and
Glab, haoliday, frendly hour, Emergency credit, connection laed, and Alert level ele, and related
iformation through established natwork.

« To Send defined information throwgh Smarl card or ganaraling ioken or through SMS/IGPRS for
remate heter.

v Ta Collect Mebar histoncal data that will be cobected from the meler and operalional dala from
Smart card and update those 1o MIC dalabase,

ef. and mare a5 required.

+ [Data Exchange madule
+ This module will collest updated mformafion from MIC and send & insed il fo relevant
databases,

v To Cofect information from lemporary local dalabase and send all thosa procassed data to
MIC through P2P connection by established LAN or Otel Up or through Data network Service.

» Al exchangeabls data need ko prepane usng encryplion methadology.
elo. and more &5 nequined.

«  Report Module:

e
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Thare will b a several typas of reports 1o be ganerated. It has io ba mal the on damand procass of
the each ullity division. hare some of if's type are noted befow:

*  Daily Sales rapart,

v Individual consumer purchase repo,

~  Cparakar nelated repor,

+  Ganerala log far Data Exchange module,

#ie. and maore as raguired.
7.45.8.7 POS Application
This applicatian work will be operative for 24x7 round the clock anline system.

Sales Module
743871 For Smart card basa Meler
*  To Collect consumar and mefer historical InformaBion from Smart card and get Credit
demand by key input

¥ Band those information's to the MIC throwgh shorl Message senvice (SMS) or by
GPRSEDGE Service through estabkshed data network service,

¥ To Collect necessary information From the MIC as per request and update smart cand by
thoze informaton's.

¥ To Print module for skp print,
¥ To Send acknowledgment 1o the MIC afer complation of Operation.
«  ToGenersle log & for all operations.

ebz, and more &5 requiEed,
TARRT2 For Keypad base meder

¥ To Insert consumers' idenlification number and credit damand to POS iMerface and POS
will send those o the MIC through shor Message sanice (SMS) or by GPRS/EDGE
Service ihrough established data nebwork samica.

v To Callect Token Numbes for the above request frem the MIC and print it to tharmal paper.
¥ To Send acknowledgment fo the MIC after completion of Operation.
«  To Generate kg file for gl operation,

alc. and more as requined,

TASRT.3 For Online single phase and three phase Meter

v Toipsert consumer idenliBealion nuerber and credd damand fo POS interfsce and the PGS
will send those through short Message service (SMS) or by GPRSEDGE Service through
gstablished data nefwork senice,

¥  To Collect acknowladgemant from the MIC aRer sending information fo Meter by the MIC
itself thraugh short Massage service,

¥ then at POS an acknowledgement wil be raceived and peint & slip S consumer,
¥ To Sand acknowledgment ta the MIC after completion of Oparation.

2, -
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¥  ToGenerale log fle for all operation,

T.45.8.8The MIC Software
MIC Application

This application will be the core of the otal Smard Pre-Peid metering system. Any type dala
modification will ba sliowsd and sccomplished only by his appScation. |1 will have diffaren

management Moduba for processing differenl type tagks.
7458481 Consumer Information Management
. Information modification

ele. and more a5 required,

o By fhis module only aulhorized user can modly any kind of data related to consumer.

o Consumer persongl information,
o Consumer tanff Class.

o Lonnesction load,

o Issued meter ralated mformation.

*  Report module
o Consumer personal information
o Sakas repart

o Consumplion repart
o Historical repor

= Tariil Managemen
o Managemen! module
v Inserion of new tadiff
o Wodification of exsting Larff
»  Tanff Slab insartion and medification
®  fchvation Dato issus
« Report module
& Individual tarif detaits
o Al active tenif details
o Taerff kslony kg

TASH8.2 Cuslomized Information Management

This Module will use for includefexchide™odification of common fesfure for individual or

common ConSumer,
& Holiday information
o Friendly Hour

glc, and mora as reguired,

alt. dand maa as required.

elc. and more a5 required.

elc. and more s reguised,

e o
[V
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a  Weekend
o Emergancy Credd Limit
o Credd Aler Information

7.45.8.9Utility Vending Station Management
#  Management medule

Issue new vending Station

Updala wending Staton informalion,
Deposit Infarmation Update
Vending Authenlication information
Vending sakes Limit

o o 9.9 o

+ Report Module
o Individugl Vending refated information
o MWending seles patiern
o Vending Siafion Deposit Status.

7.45.8.10 POS Management
= Management moduls
o lssue new POS
o Update POS information
Deposit Infarmation Update
FOS Authentication information

Cammiszon relaled informalion
POS salas Limi

o O O a a

= Report Module

. Individugal POS related information
POS sales patierm
. POS Dapaosif Slalus,

o onooom

745811 Load Control:

lssued GEMIGPRS SIM related information.

PO Sale Commissian and refated repor

ebs. and mare as required,

abc and more as required.

alc. ard more as raquined.

el and more as requesad.

elc. and moare as requirad

This fealure is a unique and essential part of the sysiem o regulate the Load Management. This
will be icluded info the mater and aviously the software, The Load comrol module wil wark on

== 1

"
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both far the ofine & online maters. This module will be reside in the epplication softeare. In ihe
meder the request will follow the tigger of load conlrol. 50 the there will be a micro-controlier
progammed load control feature,

7.458.12 DATA Exchange Management Service
This is & self-running and aubomalic service thal has the vital rale for the folal system. I will be
the way by which all vending Setion and POS can cormmumicale and exchange information with
the MIC.

«  To Prepars update or modified data from MIC database Server.

s To Colect and insert new Data from every Vanding Station and PGS fo MIC Database
Sarver.

#  To Synchronize all updated data from database Server, Vending Stabon and POS.
*  To Genarate log for every task for synchronization.
el and more as required,

7458121 Content management Application
. Short Message Service{3M5) module
o POS management
*  To Collect request SM3/GPRS from POS,
+ To Process and generate information fram MIC database as per requesl
¥ To Send replied SMBGPRS for the particular request by the particular request
¥ To Send Comman informadion to PGS,

elc. and more as requined,
» Consumer management

¥ To Send Meler operalional information o onling 3 phase Meler as per
requiramant for instant wgent basis.

«  To Collect Mater related mbcrmatian from remiole mater thiough SMS,

etz and mare as required.
Token Managemeni

& Ta Collect requested infaerrmalion from dalabasa,
+ ToGenerate Token for mdividual request.
= Ta Generate ioken for common information.

eir. and mone &5 requiad.

Meter Management
Meter Customization

o Tolssue new meler for individual consumer,

o To Update meder relaled indpomation io dalabase.

o To Collect meter refabed infarmabon from database and sand those lo Mater,
o To Generate repart for relaled task fike day wise meter customization.

eiz. and more &5 requined.

Meter/Smart Card Change Application

e e

o 14

(&1 CamScanner


https://v3.camscanner.com/user/download

=]

To Change naw issuad meter or cand refated infarmation to database
o To Sond roefer related infarmalion lo new issted Meter,

o To Send changing information with common information 1o Smaricaed as if can be
accassible by the particular Metar.

ele. and more a5 requined.
Meter Status Access module

» This module will used for accessing maler Current informalion Collected from Mater through
Comman Meter Status Cand or RFAR commumicalor or through RE485 Sarial interface.

gbc. and more as reguitad.

7.458.12.2 Instant Service Management

i & & poriable application by which ulility can menicr and mordor matess installad al Field. This
application must kave been hardware constrained.

= To Interfece to collect information from meder thraugh Meter through Comman Meter Slatus
Card or RFIR communization or through R5465 Seral interface.

s To Update information 1o Mater 25 per MIC requiremant,

= Tonterface fo Collect information from MIC dalabase as per requirement fo update information
Io meter and stored it to lemporary dadabase al the poriable device for the time being.

¢ Tolnlerface o Updale MIC database with collected information from occured siluation,

aic, and more as raquined.
7458123 Authorization Management

= b gveryona cannot gel parmission la access every managemenl modula, this modube will use
for giving permission to individual for accessing spacific management modula.

« |t will also manage permisgion for user of vending Sistion and POS by providing user neme
and password,

ele. and mare as required,

7.45,8.12 4 Backup Module
This modula (5 fo take backup of the MIC related database.

ehc, and mone as requined
1.458.13 Report Management Console

Sales reporis
»  Agcount wise sales reparts,
= [aily sales repors.
= Nonthly sales reporis,
s Tanil wise salas reports.
¢ POS wise sales repors.
el and more as requeed,

Consumpkion reparts
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a  fAecount wises
e Tarill wises.

»  Fepdor wises,
= Month wises,

elc. and mare as requinad,

VAT reports
#  [ate wizes
= Month wises
= YEar wises

elc. and mare as required,

Customer reports
= Actoun wen
= Meter no wse
=  Phasa wise
®  Tariff wise
= Al cusiomer

elc, and more as required.

¢ Exception reports
®  Sanction load viglafion report an Mo of |nj% walated
*  LowNo consumption report

ele. and more a5 requinsd
T458.14 Account log info repord

Accaunt wise

Al

o Olhers

Holiday repon

TariH report

Vending stalionP03 report
Cradit given repan
Vending station infarmaban repert
Sales pabiem

Deposit stalus

Vending stalislics repart

a 0

o & O 0O

o9 o O

ele, and mode as requined.

It is nolable that the software that will ba invekied and Installed in the COC, MIC, UVS, UCC & POS will
he follewed on The basis of a decided convention of the Data Exchange Format that will be responsible
for The meter that must ba able to read and to write data to the smaricard in specific dacided format if
it is & smaricard based meler of decode infarmation from decided encoded keys typed through the
keypad ifit is a keypad based mates.

Al the POS gr the Ublity Vending Staton the Token will be generated for e Keypad base mebars so
the software should have follswed the keypad rumbering scheme as described balow. Hesa it is should

S I

B 2]

(&1 CamScanner


https://v3.camscanner.com/user/download

be mentioned that the schama (s percoplion anly & could ba changed or madifiod with respecl to the
mnpnydaciurer fhal viias,

7.45.8.15 Keypad Numbering Schome

While the manufpclurer is free 1o usa any umbar scheme they see 8, the number schema musl ba
securn pnd use minimadm number of digilts and must always contain fhe falawing Belds in encrypled
ko

Masbar 1D

Racharped amoum

Sanclioped Load

Sequance Numbes

The meter miest chack the validily of thase fialds before recharging the credit. The sequance number 5
an auto generaled numbser starting from 1 fr each recharge or keypad numbers. A keypad numbar wil
only ba aceeplad if the pravious nesmber has been keyed in, For example, if a consumer goes lo POS o
rechanga 00Tk and gels keycode xxyyyzzz (which confains sequence number n). The next manth he
goes again to recharge 250Tk and gels keycoda pppgogrr {which contains saquence number n1),
Keycode pppaggrs will only be accaplad il oxyyyzzz has been keyed in previcusly ie. meter will only
accapt a keycoda conlaining sequence numbar '’ if al some paint keycoda confaining seguence
number 'n-1" has been keyed in, This is o enswa hat keycedas are not discarded by 2 consiEmer
imartionally.

Panadically it may ba necessary to generale a kaycode thal conlains more data, The keyoode schems
muist be able fo accommadata the following data if and when required:

hater ID
Recharged amount
Sanchionad Load
Sequence Number
Load Change

« Sanclioned Load
s Siar Timp
¢ Load Confrof

o Start Unit

« Paak Rals

= Dff peak Rale
= Acination Dale

+ [Month

= [ay
It i5 assumed that the keypad number with anly the meter id, amount, load and sequence number wil
be a kot shorter thal the key code containing all fha rala information.

Al the POS or the Uliity Vending Station Ihe data transfer will be occured for the smancand base
fradors &0 1hae soltware should have falow the Smar Card Dats Formal scheme as described below,

-
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Horms # |2 should be mentioned that the scheme i5 a parception only it could be changed or modified
with respect to the manutacturer thal varies.

7.45.8,16 Encrypted Data Generation SDK/API

It is notable that the software that wil be involved and inslalled in the COC, MIC, UVS, UCC & POS wil
be followsd on Encrypied Data Genaration SORIAPI of the relaled respective meter supplisd by the
meter manudaclurer responsible for The metar that must be able 1o regd and b wiile dala to fhe
smardcard in specific decided format if il 5 a smarlcard based meter or decode information from
decided encoded keys typed through the keypad f & is a keypad based meter through Ihe invalved
Encrypted Dala Generalion SDHAP,

Al the POS or the Wility Vending Stalion the data transber will be occurred for the smartcard base
mabers or the Token will be generaled for the Keypad base metars 5o the software should have fallaw
ad use

Encrypted Data Generation SDKJ AP as described in Part B of tha Tender Documend. Hera & is should
be mentioned that the Encrypled Date Generation SDK/AP] is @ parcaplion only it could ba changed or
modified with respect ko the manufachurer thaf varies

The meler manufaclurer must provide SOK AP| lo ganerate encrypted that suitable for tha meter Io
process and understand the AP interiace that has been developed in JAVA ard operating systam is on
Lirnzz,
The manudacturer must provide:

=  Library compilied in GCC Linux that can be mlegrated in Java Program.

= Zample project and source code llusirating usage of provided java program

» Documentzlion of each lunclien, input and outpul.

Woark wath utiity by make sure that a8 sofware follows the defined standards, agree on change
with ali pariners if required. Standards are summarized below.

7455817 PO5-5M5 Communication Format
Tha POS will carmmunicate dirgctly wilh the MIC using a separate & private Data Service Netwark
{mobile metwark or other secure network where applicable). The data exchange will occur
threugh an encrypled XML dala exchange. The communicafion channal wil wse a 512bit or
1024# S50 which the vendor must acquire. A privata key will resida on the server and & public
key wil be aveilabla. The XML request and responsa formals ane defingd in the allached XML
scheme filas, Furthermone, tie foliowing addilional information ane required;

Saerver Address:
Port: 443, standard 351 port
URL: hitps-server_address/pos_process!

1. Ascounting Server-3MS Comimamication Fommel

2. Meler Manufacturer APISCK Format
The Tendarer must cofiect, integrate and test proper funcionality of these SDK from the maler
manufacturers:

«  Library compiled in GCC Linux that can be integrated in any Linux G program.

o Windows DLL or C library with all required haader fles.
s MNET managed DLL.

= P A

(&1 CamScanner


https://v3.camscanner.com/user/download

s Sample project iustrating wsage provided libarary/ DLL,

#»  Docurmantaton.
= |nziafier,

Fungtion Lists: The following functions and paramaters must be implementad:

Funstion meter_encode:

Related Parametars
Parameter Data Type
Recharge_armaunt Indeger
sanctioned_load Float
Saquence Mumber Integar
Rate Array
Holday Array
Loss Array
Load Change Array
Meter_id String
Unsigned char
Expecind_oupul { 1=keyode, 2=binary data)
Meter_id String
Sanclioned )
Load Weekend Emergency
Accaunt Friendly Haur
(startiand) Peak Haur
(startfand) Buzzar Valume, Rate,
Haliday, Loss,
Load Changs includes:Rates Rale Array
starts at unit,Rate at Peak Rate at
Offpeak, Activetion
Date Holidays Mordh, Day,Loed
Change Losd Control, Siart Teme
thour/minute), Sanclicned Load, Clc,
and more &3 requined,
Relaled Response
Paramelar Dfl: Type
Stalus Boolean
Amaount Float
Encoded_Data Byie array
Keycode String
Meater_jid String
Elc. and mare as raquinad.

| Function meter_decode:

S
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Parameler Data Type
= Meter_id String
Encoed_Data Byte array
| Etc. and mare as required,
Related Response
Paramaler Data Type
Status Boolean

Tamper Status, RTC Stalus, LR Stajus, Usage Data
for the last 6 months individually, Month, Year, KiWh,
Taka Recharged, Taka Used, Average Powesr,
Reaclive Pawer, Maximum Power, Volt Ampsre,
KEWh in Peak, EWh in Off peak, KVarh in Peak,
KVarh in O peak, Total charge in Peak, Tolal Array
charge in Off pesk, Mumber of power failures,
Mumber of hime sancliored load exceeded, Load
contral, Tamper, Mumber of times fampersd Date/
Tirme of Tamper

“Elc, and more &5 required,

7.45.6.18 Meler Humber Scheme

The meter number schema will be the unigue and be folowed by a convansion of the ulility, The
number scheme will no! be the scheme described but the descrplion will be the basic of the
convension of the meler number scheme which will be supplad afler sigaing of the confract

A 11 digit meter number is envisioned. The firsi digit will be the ulility ID. The second and thind
digit will comespond fo mater manudacturer name, The fourth digil will carrespond to metar type,

The next 7 digits will ba a sequence number used bo idenfity each mater and will consist of
numbers (0-9),

745819 Jp Meter-SMS Data Exchange and Authentication Scheme

The XML data exchange format = defined in the attached XML fles. Furhermore, the
communication channel must be encrypied by 256bit SHA and seaded by a true random number
generalor. Each mader should also have & unique key instailed,

Sarver Address:

Fort: 2100, cusiom port

Pratosol: TextEncrypted XML
7.45.8.20 Meter Connection Procedure

The following procedure is envisioned: Configura the melar with server IP, porl and any
authenbcalion key required. Bring the meter onling and send a quary test command from the
server, The mater should respond with firmware version which will verify connectivity. The sand
the “conf command 1o Fates from seféer,

74581 Establishment of Network

== Her e it
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The tendarer who will implemenl wil be responsible for establishment of the natwork for the
enlire sysiem, These inchede but are not limited to:

Netwark connecting POS fo MIC
Netwark connacting UVS & UCC and utiity POS ta MIC iffwhen reguined
Mebwark connecling Data Network Service Provider {mabile aperators) fo MEC

Arrange contract with Diala Metwork Service Provider (mobile pperators) for a secure
private data netwark and provide data network SIMRIM o POS operators,

Ensure security of the network, Setup APN where required
Ensune uplime of netwark
Manage network, test performance, throughput and baltieneck of network

Maintain aulomated nabwork failure datection and falover. Develop & faiure nolification
servica modal

Foliow network addrass scheme as defined below.

Each uility company will be assigned a unique number slasting with 7 (maxc 119, tofal 113). Esch
mobils oparator will be assignad a unique number starting with 230 {max 254, lotal: 25). Each financial
institufion will be assigned a unique number starting with 120 (max 228, fofal: 110). For our example,
wa will assume the following numbers to llust-abe an example.

Litility company x; 1

Litikty company v; 2

fMobile Operator m: 230

Mobile Operalor n; 731

Financial Istitution p: 120

Financial Institution g: 121

All wility servers will reside in a unigue subnet of the 172.16..x netwark.

Example:

Utilty company x application server address: 172.16.1.1
Utility cempany y appicaticn server agdress: 1721621
Mobila company m appfication sarver address: 172162309
Mabile company n application sarver addrass: 172.16.231.1
Financial lastitite p payment sarver address: 172,16.120.1

Finencial Institute q payment server acdress: 17T216.121.1
Ofther 753 |Ps are availlable for other network servars lor kater or addilional use
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