Section 7. Procuring Entity’s Requirements
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7.455cope of Supply of Plant and Installation
Services by the Contractor
7.45.1 General Scope

Design, Marmufachure, Supply, Instalalion, Testng & Commissioning of Smart Pre-Payment
Meters, Data Concendrator Unit (DCU), Metwork, Ulility Vending Stabion cum Cuslomer Care
Center {(WS-CCC) and other related equipment with related services on Turn-key Basis. The
scope of plant and senvices include design, manufacture, qually assurance, inspection & testing,
packing for export, insurance & shipment to site, Transportation, setling o work site and lesting &
commissioning of all the eguipment necessary for cperation of the smar prepayment metering
system (o be installed. Moreower, the existing melers removed from he oxsting consumer
premises shall be handed over and deposited to WEPDCL Store [ Project Store without any
damage as per directions of Project Direclor or Enginesr in Charge of this project.

The sitefs)/ poni{s) of delvery and nstalistion are;

S580-1.2,3.4.5 Khulna, WZPDCL.

S&D- Bagerhak, WZPDCL,

Mongla ESU, WZFDCL,

Fultala ESU, WZPDCL.

Dighaliya ESU, WZRDCL

Shatkhira ESU, WZPDCL

Fircpur ESU, WZPDICL or as directed by the Project Direcior within WZPDCL area

The meters & DCLE 1o be suppbed by the contractor shall have to be successiully integrated
and interfacad with the Exisling Smart Pre-payment Metering Syslem (Unifed systam as well as
HES/MDM system) of WZPDCL as per Technical Spacficion of Tender requirements. The
detall requiremnent s fsted In the techmcal specificalion and Guarantesd Technical Pariculars
{GTP).

The meters & DCUs to be supplied by the contractor shall have (o be interoperable with
the upceming unified Head-End-System{HES).

Thi scope also inchudes imparting braéning both foreign end local o WEPLCL's Engineers on
offered  system and operational support service for 3 (Three) years from the date of
comrmissioning and handover of the system

The condractar is responsible for ensuring that all and any items of wark required for the safe,
efficient anvd satsfactory completion and functioning of the works are induded = the Bid prce
whether it will be described in the specification or not. In case of implemeniation of the turnkey
cantracd, if there & no need fo supphy nstal work on any ilem of the price scheculs in terms of
realty, the bill for that item will nof be paéd by the employer or if partial supplyinstall work has 1o
be done, i will be paid proportionadely or price breakdown with discussion fnegotiafion.

T.45.2 The major sScopes:

Major scopes are described below

&, Uni of .
o Description of tems Measuraman (2U3AHLY

i Design, Mandaclure, Supply, Instafakon, Testing & Commissioning of Smarl Lot .
Pre- pakl mateting Metwarks
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&l . Urit of J
No. Description of Rems " at Clizanti
5 Design, Manufachure, Supply, Installation, Testing & Commissioning of Uiy Mas 2

Wanding Station cum Cuslomar Care Cenber (V5-CCC] i
Design, Manufachre, Supgly, Instalaton, Testing & Commessianing of single
3 | phase & three phasa Smart pre-paid energy meders with BFLC communicaticn Hios. 138811
madubes [with reptacement of existing maters.]
Supply of Exlernal GPRS communicaton madule for offered Single Phase
4 | &Threw Phase Meler (Plug and Play). 4G. (which wil also suppor &l ather Mos 5541
avalabie bands in Bangladesh}
Design, Manulacture, Supply, lnstallation, Testing & Commissianing of DCU
5 | (Dala Concenlrator Unil) walh Enchosune Bow, CT, 5IM Cards cabiles & oiher Nas. 965
maherzals
§ | Design, Manufachsre, Supply, Tesling & Commissicring of Hand-Hedd Linil Mos. 11
| 7 | Dphical commisnicalion cable (lor downloading data from meter i PC) Mo, 52
| 8 | Supgly, Instailation, testng, commissianing of Nebwork (Netwurk 1+ Netwark 2) MNos. oE3
3 inlerfacing of offered malers wilh |he edsting smart pre-payment Melering NS, 198811
cysham software af e putthised
10 [Manpower Training (Local & Foreign) Man-Moath | 455
11 Infrasinucture  Dewslopreent dor 02 Mos. VE-DCD  jmiscellanedus, as Lal 1
whanWhire requred)
12 Supply of related IT hagware (Sioragefiber cable eic) and Softecre L5 L5
{migcellaneous, when ard where reguied)
13 | Three {3) years operalicn & maintenance suppart for system Lot i
7.45.3 Network requirements
Diztails of Metwerk requiremeanizs are as follows:
| The MIC, and the DRC will be assigned with real IP addross. J
) =S Unit of
Mg, | Drwsription of Rems Description of the Network " -
Metwark 1: s GPRSEDGEEVDD or ather,
; » Diferent Locations (in WEPDCL areal.
Sl v D00 o he] » Chosan Data Sevice Nebuork Provder so evey
il omer operaled on-air mebile aperaor wll ba avalable
o4 okatd iy necessEry commumicatian amongst them and that Hiers: 085
connecten). kas o e ansued.
= A secured & separale APN,
= A fined siafc P scheme,
» Bi-direchonal [Full Cuplex).
= PLC Communication (BPLC)
Bbaark 2 = Dedicabe [nased e ling {kke DON)
= {Bminimism 2mhps
ety | * # scored & seporate AP
02 fonysical cannection via = Abve network for 2457 round the clock i 18
= A fixed arsdie P echems
e aplical los and Rt
ks connection through| * Bi-dineclionsl {Full Cuples ]
PRS = Eminimum 1Gbps twisted pair [R4E)]
_ - = [ilferend Locations (n WEPDCL area).
ﬁi l!( 3

—_

—
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Ee

Diescripfion of lhems

Deescription of the Metwork

Measuremend

Lrit of

Quantity

hes o be ensunad.

Eands in Bangladesh)

» Chosen Dala Senace Nebwark Prosder 0 Gvery
othar operated on-air mobile oparaiar will be avadakis
for npcessary communicabion amengsl tham @ (hat

s GPRS 4G (which will oy pappart all allwes vaitible

T.45.4 Lility Vending Station cum Customer Gare Genter (V5-CCGE:
The confractor shall supply, install, test and commission 02 Mos. Uty Vending Station cum
Customer Care Center (V3-COC) al designated (by project dreclor) places wilh the following

Hardweare itams; S
5[ Mo, Descriptien of lams Uit of Measuremant Cuantity
1 | Workstaton with Requied Saltware Hos., 4
7 | GRPSEDGEREYDO Modem Nes, 4
3 | SIM Card with Required Seftware Hos. 4
4 | Laser Frinter with Required Software Mes. Z
& | Sip Prinler with Required Scfware Mos, 4
§ | Laptop with Requeed Software Nios, 7
5 | Fouer and Swich with Required Safware [boh System and i 5
afpication)
8 Spit type square ac I ton wif related malenial and séndoes T 5
{nchadng instabation)
g | Chwl Works: exisling infra-slructura davelopment for the (V51 i \

GGG} (As and when required)
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1.1.5 Training Services

Details of Manpower Training (Local) are as fellows:

&1, Descriplion ol Cruantity Training Description of training contents! materials
N, Manpowerl Location
Gualification eriteria
i Baftware Enginsar, 286 0Man- | Tobemenbened | 1, LUrwe operalivg Syslem. AP, DLL
Hebwork B Hardeari Merith by Tenierer PUSCEABVE, VPN, In depl operabians and
Engineer, Elecincal soupe code
Engineer analysis af Urified System, HES, MDM ard AMI
gystem wih related areas.
2. Every piece of Sclware suppartad Hardware
that is invaled i the syst=m and on interdacing
it
corentional network and Malers Tocusing al
majer on PLLC, DOUECS, GPRE YPH wilh
related AMI
SENES,
3, On e efecincal paris of e Syalem 25 vell
_ 23 tha customization of the meter.
2 | Cperslorand End user | 0.67 Man- | Tobe mertiornsd | POST opsrate the wending - slaban, Moter
Maond by Tenduner Cusheenization & the relsted ereas as reguired

Details of Manpawer Training [Foreign) are as {ollows:

al. Description of Cuantity Training Description of training contents! materials
Ho. Manpower Locatian
Qualification criferia
1 Saftware Enginear, 163 an- | Tabemenboned | 1. Unux operating Sysiem, AR Datals, OLL,
Metoork & Hardware anth by Tenderer PLSOUMAVA, VPN, In depth operglions and
Emgnpir, Elecincal Ecurca coda
Ergnesr analysis ol HES and ALY syalem,

2. Bvary piaca of Softanne suppieted Hardware
thal is involeed in the systam and on erfacing
wath conventianal ngbwark and Melers Bstusing
gl major an PLC, DCWECS, GPRE, VPN with
relaled AN server

3. On the elecinical parts of B syshem as wel
as fhe customization of the meber,

The tenderer will provide required local braining a5 well &s foreign training in (he manufacturess’
suppliers counlry(s) of in the above mentioned kocations, So that the trainees can operate and maintain
the system smoothly afler handaver of the turnkey project, The training programs will cover Software
Enginaar, Natwork & Hardwara Engineer, Elacirical Engineer and operators,

= e
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7.45.6 Three (03) years of operation & maintenance support for system:

RESPNSIBILITY UNDER OPERATIONAL SUPPORT

In addition to the requirements of the technical spacifications, the following shall be the respansiliies
of the Operational Support for the duration of the 3 (three) years Operational Support.

Source Code
The Source codas of the systarm shall be the property of the employer,

Software Use

The tenderer shell comply with the requirements for interdacing of olfared meater with the employerns’
softwares,

Syslemn Management

The registration af customer details on the MIC & COC management of any changes fo customer
delails, the Operafional Support shall perform editing of customer records and management of
cusiomer arrears, The Operafional Suppor shall effect up to 5 tanfl changes as required by Liility
during the contract period. Data shall be uploadeddownloaded to the MICICDC from the UVE POS,
Meter & UCCs from the respectives to the MIC & COCS every 24 x7 round ihe clock, The Cperaliongd
Support shall provide customer reports defailing the number of prepayment customers 2l the star of
each month to Uiy, The Oparational Support shall visil each consumer fo perform & system audit o
least once every & months.

The Operational Support shall process 2l applications for new pre-pad customers within the
Operational Supporl's operational area directly, New installations shall ba complated by the oparator
and nofified to Litiity.

Technical Manual

Tenderer should provide technical manual and operational manual of the system within 15 {fifteen)
days from before commercial operation start

# The mantenance services shafl ba valid for 03 (three) years from fhe date of commissioning
under warranty penod.

s To keep the supplied Softwera in good working condiion under warranty pariod.

# Mantenance servics inchides preventvé mainlenance services on Monthly basis, based on the
spacilic needs of indwidual equipment or as determined by TendererEmployer and on-call
remedial maintenance under warranty penod. Mainienance work should be at ulility offices. incase
it s not possible the maintenance work 8t ullity premeses, then tenderer will provide fhe
maintenance work by thesr owm amrangement,

= Maintenance Services incledes the replacement of non-workang paris of hardware without
incurring any cosl o the employer under waranty period,

= To provide all nacassary fabar and lechnical know-how, and raplacement of meshanizal, edectrical
or electranic parts, as required for the mairtenance work of aquipment under warranty padod,

« To mainlain necessary stock of spare paris which may have the chances of damage for immediate
support/ replacement under wamanty period,

= The maintenance, servicing & replacement works as necessary must stad within 02 {Two) hours
sharp afier lndging complaints under wamanty period,

'#JPL il =i
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= The lendarer shall has fo repod fime o Gme like 2 limes in a month and shall has ka3 repart the
proqress.

= Defect ar any sod ol damage in hardware shall have bo be identfied, repairedireplaced and put
indp normal warking condstion within 08 {eight} hours after lodging complaind with the tendarer, The
Tenderer will be responsible for repar, correction, and replacemanl of the defective gonds or parts
wilhout intisring any cost 1o the employer undér warranty period.

= Liility shall impose penalty @ Taka 500 per howr of delay stér 16 hours of lodging compfaind with
the tenderer ynder wamanty period.

= Pra-Paid Matar Mamtanance: Fauty davices and peripherals shall be repaired an exchange basis
whether warranky o¢ olharwise ai the cosl of the operational support. All sarts of repairing and
mantenance tasks for software, hardware, meler and network has to be perfarmed by the
confracior.

+ Onamanlhly basis mater dala colleclion, sudiling and refated all sorts of reponts shall be prepared
by the oparational suppart conbraciar and copied o respeciive ulilify,

= i itis mof possible b reschve the problem wilhan 16 (sixbeen) hours, the tenderer may provide
required suppartfequipmentitemiparts on temporary basis wilhout incurring any cost lo he

employer 52 thal Server, Compuler & Line Malrix Prnter shed work properly, Bul this type of

arrangement must nol exceed more than two weeds, |n {hat case, penafty will not be imposed for
this masimuem by waeks under wamanty perod,

= For any furiher up gradafion, if ulility procures any parl! product /devices, then the lenderer shauld
install, commission the pars! producls Mdevices wilhoul incuming any senvice charge fo the
ermployer under warranty penod,

= For 3 years aperatian & mainienance suppor the tenderer shall employ the following personnel:

a) Coardinalor (min. Bachalor Degrea wilh 15 years Working experience}- 1 no.

b System Administator- 1 no

£} Metwark Engineer- 1 no.

d) Hardwase Engineer - 1 ne.

g} Programmar - 1 na.

fi Database Administrator- 1 no.

g} Electrical Supendsor-11 nos. having experznce in meter instaliation

By LCC/ UNS operatar- 11 nas. having exgenence in vending and UCC work. They will provide ful
fime suppost to uliity vanding operator ulility people for vending’ UCC related wark,
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7.45.7T Hand Over of Project Site

The lenderer wll supply, install, intergrate and inferface with WEZPDCL's exisfing HES/MOM and
existing BPLC DCUs, test, commission, the prepayment meter, train all ulilites personaks on fstallation
testing, commissioning, aperating troubleshoofing, maintain and managing the prepayment mater and
handaover the feeder to respective ullity. To hand over the project the tenderer must submil the
Tolpwing:
1. Summary Sheet of Old meler reading (with image) and New meter Readng according 1o
customer pro-foema (which include cusiomer's name, address, account no., Old meter ne, Cid
meater reading, New metar no,, gic.].

2. Cuslomer summary data shall be submifled in a well-organized format (provided by Utilty)
using a software,

3. Tenderer shall submit all the sowce coda al the stan of the project work and the lasi updaled
source code of e whale syslem at the lima of peoject handover

4. Tenderer shall provide the PC soltware’maler pasamalarization softeane for meler ard DCL
with minimam 12 nos. User 10 and Password,

[ N.B. Smart card mentioned in any section of the tender document will be
considerad as null and void.]

=a
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7.45.8 Existing Pre-payment melering System
7.45.8.1The Principle

For & siatle and efficient slecircily distnbution system and an effective and trust worthy revenua
cofiaction system a coundry wide Sman Pra-Paid Metesng System is essdent. As the technology
advancement reaches al ils peak for peace o help the ulility companies to manage a wel-organized
elaciricity distibution system, the utlty companies no need to rely on conventional metering system,
An adaplabon of Smart Pre-Paid Metering System can change the needs and ihe requiremenis of
batier solution for lhe wlility companes that make the whole distribution syslem more dynamic and
digitally enhanced. By infroducing the featuras and advantages of the Smar Pre-Paid Melaring System
that will not enly provide freedom of the consumers bul also generale a pace in collechon strategy of
Ihe: ulility companies i comft eliminaling all kinds of confusion and haves of carruplion.

Digital Metering System bings a quantum [eap in erergy caloulation in accuracy. Bul eventually most of
Ihe energy mebers are analog devices. Conventionally mostly installed the analog meters are nod anly a
lzss-in-acourecy bk also it creates and follows ko maintain @ human hauled operafionad system that is a
bil costly end rather slow. Cn the contrasy the digital metering systems are quick and free from all the
demerits of the running aged old electricity distribution systam,

Lel's heve 8 quick through of Malional Unified Smar Pre-Pald Melering System. kn prepaid moded, an
electricity consumer has io buy credit {Unit'Curmecy) from the ulilly company and fo enjoy the limited
bought electricty credit into the meter before he can use the elecinicity. This amount is slowly credited
as the consumer uses eleclricity, One can refill one's necesseny creddl at any neases! Point of Sale for
elaclricity. As it is clear that tha consumer is solely responsible for the pre-buying energy credit and
accommodating the purchased energy for oplimal use, the ulility company requires no resourcas and
personal for bdling purposes and ihat surely will halp ko improve customar care sarvices. n a sanse it s
& direct and practical procedune to halp the consumars i be optimal in one’s uses o reduce down tha
sysiem loss and averaging ihe incremantal collection of the revenwe. By the MNalional Unified Smart
Pre-Paid Meler System. The Load Demand will be sligned a5 the consumer can meel the lacility of
mgnisonng one’s installad credi initials.

But this model also infreduces a chance of fraud if there is 8 complete lack of meler usage supervision,
This is easily comected by introducing data exchange mecharism within ihe energy melers thal are
able 1o report usage statistics, boad profile, power failures, tamper data and ofher ralevant information,
Building this data exchange mechanism within a keycode meter will require addilional hardware like
pavear ling: commundcation of mobile comrmunicalion chips. But as more and mone manulachures enler
the marcel it wil become difficult to masntam the success of the moded if they do not follow a smgle
standard, It will be difficull for the wilities 1o run 2 succasshul businass if thay cannot replace an axisting
meter from & particular manufactire with ancther meter from another manuTacires. So it s
urdoubledly & present ime demand 1o have standardized single uniform platform of distribufion systam
for a nation.

This is only possible when all manulaclures fallow a single guideline and siendards. These slandards
include meter data and history, data exchange format and software specification for all related software.
This document proposes such a system which not only includes practical lessons leamad from the fiefd
but also infroduces new featunes and companents fhat are necessary for uliity companies. o manage
new generafion of prepaid meters with tariff management. & complete breakdown of the overall system
is specified first with diagram, then if is described in detail, network archifecture i explanad next and

==t g" i e !
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the hardwars and ssftwans speciicafion defined, A complate and exhausiive spacfication Fee this can
anly ansure the succass of all future meter requirements of Bangladesh buf can also act a5 @ madef for
ather countries o fallewe.

There are already existing single-phasa meters deplayed and used in fhe fiald, Some of the made of
media of thase works with a smaricard and others with keypad, Tha propased solution bulids on the
existing model by providing standardized data exehange mechanism, The dala archange media will be
the smaricard or keycode lokens. This will cary both tarill end recharge amounl data from ubliy 1o
meter and carry usags data from meter to uliity {Le. bidiraclional data fransfer), And far the kaypad
process a standard key mechanism also been infroduced &nd adepted, A standardized data format for
Ine: smartcard has been adopted. Since many manufactures use difflzrent encoding and security wathin
their meter, the dats exchange mechanism also has provision for manufaclurer encodad data thal can
be onfy decoded by the meter. The manufacturer will provide APt creabe this encoded data from raw
data fo the wlility.

In Bangladesh, the electricity is being runing on traiff bendficiary approach. So the revenue caolleclion
must have been courted and calculated 1 the meter side for a real time calculation end hava to
generate a real customer data pattern that will definately enhance fhe data exchange bo reveal the
energy generatian as wall as the load management

AN the Smart Pra-Pald meler that shall be procured shall be followed the discribed system software
anchitactura (allached in part-2 of (ks STD).

Tha ovarall nabwark systam of The Smard Pre-Pald metening systemc

7.1.8.2 The Technical Specification an the Metwark and the Soltears of the Smar Pre-Faid Melening
System has mamly iwo parts.
+ The Master Information Center (MIC): AN the servers, the roulers, [he swilches, Ihe bifing

software tocated certrally in the uflity premises are defined fogether as The Master
Infarmation Center.

s The Data Mefwork Service Provider [Wobile Netwark Companiesh The Data Nebtesk
Service Provider companies are respansible far providing balh SIA' Rl card data circuit for
data nebsork senvica having 2 stable bandwidth capacity. Short Maessage Sendcs (PUSH-
PULL SMS) also is availabile and defined for the shor lext messaging sysiem eclivated in the
miahile nabwark companies,

T.45.8.3 The System

The system as shown in the diagram are containing several continuous areas each perdorming differenl
parlicular roles,

7.45.8.3.1 Master Information Cenler [MIC):
The care area of the system is. ihe Masler Information Center (MEC), This &5 where all the
running communicalion processes and ihe running business processes are instalied and
located residing in the utiity company premises,
The Masier Information Center (MIC)is comprised of
» The Database Servers (RDBMS): The Mulliphe datsbase servers provide religble data
slorage and defivery.

= The Routers and the Firewalls: The Rowers are connected through the systam master
slatian 1o The Data Network Service Provider round the clock. A8 the netwedk conneclians
have gane through the firewall for maximum security reasons.

= #_ e 10
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= The Application Server: This is a reques! procesting side. There should be al feast lwa
appiication sarvers al this end as lo make fhe system a lilte Bexible. These sarvers kanely
wil be raspansible for processes of all the requests from e Point of Sales (POS)

terminals and wanding stalions,

The funclions of these Servers are:
¥ To provide & real ime and relentless connectivity in between Ihe catabase and

POSAMilRY Vending Station,

v To provide secure authentication sarvice 1o POS! Utifity Vending Station,

¥ To process unlt charge/ill pay request from POS/ LIty Vending Station,

¥ To ensure required encrypt data quickly,

+ To transter resulls and status of the data o POSMUNikty Vending Station for hardcopy
receipl to & consumer,

+ The Short Message Server (PUSH.PULL 5MS) This server wil process FI.lEI-I—FU_LL
SMS requests arriving from the various consumers through The Dala Mebwork Service

Provides.
« The Accounting and Billing Server: This server will keep and produce the various billing
and transaciion reports for all the vendors, mobile operatars and ConSUMErs.

145832 The Data MNetwork Service Provider (Mobile Cperalors): The Date Network Service
Provider actualy it refers to lhe mobibs operators will provide the following services;

» Provide data retwork service firough GPRSEDGEEVDOHSPA natwork,

»  Provide PUSH-PULL SMS service fo ulility companies and their consumers through mobie
phanes.

Every Data Metwork Service Provider will be connecled fo each ufilty only ona Masler
Infarmation Cantre through a dedicate fiber or leagad fber line,

745833 Uity Viending Station cum Customer Cara Center (VS-CCC) 24x7:

osty lecated at uliy premises, this wil be managed by the uiikdy companies @isell round the clock. |t
will be establshed for mulli purposes as well, The ulilty consurmers will come hena most of the fme o
rechamge their credits. The Consumers will deliver their mater information and pey the operator his
prefesred and demanded amount, Each VS-CCC wil be equipped with & st of laptop or deskiop,
smartcard readerfwriler, laser penter, slip printer, network modem and the WS-CCC softwara. The
gparator will enter these conswmer details into the software and issue & requasl 1o procass the
transaction. The soffware will use the dala retwork service (o connect to the application sanver al
dhaster Infarmafion Canler and initate a fund ransfer request. Belore getling ihe fund frensfer, he
showdd have a fund colléction from the respeciive vending station of the respective ulilitizs. The procass
will first cheeck whather there are enough funds avaiabla in the operalor’s account for this transaction. If
‘Mo’ then a message is sent back fo the V5-CCC informing regarding the Insufficiency fund status. If
there i enough fund, then the applcation server inibates a transéer fund request from the operator's
account. M the transfer is successiul, then the server checks the dalabase to find the type of meter
instabed at the consumer premises, If if iz a keypad matar than the server will genarate the 'n’ dig
keypad number necessary o recharge the matar. This number or the encrypiod message along wih a
success rechamge massage is sent beck to the VS-COC software (85 it 15 @ Iwo-way communication
systarm). Thee VS-CCC software than prints the keypad code. Tha software will print a receipt containing
Ihe arnaunt paid instandly, Tha VE-CCC software will keap the il next vended amount in sccardance
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wilth i's purchased amount &5 well a5 the syslem master slalion will alza follaw the log of Iransaction far
fubure wea.

In case of the fhwee phase meters, the SMS server will sand back the success message o the VE-CCC
software and the softwane will print the acknosiadgement receipl for the cansumer,

The consumer will gel necessery sEvices regarding fhe malars dusing stipulated office hours and the
complans will be afiended from here. So, 8 cuslomization cenler musi inlegrate here o gee the
comsumer a promipd, bafler and reliable senvice 1o shorlen down the power cul. This conter will slsa
integrate with the systerm master siation fo creale new consumer, assignichange meater of consumer
and perorm all administrabive tasks 1o manisin consumer data inlegnly in the Masler Infarmabion
Cerder.. The POS vandors will come here fo codact Ihe raqueed enargy dunng (he official fime 1abie,
The vending statiors will deposit the collscted amaunt Lo e Bank. Again, far the consumers the lale
hour cobiacied amount will be kept end deposded o 1he bank after cerain fima mainainng the andly
hiours.

Sinca it will be managed by the wilty company. A 'n’ digit code can be generaied or smart card writien
diractly taking cash from the consumer, The vending stahons along with the cusiomization center will be
connected 1o The Mastar Infarmation Center though a secured dedicated leased Ene or whens possibly
ihnaugh the mobla data nabwork where leased ling is not availabla or not fpasile.

7.45.8.3.4 Utility Consumers: Consumars can check thair assigned kaad status and olher information by
sending PUSH-PULL SMS by & predefined formal using their mobile phanes. Each ulility company wil
have ils own shori-code (example; BPAY or 2729} which will be vahd for &l mobile operators, When a
PUSH-PULL SMS iz senk, the dala network service provider will send # direclly bo fhe Masier
Inforrmation Centar's PUSH-PULL SM3 server thraugh the connecied network. Tha PUSH-PLLL SM3
ganver will process the PUSH-PULL SMS request, generate ihe appropniate respange and send (he
rasponse back 1o the requesting mabile phone contaiing the requested informalion. This will work a5
PUSH-PULL 3MS senice,

7.45.8.3.5 Cn-Line Prepaymenf mefers: Both the Single Phase and Three phase meters will have an-
line wending facility. Each meler will supparl GSM (GPRS 4G which will also support all olher available
bands in Bangladesh) madule thaugh which the information can dinecily be communicated io and from
fha meler as wall a5 the metars should communicabe with sarvar through BROADBAND PLORF using

DC/DCU.

7.45.8.3.6 Data Service MNetwork: The backbone of the proposad Smart Pre-Paid Melenng System will
be established on already erected and developed network by & recognized dala senvice network
provider. The only ome system master station of each wlilty compary will be conrected with their
netwark thraugh a firewal. The dala service mebeork provider achually the mobie operators wil be
connechad through this daka serice networe. Simiarly, the vanding stations of the utily organizalions
may also be connecled through the same dala service nabwork as required.

7.45.6.4 The Network Specification of the Smart Pre-Paid Metering System

The Pre-Paid Metering System will require the fofowing basic network connectons to work seamlessly
{hat will onlne 24x7. These nefworks are defined below:

Netwark 1: Network 1: MIC to DCU [wireless connection) and DCU to the related Meters (PLC
connection):

£y
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Metwark features:

+ GPRIEDGEEVDD of other,
= Differend Locations {in WZPDCL anaa),
= Chosen Data Service Metwark Provider so every other operaled on-air mabile operator will be
avadable for necessary communication amongst them and hal has to be ensured.
= fisecured & saparaie AFN.
= A fivad stakio IP scheme,
= Bidirectional (Full Cuplex).
= PLC Communicafian (BPLC)
Helwork 2: MIC to VS-CCC Network:

This netwark inchudes both plysical connection via fibee opfical line and wireless connection through
GFRS. Prominent faalures are:

» Dedicale leased fibes line (like DON)

= {@minimum 2mbps

= A secured & separale APN

= Alive nebwork for 247 round the clock

« & foved static IP scheme

» Bidirectional (Full Duplex)

» inminimue 1G0ps fedsted pair (RLI45)

» Diffarent Locations (in WZPDCL anea),

s Chesen Data Service Netwark Provider 5o every alher operated en-air mobiia aperator wil be
available for necessary communication amongst them and that has to be ensured,

» GFRE 4G {which will also suppor afl other available bands in Bangladash)

T.45E.5 Syslem Integration, Installation, Operation and Maintenance

The Tenderer will be responsible for design, manufacture, supply, instaliation, lesting &
commissioning srmart pre-paid melars & mebering systam wilh refabed service on turn key basis,
which will include ta tha operalion of the systam and infertacng of offered maters with purchazers
gxising software, Already developad software AF1 i enckosed In part-2 of the 5TD, The whols

gyslem will be ntegrated $o that all parts run smooihly. These responsiiliies inclide byt are not
lirnited fo:

= Wark wilh utlity ta test and fnalize = input and outpul.

E H" 13
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= Deploy soltwane al each regusrad boation,

¢ Ensure interoperability of each softwan module.

« Instell a secure software installation methed.

» Arrange for SMS message shorl codes from mobile operators.

= Work with the data service network provider {mobde operalors) and with the purchasers' lo
sefup the required nebwork communication for bolh wireless and physical connections,

« Work with the daia service network provider (mobile operators) representation to setup
EMS message server and communication,

«  Woark with utility, pos vendors and all concerned 1o lest software for bugs and if reguived fix
bugs of incorporate improvements and suggesfions,

= Work lo provide wending service to the sman prepaid metering consumer of the respective
wilifies throwgh Mobile SMS, mobile Apps, POS, ATMBank booth, web service eic.

+  Work with meler manufactures fo make sure all software and hardware meters
communicale properly,

«  Work with ulility to make sure that all sofiware follows the defined slandands, agree on
change with all pariners if raquired.

» Inlerfacing: The system softwara has been developed and lreclad. The prescribed
inferfacing profocol has been developed in JAVA which s allached in Par -2 of the fender
document. The tenderer's meters will follow that protocal and wil complate their interfacing
AP on or beflore demonstralion date. Mo tender will be lechnically responsive unlil and
unless the interfacings API works and comply with requirements and also fully satisfy tha
Enginaars authorized by the Employer. Othewise the fender shall be rejectad and will not
be cansadarad for further evaluation.

«  The offered meler will be manufaciured in such a way so that its APl can follow the already
developed system sofware's API. The rights & the cCopy rights of the system software
and the patiern of tha system will be the sala awner of the people’s republic of Bangladesh.

= The cffered meters shall have o be miegrated and inferfaced with the WZPDCL's existing
HES/MDM and exizting BPLC DCLUs.

eic. and more as requirad,

The sofiware paris are described below;
s The online single phase and Jphase meler must be connecled direclly wih the MIC server using
the built in GPRS/EDGEEDVOHEPA modem.,
= The communication data format is XML
= The XML data axchange format i definad in the XML schema fas,

A'ér—_ﬁ, S )
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The communicaltion channal of the Jphase anline mebar must be ancrypted by 256hit SHA and
snaded by a bue random number generstor.
Each cnline pre paid maber wil have confained a unique key instalad
Each anbine phase mater wil have confained a unigue key installad,
Utility must be able 1o program the fallowing data info the meler before they ane used:
o MalariD
Data Communicalion Port {defaull 2100, custom port)
Server IP Address
Server Poad
o Encryplion Key
The meter will get a fived IP address from te installed SIM card,
Thar matar will always Estan to the “Data Communication Por” for incoming data and wil always
send dala fo *Sarver [P Address: Server Porf.
For incoming request, the reply data will go thraugh the same conneclion simiar o HTTPS,
Incoming request from server io IP address end port 2100 of meter,
Server posls ancoded XML data.
Server sends two caniage refun o denote that it has send (he enféime request,
The meter decodes the data, process the requast and generates appropriate responsa and send
it back to sarver,
Bidwectional data transfer wil use the same connection ke HTTPS,
The conlracior shall have 1o supoly at least 12 Nes, PCEoft with all types of access and ifetims
lcenses.

I T |

gic, and more as requied.

TA5EE Vending Software:

Thiz sofware should have proper insfaller o install and this sofiware should have 8 herdwara
conskrained wilth a unigue hardware efectronic 10 Bee MAC address or chass |0 or Processar [0 ar
vendar senice fag no, 1D or ete,

Sales Madubs

¥ This module will sale credit or energy 85 per consismer requiremend

+  To Dalfine type of Pra Payment mebar,

¥ Ta Collecd consumer and maker relabsd nfarmalion fram relaled MIC database like 1a<f and
Slab, haliday, friendly hour, Emergency credil, conneclion load, and Alert level ele. and related
information theough established pabwark,

¥ Ta Send defined information through Smart card or ganerafing token or through SMS/GPRS far
remabe Meter.

v To Collecl Mater historical dala thal will b colleciad Trom the meter and operafonsl dala tom

Smart card and updale thase ta MIC database.
alc. and more as pequined.

Diata Exchange module
¥ This module will collect updated information from MIC and send & insert it to redevant
dalabases.

¥ Ta Callecd nformation from femporary local database and sand al those processed data lo
MIC through F2P connesction by established LAN or Dial Up or through Diata network Senvice,

&"@L s s
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* Al exchanpaable data need 1o prapare using encryplion methodalogy.

ate. and mara a5 raquind,

»  Fapon Module:

There wil be a several types of reports o be genarated. It has to be mat the on demand process of
the each ufiity division, here some of i's type are nafed below.
¥ Daily Sales repart,

v Individual consumer puschase regar,
«  Ciperator related mapor,
¥ Generale log for Data Exchange module,

gls. and mong as requined.

7.45.8.7 POS Application
This applicafion work will be operative for 24x7 round the clock online system.

Sales Module
TASATA For Sman card base Mater
v To Collect consumer and meder historical Information from Sman card and gel Credd
demand by key input.
¢  Sond those information's o the MIC through shor Message service (SMS} or by
GPRSEDGE Service hrough established data netvork service.
¥ To Collect necessary mfarmation From tha MIC as per reques? énd update smart card by
those infarmation’s,
v To Print module for slip print,
v To Send acknowledgment to the MIC after complation of Oparation.
' ToGenerate [og fe & all operations,
£5c. end more a5 required.
T458.7.2 Far Keypad basa melar
« To Inser consumess’ idenfification numbar and cred® damand {o FOS inferface and POS

will send those to the MIC throwgh short Message service (SM3) or by GPREEDGE
Senvice through established data network senvice,

Te Collect Token Number for tha above request from the MIC and print it to tharmal papar.
Ta Sand acknowledgment fo the MIC aftar completion of Ciparatian.

To Generala log fila for all operation.
gtc, and mare as requied.

é”._g;.. —_
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TARAT For Online single phasa and three phase Meter

" To Inzort consumer idenlifcalion number and credit damand o POS nterface and the POS
will spnd these through short Message service (SMS) or by GPRSEDGE Service through
esiablshed dala network sewvice.

v To Collect acknowbadgemel fram the MIC aler sending infarmation lo Mater by the MIC
itsplf through shorl Massage servica.

v then al POS an acknowiadgement will bo received and prind a slip far consumer,

v To Serd acknowledgmant lo the MIC afler complelion of Operation,
¥ To Gonergle log file far o oparalion.
elc. and mose as required.
T.45.8.8The MIC Software
MIC Application

This application will ba the core of the lotal Smar Pre-Paid melaring syslem. Any fype data
madification will be allowed and accomplished only by this application. It will have differant
managemant Module for processing difterent fype lasks.

FA5BE1 Consumaor Information Managesment
= Information modification
o By this module only suthodized user can modity any kind of data related %o consumer,
o Consumer perscnal infarmation.
o Consumer larifl Class.
o Conneclion load.
o Issued meler relaled information.
atc. and mone as mequied,
*«  Report module
o Consumer parsonal information
o Salas report
o Consumpton rapart
Histoncal repor
ele. and more as required.
+  Tariff Management
o Managemeni module
#  [nsarion of new tarlf
= Modification of axisting Lariff
*  Taniff Slab inserion and modification
& Aeivalion Date issue
etc. and more &s required.
» Report module
o Iredividual tarilf details

o Al aclive tanll dedails

ey, ——,
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o Tandf hislory leg
elc. and more as required,
745882 Customized Information Managemeni

This Modube wll use for includefexclude/Modificalian of comman feabure for individeal ar
common Consurmes,

o Holiday Information
Friendly Hour
Weskend

Emergency Credit Limit
Credit Alert [nfaomation

o 0 9 Q

ehz, gnd more as required,

7.45.8.9Utility Vending Station Managament
# Management module

Issue new vending Station

Update vending Slaton mfarmatian,
Depasit Information Lipdate
Vending Authentication informaticn
Vanding sales Limit

9.0 0 0 9

ale. and mone gs requinad,

s Report Module
o Individual Vierdeng refated infarmation

o Vending sales pattem
& Vending Stafion Deposit Status

aic. and more as required
T458.10 POS Management

# Managemont module

Issue new POS

Updata POS informetion.

Deposit Information Update

POS Authenfication informalion

lzsued GSMGPRS SIM related infpmalion.
Commission related information

FOS sales Limit

2 0 oo o O O

eic. and rare @5 raquined
»  Report Module

g, Individua! POS ralated information
b. POS sales patiern

:ﬁ‘ﬁ‘ ——— T
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¢. POS Deposit Status,
d. POS Sale Commission and relaied report

elc. and more as required,

TASEN Load Control:
This feature is a unique and essential part of the system fo regulate the Load Management. This
will be icluded into the meler and oviously the software, The Load contrel module will work on
bath for the offline & online meters. This module will be reside in the apphcalion softwara. In the

meter the request will follow the trigger of load condrol. so the there will be & micro-contraller
progammead laad control feature,

TARE12 DATA Exchange Management Service
This is a self-running and automatic sanvics that has the vital role for the fofal systam. It will be

the way by which all vending Station and POS can communicale and exchange information wilth
fhe REC.

* 10 Prepare update or modified data from BMIC database Server,

» To Collact and insert new Data from every Vending Stafion and POS to MIC Database
Server.

#  ToSynchronize all updaled data from database Server, Vending Station and POS.
v To Gensrate log for every task for synchronization.
gle. and mong a5 required.,

458121 Content management Application
»  Short Message Service(SMS) module
o POS managemant

* To Callect requast SMS/GPRS from POS,
v To Process and generate informabion Tom MIC databese as parrequast.
+  To Send repled SMEGPRS for e particular request o the parficular request.
+ To Send Comman infarmation to POS,
efc, end maone as requinad.
s Consumer management

¥ To Send Meter operational information 1o online 3 phase Meler as per
requiremend for instant urgent basis.

+  To Callect Meter related information from remote meter throwgh SMS.

ght. end mone as reguired,
Token Management

= To Colacl requested informetion from database.
= ToGenerate Token for individual request.
= To Generzle boken for common informalion,

gic. end mofe as required.
Meter Management
Meter Customization
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To lssue new meter for indivicual consumes,
Ta Updete meler relaled information to dalabase.
To Collect meter refated informafion from database and send those o Meler,
To Generabe report for relafed task Brua day wise meler cuslomazation,
&l and mora s required.

O

2 o O

Meter’Smart Card Change Application
o To Change new issued mebor or card relafad infarmalion o database
o To Sand metar ralaled miormation 1o new issued Meter,

o To Sand changing information with comman information 1o Smancard as it can be
accessible by the particular Mater,

efc. and more a5 reguinad,
Meter Status Access module

» This module will used for accessing meler Current information Caollected from Metes theough
Common Meter Status Card or RFAR communicator or through RS485 Serial interface.

ele. and mare as required.
7458122 Instant Service Management
It i5 a portabla apphcation by which wiify can mentar and monitar melers instaliad a1 Fiekd, This
application musl have been hardware constrained,

# To Inherface b collect information Trom meder through Meter through Commaon Meler Siatus
Card ar RFAR communicafion or through RS485 Senal inferface,

# ToUpdale informalbion fo Meter as per MIC requirement.

# Toiaterface to Collect mformation from WG database as per requirement to update miarmaton
to mater and shored i to lemparany dalabase at the porable device for the ime beirg.

# To Interface to Updale MIC datebase with colecied informabon from occured situation.

elc. and more 25 required,
7.45,8.12.3 Authorization Management

s A5 everyone cannol gel parmission 0 acoess every management module, this madule will use
far giving permission bo individual for accessing specific managemant medule.
= | will also manage permessian for user of vending Station and POS by providing user name
and password.
ele. and mare 2& requirad,

7.45.8.12.4 Backup Module
This module is to bake backup of the MIC related database.

elc. and mare as required.

745813 Report Management Console

Sales reports
& Account wisa salas repors.

s Daily sabes repors.
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Consumplion reports

VAT reports

Customer reparts

anthly sales repors.
Tanf wee sales repors,
POS wise sales reports.

elc. and more a5 required.

Accaunt wises.,
Tarifl wises.
Feeder wes,
Manth wises,

elc. and maore a5 required.

Diale wises
Month wises
Year wises

elc. and more as requaed,

Account wise
Mater no wise
Phasa wise
Tardl wise
All customar
eic. and more as required,

» Exception reports

745814

o o0 O o 0 0 o a o 0

Ln

Sanclion load vislabon repad on Mo of [ns viekated
LowMa consumplion repont
elc. ard more a5 requead.

Account log info report
Account wiss

All

Qters

Haliday report

Tariff rapeirt

Vendng slalionPOS report
Credit given regort

Vending stalion information report
Sales pattern

Ceposit status

Vending slatistics report

alc. and mone as required,

B
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It iz notable that the software that wil be invelved and installed in the COC, MIC, UV, UCC & POS wil
be followed on the basis of a decided convention of the Data Exchange Format thal will be resporsibhe
for The meder that must be able fo read and to widie data o the smaricard in specific decided format if
it is & smaricard based meler or decode information from decided encoded keys typed through the
keypad if iz a keypad based meler.

Al the POS or the Uity Vending Station tha Token will ba genaraled for the Keypad base melers 50
tha software should have falloved the keypad numbering schema a5 described bedow. Here i is should
be mentioned that the scheme is perceplion only it could be changad or modified with respect o the
manufaciures thal waries.

7.45.8,15 Keypad Numbesing Scheme

While the manufaciurer i free to use any number scheme they see fil, the numbar scheme must be
secure and use minimum number of digits and must always contain {he following felds in ancrypted
Torm:

Mater IO

Recharged amaunt

Sanctioned Load

Soquence Murmbar

The mater must chack the validity of these filds bafore rechanging the credd. The sequence number is
&n avtn generated number starbing fram 1 for each recharge or keypad numbers. A keypad aumber will
only be accephad if tha pravious number has been keyed . For exampla, if a consumer goes ta POS o
recharge 3007k and gets keycoda wodyyyzez (which contains sequence number . The next manth he
poes agan to recharge 250Tk and gets keycode pppaagrm (which containg sequence number ne1).
Keycode pppaqqrrr will anly be accepled if woyyyzzz has baan keyed in praviousty Le. meter will anly

accept 8 keyoode containing sequence number ‘n' If &l some painl keycode conlaining seguence
nimber n-1' has been keyed . This is 1o ensure 1hat keycodes are nol discarded by a consumar

intendicnally.
Penodcaly if may be necessary to generale a keycods that contains more data. The keycode scheme
misl ke alble by sccommodate the fallowing data if and when raguired:
Meter [D
Reacharged amount
Sanctioned Load
Sequance Number
Load Change
« Sanchioned Load
# Start Time
« Load Conirol

Hale
» Star Unit

+ Peak Rale

» (i peak Rate

= Activation Date
Haliday

» Month
ey
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s Day

It is asswned that the keypad number with only the meter id, amount, load and sequence number will
be a lol shorer that the key code containing ail the rate information,

Al the POS or the Utety Vending Stalion the data transfer will be ocowred for the smartcard base
maters so the software should have follow the Smari Card Data Format scheme as described below.
Hare & is should be mentioned fhat the scheme is a perceplion only it could be changed or madified
waih respecd to the manufacturer that varies.

7.45.E.16 Encrypled Data Generation SDHIAP

Itz akabda that the sallwane al wil bs invelved and inslalled in fhe COC, MIC, VS, LCC & POS will
be followed an Encrypled Dala Generalicn SOK/AP] of tha relaled respaciive mater supplied by the
faetef randfactisar respansible faf  The meler thal most be able {o read and b wile data ta the
smartcand bn specifs decided formal il & is 2 smardcard based meler or decads information Trom
decided encodad keys typed through the keypad i it is a keypad based meter through te invalred
Encrypied Data Genaration SDE/APL

Al the POS or the Wilty Vending Station the data transfer wil be cocumed for the smaricard base

meters or the Taken will be generalad for the Keypad base mefers 5o the software should have fallow
and 1sa

Encrypled Data Generalion SO%/ AP as desceibed in Fart B of the Tender Document. Here it is should
be mantioned thal the Encrypled Dala Ganeration SDK/APTis a perceplion only A could be changed or
rodified with respact i ihe manulaciurer thal varies,

The mater manufaciurer musl provide SO AP 1o generale encrypted that suitable for tha meter lo
Emss and understand the API interface that has been developed in JAVA and operating system is on
The manufaciurer must provide:

¢ Library compiled in GCC Linux thal can be integrated in Java Program.

o Zample project and source coda llustrating usage of provided java program

+  Documentabon of each funchon, input and culput.

Wark with ulility ba make sure that all software Bollows the dofined standards, agres on change
with all pariners f required. Siandaeds are summarized below,

TAS8AT FOS-5M5 Communication Fermat
The POS will communicate directly with the MIC using a saparate & peivate Dafa Sardce Nabwik
{mabile netwark or other secure nebwork where applicabla). The data exchange will coow
thraugh an encryptad XML dala exchangs. Tha communication channel will use a 51268 or
1024hbit S5L which e vendor must acquire. A privake key will reside on the server and a public
key wil be available, The XML request and respanse formats are defined in the aflached XML
scheme files. Furibermare, the fllewing additional informakion are regqured;

Server Addrass;
Pan: 443, standard SEL por
URL; hitps:server_addressipos_process!

1. Accounting Server-3MS Communication Format
2 Meter Manufaciuner APISDE Formal
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The Tenderer must collact, infegrale and fesl praper funciianalily of thesa SDK from the males

manufachurars
»  Library compiled in GCC Linux tat can bo integrated in any Linux C pragram.

o Windows DLL or C library with all required header Bas.

s NET managed DLL,

» Semple project llustrating usaga provided libararyd DLL.

= Documentation,
= Installer,

Funchion Lisis: The following funclions and paramelers must be implamented:

Function meler_encode;

Relaled Paramelers
Parameter Data Type
Racharga_emgunt Infager
sanctioned_lxad Float
Sequence Mumbear Integer
Rala Array
Heliday Brray
Loss Array
Load Change Arrany
Meter_id String
Unshaned char
Eipucted_biput I=keyoda, F=hinary data)
Meter_id Sinng
Sanchioned
Load Weekend Emergency
Account Friendly Houwr
istariiend) Peak Hour
(startiend) Buzzer Volume Rata,
Haliday, Loss,
Load Change includas:Reles Rale Brray
slarts ab unit,Rate al Peak Rade af
Offpeak Actvation
Date Holidays Month, Day, Load
Change,Load Conlral, Start Time
{howr/minute), Sanctioned Load, Ete.
and mare a5 rquired,
Related Response
Paramater Data Type
Status Bocbsan
Amount Float
- hL
e 24
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Encoded_Data Byla array
Keyoade Siring
Metes_id String
Elc. and mong a5 resquired.
Function meter_decoda:
Parameler Data Type
Meter_k String
Encoted_Dala Byte aray
Ete. and mare as required,
Relaled Response
Parameter Data Type
Status Boolean
Tamper Stalus, RTC Slalus, LR Status, Usage Data
for the [ast 6 months individually, Month, Year, KWh,
Taka Recharged, Taka LUsed, Average Power,
Reactive Power, Maximum Power, Voll Ampare,
EWh in Peak, KWh in Off pesk, KVarh in Peak,
Karh in Off pesk, Total charge in Peak, Total Array

charge i Off pesk, Number of power fadures,
Mumber of Lime sanchoned lead excesgad, Load
control, Tamper, Mumber of fmes tamperad Dataf
Tiersr of Tamper

7.45.8.18 Meter Number Scheme

The meler number scheme will be the uniqgue and be follvwed by a corvension of the uilly, The
numbsa: schama wil not be the scheme described but the description will be the basic of he
convension of the meter number scheme which will be supplied after signing of fhe contract.

A 11 digit mater number is envisioned. The first digdl will be the ufility ID. The second and third
dgit wil comespond io meter manufacturar name. The fowdh digit will correspand lo mater type.
The nexi 7 digifs will be & sequence number used bo idenbly each mater and will consist of

puemiders {0-9),

T.45.8.18 3 Meter-5MS Data Exchange and Authentication Scheme

The XML dala exchange foemat is defined in ihe atached XML fles. rurhermare, the
communication channel must be encrypted by 256bit SHA and seeded by a frue random number
generator. Each meler should also hawe a unique key instafied.

Senver Address:
Biort: 2100, custorn port
Prodocol: TextEncrypled XBL

Elc. and mose a5 required,

st
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T.45.8.20 Meter Connection Procedurn

The following procedura |5 emvisioned: Configure the meter with server IP, port and any
authentication key required, Bring tha maler online and send a query tes! command from the
server. The meter should respond with firmware version which will verify connectivity. The send

fhe “canl™ command ko mater from server,

7.45.6.21

Establishmant af Metwark

The tenderer who will implement will be respansible for establishment of the network for the
antirg system. These include bul are not Emiled to

Metwork coanecting POS to MIC
Mabwork connecting UVS & UCC and ufility POS o MIC fwhen required
Matwork connecting Data Network Service Provider (mabile operators) to MIC

Arrange condract with Data Nebwatk Senvice Provides (mobile operators) for a secure
private data network and provide data netwark SIMRIM to POS opearators.

Ensure security of Ihe network. Setup APN whare requirad
Ensure uplime of natwork
Manage nebwork, test performance, threughput and bolilenack of netwark

Maintain mdomated natwork telure detection and failover, Develop & failune notifcation
senvica madal

Fofow network address scheme as defined balow:

Each uli®y comgany will be assigned a unique number starfing with 1 (max: 119, tolal: 119), Each
mobde operator will be assigned a unigue number starbing with 230 [max 284, lotal. 25), Each fnancial
instEution will be assigned a unique number starfing with 120 (max 228, total 110). Far aur exampla,
we will aszumg the following numbers fo illusirate an exampla,

LItfy compary x: 1

Litility company ¥ 2

Mabile Operalor m: 230

Mabile Operator n; 231

Frmancsl Institution p: 120

Fmancial Instifution q: 121

All utility servers will raside in a unique subnet of fe 172.16.x.x network.

Example:

Uity company x application server address: 172.16.1.1

LItKty company y application server address: 172.18.2.1

Mobile company m appécation sarver address: 172,16.230.1

Mobile company n application server address: 172.16.231.1

Financial Instilute p payment server address: 172,16.120.1

Financial Insltirle q payment serer address: 172,16.121.1

Other 253 IPs are available for other network servers for later or addilional use

zz .
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