













6.2 [bookmark: 6.2__Technical_Specification]Technical Specification

The Plant & Equipment shall comply with following Technical Specifications:

 (
264
)
 (
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)
6.2.2.2.1 GTP of Video Wall Panel
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	
Sl. No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Renowned international brand, who is a display manufacturer and own factory in origin country
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacture
	
	To be mentioned by the bidder
	

	5
	Video Wall Configuration
	
	For SOC Room: 3x3 For NOC Room: 3x3
	

	6
	Video Wall Orientation
	
	Should be Landscape
	

	7
	Size of each panel
	
	Should be min. 55''
	

	8
	Panel Technology
	
	Should be IPS
	

	9
	Contrast Ratio
	
	Should be Min. 1100:1
	

	10
	Dynamic CR
	
	Should be 500,000:1 or higher
	

	11
	Color Gamut
	
	Should be NTSC 72%
	

	12
	Viewing Angle
	
	Should be 178 x 178
	

	13
	Native Resolution
	
	Should be Min. 1920x1080
	

	14
	Brightness
	
	Should be Min. 500 nit
	

	15
	Color Depth
	
	Should be Min. 10 bit (1.07B colors)
	

	16
	Haze
	
	Should be 28% or better
	

	17
	Lifetime
	
	Should be Min. 60,000 hrs
	

	18
	Operation Hours
	
	Should be 24/7
	

	19
	Portrait/Landscape Mode
	
	Should support both Portrait & Landscape Mode
	

	20
	Bezel Area
	
	Should be max. 0.44 mm (even)
	

	21
	Response Time (G to G)
	
	Should be 8	ms or better
	

	22
	Internal Memory
	
	Should be Min. 8 GB
	

	23
	Built in Sensors
	
	Temperature Sensor, BLU Sensor, Acceleration(Gyro)
	

	24
	Built In OS
	
	Must be from same OEM
	

	25
	Embedded CMS (Built in)
	
	Should have bulit in CMS
	

	




26
	




S/W features
	
	Local Contents Scheduling, Group Manager, USB Plug & Play, Fail Over, Background Image (No Signal Image), Sync Mode (RS-232C Sync, Local Network Sync), Video Tag (4), Play via URL, Rotation (Screen Rotation, External Input Rotation), Gapless Playback, Tile Mode Setting (Max. 15 × 15), Setting Data Cloning, SNMP, ISM Method, Auto Set ID, Status Mailing, Control Manager, 3rd Party Compatibility, Power (Smart Energy Saving, PM Mode, Wake on LAN, Network Ready), HDMI-CEC, SI
Server Setting, webRTC, Pro:Idiom, W/B Setting by Grey Scale, Scan Inversion
	

	27
	OPS type compatible
	
	Should be OPS compatible
	

	
28
	
Connectivity (Input)
	
	Should have Min. HDMI x 2 (HDCP2.2), DPx1 (HDCP2.2), DVI-Dx1 (HDCP1.4), Audio x 1,
USB2.0x1 Type A
	



	
Sl. No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	29
	Connectivity (Output)
	
	Should have Min. DP Out (Input : HDMI / DVI / DP), Audio Out, RS-232C Out, RJ45 (LAN)
	

	30
	Circuit Board Sheilding
	
	Conformal coating on power board must be available
	

	

31
	

Image Gap Reduction
	
	Must have image improvement algorithm that can reduce image gaps among tiled displays when playing back videos. Objects located on
the bezel boundaries are adjusted for a seamless viewing experience.
	

	
32
	
Daisy Chain Capability
	
	
Must have Daisy Chain Capability
	

	33
	Smart Calibration
	
	Smart calibration by remote controller must be available
	

	
34
	Remote Content & Device Management S/W
	
	Manufacturer's must have their own content management and device management S/W
options available if required
	

	35
	Power Consumption (Typ/Max)
	
	Shoule be Max. 250W / 200W
	

	36
	Certifications
	
	Must have FCC Class- B, Energy Star 8.0, CB/NRTL, Nemko
	

	37
	IP Rating
	
	Minimum IP5X tested
	

	
38
	
Installation
	
	Bidder should responsible for installation and commissioning
including required connectivity cable as per site requirement.
	

	



39
	


Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer
authorization letter direct from OEM along with bid document.
	

	


40
	

Warranty
	
	· Bidder should provide Three (03) years warranty
· Manufacturer's must have country office in Bangladesh & OEM toll free call centre service support for any
emergency
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.2 GTP of Videowall Processor
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Renowned international brand, who is a display manufacturer and own factory in origin country
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacture
	
	To be mentioned by the bidder
	

	
















5
	
















General Features
	
	Videowall Processor should be able to handle min. 36 input sources and manages min. 20 displays in any sizes at various types of resolutions from a single
chassis
	

	
	
	
	Deivce should be Modular with min. 7 input slots and min. 5 output slots and min. 2 function board slots, which should also work as input board slots, to meet
various expansion needs
	

	
	
	
	Should handle true 4K input sources, supports near- zero-second seamless source switching and transmits high quality video streams without delay
	

	
	
	
	Should support custom resolutions and enable upscaling of video signals for crystal clear, accurate
imagery regardless of the display size or type from LED, LCD, DLP, to other large screens
	

	
	
	
	Should have reliable 24/7 operation with hot- swappable, redundant CPU control board and dual power modules, and hotswappable input / output
cards and cooling fan module
	

	
	
	
	Should be HDCP 2.2 compliant
	

	
	
	
	Outputs signals should be in customizable layouts, such as PiP, PbP, source cropping, overlapping, and
spreading across multiple screens, and in any sizes based on aspect ratio in real-time
	

	
	
	
	Should be able to customize organization's logo, color schemes and scrolling text
	

	
	
	
	Should be able to control via RS 232 & Ethernet connection as well as from the front panel buttons
	

	
	
	
	Should support integration with 3rd party devices via RS232, Ethernet and RESTful API
	

	
	
	
	Should avoid image tearing by synchronizing the scaler output frame rate to the input signal frame rate
	

	
	
	
	Should select optimum EDID settings for smooth
power-up, high-quality display and use of the best video resolution across different screens
	

	
	
	
	Should support SSH to strengthen data and information protection
	

	
	
	
	Min. three videowall processor should be daisy- chained together to run as a unified system
	

	

6
	

Input Interface
	
	Device should have min. 6 x input slots. Bidder should provide 2 x 4-Port HDMI Input Board from day one. Input Board should have 4 x HDMI Type-A Female port, 18 Gbps Data Rate, 600 MHz Pixel
Clock, HDCP 2.2 & Consumer Electronics Control Compatible, support 4096 x 2160 @ 60 Hz
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	resolution, hot-swappable
	

	

7
	

Output Interface
	
	Device should have min. 5 x output slots. Bidder should provide 3 x 4-Port HDMI output Board from day one. Input Board should have 4 x HDMI Type-A Female port, 18 Gbps Data Rate, 600 MHz Pixel Clock, HDCP 2.2 & Consumer Electronics Control Compatible, support 4096 x 2160 @ 60 Hz
resolution, hot-swappable
	

	8
	Control Interface
	
	Should be RS-232, Ethernet, USB
	

	9
	Communication
	
	Should have min. 2 x RJ45 ports for Daisy Chain
	

	10
	Local Output
	
	Should have min. 1 x HDMI Local Output
	

	11
	Power
	
	Should have dual hot-swappable power modules
	

	


12
	

Installation
	
	Bidder should responsible for installation and commissioning including required connectivity cable as per site requirement. Installation work should be completed through OEM certified engineer of the proposed brand. Evidence should be
submitted along with proposal.
	

	



13
	


Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer
authorization letter direct from OEM along with bid document.
	

	14
	Warranty
	
	Bidder should provide one (01) year full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.3 GTP of HDMI Matrix Switcher
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mention by bidder
	

	2
	Model
	
	To be mention by bidder
	

	3
	Origin of the Brand
	
	To be mentioned by the bidder
	

	4
	Country of
Manufacturer
	
	To be mention by bidder
	

	




5
	







Features
	
	Switcher should features seamless switching that employs an field-programmable gate array matrix architecture that allows continuous video streams, real-time control, and stable signal
transmissions
	

	
	
	
	Should have built-in high-performance scaler which converts various input resolutions into
various output display resolutions
	

	
	
	
	Switcher should have close-to-zero second switching for continuous video streams, real-
time switching, and stable signal transmissions
	

	
	
	
	Should have EDID settings, FrameSync settings, Electrostatic Discharge protection for HDMI
	

	
	
	
	HDMI audio should be extracted to stereo audio
	

	6
	Video Input Interface
	
	Should have min. 8 x HDMI Type A Female with
100 Ώ Impedance
	

	7
	Video Output Interface
	
	Should have min. 9 x HDMI Type A Female with
100 Ώ Impedance
	

	8
	
Video Features
	
	shoul have min. 10.2 Gbps Data Rate, 340 MHz Pixel Clock, HDCP 2.2 Compatible, Consumer
Electronics Control, HDMI (3D, Deep Color, 4K)
	

	9
	Audio Features
	
	Should have 1 x Mini Stereo Jack
	

	10
	Control Features
	
	Should have RS-232 & Ethernet control
	

	11
	Operating Temperature
	
	Should be -20° to 60° C
	

	12
	Humidity
	
	Should be 0 - 80% RH, Non-Condensing
	

	13
	Housing
	
	Should have Metal Housing
	

	

14
	

Installation
	
	Bidder should responsible for installation and commissioning including required connectivity cable as per site requirement. Installation work should be completed through OEM certified engineer of the proposed brand. Evidence
should be submitted along with proposal.
	

	

15
	


Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer
authorization letter direct from OEM along with bid document.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	16
	Warranty
	
	Bidder should provide one (01) year full
warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.4 GTP of Control System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	









5
	












General Features
	
	· Should have high performance processor embedded with quad-core CPU and 2 GB memory for designing and controlling complex projects
· Should have Dual, isolated LAN for secured
communication among IT devices
· Should support various interface connections for hardware-software integration and mobile device control
· Should have USB port for easy project upload
· Should have LCD display shows the option for
configuration and information display
· Should have IR learning function for adding IR
device drivers
· Should support native KNX IP for building
management systems
· Should support Telnet, TCP, UDP, HTTP, HTTPS,
ONVIF, and PJLink compliant
· Should support Pronto formatted IR codes
· Should be able to enable integration with Modbus
devices, including TCP, RTU, and its checksum data
· Should support Telnet CLI (command-line interface) mode for third- party system integration
· Should support centralized control and
management
· Should support project file backup
· Should have Web GUI for easy system
configuration
· Should support SSH communication for data
monitoring
· Should have LED indication of connection and
hardware status
	

	6
	Memory
	
	Should have min. 2GB SDRAM and min. 8GB Flash Memory
	

	

7
	


Interfaces
	
	Should have min. 2 x Programmable Bi-directional RS-232/422/485
Serial Port and min. 6 x Bidirectional RS-232 Serial Port, min. 8 x Programmable IR / Unidirectional RS- 232 Serial Port, min. 8 x Relay
Channel, min. 8 x Programmable Digital Input /
Output Channel, min. 2 x RJ-45 Female, 10 / 100 / 1000 Base-T, min. 1 x USB Type-A
	

	8
	Switches
	
	Should have On/Off Switch and IR Receiver LED
	

	9
	Selection Option
	
	Should have min. 3 x pushbuttons and reset button
	

	10
	
Control Panel Support
	
	Device should support Min. 32 Control panels and should have Min. 2 license for mobile/tab control (if required)
	

	11
	Control Panel Features
	
	
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
12
	
Key Features
	
	· Should have Control System app
· Should support Power over Ethernet (PoE)
· Should have capacitive multi-touch screen
· Should be able to mount on wall and Tabletop
	

	13
	Processor
	
	System should have at least Quad-core processor
	

	14
	Memory
	
	Should have min. 2GB SDRAM and min. 8GB Flash Memory
	

	15
	Display
	
	Should be Min. 10 Inches TFT-LCD Capacitive touch screen
	

	16
	Backlight
	
	Should be LED
	

	17
	Resolution
	
	Should be at least 1280 x 800
	

	18
	Aspect Ratio
	
	Should be Min. 16:10
	

	19
	Color Depth
	
	Should be Min. 8 bit
	

	20
	Contrast Ratio
	
	Should be Min. 800:1
	

	21
	Backlight
	
	Should be LED
	

	22
	Viewing Angle
	
	Should be ± 85° (H), ± 85° (V)
	

	23
	Luminance
	
	Should be Min. 500 cd/m²
	

	24
	Interfaces
	
	Should have min. 1 x RJ-45 Female, 10/100/1000 BaseT PoE interface and min. 1 x USB Type-A
	

	25
	Operating Temperature
	
	Should be 0 – 40 °C
	

	26
	Mounting Kit
	
	Bidder should provide same brand desktop mounting kit from day one
	

	
27
	

Installation
	
	Bidder should responsible for installation and commissioning including required connectivity cable as per site requirement. Installation work should be completed through OEM certified engineer of the proposed brand. Evidence should be submitted along
with proposal.
	

	
28
	

Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	29
	Warranty
	
	Bidder should provide Three (03) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.5 GTP of 20 m True 4K HDMI Active Optical Cable
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
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General Features
	
	Should support min. True 4K resolution (4096 x 2160 @ 60 Hz 4 : 4 : 4)
	

	
	
	
	Should reduce electromagnetic interference and radio-frequency interference for lowered noise
interference and reliable signal transmission
	

	
	
	
	Should be HDMI (3D, Deep Color, True 4K, HDR, ARC); HDCP 2.2 compliant
	

	
	
	
	Should have high data transfer rate of 18 Gbps
	

	
	
	
	Available length should be min. 20 Meter
	

	
	
	
	Must have CE , FCC, RoHS, REACH, UL VW-1,
EMC Class-A & Class-B
	

	
	
	
	Bend Radius should be min. 20 mm
	

	
	
	
	Cable should be hybrid type with optical fiber (OM3) and copper wire
	

	6
	Conductor
	
	Should be 7 x Tinned Copper wire strand and 4 x OM3 Optical Fiber (50 / 125 um)
	

	7
	Communication Signal
	
	Should have TMDS, EDID, CEC
	

	8
	Cable Jacket Type
	
	Should be PVC
	

	9
	Installation
	
	Bidder should responsible for installation, Testing and commissioning
	

	

10
	

Documentation
	
	· Bidder should provide relevant documents as reference of their compliance with page number of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	11
	Warranty
	
	Bidder should provide Three (03) years full warranty.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.6 GTP of Operator PC
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the tenderer
	

	2
	Model
	
	To be mentioned by the tenderer
	

	3
	Country of origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	Processor
	
	Min 14th Generation Intel Core i7 or higher
	

	6
	Clock speed
	
	Min. 5.40 GHz Turbo Frequency or higher
	

	7
	Graphic Card
	
	Should be Intel UHD Graphics 770 or higher
	

	8
	RAM
	
	Min. 16GB DDR5
	

	9
	Hard Disk Drive
	
	Min. 512GB SSD
	

	10
	Keyboard
	
	Should Provide Standard USB keyboard
	

	11
	Mouse
	
	Should Provide Standard USB optical mouse
	

	12
	Chipset
	
	Intel B660 Chipset or higher
	

	
13
	
Ports
	
	Min. 3 x USB 3.2 Gen 1 Type-A, 4 x USB 2.0, 1 x
USB 3.2 Gen 1 Type-C, 1 x HDMI, 1 x DP, 1 x RJ45,
Wi-Fi 6, Bluetooth, 1 x Combo Audio Por , 1 x Audio Out
	

	14
	Form Factor
	
	Micro/Mini Tower/Tower
	

	15
	Power Supply
	
	To be mentioned by the bidder
	

	16
	Operating System
	
	Windows Latest Version with License.
	

	17
	Installation
	
	Bidder should responsible for installation, Testing and commissioning
	

	

18
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization
letter direct from OEM/Distributor along with bid document.
	

	19
	Warranty
	
	Bidder should provide three (03) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.7 GTP of 23.8 Inch Monitor with Dual Arm Desk Mount Stand
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the tenderer
	

	2
	Model
	
	To be mentioned by the tenderer
	

	3
	Country of origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	Display Size
	
	Should be min. 23.8 inch
	

	6
	Backlight Technology
	
	Should be LED backlight
	

	7
	Panel Type
	
	Should be IPS
	

	8
	Resolution
	
	Should be FHD (1920x1080) or higher
	

	9
	Display Surface
	
	Should be Anti-Glare
	

	10
	Aspect Ratio
	
	Should be 16:9
	

	11
	Viewing Angle
	
	Should be178°/178°
	

	12
	Brightness
	
	Should be min. 250 nits
	

	13
	Contrast Ratio
	
	Should be min. 1300:1
	

	14
	Refresh Rate
	
	Should be min. 100 Hz
	

	15
	Color Support
	
	Should be 16.7 million color
	

	16
	Color Gamut
	
	Should be 99% sRGB
	

	17
	Response Time
	
	Should be max. 5ms
	

	18
	Others Features
	
	Should have Low Blue Light Plus and Eyesafe Certification, Flicker Free,HDCP
	

	19
	Speaker
	
	Should have min. 2Wx2 built-in speaker
	

	20
	Interfaces
	
	Should have min. 1x DisplayPort and 2x HDMI with Audio Jack
	

	21
	Vesa Wall Mount
	
	Should support 100x100 mm
	

	22
	Monitor Dual Arm Desk Mount Stand
	
	
	

	23
	Brand
	
	To be mentioned by the tenderer
	

	24
	Model
	
	To be mentioned by the tenderer
	

	25
	Country of origin
	
	To be mentioned by the tenderer
	

	26
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	27
	Display support
	
	Should support min. 17 - 32 Inch Display
	

	28
	Loading Capacity
	
	Should be min. 18 Kg
	

	29
	Vesa
	
	Should support 75 x 75 / 100 x 100mm
	

	30
	Number of Screens
	
	Should support 2 display
	

	31
	Others Features
	
	Should have Adjustable Height, Tilt & Rotation Adjustment, SPCC Metal Body Material
	

	
32
	
Installation
	
	· Bidder should responsible for installation, Testing and commissioning
· Bidder should provide 1 nos Monitor Dual Arm Desk Mount Stand for 2 Nos 23.8 Inch Monitor
	

	
33
	
Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM/Distributor along with bid document.
	

	34
	Warranty
	
	Bidder should provide three (03) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.8 GTP of HDMI Splitter
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	




5
	






General Features
	
	Connects one HDMI source to two HDMI displays at the same time
	

	
	
	
	HDMI shuold support 3D, Deep Color and 4K and High Bandwidth Digital Content Protection1.4
Compliant
	

	
	
	
	Device should support Data Rate Min. 10.2 Gbps where 3.4 Gbps Per Lane and bandwidth should be
Min. 340MHz for high performance video
	

	
	
	
	Device should support Min. 15m Long distance transmission and cable should be 24 AWG
	

	
	
	
	Supports resolutions Min.
4096 x 2160 / 3840 x 2160 @ 60Hz (4:2:0);
4096 x 2160 / 3840 x 2160 @ 30Hz (4:4:4)
	

	
	
	
	Supports Dolby True HD and DTS HD Master Audio
	

	
	
	
	Plug-and-play – no software installation required
	

	6
	Input/Output Interface
	
	
	

	7
	Power Consumption
	
	
	

	8
	Operating Temperature
	
	
	

	9
	Storage Temperature
	
	
	

	10
	Humidity
	
	
	

	11
	Housing
	
	
	

	12
	Installation
	
	
	

	

13
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM/Distributor along with bid
document.
	

	14
	Warranty
	
	Bidder should provide three (03) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.9 GTP of Network PoE Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	5
	
Interface
	
	10/100/1000 Base-T RJ45 ports: Should be min. 24
	

	
	
	
	1000BASE-X Fiber SFP Ports: Should be min. 4
	

	6
	PoE
	
	Switch should have min. 190 Watt PoE power budget
	

	7
	Upload & Backup
	
	Must have USB port for config file upload/backup & firmware updates
	

	8
	Packet buffer
	
	Should be min. 1.5MB
	

	9
	Processor
	
	Should have min. 800MHz ARM processor
	

	10
	Memory
	
	Should have min. 512MB RAM
	

	11
	Flash
	
	Should have min. 64MB FLASH
	

	12
	MAC Address Table
	
	Should support 16K MAC Address
	

	13
	Bandwidth
	
	Should be min. 56 Gbps
	

	14
	Packet forwarding rate
	
	Should be min. 41.67 Mpps
	

	15
	Jumbo frame support (bytes)
	
	Must support 10K packet size
	

	16
	Mean Time Between Failures (MTBF)
	
	Should be min. 1,750,000 hours
	

	

17
	


Protocols
	
	Should have PoE controls/Port for remote power management with operation scheduling, Auto DOS (denial of service) prevention, IGMP Snooping and Querier for multicast optimization, Rate limiting and priority queuing for better bandwidth allocation, Port mirroring for network monitoring, SNMP and RMON remote monitoring, Configure in app and email alerts
and notifications
	

	
18
	

Cloud Management
	
	Proposed device should be fully cloud-managed
· Instantly activate cloud management from the web GUI
· Cloud based network administration
· Monitoring
· Firmware management
	

	
19
	
Network Management
	
	Network Management System should allow proposed product to be deployed and managed through this single interface, Should provide Dual firmware
images for reliability and uptime of network
	

	
20
	
Certification
	
	Offered product must have CB, RCM, KC, BSMI, ICES Class A, VCCI, BSMI, UKCA Certifications. Evidance should be submitted along with the
proposal.
	

	
21
	

Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer authorization
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	letter direct from OEM along with bid document.
- Bidder must submit Country of Manufacturer certificate along with proposal
	

	22
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	

23
	


Warranty
	
	Bidder should provide three (03) years
replacement warranty. If proposed model end of life (EOL), update model need to provide as
replacement.
	

	
	
	
	Warranty activation should be ready from both website and Moblie Apps. Bidder should provide the activation link and Apps Name during the proposal
submission.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.10 GTP of 15U AV Rack
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	
Conformity
	
	All passive products (Copper and Rack) must be from same manufacturer in order to ensure the end to end
proper integration.
	

	6
	Rack Dimensions
	
	Typical Dimensions: Should be 19" (width) x 15U (height) x 600mm (depth)
	

	
7
	
Construction Material
	
	· Rack Material: Should have High-quality steel construction for durability and stability.
· Finish: Should be Powder-coated finish for corrosion resistance.
	

	8
	
Mounting Capacity
	
	· Number of Rack Units (U): Should be min. 15U
· Mounting Rails: Should be Front and rear mounting
rails for secure installation.
	

	9
	Static Load
	
	Should be min. 80kg
	

	10
	Color
	
	Should be Black, RAL9005(Optional Gary RAL7035)
	

	11
	
Standard
	
	Should be Compliance with EIA-310-E, IEC297-2, DIN41491; PART1, DIN41494; PART7, GB/T3047.2-
92 standard; Compatible with ETSI standard
	

	12
	Frame Structure
	
	Should be Detachable
	

	13
	U-column
	
	Should have 4pcs, 1.5mm
	

	14
	Beam Thickness(mm)
	
	Should be SPCC,0.8mm
	

	15
	Front Door
	
	Should have Glass door
	

	16
	Rear Panel
	
	Should be Non-removable with hanging plate
	

	17
	Side Door
	
	Should be Tool-free installation (Optional round lock)
	

	
18
	
Access and Security
	
	· Lockable Front Door: Should be lockable front door
with tempered glass
· Key Lock: Should Include keys for the lock, and
specify the type of lock used.
	

	19
	Cooling and Ventilation
	
	Should have Cooling Fan 2pcs, AC220V with UK type power plug
	

	20
	
Mounting Hardware
	
	· Wall Mounting Hardware: Should Include wall mounting brackets and hardware for secure attachment to the wall.
	

	21
	Philip screws and Nuts
	
	Should provide min. 30 sets from day one
	

	22
	PDU
	
	Should provide min. 1X6 Port 13A UK Type PDU from day one
	

	
23
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	24
	
Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.11 GTP of Accessories & Installation
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Quality
	
	All the supplied accessories should be good quality
	

	2
	
Connectivity Cable
	
	Bidder should provide required network cable, Electric cable to integrate all the supplied equipment
to make it functional.
	

	


3
	



Accessories
	
	The required accessories for all the video component:
Bidder should provide installation accessories i.e. PVC pipe, flexible pipe, PVC channel, Thai Channel, Necessary Electrical Cable and related goods, mounting kit, customize mounting kit, cable tie, royal plug, tape etc. as per site requirement.All the cables should be covered by PVC pipe/Flexi Pipe for the
prevention of rodent infestation. Bidder should use RFL/Bengal/Equivalent quality pipe for cable laying.
	

	4
	Working Area
	
	Full Ceiling and Major area of Wall within the Rooms
	

	5
	Installation
	
	Bidder should responsible for installation, commissioning and Testing
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.12 GTP of Operator Table
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	Table Size
	
	Should be H-30" x L-66" x W-32"
	

	6
	
Materials
	
	Should be made with Lamination Board, PVC Edging, Grommet
	

	7
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning
	

	8
	Documentation
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	9
	Warranty
	
	Bidder should provide one (01) year full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.13 GTP of Operator Chair
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	

Materials
	
	Seat should be made of black fabrics on foam Cushoning and back made of nylon gray, five star
metal vase with castor wheel, hydraulic gas lift.
	

	6
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning
	

	7
	Documentation
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	8
	Warranty
	
	Bidder should provide one (01) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.14 GTP of Raised Floor System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	

1
	Raised Floor
	
	Access floor system to be installed will provide a maximum finished floor height of 300-450 mm from the existing floor level. The system will provide for suitable pedestal and under-structure designed to withstand various static loads and rolling loads subjected to it in an rack area. The entire Access
floor system will provide for adequate fire resistance, acoustic barrier and air leakage resistance.
	

	2
	Brand
	
	ARCTIV or equivalent
	

	3
	Origin of the Brand
	
	To be mentioned by the bidder
	

	4
	Panel
	
	High pressure laminated, Calcium Sulphate
	

	5
	Breadth Size
	
	600 mm x 600mm
	

	6
	Panel Thickness
	
	32mm
	

	7
	Finished Floor Height
	
	FFH 300-450mm
	

	

8
	Panel
	
	Panels will be made up of inert material Calcium sulphate. The bottom of the panel shall be of 0.05 mm Aluminum foil to create a fire and humidity barrier and this should provide floor’s electrical continuity. Panels will remain flat through and stable unaffected by humidity or fluctuation in temperature throughout its normal working life. Load Bearing capacity
16000N/M².
	

	



9
	Panel
	
	Panels will provide for impact resistance top surfaces minimal deflection, corrosion resistance properties and shall not be combustible or aid surface spread of flame. Panels will be insulated against heat and noise transfer. Panels will be 600 x 600mm x 32-35 mm thickt fully interchangeable with each other within the range of a specified layout. Panels shall rest on the grid formed by the stringers which are bolted on to the pedestals. Panels shall be finished with anti- static HP Laminate and 0.45 mm thick plastic edge material that is self-extinguishing and will be PVC
free
	

	


10
	Pedestal
	
	Pedestal design will confirm speedy assembly and removal for relocation and maintenance. Pedestal base to be permanently secured to position on the sub-floor. Pedestal assembly will provide for easy adjustment of leveling and accurately align panels to ensure lateral restrain. Pedestals will support an axial load of 1500 Kgs, without permanent deflection and an ultimate load of 3000 Kgs. Pedestal head will
be designed to avoid any rattle or squeaks.
	

	
11
	Stringers
	
	Stringer system is composed of a special frame, made of pressed galvanized steel plate and with a section minimum 20mm wide, 30 mm high and 0.8
mm thick. The longitudinal ribs and flaps in the lower part  should  be  designed  to  increase  flexion
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	resistance. The grid formed by the pedestal and stringer assembly will receive the floor panel.
	

	12
	Pedestal glue
	
	Placing of pedestal base into concrete slab floor
	

	13
	Accessories
	
	Pedestal, Stringer and fasteners & other, materials will be in accordance to match for the above
	

	
14
	Others feature
	
	Panel Systematically anti-static, Fire-proof, Damp proof, Support heavy load, easy to install, disassembly and interchange. Difficult to be dirty, easy to clean, decorative appearance and durable
using term.
	

	15
	Standard
	
	ISO Certification for Manufacturer
	

	
16
	Steel Ventilation Perforated Panel
	
	Perforated steel panels designed for static load shall be interchangeable with standard field panels and capable of supporting concentrated loads with at least the load carrying capacity as the standard
panels. Panels shall have 58% or higher free air flow.
	

	17
	Air Grommet
	
	Air Grommet for raised floor cutout hole
	

	18
	Section
	
	Divided section.
	

	19
	Brushes
	
	Overlapping Brushes with double layer facilities.
	

	20
	
	
	High Strength Flame Retardant ABS and quality Nylon brush.
	

	21
	
	
	Latch removable brush section.
	

	22
	Feature
	
	Installation facilities at the panel edge or within the panel.
	

	23
	Shape
	
	Round or rectangle
	

	24
	Compliance
	
	Material is RoHS compliant per European. Directive 2002/95/EC on the Restriction of Hazardous Substances (RoHS).
	

	25
	Panel Lifter
	
	Panel Lifter, Double Cup Suction Type
	

	26
	Thermal Insulation under Raised floor
	
	Thermal Insulation for Server Room Under Floor Insulation
	

	27
	Brand
	
	Armacell or Equivalent
	

	28
	Country of Origin
	
	To be mentioned by the bidder
	

	29
	Country of Manufacture
	
	To be mentioned by the bidder
	

	

30
	Otters Feature
	
	Good fire retardant rigid Class "O" type insulation. top sides aluminium foil cloth and down side plain foam with corrosion resistant paint in total thickness 80 micron Doesn’t absorb humidity Zero Ozone Depleting Potential, Green Product Fire safety, fire retardant Size: 4m(L) x 1.2m(W)/piece Thickness of panel: 18-19mm Density of polyure: 52kg/m3
Compressive strength: 200 N/mm2 Insulation solution gum as required
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.15 GTP of Electrical Cable
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Main Incoming Cable
LT Panel to PCD to AVR to MDB
	
	1x185 RM NYY, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	2
	Cable For UPS In/Out (80kVA)
	
	1x35 RM NYY, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	3
	Cable For Precision AC
	
	1x16 RM NYY, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	4
	Cable For Industrical Socket
	
	3x6 RM NYY, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	5
	Cable from MDB to Mechanical DB
	
	1x35 RM NYY, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	6
	Cable from MDB to Utility DB
	
	1x10 RM NYY, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	7
	Cable for UPS Grounding
	
	25 RM BYA, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	8
	Cable for PAC Grounding
	
	16 RM BYA, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	9
	Bonding Cable
	
	4-6 RM BYA Green, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	10
	Earth Continuity Conductor
	
	2.5/1.5/1 RM/RE BYA Green, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	11
	Cable For Combo Socket
	
	2.5	RM	BYA,	BRB/BBS/Bizli	or	Equivalent, Bangladesh
	

	12
	Cable For Light and Others
	
	1.5 RM BYA, BRB/BBS/Bizli or Equivalent, Bangladesh
	

	
13
	Cable Ladder/Tray for Electrical Cable
	
	Supply & Installation of Cable Ladder/Tray 250- 400mm(W)x50mm, Color: Silver for routing cables under raised floor and overhead with all fittings and
accessories.
	

	
14
	Accessories for Electrical works
	
	PVC Pipe, PVC Channel and Others, cable tie, screw, GI wire, royal plug, royal bolt, PVC Pipe
Jointer L, T, & Intersection shape, Clump, PVC tape, masking tape, rivet, high quality nylon fastener, etc.
	

	15
	Installation Work
	
	Installation of cables
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.16 GTP of Distribution Board (DB)
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	







1
	Electrical Panels
	
	Supply, installation, testing, and commissioning of 415V, 3-phase, 50Hz indoor-type Electrical Distribution Board (DB Panel) of the following specifications: Type: Indoor, wall-mounted, factory- assembled, dust and vermin-proof, epoxy powder- coated steel enclosure. Standards Compliance: The DB panel shall conform to IEC other relevant international standards. Busbar: Equipped with hard- drawn, high-conductivity electrolytic copper busbars rated for required current capacity, TPN & E type, insulated and color-coded (Red, Yellow, Blue). Meters & Indicators: Voltmeter (0–600V) with selector switch. Ammeter of adequate rating with selector switch and current transformers (CTs). Indicating lamps. Suitable MCCBs, MCBs, etc., of required ratings as per the load schedule and design drawings. All breakers shall have proper labeling and identification for incoming and outgoing feeders. Panel to be locally factory-fabricated using 16SWG thickness. Epoxy powder coating. Cable entry from top/bottom as per site condition, with gland plates
and necessary accessories. DB Size as per the requirement.
	

	2
	Data Center Main Distribution Board
(MDB)/ AVR Output DB
	
	Incoming: 1 Nos 400Amp MCCB TP. Outgoing: 1 Nos 125Amp MCCB TP, 1 Nos 100Amp MCCB TP, 1
Nos 50Amp MCCB TP from ABB/Schneider/Legrand.
	

	3
	Data Center UPS Output DB
	
	Incoming: 1 nos 125Amp MCCB TP, Outgoing: 16 nos 32Amp MCB SP from ABB/Schneider/Legrand
	

	4
	Data Center Mechanical DB
	
	Incoming: 1 nos 100Amp MCCB TP, Outgoing: 3 nos 50Amp MCCB TP, 8 Nos 10-25 Amp MCB TP/DP/SP
from ABB/Schneider/Legrand
	

	5
	Data Center Utility DB
	
	Incoming: 1 nos 50Amp MCCB TP, Outgoing: 20 nos 10-16Amp MCB SP from ABB/Schneider/Legrand
	

	6
	Installation Work
	
	Installation of DBs.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.17 GTP of Earthling System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	

1
	Earthling work
	
	Earthling installation with 38.10mm (1.5”) dia GI pipe having 6.35mm dia holes across the dia at 305mm interval, earth electrode (10'-0") securely bonded with 6 SWG HDBC earth lead with washer, nuts, bolts etc. sunk up to a depth 150rft or more boring ensuring resistance below 1 Ohm. Complete as per direction of the Engineer-in-charge. Earthling Cable. complete
as per direction of the Engineer-in-charge. PIT- 2'x2'x1' (Civil), MGB with support.
	

	2
	Earthling Cable from Earth Pit to Data Center
	
	120 RM BYA, BRB/BBS/Bizli or Equivalent, Bangladesh
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.18 GTP of LPS (Lightning Protection System)
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	







1
	LPS (Lightning Protection System)
	
	The electrical activity in the atmosphere, particularly cloud-to-ground (C–G) lightning discharges, poses a significant risk to people, structures, and sensitive electronic systems. To mitigate this hazard, a comprehensive Lightning Protection System (LPS) shall be installed on the building roof in accordance with international standards. The system shall include air terminals (lightning rods), down conductors, and earth termination networks, properly interconnected to ensure safe dissipation of lightning energy into the ground, thus preventing structural and equipment damage. The lightning protection system shall be designed and installed in compliance with applicable standards. Include air termination rods at all critical points on the roof to provide a protective zone for the entire structure. Use copper or aluminum down conductors routed through dedicated paths, avoiding sharp bends. Be connected to a dedicated earth termination network. This system will ensure effective protection against lightning strikes, safeguarding the building,   occupants,   and   all   connected
electrical/electronic systems from direct or induced lightning effects.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.19 GTP of Signal Reference Grid
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



1
	Signal Reference Grid (SRG)
	
	The Signal Reference Grid (SRG) shall be provided within the data hall to ensure a low-impedance, equipotential reference plane for all sensitive electronic, IT, and communication equipment. The SRG shall be a copper grid network installed directly beneath the raised floor system within the IT white space. The grid shall form a matrix of copper strips or conductors, creating square meshes typically 600 mm × 600 mm (or as per raised floor tile layout). The grid shall cover the entire white space area and extend under major equipment. The SRG shall be bonded to the Earth Bus in multiple points to ensure
equipotential equalization. Flat conductor, copper Size:15 x 2 mm (w x h)
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.20 GTP of SPD
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	




1
	SPD (Surge Protection Device)
	
	Nominal Voltage : 230V/400V, Maximum Discharge Surge Current: : 50 KA, Maximum Accepted Value of the Follow-On Current : 200A, Thunder and Lightning Impulse Current (10/350) : 10KA, The Grade of Voltage Protection Is In 5KA '8/20) : < 1 KV, The Thunder and Lightning Pulse Assaults 1.2/50 of Voltage	:	<	1.5KV Response Time : < 25NS, Intensity of Safety Fuse of Maximum : 125A GI/GG, Current Strength of the Short Circuit : 50KA/50Hz, Operating Temperature : - 400C to + 800C, Module : Npe, Nominal Voltage Uc : 255V/50-60 Hz, Mounting Frame : 35Mm Guide Rail, According To EN 50022, Outer Cover Material : Thermoplastic Glass Fiber Material, Protect The
Grade : General Type, Brand: Dehn, Europe or equivalent reputed make
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.21 GTP of 80KVA Online UPS 30Min Backup for Critical IT Load
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	










1
	Online UPS 80kVA
	
	Supply, installation, testing and commissioning of 80KVA/KW online UPS with 30min Backup. Brand: APC/Vertiv or equivalent, Brand Origin: To be mentioned by the bidder. The 80kVA/kW Uninterruptible Power Supply (UPS) is a high- efficiency, three-phase online double conversion system designed to provide reliable and continuous power protection for critical facilities such as Data centers, telecom, and industrial applications. Operating at 400/415V, 50Hz, the UPS delivers true online power with unity power factor (kVA = kW), ensuring maximum capacity utilization and reduced energy losses. It features advanced IGBT rectifier and inverter technology, achieving up to 96.2% efficiency in double conversion mode and over 99% in ECO mode, minimizing operational costs. The system provides full digital control via DSP for precise voltage and frequency regulation, and includes a wide input voltage tolerance for stable operation even under poor mains conditions. The 80kVA model supports parallel configuration for redundancy or capacity expansion, includes an internal static bypass and maintenance bypass, and offers comprehensive monitoring through LCD display, SNMP/web interface, and remote communication ports. Built with compact design, it ensures high reliability, ease of maintenance, and compliance with IEC 62040-1/2/3 standards, making it an ideal choice for critical power continuity applications. Battery configuration is 100AH x 40 Nos battery, 12VDC each block, Battery Brand: Leoch or
equivalent reputed make, 1 battery string for 30min Backup.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.22 GTP of 80KVA Online UPS 30Min Backup for Critical IT Load
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	










1
	Online UPS 80kVA
	
	Supply, installation, testing and commissioning of 80KVA/KW online UPS with 30min Backup. Brand: APC/Vertiv or equivalent, Brand Origin: To be mentioned by the bidder. The 80kVA/kW Uninterruptible Power Supply (UPS) is a high- efficiency, three-phase online double conversion system designed to provide reliable and continuous power protection for critical facilities such as Data centers, telecom, and industrial applications. Operating at 400/415V, 50Hz, the UPS delivers true online power with unity power factor (kVA = kW), ensuring maximum capacity utilization and reduced energy losses. It features advanced IGBT rectifier and inverter technology, achieving up to 96.2% efficiency in double conversion mode and over 99% in ECO mode, minimizing operational costs. The system provides full digital control via DSP for precise voltage and frequency regulation, and includes a wide input voltage tolerance for stable operation even under poor mains conditions. The 80kVA model supports parallel configuration for redundancy or capacity expansion, includes an internal static bypass and maintenance bypass, and offers comprehensive monitoring through LCD display, SNMP/web interface, and remote communication ports. Built with compact design, it ensures high reliability, ease of maintenance, and compliance with IEC 62040-1/2/3 standards, making it an ideal choice for critical power continuity applications. Battery configuration is 100AH x 40 Nos battery, 12VDC each block, Battery Brand: Leoch or equivalent reputed make, 1 battery string for 30min
Backup.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.23 GTP of 20KVA Online UPS 30Min Backup for Non Critical Load
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
1
	Online UPS
	
	Supply, installation, testing and commissioning of 20kVA Online UPS System
	

	2
	Capacity
	
	20KVA/KW
	

	
3
	Brand
	
	Same Brand of 80kVA UPS, To be mentioned by bidder
	

	4
	Model
	
	To be mentioned by bidder
	

	5
	Origin of the Brand
	
	To be mentioned by the bidder
	

	6
	Back up time
	
	30 Min
	

	7
	Technology
	
	True Online Double Conversion
	

	
8
	Compatibility
	
	The UPS should be suitable for IT equipment. Generator Compatibility.
	

	
9
	Alarm/Warning
System
	
	Multiple audible and visual alarms
	

	10
	Input
	
	
	

	11
	Input Voltage
	
	380/400/415VAC 3-Phase, 4Wire
	

	
12
	Input Voltage Range
	
	Three Phase 305Vac-498Vac (176-288VAC
Single Phase)
	

	
13
	Nominal input frequency
	
	50/60 (Hz)
	

	
14
	Input Frequency Range
	
	40-70 (Hz)
	

	15
	Input Power Factor
	
	>0.99 at Full Load
	

	16
	Output
	
	
	

	17
	Rated Voltage
	
	3phase, 380/400/415VAC
	

	
18
	Nominal output
frequency
	
	50/60 (Hz)
	

	
19
	Rated power factor (kW/kVA)
	
	1 (Unity)
	

	20
	Voltage Precision
	
	1%
	

	21
	Output Voltage THD
	
	For Linear load <2%, for Non Linear Load 5%
	

	22
	Crest Factor
	
	3:1
	

	
23
	Step Load Performance
	
	100%
	

	
24
	Over Load Performance
	
	should be minimum 105% ~ 125%, 5min; 125%
~ 150%, 1min; 150%, 200ms
	

	25
	Output waveform
	
	Pure Sinewave
	

	26
	System parameters
	
	
	

	27
	Conversion Type
	
	Online Double Conversion
	

	28
	Parallel Operation
	
	minimum 2+1 compatible
	

	
29
	Installation mode
	
	19" Standard IT Rack Mountable & Tower Convertible
	

	
30
	System Efficiency
@100% Load
	
	Should deliver more than 96%
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	31
	ECO mode efficiency
	
	Up to 99%
	

	32
	Noise
	
	<60dB
	

	33
	LCD Display
	
	Gravity sense LCD Display Should be available
	

	34
	Standards
	
	
	

	35
	Safety
	
	IEC/EN 62040-1
	

	
36
	Electromagnetic Compatibility
	
	IEC/EN 62040-2
	

	35
	UPS Classification
	
	VFI-SS-111 according to IEC 62040-3
	

	36
	Protection Level
	
	IP20
	

	

37
	Communication
	
	USB, SNMP for status monitoring, additional port for optional intelligent card should be
available in the system.
	

	38
	UPS Battery
	
	
	

	39
	Battery Type
	
	Sealed Lead Acid Maintenance free, VRLA
	

	40
	Battery Brand
	
	Leoch/Quanta/Powerkingdom/Equivalent
	

	41
	Number of Battery
	
	Within 32-40 Nos
	

	42
	Battery Block Voltage
	
	12VDC
	

	43
	Battery Rating
	
	40Ah each
	

	44
	Battery Rack
	
	Metal and external, open rack type
	

	45
	UPS Battery Charger
	
	Inbuilt minimum 13Amp Battery Charger
	

	46
	Battery Disconnector
	
	Battery disconnector should be available
	

	47
	Environmental
	
	
	

	
48
	Operating
temperature (°C)
	
	Should be capable to operate the UPS in 0-50
(°C)
	

	
49
	Relative humidity (%RH)
	
	Should be capable to operate the UPS in up to 95% RH
	

	


50
	Installation Reference
	
	Proposed Brand Should have minimum 10 installation references in Bangladesh. Bidder should mention the names of the installation
sites.
	

	

51
	Installation and Commissioning
	
	Installation and commissioning by OEM Certified Engineer. Bidder should submit the
Certified Engineer's CV with the bid documents.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.24 GTP of 300kVA Phase Correction Device
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	







1
	Phase Correction Device
	
	Supply, installation, testing and commissioning of Automatic Phase Correction Device (PCD). Fully automatic phase reversal correction. Load Protection from High or Low voltage. Must check output the right sequence (RYB) in spite of any phase change. Whenever input supply is given, three phases must be checked and correct the same automatically. There must be Selectable switch for high and low voltage selection. Nominal voltage will be minimum 400V. Nominal operating current will be 500A or higher. 16 SWG Sheet steel enclosed, dust and vermin proof, free standing, floor mounting or wall mount best quality lock and powder coated paint finished. 415 V, 50 Hz, indoor type Low Tension distribution panel complete with hard drawn electrolytic copper bus bars with proper heat shrink tube as mentioned below TPN & E and equipped. 2 Set Phase indicating lamp RED/YELLOW/BLUE. 3 Set Control Circuit Breaker ( 6A, SP, MCB). 3 Phase Phasing Preventer/failure relay for phase correction. AC electronic Relay, Timer “Second”, Fuse. All required incoming & Outgoing PCD Controlling system, timer and related all Accessories asper
approved SLD. Brand: Local Assembled by imported sub components.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.25 GTP of 250 kVA Automatic Voltage Regulator (AVR)
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Automatic Voltage Regulator
	
	Supply, installation, Testing and Commissioning of 250kVA Automatic Voltage Regulator
	

	2
	Brand
	
	To be mentioned by the bidder
	

	3
	Model
	
	To be mentioned by the bidder
	

	4
	Origin Of the Brand
	
	To be mentioned by the bidder
	

	5
	Country of Manufacture
	
	To be mentioned by the bidder
	

	6
	Rated power
	
	Minimum 250 kVA - continuous duty INDOOR INSTALLATION
	

	7
	Input voltage
	
	3PH+N 380Y/220 VAC 3PH and 4 wires
	

	8
	Input voltage range
	
	400Y/230 VAC +/-20%, From 320-480VAC for three phase L- L
	

	9
	Output voltage
	
	3PH+N 380Y/220 or 400Y/230 VAC selectable
	

	10
	Output voltage accuracy
	
	± 1.0 % RMS stabilized
	

	11
	Frequency
	
	50/60 Hz +/- 5%
	

	12
	Admitted load variation
	
	0 to 100%
	

	13
	Admitted load unbalance
	
	up to 100%
	

	14
	Input Current
	
	Min 450A
	

	15
	Rated Current
	
	Min 360A @ 400 VAC
	

	16
	Operation type
	
	Electro Servo mechanical, motor drive controlled
	

	17
	Operation control system
	
	unit sensed by solid state electronics, conformal coated to prevent short circuiting due to humidity.
	

	18
	Correction speed
	
	18 ms/V =1.1 sec x60V, -15% drop, response time
	

	19
	Power factor of the load
	
	any
	

	20
	Waveform distortion
	
	< 0,2 % - nil and none added
	

	21
	Full load efficiency
	
	> 98% at 100% linear load
	

	22
	Cooling
	
	natural air (aided by fans over 45°C)
	

	23
	Permissible overload
	
	200% x2 minutes, 150% x5 mins, 110% x10 mins
	

	24
	Operating temperature
	
	: -25°C up to +40°C
	

	25
	Storage Temperature
	
	: -25°C up to +60°C
	

	26
	Relative humidity
	
	< 90% (non condensing)
	

	27
	Ambient environment site
	
	dusty with small pollution
	

	28
	Acoustic noise
	
	±58 dB (A)
	

	29
	Applicable Safety Standards
	
	IEEE 587, EN 50081-1:1992, EN 50082-1:1998,IEC
439
	

	30
	Company certification
	
	comply to ISO 9001:2000 Standards
	

	31
	Fittings
	
	Multi-task digital analyzers monitoring of INPUT / OUTPUT electrical values
	

	32
	
	
	Measurement front panel with the following parameters
	

	33
	
	
	voltage, current, frequency, power factor, Power,
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	KVA
	

	34
	
	
	Lightning protection arrestors of spikes/surges TVSS class II
	

	35
	
	
	Soft start and Soft Stop protections given by super- capacitor
	

	36
	
	
	system for safe load supply at start-up
	

	35
	
	
	Logic control based on a microprocessor control system
	

	36
	
	
	Buzzer alarm provisions over-temperature, under/over voltage
	

	37
	
	
	Alarms for minimum and maximum voltage
	

	38
	
	
	Alarms for maximum current
	

	39
	
	
	Alarms for ventilation failure and over-temperature
	

	40
	
	
	Auxiliary circuit are protected by fuses
	

	
41
	Terminal board
	
	Input & Output bus bars terminals with prevision of suitable connection holes. Cables fed the AVR from
the bottom side
	

	42
	Protection degree
	
	metallic cabinet IP21 RAL 7035 finish paint preferred
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.26 GTP of 275 KVA Generator incl ATS
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Should be Mitsubishi/Caterpillar/Airman or Komatsu or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Origin of brand
	
	To be mentioned by the bidder
	

	4
	Country of Assemble
	
	To be mentioned by the bidder
	

	5
	Features
	
	The system should be prime (Continuously Operational capability) type
	

	6
	Bore x Stroke (mm)
	
	Should be around 112 X 149
	

	7
	Displacement (Liter)
	
	Should be 8.8 or or equivalent
	

	8
	Compression Ratio
	
	Should be 16.1:1
	

	9
	Aspiration
	
	Should be turbocharged air to air after cooled
	

	10
	Engine Type
	
	Should be USA/EU standard min. 4 cycle diesel Engine
	

	11
	Frequency
	
	Should be minimum 50 Hz
	

	12
	Genset Power Rating
	
	Should be 275 kVA at Standby, min. 250 kVA at Prime, and Power factor with fan should be 0.8
	

	13
	100% load with fan
	
	Fuel Consumption should not be more than 53 liter per hour at prime
	

	14
	75% load with fan
	
	Fuel Consumption should not be more than 41 liter per hour at prime
	

	
15
	Cooling System Radiator air flow restriction
	
	The radiator airflow restriction should not exceed 0.12 kPa to ensure optimal cooling performance at prime
	

	
16
	
Radiator air flow
	
	Minimum airflow of min. 405 cubic meters per minute should be maintained through the radiator to meet system efficiency
	

	17
	Engine coolant
capacity
	
	The engine’s coolant should be 13–15 liters to prevent
overheating
	

	18
	Radiator coolant capacity
	
	The radiator itself should accommodate approximately 42 liters of coolant
	

	
19
	Combustion air inlet
flow rate and Air Inlet Temperature
	
	Air inlet flow rate should be 15m³/min or better, and the air inlet temperature must not exceed 49 °C at prime
	

	20
	Exhaust stack gas temperature
	
	Gas temperature must not exceed 470°C±1°C
	

	21
	Exhaust gas flow rate
	
	System must maintain a minimum exhaust gas flow rate of 39m³/min at prime
	

	22
	Exhaust system backpressure
	
	Backpressure must not exceed 10 kPa
	

	23
	Heat rejection to jacket water
	
	Should be 103kW or better at prime
	

	24
	Total Heat rejection to exhaust
	
	Should be 162kW or better at prime
	

	25
	Heat rejection to after cooler
	
	Should be 27.6kW or better at prime
	

	
26
	Heat rejection to atmosphere from
engine
	
	
Should be 32.8kW or better at prime
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
27
	

Emission Limit
	
	The emissions of nitrogen oxide should not exceed 4218 mg/Nm³. Carbon monoxide emissions must be limited to no more than 718 mg/Nm³. Hydrocarbon emissions
should not surpass 14.5 mg/Nm³, while particulate matter emissions must be kept below 30.7 mg/Nm³ at prime.
	

	
28
	Built-in Fuel tank and Injection System
	
	The generator shall include a built-in fuel tank with a minimum capacity of 550liters. The fuel injection system
must be HEUI
	

	29
	Alternator Voltages
	
	Should be adjustable within 230 V – 415 V range
	

	








30
	








Control Panel
	
	The bidder should supply a control panel of the same brand as the generator
	

	
	
	
	Control Module shall be designed for compatibility with a wide range of generator applications, operation and
monitor engine parameters
	

	
	
	
	Should display warnings, shutdown information, and operational status via a back-lit LCD and LEDs, with optional remote PC monitoring capability
	

	
	
	
	Should be equipped with a 4-line back-lit LCD supporting
multiple languages and five-key menu navigation
	

	
	
	
	Should Include data logging and an internal PLC editor, with protection disable functionality and PIN-protected
front panel configuration
	

	
	
	
	Should be configurable via USB and RS-485 interfaces, with an integrated power-save mode
	

	
	
	
	Should support 3-phase generator sensing and
protection and 3-phase mains (utility) sensing and protection
	

	
	
	
	Should support automatic load transfer control
	

	
	
	
	Should provide Fuel usage monitoring, low fuel alarms
	

	





31
	





Certifications
	
	Bidder should provide the following certificates during the commissioning. Without these certifications commissioning will not be accepted:
	

	
	
	
	1. Engine test Data
	

	
	
	
	2. Generator test Data
	

	
	
	
	3. Performance test Data
	

	
	
	
	4. System test Data
	

	
	
	
	5. Test Spec
	

	
	
	
	6. Water Jacket test
	

	
	
	
	7. Engine Rear Side Load test
	

	
	
	
	8. Engine Front Side Load test
	

	
	
	
	9. Engine Friction test
	

	32
	Documentations
	
	Bidder must submit Manufacturer Authorization Letter direct from OEM along with bid document.
	

	
33
	
Warranty
	
	Bidder must provide three (03) years warranty from the date of commissioning. Proposed brand should have local authorized service center. Evidence should be
submitted along with the proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.27 GTP of Related works for Generator
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



1
	


Sound Attenuated Canopy
	
	The generator should be enclosed in a sound attenuated canopy constructed with plain (GP) sheet. Material thickness shall be: Main Body – SWG 16, Top – SWG 16, Bottom – SWG 14, and Door – SWG 16. The canopy shall be powder-coated. The interior shall be lined with glass wool insulation for sound absorption, protected by a mesh wire iron net.
The enclosure shall be designed to ensure sound Level 75 dB@3M.
	

	
2
	Auto Transfer Switch (ATS)
	
	Bidder should provide required Auto Transfer
Switch (ATS). And breaker brand should be SCHENIDER ELECTRIC/ ABB.
	

	


3
	

Soundproof Silencer System for 250 KVA Diesel Generator
	
	Supply and installation of a soundproof residential-type silencer suitable for a 650 KVA diesel generator, fabricated from SWG- 14 MS sheet, purported sheet, and internally filled with rock wool for effective noise attenuation. The silencer shall have a single 5” diameter inlet and a single 5” diameter outlet, with overall dimensions of 72” in length
and 22” in diameter.
	

	








4
	








Exhaust Pipe System & Accessories
	
	Bidder should be responsible for supply and installation of an 5-inch diameter exhaust piping system with Insulation complete with all necessary fittings and mounting supports. The system should consist of 10 Meter of mild steel (MS) pipe, MS elbows, MS flanges, and stainless steel (SS) flexible pipe. To ensure secure and leak-proof connections, the installation will also include halide gaskets, 16mm × 75mm MS nut, bolt, and washer sets, as well as 16mm MS royal bolts, all to be provided as required.

Support Structure:
Room Inside: MS angle supports for exhaust pipe alignment
Room Outside: Complete structure including:
· 3” dia, 20 ft long MS Pipe Pole – 1 pc
· MS Base Plate – 10” × 10” × 10mm
· MS C Channel – 3” × 1½” × 5mm
- MS Angle – 1½” × 1½” × 3mm
· MS Royal Bolts – as required
	

	

5
	

Radiator Hot Air Passing Ducting
	
	Supply and fabrication of hot air ducting for the radiator, using SWG-22 GP sheet with 1½”×1½”×3mm MS angle flange. Includes canvas cloths, MS nuts, bolts, washers, roping screws, and MS royal bolts — all
materials and accessories complete in all
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	respects for proper installation and hot air discharge.
	

	





6
	





Earthing Boring Works
	
	Bidder should be responsible for earthing system supply & Installation
Earthing Boring Work Should be as follows
Boring Depth: 120 RFT
GI Pipe: 10 RFT at top and 10 RFT at bottom Copper Wire: 6mm
Earthing Cable (Pit to DG Room) 6mm Copper Wire, Length: 10 meters Earthing Bus Bar
Size: 300mm × 50mm × 6mm With complete connecting facilities
All materials must be supplied and installed complete in all respects, following standard electrical safety guidelines.
	

	7
	Earthing Cable
	
	Bidder should consider below cables for earthing work
	

	
	
	
	1x150RM Earthing Cable BYA
	

	
	
	
	1x70RM Earthing Cable BYA
	

	
	
	
	1x50RM Earthing Cable BYA
	

	
8
	
Control Cable
	
	Bidder will be responsible for supply and
installation 2x2.5RM PVC Flexible Control Cable
	

	

9
	

Cable Ladder
	
	Ladder should be designed with sufficient width to accommodate all required cables. Should be fabricated from 2”×2”×3mm MS angle and 2”×3mm MS flat bar, assembled
with MS royal bolts and mounted using ladder fitting supports. Finished with red oxide paint.
	

	10
	Battery Electrolyte
	
	Bidder should be responsible for providing required Battery Electrolyte
	

	




11
	




Civil work and Ventilation Work
	
	The bidder shall be responsible for all necessary site preparation works related to generator installation. This includes construction of the generator room size (LxWxH): (17'x14'x17.5'), provision for cable routing and required drainage systems, and any other associated civil works required to ensure proper, safe, and complete installation of the generator. Additionally, the bidder shall supply and install a 2x30-inch diameter blower drum fan for room inlet and exhaust
air circulation, ensuring adequate ventilation for generator operation.
	

	

12
	

Output Cable
	
	The bidder should be responsible for the supply and installation of 1 × 70 RM NYY- type power cable (Per phase 2 Cable), which should run from the generator to ATS panel, ATS to LT ensuring proper termination and routing  in  compliance  with  electrical
standards.
	

	
13
	
Accessories
	
	All necessary cable accessories shall be
supplied to ensure proper termination and management of power and earthing cables.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	This includes power cable lugs, earthing cable lugs, PIV tape, AMPS tape, and cable
ties, along with any other required items to complete the installation.
	

	
14
	
Installation
	
	Generator installation, ATS, Electrical work, civil works, all related work to make the whole system functional must be ensured by the
bidder during installation process.
	

	
15
	
Consumables
	
	The bidder shall supply all required consumables for initial commissioning after
installation
	

	16
	Warranty
	
	Bidder must provide three (03) years standard warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.28 GTP of Rack Mount ATS/STS - 16A
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	


1
	

Static Transfer Switch (STS)
	
	Supply, Installation, testing and commissioning of Rackmount STS. Brnad: APC, Model: AP4423, rated current, 16 A, input 230 V AC 1 phase, output input 230 V AC 1 phase, 1U Rack height. Load capacity 3700 VA max, Number of power socket outlets 8xIEC 60320 C13 10 A 2P + E, 1xIEC
60320 C19 16 A 2P + E. Input Cable included
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.29 GTP of Conduit Work
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	




1
	Conduit Work
	
	Supply of Water grade PVC pipe and accessories of reputed manufacturers as per routing shown in the drawing, concealed/surface mounted in columns, ceiling, walls and other various places as required, complete with bend/elbow, PVC circular boxes, sockets, lock-nuts, male/female bushes, 18SWG G.I. pull/ wire, necessary taping of joints etc. as per instruction of the Engineer-in-charge. All materials of this item will be of approved
quality. 20/25/32/70 mm dia Pvc Pipe.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.30 GTP of Lighting System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
1
	Lighting System
	
	Supply and installation of 18-20watt (100% Accurate Watt) T5 Tube light with light set, Input Voltage: AC 220V, Hz: 50/60 Hz, PF:0.9, Light Color: White, Size: 4 Feet,
Energy Saving, High Quality
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.31 GTP of Switch Socket and Socket Outlet
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	Switch Socket and
	
	Supply, installation, testing, and commissioning
	

	
	Socket Outlet
	
	of 13 Amp, 250V AC, 1-phase socket outlet complete with matching switch, suitable for
	

	
	
	
	general power distribution. The socket outlet
	

	
	
	
	shall be standard, made of high quality
	

	
	
	
	materials, and fitted on a flush or surface
	

	1
	
	
	mounting box as required. The unit shall include shuttered safety mechanism, indicator
	

	
	
	
	lamp (for switched type), and screwless or
	

	
	
	
	concealed terminals for secure connection.
	

	
	
	
	Switchs are 2/3/4/5 Gang. The work includes all
	

	
	
	
	necessary	wiring	terminations,	mounting
	

	
	
	
	hardware, and testing for proper operation and
	

	
	
	
	insulation resistance.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.32 GTP of Industrial Socket
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	





1
	Industrial Socket
	
	Supply, installation, testing, and commissioning of 32 Amp Industrial Socket Outlet (Single Phase, 230V, 50Hz) shall be a heavy-duty, 2P+E type unit designed for safe and reliable power distribution data center IT Racks. The socket shall comply with IEC 60309-1/2 standards and be constructed from high-impact material, ensuring durability and long service life. Mechanically interlocked to prevent plug insertion or withdrawal under load. The contacts shall be low contact resistance and corrosion protection. All works shall include proper termination, earthing, labeling, and testing to ensure compliance with IEC 60309
and local electrical safety standards.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.33 GTP of CAT6A UTP Cable
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack)
must be from same manufacturer in order to ensure the end to end proper integration.
	

	6
	Standard
	
	Should have ISO/IEC11801, ANSI/TIA-568-C.2.
	

	7
	Construction & Conductor
	
	Should be 4×2×23AWG 7 0.565±0.01mm
	

	8
	Insulation Material
	
	Should be PE
	

	9
	Sheath Thickness
	
	Should be 0.50±0.05 mm
	

	10
	Nominal diameter
	
	Should be 7.3±0.5 mm
	

	11
	Surface
	
	Should be Clean, Frap, Satiation
	

	12
	Sheath
	
	Should be PVC
	

	13
	Before Aging Tensile Strength
	
	Should be ≥13.5 Mpa
	

	14
	Before Aging Elongation
	
	Should be ≥150%
	

	15
	Aging Period
	
	Should be 100℃ × 24h × 7d
	

	16
	After Aging Tensile Strength
	
	Should be ≥12.5 Mpa PVC
	

	17
	After Aging Elongation
	
	Should be ≥125% PVC
	

	18
	Cold bend(- 20±2℃×4h)
	
	Should be 8 x Cable O.D., No visible cracks
	

	19
	Impedance
	
	Should be 100±15Ω (1-250MHZ), 100±22Ω(250- 500MHz)
	

	20
	Delay skew
	
	Should be ≤45ns (1-500MHZ)
	

	21
	DC resistance
	
	Should be ≤9.38Ω/100m
	

	22
	Unbalanced resistance
	
	Should be ≤5%
	

	23
	Unbalance capacitance
	
	Should be ≤330pF/100m
	

	24
	Capacitance
	
	Should be ≤5.4nF/100m
	

	25
	Dielectric strength
	
	Should be DC 1kv (3s No Fail)
	

	26
	Insulation resistance
	
	Should be ≥5000MΩ·km
	

	27
	Bending radius
	
	During installation (min.): 8 x outer diameter Installed (min.): 4 x outer diameter
	

	

28
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific
feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
29
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be
submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.34 GTP of CAT6A Copper Patch Panel
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be from same manufacturer
in order to ensure the end to end proper integration.
	

	



6
	



Characteristic
	
	· Should have ANSI/TIA-568.2-D for Cat6A
· Should have rear cable manager
· Port Type should be RJ45 (8P8C) Dust-proof Shutter Modular Jack.
· Should be Snap-in design
· Should have Convenient and clear marking.
· Should be compliant to ISO/IEC11801.
	

	
7
	
Dimensions
	
	Should be 19-inch rack-mountable (1U height) with a standard width and depth to fit into standard network racks.
	

	
8
	
Grounding
	
	Should Include grounding provisions and hardware to ensure electrical
safety and compliance
	

	9
	IDC contact material
	
	Should be phosphor bronze with silver or nickel plating
	

	10
	RJ45 pin contact material
	
	Should be phosphor bronze with 50u’’ gold plating
	

	11
	Wire
	
	Should be AWG 22 ~ 26
	

	12
	Life (plug in /out)
	
	Should be ≥750 times
	

	13
	IDC life
	
	Should be ≥200 times
	

	14
	Voltage rating
	
	Should be 125 VAC RMS
	

	15
	Current rating
	
	Should be 1.5 AMP
	

	16
	Contact resistance
	
	Should be 20 mΩ
	

	17
	Insulation resistance
	
	Should be 100MΩ @ 500V DC
	

	18
	Dielectric strength
	
	Should be 750V AC RMS 60Hz 1MIN
	

	19
	Unbalance capacitance
	
	Should be ≤330pF/100m
	

	


20
	


Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM
model number.
	

	
	
	
	- Bidder must submit manufacturer
authorization letter direct from OEM along with bid document.
	

	21
	Installation
	
	- Bidder should responsible for
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer.
Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.35 GTP of 3 Meter CAT6A Patch Cord
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be from same manufacturer in order to
ensure the end to end proper integration.
	

	
6
	

Features
	
	· Should have ISO/IEC 11801:2008; ANSI/TIA - 568-C.2; IEC 61156-5.
· Should have 360-degree overmolded boot
· Connector contacts should be plated with gold
of 50μ’’thick
	

	7
	Length
	
	Should be 3 Meter
	

	8
	Category
	
	Should be Cat6A
	

	9
	Conductor Type
	
	Stranded copper wire should be 24AWG
	

	10
	External dimensions (Unshielded, 24AWG)
	
	Should be Cat6A: 6.2±0.2mm
	

	11
	Conductor Paris
	
	Should be 4 Pairs
	

	12
	Connector Type
	
	Should be RJ45-RJ45
	

	13
	Connector Contact Material
	
	Should be Copper alloy with contact plating of
50μ’’ gold
	

	14
	Cable Structure
	
	Should be U/UTP
	

	15
	Jacket Material
	
	Should be PVC CM
	

	16
	Material
	
	Must be Bare copper (99.99%)
	

	17
	Connector
	
	Should be 8P8C
	

	


18
	


Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific
feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	
19
	

Installation
	
	- Bidder should responsible for installation,
Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be
submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer
6.2.2.36 GTP of 5 Meter CAT6A Patch Cord
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be from same manufacturer in order to
ensure the end to end proper integration.
	

	
6
	

Features
	
	· Should have ISO/IEC 11801:2008; ANSI/TIA - 568-C.2; IEC 61156-5.
· Should have 360-degree overmolded boot
· Connector contacts should be plated with gold
of 50μ’’thick
	

	7
	Length
	
	Should be 5 Meter
	

	8
	Category
	
	Should be Cat6A
	

	9
	Conductor Type
	
	Stranded copper wire should be 24AWG
	

	10
	External dimensions (Unshielded, 24AWG)
	
	Should be Cat6A: 6.2±0.2mm
	

	11
	Conductor Paris
	
	Should be 4 Pairs
	

	12
	Connector Type
	
	Should be RJ45-RJ45
	

	13
	Connector Contact Material
	
	Should be Copper alloy with contact plating of
50μ’’ gold
	

	14
	Cable Structure
	
	Should be U/UTP
	

	15
	Jacket Material
	
	Should be PVC CM
	

	16
	Material
	
	Must be Bare copper (99.99%)
	

	17
	Connector
	
	Should be 8P8C
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Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific
feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer
authorization letter direct from OEM along with bid document.
	

	
19
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be
submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.37 GTP of Wire Manager
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Structure
	
	Should be standard 19" rack-mounted, Cable management panel with cover, Slots in top and bottom side are used for upwards and
downwards cabling.
	

	6
	Material
	
	Should be Metal
	

	7
	Brand
	
	Commscope/Panduit/Prose
	

	


8
	


Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific
feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer
authorization letter direct from OEM along with bid document.
	

	
9
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.38 GTP of High Density Fiber Patch Panel
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be from same manufacturer in order to
ensure the end to end proper integration.
	

	


6
	


Features
	
	· Should have ANSI/TIA-568.2-D and ISO/IEC 11801
· Should be Hybrid high density Patch Panel.
· Shouldbe 1U min. 96 core
· Should have Diagonal entry, greater bending radius of the cable.
· Should have fiber management and structural accessories.
	

	7
	Product Type
	
	Should be High Density, 1U 96P Simplex or 48P Duplex, 1U Unloaded Sliding Patch Panel
	

	


8
	


Documentation
	
	- Bidder should provide relevant documents as
reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with
bid document.
	

	
9
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through
OEM certified engineer. Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.39 GTP of MPO Module
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	







6
	







Features
	
	All MPO connectors within every module be female (without alignment pins).
	

	
	
	
	MPO - LC Modules – 24-fiber – be available in 50 microanalyzer optimized OM4
	

	
	
	
	The 24-fiber module have 12 pre-installed duplex LC adapters at the front routed to 2 pre-installed 24-fiber
Low loss MPO adapters at the back.
	

	
	
	
	All MPO modules shall support ‘General polarity’ wiring pattern for ease of scalability.
	

	
	
	
	Same cassette should be used in both end of the link, without need of flipped or straight wiring management.
	

	
	
	
	Dust caps on each front port shall be translucent to support VFL tests, without removing caps. Test light should be visible at the remote end, even with dust caps
ON.
	

	
	
	
	The cassettes be CE certified
	

	
	
	
	Max Insertion Loss (MPO) :<0.35dB.
	

	
	
	
	The vendor provide the application support guidelines for the system
	

	7
	Certificate
	
	Proposed product should be UL 444 rated and evidence should be submitted along with the proposal.
	

	8
	Accessories
	
	Bidder should provide all the required accessories to complete the implementation work.
	

	

9
	

Documentation
	
	- Bidder should provide relevant documents as reference
of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	
10
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM
certified engineer. Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.40 GTP of Fiber Patch Panel
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	

6
	

Features
	
	· Should have front cable management
· Should have Flexible cable input, side way and back way.
· Should provide convenient maintenance.
· Should have steel body and front, the panel surface is treated with electro-static spraying.
	

	7
	Product Type
	
	Should be Sliding Patch Panel 24-Port/1U with SM G652D LC duplex Adapter & Pigtail, full load
	

	

8
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	
9
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along
with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.41 GTP of 5 Meter SM Fiber Patch Cord
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	
6
	

Features/Benefits
	
	· Outer sheath materials should be LSZH
· Should have low insertion loss, high return loss.
· Should be duplex cable
· Connector types should be LC, Comply with IEC 61754- 20
	

	7
	Length
	
	Should be 5 Meter
	

	8
	Fiber types
	
	Should be Single-mode 9/125um (G652D,G657A/B)
	

	9
	Connecter variants
	
	Should be duplex
	

	10
	External diameter
	
	Should be 2.0mm duplex cable
	

	11
	Ferrule Outside Diameter (mm)
	
	Should be LC: 1.25mm
	

	12
	Insertion loss
	
	Should be < 0.30 dB
	

	13
	Return Loss
	
	Should be ＞50 dB
	

	14
	Bending Radius for Installation (mm)
	
	Should be 20 times O.D
	

	15
	Bending Radius for Operation (mm)
	
	Should be 10 times O.D
	

	


16
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	
17
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along
with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.42 GTP of 3 Meter OM4 Fiber Patch Cord
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	

6
	

Features/Benefits
	
	· Outer sheath materials should be LSZH
· Should have low insertion loss, high return loss.
· Grinding mode should be UPC
· Should be duplex cable
· Connector types should be LC, Comply with IEC 61754- 20
	

	7
	Length
	
	Should be 3 Meter
	

	8
	Fiber types
	
	Should be Multi-mode 50/125um, OM4
	

	9
	Connecter variants
	
	Should be duplex
	

	10
	External diameter
	
	Should be 2.0mm duplex cable
	

	11
	Ferrule Outside Diameter (mm)
	
	Should be LC: 1.25mm
	

	12
	Insertion loss
	
	Should be < 0.30 dB
	

	13
	Return Loss
	
	Should be > 25 dB
	

	14
	Bending Radius for Installation (mm)
	
	Should be 20 times O.D
	

	15
	Bending Radius for Operation (mm)
	
	Should be 10 times O.D
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Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	
17
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM
certified engineer. Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.43 GTP of 5 Meter OM4 Fiber Patch Cord
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	

6
	

Features/Benefits
	
	· Outer sheath materials should be LSZH
· Should have low insertion loss, high return loss.
· Grinding mode should be UPC
· Should be duplex cable
· Connector types should be LC, Comply with IEC 61754- 20
	

	7
	Length
	
	Should be 5 Meter
	

	8
	Fiber types
	
	Should be Multi-mode 50/125um, OM4
	

	9
	Connecter variants
	
	Should be duplex
	

	10
	External diameter
	
	Should be 2.0mm duplex cable
	

	11
	Ferrule Outside Diameter (mm)
	
	Should be LC: 1.25mm
	

	12
	Insertion loss
	
	Should be < 0.30 dB
	

	13
	Return Loss
	
	Should be > 25 dB
	

	14
	Bending Radius for Installation (mm)
	
	Should be 20 times O.D
	

	15
	Bending Radius for Operation (mm)
	
	Should be 10 times O.D
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Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	
17
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM
certified engineer. Evidence should be submitted along with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.44 GTP of 35 Meter Fiber Optic Trunk
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	




6
	

Features/Benefits
	
	· Should have IEC 61745 IEC61755 and other standards.
· Without a single splicing point in the entire trunk cable, each fiber connector should be tested for transmission and connectivity performance to ensure minimal insertion loss.
· Should be OM4
· Should be LSZH rated outer sheath cables D195
	

	7
	Length
	
	Should be 35 meter
	

	8
	Fiber count
	
	Should be 12
	

	9
	Connector
	
	Should be MPO Female-MPO Female
	

	10
	MPO polarity
	
	Should be Type C (per TIA-568.3-E)
	

	11
	Tensile Strength(N)
	
	Should be 1200
	

	12
	Bending Radius(mm)
	
	Should be 160
	

	13
	Installation Radius(mm)
	
	Should be 120
	

	
14
	Fiber Optic Fable
Impact Resistance(N/cm)
	
	
Should be 150
	

	15
	Fitting Type, Grinding Method
	
	Should be Low Loss Type, PC 0°
	

	16
	Insertion Loss(Typical Value)
	
	Should be ≤0.15dB
	

	
17
	Insertion Loss(Maximum
Value)
	
	
Should be ≤0.30dB
	

	18
	Return Loss(Typical Value)
	
	Should be ≥35dB
	

	
19
	Return
Loss(Maximum Value)
	
	
Should be ≥30dB
	

	20
	Linear Sequence
	
	Should be A, B, C
	

	21
	Fitting Type, Grinding Method
	
	Should be ZrO2, PC 0°
	

	22
	Insertion Loss
	
	Should be ≤0.10dB
	

	23
	Insertion Loss
	
	Should be ≤0.25dB
	

	24
	Return Loss
	
	Should be ≥40dB
	

	25
	Return Loss
	
	Should be ≥35dB
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



26
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	


27
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along
with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.45 GTP of 10 Meter Fiber Optic Trunk
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	




6
	

Features/Benefits
	
	· Should have IEC 61745 IEC61755 and other standards.
· Without a single splicing point in the entire trunk cable, each fiber connector should be tested for transmission and connectivity performance to ensure minimal insertion loss.
· Should be OM4
· Should be LSZH rated outer sheath cables D195
	

	7
	Length
	
	Should be 10 meter
	

	8
	Fiber count
	
	Should be 12
	

	9
	Connector
	
	Should be MPO Female-MPO Female
	

	10
	MPO polarity
	
	Should be Type C (per TIA-568.3-E)
	

	11
	Tensile Strength(N)
	
	Should be 1200
	

	12
	Bending Radius(mm)
	
	Should be 160
	

	13
	Installation Radius(mm)
	
	Should be 120
	

	
14
	Fiber Optic Fable
Impact Resistance(N/cm)
	
	
Should be 150
	

	15
	Fitting Type, Grinding Method
	
	Should be Low Loss Type, PC 0°
	

	16
	Insertion Loss(Typical Value)
	
	Should be ≤0.15dB
	

	
17
	Insertion Loss(Maximum
Value)
	
	
Should be ≤0.30dB
	

	18
	Return Loss(Typical Value)
	
	Should be ≥35dB
	

	
19
	Return
Loss(Maximum Value)
	
	
Should be ≥30dB
	

	20
	Linear Sequence
	
	Should be A, B, C
	

	21
	Fitting Type, Grinding Method
	
	Should be ZrO2, PC 0°
	

	22
	Insertion Loss
	
	Should be ≤0.10dB
	

	23
	Insertion Loss
	
	Should be ≤0.25dB
	

	24
	Return Loss
	
	Should be ≥40dB
	

	25
	Return Loss
	
	Should be ≥35dB
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



26
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	


27
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along
with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.46 GTP of 8 Meter Fiber Optic Trunk
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	




6
	

Features/Benefits
	
	· Should have IEC 61745 IEC61755 and other standards.
· Without a single splicing point in the entire trunk cable, each fiber connector should be tested for transmission and connectivity performance to ensure minimal insertion loss.
· Should be OM4
· Should be LSZH rated outer sheath cables D195
	

	7
	Length
	
	Should be 8 meter
	

	8
	Fiber count
	
	Should be 12
	

	9
	Connector
	
	Should be MPO Female-MPO Female
	

	10
	MPO polarity
	
	Should be Type C (per TIA-568.3-E)
	

	11
	Tensile Strength(N)
	
	Should be 1200
	

	12
	Bending Radius(mm)
	
	Should be 160
	

	13
	Installation Radius(mm)
	
	Should be 120
	

	
14
	Fiber Optic Fable
Impact Resistance(N/cm)
	
	
Should be 150
	

	15
	Fitting Type, Grinding Method
	
	Should be Low Loss Type, PC 0°
	

	16
	Insertion Loss(Typical Value)
	
	Should be ≤0.15dB
	

	
17
	Insertion Loss(Maximum
Value)
	
	
Should be ≤0.30dB
	

	18
	Return Loss(Typical Value)
	
	Should be ≥35dB
	

	
19
	Return
Loss(Maximum Value)
	
	
Should be ≥30dB
	

	20
	Linear Sequence
	
	Should be A, B, C
	

	21
	Fitting Type, Grinding Method
	
	Should be ZrO2, PC 0°
	

	22
	Insertion Loss
	
	Should be ≤0.10dB
	

	23
	Insertion Loss
	
	Should be ≤0.25dB
	

	24
	Return Loss
	
	Should be ≥40dB
	

	25
	Return Loss
	
	Should be ≥35dB
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



26
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	


27
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along
with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.47 GTP of 6 Meter Fiber Optic Trunk
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	




6
	

Features/Benefits
	
	· Should have IEC 61745 IEC61755 and other standards.
· Without a single splicing point in the entire trunk cable, each fiber connector should be tested for transmission and connectivity performance to ensure minimal insertion loss.
· Should be OM4
· Should be LSZH rated outer sheath cables D195
	

	7
	Length
	
	Should be 6 meter
	

	8
	Fiber count
	
	Should be 12
	

	9
	Connector
	
	Should be MPO Female-MPO Female
	

	10
	MPO polarity
	
	Should be Type C (per TIA-568.3-E)
	

	11
	Tensile Strength(N)
	
	Should be 1200
	

	12
	Bending Radius(mm)
	
	Should be 160
	

	13
	Installation Radius(mm)
	
	Should be 120
	

	
14
	Fiber Optic Fable
Impact Resistance(N/cm)
	
	
Should be 150
	

	15
	Fitting Type, Grinding Method
	
	Should be Low Loss Type, PC 0°
	

	16
	Insertion Loss(Typical Value)
	
	Should be ≤0.15dB
	

	
17
	Insertion Loss(Maximum
Value)
	
	
Should be ≤0.30dB
	

	18
	Return Loss(Typical Value)
	
	Should be ≥35dB
	

	
19
	Return
Loss(Maximum Value)
	
	
Should be ≥30dB
	

	20
	Linear Sequence
	
	Should be A, B, C
	

	21
	Fitting Type, Grinding Method
	
	Should be ZrO2, PC 0°
	

	22
	Insertion Loss
	
	Should be ≤0.10dB
	

	23
	Insertion Loss
	
	Should be ≤0.25dB
	

	24
	Return Loss
	
	Should be ≥40dB
	

	25
	Return Loss
	
	Should be ≥35dB
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



26
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	


27
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along
with proposal.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.48 GTP of Containment & Rack with PDU
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	
4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	

5
	
Conformity
	
	All passive products (Copper, Fiber and Rack) must be
from same manufacturer in order to ensure the end to end proper integration.
	

	6
	Cooling Channel
	
	
	

	


















7
	








Automatic Sliding Door
	
	The automatic sliding door frame is made of cold-rolled steel plate, with a modular design, solid structure, and is reliable and safe. The door can be manually opened by a button or remote control and can close automatically. The door frame has a reserved installation position for the access control system. The inside of the door frame is equipped with a human body sensor, and the door has an anti-pinch function when it is closing and opening. The bottom of the door is in contact with the ground, and the door edge is attached with soft buffer material to prevent air  leakage  when  the  door  is  closed. The door opens by sliding the glass embedded in the steel frame; the glass thickness is not less than 10mm, with a light transmittance of 90%; the sealing performance between the door and the frame can effectively inhibit airflow. Both hot and cold aisles are equipped with high-quality sliding doors, sliding door hanging rails, and heavy-duty nylon silent pulleys, ensuring that the cold aisle can be easily opened and closed by sliding. Usage: Used for the security door entrance and exit at both ends of the cold aisle.
Color: Black RAL9005
	

	8
	Weight
	
	About 220kg
	

	
9
	Frame Material Thickness
	
	SPCC, ≥2.0mm
	

	
10
	Door Opening Method
	
	Double doors, sliding open to both sides.
	

	

11
	Door Opening Function
	
	Ability to keep door open when service is required in cold air enclosure; Door opens manually by button or remote,
with the ability to close automatically
	

	


12
	

Alarm
	
	Audible and Visual Alarm; Alarm Light; When a fire alarm is triggered, the alarm will sound and the lights will flash, and the alarm light will turn red; At the same time, the
sliding door will open for 20s to facilitate the evacuation of personnel inside.
	

	

13
	Semi-Fixed Wiring Skylight
	
	Description: Made of cold-rolled steel plate, fixed through
modular installation, with a sturdy, reliable, and safe structure.
	

	
14
	
	
	Usage: The 300mm wide fixed skylight is used for installing surveillance cameras, temperature and humidity
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	sensors, smoke detectors, and other equipment; the 300mm wide wiring channel is for the overhead crossing wiring of strong and weak electrical lines in the passage.
Surface treatment: degreasing, pickling, phosphoric acid, powder coating.
	

	15
	
	
	Color: Black RAL9005
	

	16
	Size (mm)
	
	600(W) x 1400(D) x 350(H)
	

	17
	Weight
	
	About 40kg
	

	


18
	

Function
	
	The 300mm wide fixed skylight is used for installing surveillance cameras, temperature and humidity sensors, smoke detectors, and other equipment; the 300mm wide
wiring channel is for the overhead crossing wiring of strong and weak electrical lines in the passage.
	

	

19
	
Lighting Fixture
	
	Lighting fixtures installed on the inside of the skylight, with a brightness greater than 300lux, and the lights can be turned on via motion sensor.
	

	













20
	






Flip Skylight
	
	Usage Instructions: Made of cold-rolled steel plate + white PC board, with a modular design for easy installation and disassembly, featuring a sturdy and reliable structure. Flip skylight is embedded with a white PC board, with a PC thickness of ≥4mm. The light transmittance of the PC is 85%. The flip skylight must be equipped with an electromagnetic lock, which automatically flips down when there is a power outage, fire alarm, or upon receiving a fire signal, thereby effectively extinguishing the fire; the opening angle of the top plate after flipping is ≥88 degrees. The skylight and its installation accessories match the width of the cabinet. Flip skylight will not collide with other equipment when rotating. Purpose: Used for cold aisle skylights, linked with fire signal control. Surface Treatment: Degreasing,
pickling,   phosphating,   powder   coating. Color: Black RAL9005.
	

	21
	Size (mm)
	
	600(W) x 1400(D) x 350(H)
	

	22
	Material Thickness
	
	SPCC, ≥1.5mm
	

	









23
	




Fixed Glass Skylight
	
	Instruction: The cold-rolled steel plate is adopted, the thickness of the material is greater than or equal to 1.2mm, and it is fixed by modular installation, with firm, reliable	and	safe	structure. The skylight frame is embedded with glass, and the thickness of the glass is not less than 4mm, which meets the standard of GB15763.2 -2005 Safety Glass for Buildings.
Usage: used for sealing the top of cold passage. Surface finish: degreasing, pickling, phosphoric acid, powder	coating.
Color: black RAL9005/ gray RAL7035
	

	24
	Size (mm)
	
	600(W) x 1400(D) x 350(H)
	

	25
	Material Thickness
	
	SPCC, ≥1.5mm; Glass, 5mm
	

	


26
	

Fixed Steel Skylight
	
	Description: Made of SPCC, with a thickness of ≥1.5mm, consistent with the width of the cabinet, modular installation for a sturdy, reliable, and safe structure. Usage: Designed for installing surveillance cameras,
temperature and humidity sensors, smoke detectors, and
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	other	equipment	in	cold	aisles. Surface Treatment: Degreasing, pickling, phosphating,
and	powder	coating. Color: Black RAL9005
	

	27
	Size (mm)
	
	600(W) x 1400(D) x 350(H)
	

	28
	Material Thickness
	
	SPCC, ≥1.5mm
	

	

29
	
Lighting Fixture
	
	Lighting fixtures installed on the inside of the skylight, with a brightness greater than 300lux, and the lights can be turned on via motion sensor.
	

	





30
	


Cabinet Rear Panel
	
	Made with SPCC, thickness ≥1.2mm, matching the width of the cabinet, modular installation for fixation, ensuring a sturdy, reliable, and safe structure.
Usage: Designed for shielding the top and rear of the cabinet.
Surface Treatment: Degreasing, pickling, phosphating, and powder coating.
Color: Black RAL9005.
	

	
31
	Meet Standard
	
	ANSI/EIA RS-310-D, IEC297-2, DIN41491, DIN41494, GB/T3047.2-92
	

	


32
	

Power Control Box
	
	Usage instructions: It is used to control the power supply of skylight, access door and lighting, connect fire signal, and open the skylight and access door through the fire alarm information.
Color: black RAL9005
	

	33
	Size (mm)
	
	400(W) x 300(D) x 100(H)
	

	34
	Material Thickness
	
	SPCC, ≥1.2mm
	

	
35
	Meet Standard
	
	ANSI/EIA RS-310-D, IEC297-2, DIN41491, DIN41494, GB/T3047.2-92
	

	
36
	Function
	
	Open the skylight and access the door through the fire alarm information.
	

	

37
	
Frame
	
	
Usage instructions: Adopting a metal structure, used for supporting positions in inorganic cabinets.
Color: black RAL9005
	

	
38
	Meet Standard
	
	ANSI/EIA RS-310-D, IEC297-2, DIN41491, DIN41494, GB/T3047.2-92
	

	
39
	Server Cabinet: Quantity 8 Nos
	
	
	

	40
	Static Load
	
	2200kg static load rating
	

	41
	Front Door
	
	Single mesh door
	

	42
	Rear Door
	
	Double mesh door
	

	43
	Protection
	
	IP20
	

	44
	Surface Finish
	
	Powder Coated
	

	
45
	Side Door
	
	2pcs, tool-free installation, with the option to add a round lock
	

	
46
	Network Cabinet: Quantity 2 Nos
	
	
	

	47
	Static Load
	
	2000kg static load rating
	

	48
	Front Door
	
	Single mesh door
	

	49
	Rear Door
	
	Double mesh door
	

	50
	Protection
	
	IP20
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	51
	Surface Finish
	
	Powder Coated
	

	
52
	Side Door
	
	2pcs, tool-free installation, with the option to add a round lock
	

	53
	Paking
	
	Detachable
	

	54
	keyboard tray
	
	keyboard tray
	

	
55
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning
	

	
56
	Documentation
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	57
	Warranty
	
	Bidder should provide three (03) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.49 GTP of Intelligent-PDU
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
1
	Brand
	
	Internationally reputed brand to be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	
4
	Country of Manufacture
	
	To be mentioned by the bidder
	

	5
	Standard
	
	Power Inlet 1 x IEC 60309
	

	
6
	Power Outlets
	
	Min. 21 x IEC 320 C13, 3 x IEC 320 C19 outlets each PDU
	

	7
	Input Power Rating
	
	Should be support 100–240V~; 50/60Hz; 32A
	

	8
	Load Capacity
	
	Should be support at least 7360 VA
	

	9
	Operating Temp.
	
	Should be support 0 - 40°C
	

	10
	Storage Temp.
	
	Should be support -20 - 60°C
	

	11
	Humidity
	
	Should be support 0-80% RH Non-condensing
	

	12
	Housing
	
	Metal
	

	13
	Interface
	
	It should Support 10/100Mbit Ethernet Interface
	

	

14
	
Protocol
	
	It should Support TCP/IP, UDP, HTTP, HTTPS, SSL, DHCP, SMTP, NTP, DNS, Auto Sense, Ping, SNMP V1,V2&V3
	

	
15
	Secure Access
	
	It should Support 2-level account/password security,
IP/MAC filter, 128 bit SSL, RADIOUS
	

	
16
	Brand
	
	Internationally reputed brand to be mentioned by the bidder
	

	17
	Model
	
	To be mentioned by the bidder
	

	

18
	

Sensor
	
	Sensor 4 x RJ-11
	

	
	
	
	It should Support door sensor
	

	
	
	
	It should support external temperature/temperature & humidity sensors for rack temperature and humidity
monitoring
	

	
19
	Remote Management
	
	It should have Remote power outlet control (On/Off, Power Cycle) by individual outlets and outlet groups
	

	
	
	
	It should Support: Browser (IE, Firefox, Chrome, Safari)
	

	
20
	Power Control
	
	It should Supports multiple power control methods —
Wake on LAN, System After AC Back, Kill the Power
	

	

21
	Power-On sequence
	
	It should have Power-On sequencing — users can set the power-on sequence and delay time for each outlet to
allow equipment to be powered on in the correct order
	

	22
	Material Thickness
	
	SPCC, ≥1.5mm
	

	


23
	

General Features
	
	It should have PDU and outlet level power metering and monitoring
	

	
	
	
	It should have Current, voltage, power, power dissipation,
temperature, and humidity metering and threshold level setting
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	It should have Outlet group support at the PDU
	

	
	
	
	It should have Proactive overload protection (POP) —
automatically powers off the last outlet that caused the current overload
	

	
24
	Installation and Configuration
	
	Bidder should provide installation, configuration, setup and integration with devices as per tenderer's guideline.
	

	
25
	Documents
	
	Bidder should provide relevant documents as reference of their compliance
	

	26
	Warranty
	
	Bidder should provide three (03) years warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer





6.2.2.50 GTP of IP-KVM Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Should be Raritan/Vertiv/Aten/Dell/APC or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	



5
	



Features
	
	Should have the following features:
	

	
	
	
	· Device should IP enable and support IPv6
	

	
	
	
	· Should support FIPS 140-2 level 1 security standards
	

	
	
	
	· Should have Advanced FPGA graphics processor with
HD resolutions up to 1920 x 1200
	

	
	
	
	· Should have 2x faster virtual media transmission
speeds
	

	
	
	
	· Should be able to Simultaneously share one local
console and four independent connections to servers
	

	


6
	


Hardware
	
	Should have the following features:
	

	
	
	
	· Should support Blade server
	

	
	
	
	· should Support Windows, Mac, Sun, Linux and VT100
based serial devices
	

	
	
	
	· Should be Audio enabled
	

	
	
	
	Device should support Min. 1920x1200 @60Hz with 24- bit color depth at the switch’s local console and on
remote displays
	

	




7
	




Advanced Security
	
	System Should have the following features:
	

	
	
	
	· Remote authentication support: RADIUS, LDAP,
LDAPS and Microsoft Active Directory
	

	
	
	
	· Supports TLS 1.2 encryption and RSA 2048-bit
certificates to secure browser logins
	

	
	
	
	· Flexible encryption design allows users to choose any combination of DES, 3DES, AES, RC4, or Random for independent KB/Mouse, video, and virtual media data
encryption
	

	
	
	
	· Supports IP/MAC address filtering
	

	
	
	
	· Configurable user and group permissions for server
access and control
	

	



8
	



Management
	
	System Should have the following features:
	

	
	
	
	· System should support Min. 64 user accounts and Min.
32 concurrent logins
	

	
	
	
	· Adapter ID Function – stores port information, allowing administrators to relocate servers to different ports without having to re-configure adapters or switches
	

	
	
	
	· Port Share Mode – allows multiple users to gain access
to a server simultaneously
	

	
	
	
	· Should be capable to integrate with Central
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	Management and Video Session Recording server
	

	





9
	





Accessibility
	
	System Should have the following features:
	

	
	
	
	· Monitor all ports in a grid display of all desktops at both
the local and remote screen
	

	
	
	
	· Browser-based UI in pure Web technology allows administrators to perform administrative tasks without
pre-installed Java software
	

	
	
	
	· Launch multiple virtual remote desktop sessions to
control multiple servers at the same time
	

	
	
	
	· Full screen or scalable virtual remote desktop window
	

	
	
	
	· Keyboard/Mouse Broadcast – keyboard and mouse signals can be duplicated across all servers at once
	

	
	
	
	· Local console monitor’s EDID information stored on the KVM Adapter Cables for display resolution optimization
	

	

10
	

Virtual Media
	
	System Should have the following features:
	

	
	
	
	· Virtual media enables applications, OS patching,
software installations and diagnostic testing
	

	
	
	
	· Supports DVD/CD drives, USB mass storage devices,
hard drives and ISO images
	

	

11
	

Virtual Remote Desktop
	
	The system Should have the following features:
	

	
	
	
	· Automatically synchronizes the local and remote mouse
movements
	

	
	
	
	· Message Board for communication among remote
users
	

	
	
	
	· BIOS-level access for troubleshooting
	

	12
	Console Connections
	
	Minimum Local 1 and also have 4 Remote user over separate four buses
	

	13
	Port Selection
	
	Should have Push buttons, Hotkeys, GUI
	

	14
	Console Ports
	
	Should have Min. 2 x USB and 1 x DVI-I port
	

	
15
	
KVM Port Type
	
	Device must have Min. 24 x RJ-45 port ports in 1U housing and should support Min. 384 computer/servers
via cascaded KVM Switches if required
	

	16
	Interface
	
	Minimum Min. 3 x USB, 2 x Audio, 1 x Mini-USB Console port,
	

	27
	LAN Ports
	
	Should have Min. 2 x Network Interface for redundant LAN or dual IP operation
	

	18
	Power
	
	Device must have Redundant power supply with IEC 60320/C14 interface
	

	19
	Scan Interval
	
	Minimum in 1 - 255 Sec
	

	




20
	




Console Panel Features
	
	Console Selection: Should be Hotkey
	

	
	
	
	KVM Ports: Console Panel should have Min. 1x HDMI, 1x DVI-D, 1x HDB-15, 1x USB Type B and 1x 3.5mm Audio Jack ports
	

	
	
	
	External Console Ports: Console Panel should have Min. 1x HDMI, 1x DVI-D, 1x HDB-15, 2x USB Type A and 1x
3.5mm Audio Jack
	

	
	
	
	Should be rail type display, Min. 17” TFT-LCD Display with Resolution 1920x1080 @60Hz and
	

	
	
	
	Viewing Angle: Should be Min. 178° (H), 178° (V)
	

	
	
	
	Support Color: should be Min. 16.77M colors
	

	
	
	
	Contrast Ratio: should be 1000:1
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	Luminance: 350 cd/m²
	

	
	
	
	Device should have an integrated keyboard and Mouse
	

	

21
	

KVM Adapter
	
	Bidder should provide same No. of the KVM adapter as KVM Switch port.
	

	
	
	
	KVM Link over RJ-45 interface and Server/Computer
should be connected over 1xUSB Type A, 1xHDB-15 interface
	

	22
	Installation
	
	Bidder should be responsible for installation, Testing and commissioning with required accessories
	

	23
	Documentation
	
	The supplier must submit the manufacturer Authorization certificate directly from OEM
	

	24
	Warranty
	
	Bidder should provide three (03) years warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.51 GTP of DCIM, BMS and EMS (Environment Monitoring System)
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Ems Controller
	
	EMS Enterprise Server
	

	2
	Brand
	
	NTI or equivalent
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Part Number
	
	E-16D
	

	
5
	Features
	
	The Environment Monitoring System monitors critical environmental conditions, such as temperature, humidity
liquid presence, and vibration. Management (SNMP), and SMS messages (via external GSM modem).
	

	
6
	RJ45 Sensor Ports
	
	Minimum Sixteen RJ45 modular jacks for connecting temperature, humidity, temperature/humidity, liquid detection, smoke detection, glass break, vibration and
motion sensors.
	

	7
	Device Internal Sensors
	
	3
	

	

8
	Digital Inputs
	
	Eight screw terminals pairs for connecting dry contact devices.
Input voltage: 0VDC to +25VDC. Provides +12VDC, 50mA for terminals 1-7, and +12VDC, 350mA for terminal 8 only. Fuse protection.
	

	
9
	Digital Outputs
	
	Four screw terminals pairs. Potential-free relay switch contacts. Normally open / normally closed connection
points. Switching load: 0.5A at 100VAC, 1A at 30VDC, 0.5A at 48VDC.
	

	10
	Beacon Port
	
	One screw terminal pair. Provides +12VDC, 180 mA to supply an alarm beacon. Fuse protection
	

	11
	Siren Port
	
	One screw terminal pair. Provides +12VDC, 180 mA to supply a siren. Fuse protection
	

	12
	AUX Power
	
	One screw terminal pair. Provides 12VDC, 150mA.
	

	
13
	USB Device Ports
	
	Four female USB Type A connectors for connecting USB
modem or for downloading log data to USB flash drive. Two USB ports on front panel and 2 on back panel.
	

	14
	USB Console Port
	
	One female USB Type B connector for connecting a PC for serial terminal access.
	

	15
	RS232 (DCS) Port
	
	One female RJ45 serial port for terminal access.
	

	16
	Ethernet Port
	
	One 10/100 Base-T Ethernet port with RJ45 Ethernet connector. Supports full- and half-duplex.
	

	27
	RS232 AUX Port
	
	One RJ45 port for connecting a serial GSM modem or a remote serially-controlled device.
	

	


18
	Cascade In/Out Ports
	
	Two RJ45 jacks. 5 systems can be used in a cascaded configuration via RS485 to increase the number of sensor ports (1 master, 4 slaves). Each slave unit needs its own unique RS485 address value that can range from 1-255. Use CAT5/5e/6 patch cables with RJ45 connectors wired straight through Up to 4,000 feet between the master unit and the slave unit. Uses a single
Web interface for all systems connected. Up to 3,000 units via optional management software (not included)
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	19
	Temperature
	
	Applications from 32 to 104°F (0 to 40°C)
	

	20
	Humidity
	
	Applications from 20 to 80% relative humidity at temperatures between 32 to 104°F (0 to 40°C)
	

	21
	Power
	
	Measures main voltage: 0 to 255 VAC
	

	22
	
	
	Measures battery voltage: 0 to 20 VDC
	

	23
	Alerts
	
	Email
	

	24
	8 methods
	
	Web Interface
	

	25
	
	
	SNMP network management V1/V2c/V3
	

	26
	
	
	Front Panel LEDs LEDs for internal sensors, external sensors, backup battery, data log, power, AUX power
	

	27
	
	
	SMS Messages Via external USB 3G modem (sim not included)
	

	28
	
	
	Voice Phone Calls Via automatic voice dialer system (not included)
	

	29
	
	
	Alarm Beacon
	

	30
	
	
	Siren
	

	31
	Smart Alerts
	
	Up to 50 sensor conditions (events) can be configured to trigger alerts by themselves
	

	32
	
	
	Up to 20 Smart Alerts can be configured to use different event combinations to send alert messages
	

	33
	
	
	Alarm Silence / Test Button
	

	34
	Control Methods
	
	Web Interface
	

	35
	6 methods
	
	Telnet
	

	36
	
	
	SSH
	

	37
	
	
	Network Operation (SNMP) V1/V2c/V3
	

	38
	
	
	RS232 (via female RJ45 RS232 connector & female USB Type B connector)
	

	39
	Monitor (Ping) IP Devices
	
	Up to 64 devices
	

	40
	Protocols
	
	HTTP/HTTPS, SNMP V1/V2c/V3, SMTP, TCP/IP, Syslog, SNTP, DHCP, SSHv2, SSLv3, LDAPv3,
	

	41
	
	
	AES 256-bit, 3DES, Blowfish, RSA, EDH-RSA, Arcfour, IPV6, WAP 2.0
	

	42
	Other Features
	
	Flash Upgradeable
	

	43
	
	
	Restore Defaults Button
	

	44
	
	
	System Reset Button
	

	45
	Operating Temperature
	
	32 to 104°F (0 to 40°C)
	

	46
	Power
	
	110 or 230 VAC at 50 or 60 Hz via IEC connector
	

	47
	Backup battery
	
	provides backup power for one hour
	

	48
	Dimensions WxDxH (in)
	
	Standard 19" Rackmountable
	

	49
	Regulatory Approvals
	
	CE, RoHS
	

	



50
	Temperature and Humidity Sensor
	
	Temperature and Humidity Sensor. Measures Temperature Applications from -4 to 185°F (-20 to 85°C), Measures Humidity 0 to 90% relative humidity. ±5%.
Connection Type RJ45, Cable Type and Max Length Cat5/5e/6 cable up to 1000ft, Regulatory Approvals CE,
RoHS. Brand: NTI, Part Number: E-STHSB
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	



51
	Door Contact Sensor
	
	Monitors access with a magnetic bridge sensor, which responds to any magnetic material (no special inserts necessary). Can also be used for monitoring side wall and covers. normally closed circuit connection. Connect to digital input or RJ45 sensor port. Wide actuating gap,
approximately 1.2". Brand: NTI, Part Number: E-M-DCS3
	

	





52
	Water Detector
	
	Liquid Detection Sensor For detecting water presence and warning of flooding, Plenum Rope-Style, Detects any conductive liquid or moisture. 10-30 feet water detection cable . Features a non-conductive polymer mesh that prevents false alarms caused by dirt/dust buildup, metal contact, or pressure on the rope. Puddle 0.6” (15 mm) diameter. Detects liquid depth „ >0.1” (2.5 mm). Plenum
rating CL2P (UL). Brand: NTI, Part Number: E-LDx-y
	

	





53
	GSM Modem
	
	GSM Modem for the EMS Controller. Sends SMS text messages to a pager or cell phone when a sensor goes out of range of a configurable threshold. SIM card supporting SMS messaging required (not included). Customer need to provide a valid active compatible sim card with sufficient sms balance. Supports any GSM operator in Bangladesh in any mode 2G/3G/4G. Brand:
Supplied by NTI
	

	54
	Accessories
	
	Cat6 Cable, Clamp, Connector, Power, Conduit, etc.
	

	55
	Installation
	
	Installation, Testing and commissioning
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.52 GTP of Fire Detection and Suppression System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	


1
	Suppression Agent NAFS1230 (FK5-1- 12)
	
	Suppression Agent: NAFS1230 (FK5-1-12), UL listed gaseous agent. zero ozone depletion potential (ODP), Have a minimal life span in atmosphere, with atmospheric life time of less than 5 days, The agent discharge time ±10 seconds
and not less than 5 seconds.
	

	




2
	Cylinder for NAFS1230
	
	Cylinder: Cylinder Assembly UL Listed The Cylinder equipped with all accessories (Cylinder Assembly, Cylinder Valve, Cylinder Top Plugs, Cylinder Valve Controls, Electric Solenoid, Electric Linear Actuator, Manual Actuator, Cylinder Straps, Discharge Hose, Pressure Gauge, etc as required basis), Brand: Safety Hi-Tech, Italy or equivalent reputed
make.
	

	3
	a) For Server Room
	
	148kg Gas in 2 nos 100 Liter Cylinder. Final Gas quantity and Cylinder size will be provided as per hydraulic calculation
	

	4
	b) For Power Room
	
	60kg Gas in 1 nos 67 Liter Cylinder. Final Gas quantity and Cylinder size will be provided as per hydraulic calculation
	

	

5
	Fire Extinguishing Panel
	
	Supply, Installation, Testing and Commissioning of 4 zone auto Fire Alarm Control Panel (FACP) with 2 extinguishing area. The FACP have its own battery backup. Brand:
Program or equivalent . Country of Origin: To be mentioned by the bidder
	

	6
	Smoke Detector
	
	Photo Electric Smoke Detector, Brand: Apollo or equivalent, Origin: To be mentioned by the bidder
	

	7
	Heat Detector
	
	Heat Detector , Brand: Apollo or equivalent, Origin: To be mentioned by the bidder
	

	8
	Alarm Bell
	
	24V Red Polarized fire bell with highly efficient motorized movement
	

	9
	Rotating Light
	
	Rotating Light.
	

	10
	Manual release switch/Call Point
	
	Manual release switch/Call Point
	

	11
	Exit sign
	
	Exit sign
	

	12
	Caution Sign,
	
	Caution Sign
	

	13
	Gas Discharge Sign
	
	Gas Discharge Warning Sign Outside Room
	

	14
	Discharge Nozzles
	
	Discharge nozzles are made of aluminum, brass or stainless steel with female/Male pipe threads.
	

	15
	Manual Handheld extinguisher
	
	Manual Fire Extinguisher CO2, 3-5 KG
	

	
16
	MS Seamless pipes
	
	MS Seamless pipes as per ASTM A 106 Gr. B, Schedule 40
pipe 1/2"-1" Dia, MS Fittings (Reducer+ Clamping+ Elbow+ Hanger)
	

	27
	ELECTRICAL FITTINGS
	
	Fire resistance cable, PVC Pipe conduit with fittings, Conduit and cable laying per detector
	

	18
	Installation
	
	Installation, Detection Testing & commissioning
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.53 GTP of Vesda System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Vesda System
	
	VESDA Smoke Detection System
	

	2
	Brand
	
	Xtralis (by Honeywell) or equivalent
	

	3
	Model Number
	
	To be mentioned by the bidder
	

	4
	Origin of Brand
	
	To be mentioned by the bidder
	

	5
	Features
	
	Out-of-the-Box Installation & Commissioning
	

	6
	
	
	Ultrasonic Airflow Sensing
	

	7
	
	
	Laser-Based Absolute Smoke Detection
	

	8
	
	
	Pre-engineered pipe network designs
	

	9
	
	
	Programmable Alarm Thresholds
	

	10
	
	
	Clean air barrier optics protection
	

	11
	
	
	Instant Recognition Display
	

	12
	
	
	Instant Fault Finder
	

	13
	
	
	AutoLearn Smoke
	

	14
	
	
	AutoLearn Flow
	

	15
	
	
	Field Service Access Door
	

	16
	
	
	Multiple Event Logging in separate logs
	

	27
	Event log
	
	up to 18000 events
	

	18
	Configuration capability
	
	Offline/Online
	

	19
	Coverage
	
	Up to 250 m2 (2500 sq. ft.)
	

	20
	Approval
	
	LPCB (Loss Prevention Certification Board), UK
	

	21
	
	
	FM (Factory Mutual), US
	

	22
	
	
	UL (Underwriters Laboratories Inc.), US
	

	23
	
	
	ULC (Underwriters Laboratories Canada), Canada
	

	24
	
	
	Vds (Verband der Sachversicherer e.V), Germany
	

	25
	Input Voltage
	
	24V DC Nominal (18-30 V DC)
	

	26
	Input Current
	
	@ 24 VDC: 410 mA nominal, 490 mA in alarm
	

	27
	IP Rating
	
	IP30
	

	28
	Mounting
	
	Upright, inverted or horizontal
	

	29
	Relay Outputs
	
	3 changeover relays (Fire 1, Action, Fault), Contacts rated 2A @ 30 VDC (max). NO/NC Contacts
	

	30
	General Purpose Input (GPI) interface
	
	Reset, Disable, Standby, Alarm set 1, Alarm set 2 and External Input functions.
	

	31
	Alarm Threshold Setting Range
	
	
	

	32
	Alert, Action
	
	0.025 - 2.00% obs/m (0.008 - 0.625% obs/ft)
	

	33
	Fire 1, Fire 2
	
	0.025 - 20.00% obs/m (0.008 - 6.25% obs/ft)
	

	34
	Individual Alarm Delays
	
	0 – 60 seconds
	

	35
	Two Alarm Threshold Settings
	
	Either time or GPI based
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	36
	Display
	
	4 Alarm State Indicators
	

	37
	
	
	Smoke Level Indicator
	

	38
	
	
	Reset, Disable and Test Controls
	

	39
	
	
	Fault and Disabled Indicators
	

	40
	
	
	Instant Fault Finder
	

	41
	
	
	Smoke and Flow AutoLearn Controls
	

	
42
	Event Log
	
	Up to 18000 events, time and date stamped in separate,
non-volatile, logs for: Smoke Level, Flow Level, Detector Status and Faults
	

	43
	AutoLearn Smoke & Flow
	
	Automatically set acceptable alarm thresholds for both smoke and flow levels
	

	44
	
	
	Minimum 15 minutes, maximum 15 days (default 14 days)
	

	45
	
	
	During AutoLearn thresholds are NOT changed from pre- set values
	

	46
	Sampling Pipe
	
	Sampling Pipe and All Accessories
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.54 GTP of Rodent Repellent System
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
1
	Master Controller
	
	Supply and installation of Master Console, UL Certified for Server and Power Room
	

	2
	Brand
	
	Maser or equivalent
	

	3
	Model
	
	To be mentioned by the bidder
	

	4
	Country of Origin
	
	To be mentioned by the bidder
	

	5
	Transducer Supports
	
	Min 20
	

	6
	Operating Frequency
	
	20-60 KHz
	

	7
	Frequency Shifting
	
	Auto
	

	8
	Sound Output
	
	80 to 110 dB at 1 Meter
	

	9
	Power output
	
	800 mW per transducer
	

	10
	Power consumption
	
	5 W per transducer
	

	11
	Power Supply
	
	230 V AC 50 Hz
	

	12
	Mounting
	
	Wall / Table Mounting
	

	
13
	Transducer
	
	Supply and installation of Transducer for Rodent
System, Coverage-Open are 300 SFT, Room area 150 SFT, Occupied Area not more than 3 Cu. Inch
	

	14
	Accessories
	
	Connection wire, conduit, clamp, etc
	

	15
	Installation
	
	Installation, Testing & Commissioning
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.55 GTP of 4MP Bullet Camera
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacture
	
	To be mentioned by the bidder
	

	


5
	


Features
	
	Should provide min. 4 MP resolution
	

	
	
	
	Should support H.265+ compression, Human, Line crossing and intrusion detection
	

	
	
	
	Should provide 24 hours colorful image
	

	
	
	
	Should support 120 dB WDR technology for clear imaging against strong back light
	

	
	
	
	Protection level should be IP67
	

	6
	Image Sensor
	
	Should have min. 1/3" Progressive Scan CMOS
	

	7
	Resolution
	
	Should be min. 2560 × 1440
	

	8
	Illumination
	
	Should be able to capture color images in 0.001 Lux using F1.0 lens and AGC, 0 Lux with light
	

	9
	Shutter Time
	
	Should be 1/3 s to 1/100,000 s or better
	

	10
	Lens
	
	Should be Fixed focal lens 4 mm with fixed type Iris
	

	11
	Aperture
	
	Should be min. F1.0
	

	12
	Field of view
	
	Should be 76° x 41° x 89° (H x V x D) or better
	

	
13
	
DORI
	
	System must come with maximum detection range 82 m,
observation range 32 m, recognition range 16 m, and identification range 8 m or better.
	

	14
	Supplement Light Type and Range
	
	Should be White Light with min. range of 50M
	

	
15
	
Compression type
	
	Should support H.265+, H.264+, MJPEG compressions with triple stream as video compression.
	

	
	
	
	Should support G.711ulaw, G.711alaw, G.722.1, G.726, MP2L2, PCM, AAC-LC as audio compression.
	

	

16
	

Video Stream
	
	Main stream should support min. 2560 × 1440 resolution for both 50Hz @20 and 60Hz @20fps.
	

	
	
	
	Sub Stream should support min. 1280 × 720 resolution for both 50Hz @25fps and 60Hz @30fps.
	

	
	
	
	Third Stream should support min. 640 × 360 resolution
for both 50Hz and 60Hz.
	

	17
	Video Bit Rate
	
	Should be min. 32 Kbps to 8 Mbps with CBR, VBR Bit Rate Control
	

	18
	Region of Interest
	
	Should have min. one fixed region for main stream and sub-stream
	

	19
	Audio Type
	
	Should support Mono sound with Environment Noise Filtering
	

	20
	Simultaneous Live View
	
	Should be min. 6 channels
	

	
21
	
Security
	
	Proposed model should support Password protection, HTTPS encryption, EAP-MD5 Authentication, WSSE and digest authentication, RTP/RTSP over HTTPS, Security
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	audit log, TLS 1.2, TLS 1.3, MAC authentication.
	

	
22
	
Protocols
	
	System must support a wide range of protocols, including ICMP, DHCP, DNS, TCP/IP, HTTP, RTP, HTTPS, DDNS, UPnP, RTSP, RTCP, NTP, IGMP, IPv4 & IPv6,
UDP, QoS, FTP, SMTP and 802.1X
	

	23
	User
	
	Should be min. 32 user
	

	
24
	Application
programming interface
	
	Should support Profile S, Profile T, Profile G over ONVIF, ISAPI, SDK
	

	25
	Event
	
	Motion detection (human and vehicle), video tampering alarm, exception, Line crossing & intrusion detection
	

	
26
	
Linkage
	
	Should have the capability of Uploading to FTP, memory card, send email, notify surveillance center, trigger capture, trigger recording
	

	27
	Interface
	
	System should have min. Microphone, Reset Key and RJ45 interface.
	

	28
	Power
	
	Must support PoE IEEE 802.3af & should not be more than 6.5 Watt.
	

	29
	Material
	
	Camera body must be metal
	

	30
	Temperature
	
	Should support -30° C to 60° C
	

	
31
	
License
	
	Bidder should provide Video Surveillance Channel Video Management such real-time viewing, Recording, Video
search with base surveillance license
	

	
32
	
Certifications
	
	Must have the following approvals FCC, CB, CE-LVD, BIS, CE-RoHS, IP67 and bidder should submit the
evidence along with the proposal
	

	


33
	

Installation
	
	Bidder should be responsible for installation, Testing and commissioning with requried mounting Kit. Installation work should be completed through OEM certified engineer of the proposed brand. Evidence should be
submitted along with proposal.
	

	
34
	
Documentation
	
	Bidder should provide datasheet and relevant documents
as reference of their compliance. Bidder must submit manufacturer authorization letter direct from OEM.
	

	35
	Warranty
	
	Bidder should provide three (03) years full warranty
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.56 GTP of 4MP Dome Camera
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacture
	
	To be mentioned by the bidder
	

	


5
	


Features
	
	Should provide min. 4 MP resolution
	

	
	
	
	Should support H.265+ compression, Human, Line crossing and intrusion detection
	

	
	
	
	Should provide 24 hours colorful image
	

	
	
	
	Should support 120 dB WDR technology for clear imaging against strong back light
	

	
	
	
	Protection level should be IP67 and IK10
	

	6
	Image Sensor
	
	Should have min. 1/3" Progressive Scan CMOS
	

	7
	Resolution
	
	Should be min. 2560 × 1440
	

	8
	Illumination
	
	Should be able to capture color images in 0.001 Lux using F1.0 lens and AGC, 0 Lux with light
	

	9
	Shutter Time
	
	Should be 1/3 s to 1/100,000 s or better
	

	10
	Lens
	
	Should be Fixed focal lens 2.8 mm with fixed type Iris
	

	11
	Aperture
	
	Should be min. F1.0
	

	12
	Field of view
	
	Should be 96° x 52° x 113° (H x V x D) or better
	

	
13
	
DORI
	
	System must come with maximum detection range 64 m,
observation range 25 m, recognition range 12 m, and identification range 6 m or better.
	

	14
	Supplement Light Type and Range
	
	Should be White Light with min. range of 30M
	

	
15
	
Compression type
	
	Should support H.265+, H.264+, MJPEG compressions with triple stream as video compression.
	

	
	
	
	Should support G.711, G.722.1, G.726, MP2L2, PCM,
AAC-LC as audio compression.
	

	

16
	

Video Stream
	
	Main stream should support min. 2560 × 1440 resolution for both 50Hz @25fps and 60Hz @24fps.
	

	
	
	
	Sub Stream should support min. 1280 × 720 resolution for both 50Hz @25fps and 60Hz @30fps.
	

	
	
	
	Third Stream should support min. 640 × 360 resolution
for both 50Hz and 60Hz.
	

	17
	Video Bit Rate
	
	Should be min. 32 Kbps to 8 Mbps with CBR, VBR Bit Rate Control
	

	18
	Region of Interest
	
	Should have min. one fixed region for main stream
	

	19
	Audio Type
	
	Should support Mono sound with Environment Noise Filtering
	

	20
	Simultaneous Live View
	
	Should be min. 6 channels
	

	
21
	
Security
	
	Proposed model should support Password protection, HTTPS encryption, EAP-MD5 Authentication, WSSE and
digest authentication, RTP/RTSP over HTTPS, Security audit log, TLS 1.2, TLS 1.3, MAC authentication.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
22
	
Protocols
	
	System must support a wide range of protocols, including ICMP, DHCP, DNS, TCP/IP, HTTP, RTP, HTTPS,
DDNS, UPnP, RTSP, RTCP, NTP, IGMP, IPv4 & IPv6, UDP, QoS, FTP, SMTP, SNMP and 802.1X
	

	23
	User
	
	Should be min. 32 user
	

	
24
	Application
programming interface
	
	Should support Profile S, Profile T, Profile G over ONVIF, ISAPI, SDK
	

	
25
	
Event
	
	Motion detection (human and vehicle), video tampering alarm, exception, Line crossing, region entrance, region
exiting & intrusion detection
	

	
26
	
Linkage
	
	Should have the capability of Uploading to FTP, memory card, send email, notify surveillance center, trigger capture, trigger recording
	

	27
	Interface
	
	System should have min. Microphone, Reset Key and
RJ45 interface.
	

	28
	Power
	
	Must support PoE IEEE 802.3af & should not be more than 6.5 Watt.
	

	29
	Material
	
	Camera body must be metal
	

	30
	Temperature
	
	Should support -30° C to 60° C
	

	
31
	
License
	
	Bidder should provide Video Surveillance Channel Video Management such real-time viewing, Recording, Video search with base surveillance license
	

	

32
	
Certifications
	
	Must have the following approvals CE-EMC, KC, IC, UL, RCM, CE-LVD, LOA, CE-RoHS, WEEE, IP67, IK10 and
bidder should submit the evidence along with the proposal
	

	


33
	

Installation
	
	Bidder should be responsible for installation, Testing and commissioning with requried mounting Kit. Installation work should be completed through OEM certified
engineer of the proposed brand. Evidence should be submitted along with proposal.
	

	
34
	
Documentation
	
	Bidder should provide datasheet and relevant documents as reference of their compliance. Bidder must submit manufacturer authorization letter direct from OEM.
	

	35
	Warranty
	
	Bidder should provide three (03) years full warranty
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.56 GTP of 32-ch NVR
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacture
	
	To be mentioned by the bidder
	

	






5
	






Features
	
	Should have min. 32 channels for IP camera inputs
	

	
	
	
	Should have scalable decoding capacity of 2 channels at 32 MP, 2 channels at 8 MP, 10
channels at 8 MP, 20 channels at 4 MP, and 40 channels at 1080p resolution.
	

	
	
	
	Must support minimum 320 Mbps incoming and
400 Mbps outgoing bandwidth to ensure smooth video streaming, recording, and remote access.
	

	
	
	
	Shold have min. 2 x HDMI and 2 x VGA interface
	

	
	
	
	System should support 8K output resolution
	

	
	
	
	Should support RAID 0, 1, 5, 6, 10 also N+M hot spare
	

	
	
	
	The system must feature advanced streaming technology to ensure smooth live viewing even in
poor network conditions.
	

	

6
	

Compression type
	
	Should support H.265+, H.264+ as video compressions
	

	
	
	
	Should support G.711ulaw, G.711alaw, G.722, G.726, MP2L2, PCM, AAC as audio
compression.
	

	7
	Synchronous playback
	
	Should have min. 16-ch
	

	
8
	
Network Protocol
	
	Should be TCP/IP, DHCP, IPv4, IPv6, DNS, DDNS, NTP, RTSP, SMTP, SNMP, NFS, iSCSI,
UPnP, HTTP, HTTPS
	

	
9
	
Interface
	
	Should have min. 2 x RJ-45 10/100/1000 Mbps self-adaptive Ethernet interface, 2 × USB 2.0, 2 ×
USB 3.0
	

	10
	SATA Interface
	
	Should have min. 16 x SATA, 1 x eSATA with min. 16 TB capacity for each disk
	

	

11
	

Storage
	
	Bidder should provide required HDD for six Month backup, considering the following parameters:
Encoding Mode: H.265 Resolution: 720P(1280×720) Frame Rate(fps): 30
RAID: RAID5
	

	
12
	
Power
	
	The system must have redundent power supply with back-to-back power cable for C13 power
outlet.
	

	
13
	
Certifications
	
	Must have following certifications: FCC, CE. Must submit the evidence along with the
proposal.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	

14
	

Installation
	
	Bidder should responsible for installation, Testing and commissioning with requried mounting Kit. Installation work should be completed through OEM certified engineer of the proposed brand. Evidence should be submitted along with
proposal.
	

	
15
	
Documentation
	
	Bidder should provide datasheet and relevant documents as reference of their compliance.
Bidder must submit manufacturer authorization letter direct from OEM.
	

	16
	Warranty
	
	Bidder should provide three (03) years full warranty
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.57 GTP of Network PoE Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	5
	Interface
	
	10/100/1000 Base-T RJ45 ports: Should be min. 24
	

	
	
	
	1000BASE-X Fiber SFP Ports: Should be min. 4
	

	6
	PoE
	
	Switch should have min. 190 Watt PoE power budget
	

	7
	Upload & Backup
	
	Must have USB port for config file upload/backup & firmware updates
	

	8
	Packet buffer
	
	Should be min. 1.5MB
	

	9
	Processor
	
	Should have min. 800MHz ARM processor
	

	10
	Memory
	
	Should have min. 512MB RAM
	

	11
	Flash
	
	Should have min. 64MB FLASH
	

	12
	MAC Address Table
	
	Should support 16K MAC Address
	

	13
	Bandwidth
	
	Should be min. 56 Gbps
	

	14
	Packet forwarding rate
	
	Should be min. 41.67 Mpps
	

	15
	Jumbo frame support (bytes)
	
	Must support 10K packet size
	

	
16
	Mean Time
Between Failures (MTBF)
	
	
Should be min. 1,750,000 hours
	

	





16
	


Protocols
	
	Should have PoE controls/Port for remote power management with operation scheduling, Auto DOS (denial of service) prevention, IGMP Snooping and Querier for multicast optimization, Rate limiting and priority queuing for better bandwidth allocation, Port mirroring for network monitoring, SNMP and RMON
remote monitoring, Configure in app and email alerts and notifications
	

	


17
	

Cloud Management
	
	Proposed device should be fully cloud-managed
· Instantly activate cloud management from the web GUI
· Cloud based network administration
· Monitoring
· Firmware management
	

	

18
	
Network Management
	
	Network Management System should allow proposed product to be deployed and managed through this single interface, Should provide Dual firmware images for
reliability and uptime of network
	

	
19
	
Certification
	
	Offered product must have CB, RCM, KC, BSMI, ICES Class A, VCCI, BSMI, UKCA Certifications. Evidance should be submitted along with the proposal.
	

	

20
	
Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer authorization letter
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	direct from OEM along with bid document.
- Bidder must submit Country of Manufacturer certificate along with proposal
	

	21
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	



22
	

Warranty
	
	Bidder should provide three (03) years replacement
warranty. If proposed model end of life (EOL), update model need to provide as replacement.
	

	
	
	
	Warranty activation should be ready from both website
and Moblie Apps. Bidder should provide the activation link and Apps Name during the proposal submission.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.58 GTP of CAT6 UTP Cable
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper and Rack) must be from same manufacturer in order to ensure the end to end
proper integration.
	

	6
	Ÿ Construction
	
	Should be 4×2×AWG23
	

	7
	Ÿ Conductor
	
	Should be AWG 23 solid copper
	

	8
	Ÿ Insulation
	
	Should be HDPE
	

	9
	Ÿ Insulation Diameter
	
	Should be 1.02±0.05mm
	

	10
	Ÿ Core
	
	Should be 4 twist pairs
	

	
11
	
Color Code
	
	Should be
White&Blue/Blue,White&Orange/Orange,White&Gree n/Green,White&Brown/Brown
	

	12
	Ÿ Filling
	
	Should be “+ ”style
	

	13
	Jacket Material
	
	Should be LSZH
	

	14
	Overall Diameter
	
	Should be 6.2±0.4mm
	

	15
	DC resistance
	
	Should be ≤9.38Ω/100m
	

	16
	Unbalanced resistance
	
	Should be ≤5%
	

	16
	Unbalance capacitance
	
	Should be ≤330pF/100m
	

	17
	Capacitance
	
	Should be ≤5.6nF/100m
	

	18
	Dielectric strength
	
	Should be DC 1KV (3s No Fail)
	

	19
	Insulation resistance
	
	Should be ≥5000MΩ.Km
	

	20
	Impedance (1-250MHz)
	
	Should be 100±15 Ω
	

	21
	Impedance (250-500MHz)
	
	Should be 100±25 Ω
	

	22
	Delay Skew (1-250MHz)
	
	Should be ≤45ns/100m
	

	23
	Delay Skew (250-500MHz)
	
	Should be ≤45ns/100m
	

	
24
	Propagation Delay
	
	Should be 536.3ns/100m@250MHz
	

	
	
	
	Should be 535.6ns/100m@500MHz
	

	



25
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model
number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	26
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.59 GTP of RJ45 Connector
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	5
	Standard
	
	Should be TIA-568.2-D, ISO 11801
	

	6
	FCC and ANSI compliance
	
	Should Meet ANSI/TIA-1096-A (formerly FCC part 68).
	

	7
	IEC compliance
	
	Should be IEC-60603-7
	

	8
	PoE compliance
	
	Should Support PoE, PoE+ and proposed type 3 and 4 PoE++ applications for up to 100W.
	

	9
	Plug Housing
	
	Should be UL94V-0 rated clear polycarbonate.
	

	10
	Contacts
	
	Should be Gold plated phosphor bronze.
	

	11
	Cable jacket diameter range
	
	Should be 5.7mm-6.4mm
	

	12
	Conductor insulation diameter range
	
	Should be 0.91mm-1.1mm
	

	



13
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	14
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	



[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.60 GTP of Access Terminal for Entry
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	Installation
	
	Bidder should responsible for installation, commissioning and Testing
	

	









6
	




Features
	
	Device should have Face, Fingerprint and Card authentication from day one
	

	
	
	
	The system should feature a 4.5-inch LCD Capacitive touch screen, a
2-megapixel wide-angle lens camera, and a built-in EM card reading module.
	

	
	
	
	The system should support minimum 3000 faces, 3000 cards, and 3000 fingerprints.
	

	
	
	
	The system should have minimum 3000 User capacity, 150000 Event capacity.
	

	
	
	
	The system should support configuration via a web client interface.
	

	
	
	
	The system should support Bluetooth & Wi-Fi
	

	
	
	
	The system should support QR code recognition and include face anti-spoofing functionality.
	

	7
	Face recognition distance
	
	0.3 meters to 1.5 meters or higher distance
	

	8
	Duration
	
	Should be less than 0.2 seconds per user with an accuracy rate of at least 99%
	

	9
	Video
	
	The system should support two camera lenses and be compatible with both PAL and NTSC video standards
	

	10
	Audio
	
	The system should support two-way audio via client software, indoor units, and the main control station
	

	11
	

Interface
	
	The system should have following interfaces: 2 × alarm inputs, 1 × alarm output, 1 × network interface, 1 × RS-485 port, 1 × Wiegand interface supporting single-direction input, 1 × lock control, 1 × exit button, 1 × door contact input, 1 × tamper input, and 1 × USB port,
with PoE support according to the IEEE 802.3at standard.
	

	12
	Card Type and Frequency
	
	The system should support EM card type with a card reading frequency of 125KHz
	

	13
	Power supply
	
	The system should support 12 V DC at 1 A and standard PoE (IEEE 802.3at) for power supply
	

	14
	Operating temperature
	
	Device must be operational -3 °C to 60 °C temperature
	

	15
	Certification
	
	Must have the following approvals CE, CB, UKCA. Bidder should submit the evidence along with the proposal.
	

	16
	Lincese
	
	Bidder should provide base license, Alarm System: Alarm Management license, Access Control: per door license;
	

	






17
	


Documentation
	
	The proposed brand must have a local office with valid BIDA registration.
	

	
	
	
	Bidder must have minimum gold partnership with proposed brand, shall submit supporting documents as evidence.
	

	
	
	
	The bidder must have a minimum of three (3) OEM-certified engineers for the specific solution and shall submit supporting
documents as evidence.
	

	
	
	
	Bidder should provide datasheet and relevant documents as reference of their compliance. Bidder must submit manufacturer
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	authorization letter direct from OEM.
	

	18
	Warranty
	
	Bidder should provide three (03) years full warranty
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.61 GTP of Access Terminal for Exit
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	Name of Item
	Unit
	Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Country of Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	






5
	


Features
	
	Device should have Fingerprint, PIN and Card authentication from day one
	

	
	
	
	The system should feature a 2.4-inch LCD screen, and a built-in EM card reading module
	

	
	
	
	The system should support minimum 5000 cards, 5000 fingerprints and 150,000 events
	

	
	
	
	The system should support configuration via a web client interface.
	

	
	
	
	The system should support Bluetooth & Wi-Fi
	

	6
	System
	
	The system should operate on Linux, with min. 64 MB ROM, 64 MB RAM, and 640 MHz CPU.
	

	7
	Card reading distance
	
	Should be 0 to 5 cm or higher distance
	

	8
	Duration
	
	Should be less than 1 seconds per user
	

	9
	Fingerprint module
	
	Should be Optical fingerprint module with less than 1 seconds per card recognition
	

	10
	Audio
	
	The system should support audio
	

	



11
	

Interface
	
	The system should have following interfaces: 1 × RJ-45 network interface (10/100 Mbps, self-adaptive), 1 × lock control, 1 × exit button, 1 × door contact input, 1 × tamper input, 2 × alarm inputs, 1 × alarm output, 1 × RS-485 port, 1 × Wiegand interface (W26/W34), 1 ×
USB port, and support standard PoE
	

	12
	Card Type and Frequency
	
	The system should support EM card type with a card reading frequency of 125KHz
	

	13
	Power supply
	
	The system should support 12 V DC and standard PoE for power supply
	

	14
	Operating temperature
	
	Device must be operational -3 °C to 60 °C temperature
	

	
15
	Electromagnetic Lock and related
accessories
	
	Bidder should consider double-door EM locks, compatible power adapter, U/L/Z/ZL brackets for glass
doors etc. in the proposal.
	

	
16
	
Certification
	
	Must have the following approvals CE, CB, UKCA. Bidder should submit the evidence along with the
proposal.
	

	
17
	
Lincese
	
	Bidder should provide base license, Alarm System: Alarm Management license, Access Control: per door
license;
	

	







18
	



Documentation
	
	The proposed brand must have a local office with valid BIDA registration.
	

	
	
	
	Bidder must have minimum gold partnership with
proposed brand, shall submit supporting documents as evidence.
	

	
	
	
	The bidder must have a minimum of three (3) OEM-
certified engineers for the specific solution and shall submit supporting documents as evidence.
	

	
	
	
	Bidder should provide datasheet and relevant documents as reference of their compliance. Bidder
	



	Sl.
No.
	Name of Item
	Unit
	Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	must submit manufacturer authorization letter direct from OEM.
	

	19
	Warranty
	
	Bidder should provide three (03) years full warranty
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.62 GTP of Network PoE Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the bidder
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Interface
	
	10/100/1000 Base-T RJ45 ports: Should be min. 24
	

	
	
	
	1000BASE-X Fiber SFP Ports: Should be min. 4
	

	6
	PoE
	
	Switch should have min. 190 Watt PoE power budget
	

	7
	Upload & Backup
	
	Must have USB port for config file upload/backup & firmware updates
	

	8
	Packet buffer
	
	Should be min. 1.5MB
	

	9
	Processor
	
	Should have min. 800MHz ARM processor
	

	10
	Memory
	
	Should have min. 512MB RAM
	

	11
	Flash
	
	Should have min. 64MB FLASH
	

	12
	MAC Address Table
	
	Should support 16K MAC Address
	

	13
	Bandwidth
	
	Should be min. 56 Gbps
	

	14
	Packet forwarding rate
	
	Should be min. 41.67 Mpps
	

	15
	Jumbo frame support (bytes)
	
	Must support 10K packet size
	

	
16
	Mean Time Between Failures (MTBF)
	
	
Should be min. 1,750,000 hours
	

	





16
	


Protocols
	
	Should have PoE controls/Port for remote power management with operation scheduling, Auto DOS (denial of service) prevention, IGMP Snooping and Querier for multicast optimization, Rate limiting and priority queuing for better bandwidth allocation, Port mirroring for network monitoring, SNMP and RMON remote monitoring, Configure in app and email alerts and
notifications
	

	


17
	

Cloud Management
	
	Proposed device should be fully cloud-managed
· Instantly activate cloud management from the web GUI
· Cloud based network administration
· Monitoring
· Firmware management
	

	

18
	
Network Management
	
	Network Management System should allow proposed product to be deployed and managed through this single interface, Should provide Dual firmware images for
reliability and uptime of network
	

	
19
	
Certification
	
	Offered product must have CB, RCM, KC, BSMI, ICES Class A, VCCI, BSMI, UKCA Certifications. Evidance
should be submitted along with the proposal.
	

	


20
	

Documentation
	
	· Bidder should provide relevant documents as reference of their compliance of the specific feature.
· Bidder must clearly mention the OEM model number.
· Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	- Bidder must submit Country of Manufacturer certificate along with proposal
	

	21
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	



22
	

Warranty
	
	Bidder should provide three (03) years replacement
warranty. If proposed model end of life (EOL), update model need to provide as replacement.
	

	
	
	
	Warranty activation should be ready from both website and Moblie Apps. Bidder should provide the activation link and Apps Name during the proposal submission.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.63 GTP of CAT6 UTP Cable
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	
5
	
Conformity
	
	All passive products (Copper and Rack) must be from same manufacturer in order to ensure the end to end
proper integration.
	

	6
	Ÿ Construction
	
	Should be 4×2×AWG23
	

	7
	Ÿ Conductor
	
	Should be AWG 23 solid copper
	

	8
	Ÿ Insulation
	
	Should be HDPE
	

	9
	Ÿ Insulation Diameter
	
	Should be 1.02±0.05mm
	

	10
	Ÿ Core
	
	Should be 4 twist pairs
	

	
11
	
Color Code
	
	Should be
White&Blue/Blue,White&Orange/Orange,White&Gree n/Green,White&Brown/Brown
	

	12
	Ÿ Filling
	
	Should be “+ ”style
	

	13
	Jacket Material
	
	Should be LSZH
	

	14
	Overall Diameter
	
	Should be 6.2±0.4mm
	

	15
	DC resistance
	
	Should be ≤9.38Ω/100m
	

	16
	Unbalanced resistance
	
	Should be ≤5%
	

	16
	Unbalance capacitance
	
	Should be ≤330pF/100m
	

	17
	Capacitance
	
	Should be ≤5.6nF/100m
	

	18
	Dielectric strength
	
	Should be DC 1KV (3s No Fail)
	

	19
	Insulation resistance
	
	Should be ≥5000MΩ.Km
	

	20
	Impedance (1-250MHz)
	
	Should be 100±15 Ω
	

	21
	Impedance (250-500MHz)
	
	Should be 100±25 Ω
	

	22
	Delay Skew (1-250MHz)
	
	Should be ≤45ns/100m
	

	23
	Delay Skew (250-500MHz)
	
	Should be ≤45ns/100m
	

	
24
	Propagation Delay
	
	Should be 536.3ns/100m@250MHz
	

	
	
	
	Should be 535.6ns/100m@500MHz
	

	



25
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model
number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	26
	Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.64 GTP of RJ45 Connector
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	Commscope/Panduit/Prose or equivalent
	

	2
	Model
	
	To be mentioned by the bidder
	

	3
	Brand Origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer/Origin
	
	To be mentioned by the bidder
	

	5
	Standard
	
	Should be TIA-568.2-D, ISO 11801
	

	6
	FCC and ANSI compliance
	
	Should Meet ANSI/TIA-1096-A (formerly FCC part 68).
	

	7
	IEC compliance
	
	Should be IEC-60603-7
	

	8
	PoE compliance
	
	Should Support PoE, PoE+ and proposed type 3 and 4 PoE++ applications for up to 100W.
	

	9
	Plug Housing
	
	Should be UL94V-0 rated clear polycarbonate.
	

	10
	Contacts
	
	Should be Gold plated phosphor bronze.
	

	11
	Cable jacket diameter range
	
	Should be 5.7mm-6.4mm
	

	12
	Conductor insulation diameter range
	
	Should be 0.91mm-1.1mm
	

	



13
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization letter direct from OEM along with bid document.
	

	


14
	

Installation
	
	- Bidder should responsible for installation, Testing and commissioning.
	

	
	
	
	- Installation work should be completed through OEM certified engineer. Evidence should be submitted along with proposal.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.65 GTP of Management PC
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	1
	Brand
	
	To be mentioned by the tenderer
	

	2
	Model
	
	To be mentioned by the tenderer
	

	3
	Country of origin
	
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	
	To be mentioned by the bidder
	

	5
	Processor
	
	Min 14th Generation Intel Core i7 or higher
	

	6
	Clock speed
	
	Min. 5.40 GHz Turbo Frequency or higher
	

	7
	Graphic Card
	
	Should be Intel UHD Graphics 770 or higher
	

	8
	RAM
	
	Min. 16GB DDR5
	

	9
	Hard Disk Drive
	
	Min. 512GB SSD
	

	10
	Keyboard
	
	Should Provide Standard USB keyboard
	

	11
	Mouse
	
	Should Provide Standard USB optical mouse
	

	12
	Chipset
	
	Intel B660 Chipset or higher
	

	

13
	
Ports
	
	Min. 3 x USB 3.2 Gen 1 Type-A, 4 x USB 2.0, 1 x
USB 3.2 Gen 1 Type-C, 1 x HDMI, 1 x DP, 1 x RJ45,
Wi-Fi 6, Bluetooth, 1 x Combo Audio Por , 1 x Audio Out
	

	




14
	

Documentation
	
	- Bidder should provide relevant documents as reference of their compliance of the specific feature.
	

	
	
	
	- Bidder must clearly mention the OEM model number.
	

	
	
	
	- Bidder must submit manufacturer authorization
letter direct from OEM/Distributor along with bid document.
	

	
15
	Warranty
	
	Bidder should provide three (03) years full warranty
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.66 GTP of Precision AC
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
1
	Precision AC
	
	Supply, installation, testing and commissioning of Precision Air
Conditioning System for server room in 2 working and 1 standby mode.
	

	2
	Brand
	
	Vertiv or equivalent
	

	3
	Model
	
	To be mentioned by the bidder
	

	4
	Origin of the Brand
	
	To be mentioned by the bidder
	

	5
	Country of Manufacture and Shipment
	
	To be mentioned by the bidder
	

	6
	Cooling Capacity
	
	31kW minimum, Approx 8.5TR
	

	7
	Sensible Heat Ratio
	
	SHR: 0.97
	

	8
	Unit Type
	
	Air Cooled Down flow Type
	

	9
	Air Distribution
	
	Down flow with top return air
	

	10
	Compressor Type
	
	Scroll Compressor
	

	11
	Number of Compressors
	
	(Nos) 1
	

	12
	Number of refrigerant circuit
	
	Single
	

	13
	Type o Refrigerant
	
	R410a
	

	14
	Temperature Control
	
	(°C) Required temp ± 1
	

	15
	Humidity Control
	
	(%) Required humidity ± 5
	

	16
	Unit Control
	
	Microprocessor based Control
	

	17
	Heater
	
	Built in
	

	18
	Humidification
	
	Built in
	

	19
	Dehumification
	
	Built in
	

	20
	Indoor Dimension (HXWxD)
	
	(mm) 930 × 995 × 1975
	

	21
	Air flow rate
	
	10100 m³/h
	

	22
	Electrical supply
	
	(V/Ph/Hz) 380-420/3/50
	

	23
	Sound Pressure level
	
	(dB (A)) < 47
	

	24
	Temperature Control
	
	Automatic
	

	25
	Humidity Control
	
	Automatic
	

	26
	Dehumification Control
	
	Built in
	

	27
	Filtration Control
	
	Built in
	

	28
	Expansion valves
	
	Electronic Expansion valves
	

	29
	Evaporator
	
	DX Cooling Coil with hydrophilic coating
	

	

30
	Fan
	
	The unit is fitted with direct-driven, high efficiency, single inlet, backward curved, centrifugal ‘plug’ type innovating EC fan(s). The fan(s) have an impeller with curved blades corrosion
resistant made of fiberglass plastic
	

	31
	Cabinet
	
	Galvanized steel sheet
	

	

32
	
	
	The rear and the fans section panels are double-skinned, with 20mm (frontal fan section panel with 40mm) Class ‘O’ (A1 EU) fireproof insulation sandwiched between the skins to reduce
noise emission and heat loss.
	

	33
	
	
	Externally painted with Black 7021 color epoxy-polyester powder paint
	

	34
	Air filtration
	
	The standard filtration grade is F5 (CEN EN779 – respectively corresponding to EU5 according to Eurovent EU4/5) or G4
	

	35
	
	
	The unit is fitted with a filter differential pressure switch, connected to the microprocessor controller to provide ‘Filter
	



	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	
	
	
	Clogged’ warning indication.
	

	

36
	Controls
	
	* The standard controls shall be of microprocessor based programmable PID logic controller, that monitors, displays and operates the precision cooling units, so that the environment is
held within desired specifications.
	

	37
	
	
	* Various modes of operation (cooling, heating, humidifying and de-humidifying),
	

	38
	
	
	* Graphical displays of set temperature & humidity and achieved temperature & humidity
	

	39
	
	
	* Date, time and unit identification display.
	

	40
	
	
	* Visual system alarm indication (along with mutable audio alarm as well)
	

	41
	
	
	* 48 hrs temperature and humidity graph display menu
	

	42
	
	
	* Programmable services interval indication display
	

	43
	Team mode operation
	
	Unit is facilitate for Team mode operation to ensure maintaining active-standby system.
	

	44
	Alarms
	
	254 nos different alarms available in the controller.
	

	45
	
	
	Alarm automatically removed when it goes to normal.
	

	46
	Remote Monitoring Facility
	
	Each PAC unit must be fitted with dedicated SNMP card by dedicated IP.
	

	
47
	Accessories for lowside work
	
	Indoor Base, Outdoor Base, Oxygen, Acetylene gas for
welding, Nitrogen for leak test, Refrigerant, PVC Pipe, GI Pipe, Fittings (Copper, PVC & GI ) etc
	

	48
	Installation, testing and Commissioning
	
	Installation, testing and Commissioning by OEM Certified Engineer
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.67 GTP of Confort Air Condition
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical Specification & Standard
(to be mentioned)

	






1
	Air Conditioner for Power Room, NOC & SOC Room
	
	Supply, Installation, Testing and Commissioning Split Type Floor Standing/Wall/Ceiling mount Air Conditioning System for Power Room, NOC & SOC. Manufactured by Gree. Single Phase/Three Phase power input. Refrigerant type R410a/R32. Super Slim Design. Anti-Rust Cabinet. Easy-cleaned Panel. LCD/LED Display. Self-diagnosis & Auto-protection. Valve Protection cover. Power Room ACs need to be integrated with fire alarm system to shutoff the ACs automatically at the event
of fire alarm activation.
	

	2
	Power Room (1W+1S)
	
	60000 BTU, 5 Ton Ceiling/Floor Mount type
	

	3
	NOC Room (1W+1S)
	
	36000 BTU, 3 Ton Ceiling Mount type
	

	4
	SOC Room (1W+1S)
	
	24000 BTU, 2 Ton Wall Mount type
	

	5
	AC Control Panel
	
	Auto timer with changeover should be installed to operate two comfort aircon in 8 hourly mode 24/7. Local assembled.
	

	
6
	Accessories
	
	Copper pipe, Pipe insulation, Outdoor base, Power Cable, Electrical Socket, Circuit breaker, etc. as required basis. Indoor to outdoor pipe considered maximum 30 feet.
	

	7
	Installation
	
	Installation, testing and Commissioning
	

	






8
	Air Conditioner for Power Room, NOC & SOC Room
	
	Supply, Installation, Testing and Commissioning Split Type Floor Standing/Wall/Ceiling mount Air Conditioning System for Power Room, NOC & SOC. Manufactured by Gree. Single Phase/Three Phase power input. Refrigerant type R410a/R32. Super Slim Design. Anti-Rust Cabinet. Easy-cleaned Panel. LCD/LED Display. Self-diagnosis & Auto-protection. Valve Protection cover. Power Room ACs need to be integrated with
fire alarm system to shutoff the ACs automatically at the event of fire alarm activation.
	

	9
	Power Room (1W+1S)
	
	60000 BTU, 5 Ton Ceiling/Floor Mount type
	

	10
	NOC Room (1W+1S)
	
	36000 BTU, 3 Ton Ceiling Mount type
	

	11
	SOC Room (1W+1S)
	
	24000 BTU, 2 Ton Wall Mount type
	

	12
	AC Control Panel
	
	Auto timer with changeover should be installed to operate two comfort aircon in 8 hourly mode 24/7. Local assembled.
	

	
13
	Accessories
	
	Copper pipe, Pipe insulation, Outdoor base, Power Cable, Electrical Socket, Circuit breaker, etc. as required basis. Indoor
to outdoor pipe considered maximum 30 feet.
	

	14
	Installation
	
	Installation, testing and Commissioning
	



[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.68 GTP of Dehumidifier
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)
	Sl.
No.
	
Name of Item
	
Unit
	
Required specifications
	Full Technical
Specification & Standard
(to be mentioned)

	







1
	Dehumidifier Power Room
	
	Supply, installation, testing and commissioning of Dehumidifier,
minimum 18-20 liter /24 Hour, input 1 Φ / 220VAC / 50Hz. Working Environment 5⁰-35⁰C. Bucket Volume minimum 4 Liter. Touch operation. Status Display. Automatic humidity control. Full water tank warning signal. Auto frost control. Air - purifying filter. Full water tank warning signal. Continuous drainage. Power rotary compressor. Easier mobility with convenient Wheels. Supply and installation including Power Supply, Drain line, etc as required. Brand: White Westing- house/Gree/Media or internationally reputed make.
	



[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.69 GTP of WAN Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	WAN Switch

	S/N
	Product Names/Items
	Description of requirements
	Bidder’s Responses

	1
	Brand
	To be mentioned by the bidder
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of Origin
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	To be mentioned by the bidder
	

	5
	Quantity
	Four
	

	
6
	
Industry Recommendations
	The OEM must be recognized as a Leader in 2024 & 2025 Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure.
	

	7
	
	Proposed switch must be FCC, CE, RCM, VCCI, BSMI, UL, CB and RoHS2 certified
	

	
8
	











Architecture
	Switch proposed should have minimum 24 x 1GE/5GE copper downlink & 4 x 10GE/25GE SFP/SFP+/SFP28 ports uplink ports from day one. Bidder should quote 4 x 10G SFP+ SR module for
each appliance.
	

	9
	
	Switch should support non-blocking, store-n-forward
architecture
	

	10
	
	Switch should have a RJ-45 Serial console port
	

	11
	
	Switch should have a dedicated MGMT port
	

	12
	
	The form factor of the proposed switch should be 1 RU Rack- Mount Appliance
	

	13
	
	Proposed Switch should support minimum 64K MAC address
storage
	

	14
	
	Propsoed switch should support minimum 8 MB Packet Buffers
	

	15
	
	Proposed switch should support 4000 VLANs
	

	16
	
	Network Latency: Less than 1µs
	

	17
	
	Should support DRAM 4GB or higher
	

	18
	
	Mean Time Between Failures : Minimum 10 years
	

	19
	
	Redundant Power : Redundant AC
	

	20
	
	Operating Temperature: 32°–113°F (0°–45°C)
	

	21
	
	Humidity: 5%–95% non-condensing
	

	22
	
	Air-Flow Direction: side-to-back
	

	23
	
Switching Performance
	Switching capacity ( (Duplex) ) of the proposed switch should be minimum 400 Gbps
	

	24
	
	Packet per second capacity ( (Duplex) ) of the switch should be minimum 200 Mpps or higher
	

	25
	


Switch Layer 2 Services
	Switch must support Jumbo frames and link auto-negotiation
	

	26
	
	Should support Spanning Tree Protocol MSTP native, and backwards compatible with RTSP and STP
	

	27
	
	Should support Edge Port / Port Fast
	

	28
	
	Should support IEEE 802.1p Mapping to priority queue
	

	29
	
	Should support IEEE 802.1q VLAN tagging, Private VLAN
	



	30
	
	Should support IEEE 802.3ad Link Aggregation with LACP with maximum 8 Link Aggregation Group size
	

	31
	




Authentication Services
	Switch should support LLDP, LLDP-MED
	

	32
	
	Switch should support MAC based, IP based, protocol based VLAN assignment
	

	33
	
	Switch should support 802.1x port-based authentication
	

	34
	
	Switch should support 802.1x authentication via certificate EAP- TLS and EAP-TTLS
	

	35
	
	Switch should support 802.1x guest VLAN assignment
	

	36
	
	Switch should support 802.1x authentication fail VLAN for unauthenticated users
	

	37
	
	Switch should support LDAP, RADIUS, TACACS+
	

	38
	




Security Features
	Switch should support minimum 1,000 Access control list (ACL) with Schedule features
	

	39
	
	Switch should support Storm Control, LoopGuard
	

	40
	
	Should support IGMP snooping, DHCP snooping, DHCP relay
	

	41
	
	Should support Port mirroring, sFlow/Netflow/jFlow
	

	42
	
	Should support port MAC limit, MAC-IP binding, Per-port and per-VLAN MAC learning limit
	

	43
	
	Switch should support ACL with classifier(src-mac, dst-mac, ether-type, src-prefix, dst-prefix, service-id, vlan-id)
	

	44
	



QoS
	Switch should support support QoS to provide packet classification, packet marking, packet queuing
	

	45
	
	Switch should support 4 queues per port
	

	46
	
	Switch should support CoS and DSCP marking to indicate the priority of outgoing packets
	

	
47
	
	Switch should support Strict Scheduling, Simple Round Robin (RR), and Weighted Round Robin (WRR) scheduling modes for
queuing
	

	
48
	Management Features
	Switch must support central management system though offered router/firewall to built up a software define network architecture from day one. Bidder may quote additional
hardware/software for central switching mangement
	

	49
	
	Switch must support Telnet/SSH, HTTP/HTTPS…etc.
	

	50
	
	Switch should support SNMP v1, v2c and v3
	

	51
	
	switch must log all authentication events: locally and via syslog
	

	52
	
	Switch should support Packet Capture and diagnose features in CLI offer similar packet capture capabilities like tcpdump.
	

	53
	
	Switch should support Dual Firmware
	

	54
	
	Switch must support SPAN, RSPAN, and ERSPAN
	

	55
	
	Switch must support software download/upload via
TFTP/FTP/GUI
	

	56
	
	Support for HTTP REST APIs for Configuration and Monitoring
	

	57
	Manufacturer
authorization
	Bidder must be submitted Manufacturer Authorization form
(MAF) from the OEM
	

	
58
	
License
	Bidder should quote necessary license to meet the all the requirements. The license period shall have at least 03 years and will be calculated from the first day of system handover.
	

	
59
	
Warranty
	Manufacturer’s warranty part number should be mentioned, minimum 3 (Three) years warranty for OEM technical solution support, Patch, New Software Upgrade and RMA replacement
	



	
60
	
	The Original Equipment Manufacturer (OEM) must have 24x7x365 Global TAC support and toll-free number for after
sales service
	

	

61
	
Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network Functional
and shall provide respective documentation to IT Division.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.70 GTP of Core Router
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Core Router

	
S/N
	Product Names/Items
	
Description of requirements
	
Bidder’s Responses

	1
	Brand
	To be mentioned by the bidder
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of Origin
	To be mentioned by the bidder
	

	4
	Qty
	Two
	

	
5
	Compliance Certification
	
FCC Part 15 Class A, RCM, VCCI, CE, UL/cUL, CB
	

	6
	Enclosure Type
	Rack mountable maximum 2 RU
	

	

7
	Industry Certifications and Evaluations
	
Proposed solution must be in Leader for WAN Edge Infrastructure segment in Gartner MQ-2022/2023/2024
	

	

8
	

Part No
	Bidder should submit BOQ of proposed device including the
details’ part numbers. Bidder should submit the required performance document for the proposed device.
	

	

9
	
Router Processor Type
	High-performance dedicated ASIC based network processors to deliver unmatched performance and scalability for critical
network functions
	

	
10
	













Router Processor Type
	· WAN architecture should have centralized control plane
architecture.
	

	

11
	
	· It should provide transport layer independence and will
allow to use any transport like MPLS, internet, point to point
links between locations.
	

	
12
	
	· It should support various last mile connectivity i.e.,
ethernet, 4G LTE.
	

	

13
	
	· It should build secure overlay network on any transport
and will allow to create various topology like Hub & spoke,
full mesh, partial mesh.
	

	
14
	
	· WAN edge device should perform actual data forwarding
based on control communication from centralize controller.
	

	

15
	
	· It should build secure IPsec network between locations for
secure communication and allow various last mile
connectivity.
	

	16
	DRAM and Flash
	Min. DRAM 16GB and Min. Flash 30GB from day one.
	

	17
	Power Supply
	Redundant power Supply from day 1
	

	
18
	
Hardware Capacity
	Router should support in SD-WAN mode min. 20 Gb from
day 1 and scale up to 50 Gbps
	

	
19
	
	Router should support minimum 10 Gbps encrypted traffic for deep packet inspection
	

	

20
	



Interfaces
	Router should have Min. 8 x 1/10GE SFP+, and 8 x 1GE Copper port from day one. Bidder should quote 8 x 10G
SFP+ SR module for each appliance.
	

	
21
	
	Management: 1 x console and 1 x Gigabit Ethernet port for device management (OOB)
	

	



22
	




SD-WAN
requirements
	Should support granular application policies, application SLA based path selection, dynamic bandwidth measurement of SD-WAN paths, active/active and active/standby forwarding, overlay  support  for  encrypted  transport,  Application
session-based steering and probe-based SLA measurements
	

	
23
	
	SDWAN solution should support minimum BGP and Static
routing
	



	
24
	
	SDWAN solution should support performance SLA based on latency , packet loss , jitter or all 3 combined
	

	
25
	
	SDWAN edge devices should support 802.1Q, sub interface,
Inter VLAN routing
	

	

26
	
	SDWAN solution should support rule based routing based on Application, user, user group, source , destination or
combination of any of them
	

	


27
	
	SDWAN Solution should support rule creation based on Application or source address or destination address and each rule should have option to use different performance SLA
	

	28
	
	SDWAN should support QoS based on application
	

	
29
	
	SDWAN should support FEC (Forward Error correction) and
DSCP matching
	

	
30
	
	SDWAN must support BGP additional path support and route-map
	

	31
	
	SDWAN solution must support Auto-Discovery VPN
	

	

32
	





















Security & VPN
	Should support stateful Firewall, transparent firewall, advance application inspection and control for HTTP, ACL bypass and VRF aware Firewall features
	

	

33
	
	Should have up to 20 Gbps of IPsec throughput in SDWAN mode min. Number of ACL 10,000, Number of Firewall
session 4 Million from day 1.
	

	





34
	
	Router should support Site-to-site dynamic VPN tunnels, policy-based VPN, IKEv1, IKEv2, DPD, PFS, ESP and ESPHMAC support, symmetric cipher support (IKE/ESP): AES-128 and AES-256 modes: CBC, CNTR, XCBC,GCM, Pre-shared and PKI authentication with RSA certificates, Diffie-Hellman key exchange (Group 1, 2, 5,14 through 21 and 27 through 32),
MD5, and SHA-based HMAC.
	

	


35
	
	WAN should support end to end segmentation with different routing table per segment and it should be possible to create per segment topology on WAN like HUB & Spoke,
full mesh, partial mesh, point to point.
	

	
36
	
	It should be possible to create minimum 8 segments from day 1
	

	
37
	
	Solution should support security features Like IPS, AV, Sandboxing which can be utilized for future if required.
	

	38
	
	Should support ACL for IPv4 and IPv6, Time based ACL,
	

	


39
	


Routing Features
	Static routing, Internal Gateway (iBGP, OSPF v2/v3 , RIP v2), External Gateway(eBGP), VRF, route redistribution, route leaking,   BGP   confederation,   router   reflectors,
summarization and route-aggregation, route asymmetry
	

	



40
	



QOS Features
	Traffic shaping based on bandwidth limits per application and WAN link, rate limits per application and WAN link, prioritize application traffic per WAN link, mark/remark DSCP bits for influencing traffic QoS on egress devices,
application steering based on ToS marking
	

	

41
	





Management
	The router should support complete GUI and CLI, HTTPS, SSH, Console, SNMP, API, Central Management from day
one
	

	


42
	
	The router should have private & public multi-cloud support for AWS, Microsoft Azure, GCP, OCI, AliCloud, VMware ESXi, NSX, OpenStack, Cisco ACI and Nuage Virtualized Service
Platforms
	



	
43
	
	The router should have in-built CLI option in Graphical Interface for easy access in troubleshooting & configuration
	

	




44
	
	Must include an integration mechanism, preferably in the form of open APIs and/or standard interfaces, to enable events and log data to be shared with external network and security management applications, such as Security Information  and  Event  Managers  (SIEMs),  and  log
management tools.
	

	

45
	
	Bidder must submit the required performance document and compliance reference document for the proposed
device.
	

	
46
	Manufacturer authorization
	Bidder must submit Manufacturer Authorization from the OEM
	

	
47
	




Warranty
	Bidder should propose all the necessary hardware for Central Management, software & license and the entire
solution should be offered from OEM.
	

	
48
	
	The Original Equipment Manufacturer (OEM) must have 24x7x365 Global TAC support and toll-free number for after sales service
	

	
49
	
	Manufacturer’s warranty part number should be mentioned, minimum 3 (Three) years warranty for OEM technical solution support, Patch, New Software Upgrade
and RMA replacement
	

	


50
	

Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with the customer IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network  Functional  and  shall  provide  respective
documentation to IT Division.
	

	51
	License
	The license period shall have at least 03 years and will be
calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.71 GTP of Core Firewall
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)
	Core Router

	
S/N
	Product
Names/Items
	
Description of requirements
	
Bidder’s Responses

	1
	Brand
	To be mentioned by the bidder
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of Origin
	To be mentioned by the bidder
	

	4
	Qty
	Two
	

	
5
	Compliance
Certification
	
FCC Part 15 Class A, RCM, VCCI, CE, UL/cUL, CB
	

	6
	Enclosure Type
	Rack mountable maximum 2 RU
	

	

7
	Industry Certifications and
Evaluations
	
Proposed solution must be in Leader for WAN Edge Infrastructure segment in Gartner MQ-2022/2023/2024
	

	

8
	

Part No
	Bidder should submit BOQ of proposed device including the details’ part numbers. Bidder should submit the required
performance document for the proposed device.
	

	

9
	
Router Processor Type
	High-performance dedicated ASIC based network processors to deliver unmatched performance and scalability for critical
network functions
	

	
10
	













Router Processor Type
	· WAN architecture should have centralized control plane
architecture.
	

	

11
	
	· It should provide transport layer independence and will
allow to use any transport like MPLS, internet, point to point links between locations.
	

	
12
	
	· It should support various last mile connectivity i.e.,
ethernet, 4G LTE.
	

	

13
	
	· It should build secure overlay network on any transport
and will allow to create various topology like Hub & spoke, full mesh, partial mesh.
	

	
14
	
	· WAN edge device should perform actual data forwarding
based on control communication from centralize controller.
	

	

15
	
	· It should build secure IPsec network between locations for
secure communication and allow various last mile
connectivity.
	

	16
	DRAM and Flash
	Min. DRAM 16GB and Min. Flash 30GB from day one.
	

	17
	Power Supply
	Redundant power Supply from day 1
	

	
18
	
Hardware Capacity
	Router should support in SD-WAN mode min. 20 Gb from
day 1 and scale up to 50 Gbps
	

	
19
	
	Router should support minimum 10 Gbps encrypted traffic
for deep packet inspection
	

	

20
	



Interfaces
	Router should have Min. 8 x 1/10GE SFP+, and 8 x 1GE Copper port from day one. Bidder should quote 8 x 10G
SFP+ SR module for each appliance.
	

	
21
	
	Management: 1 x console and 1 x Gigabit Ethernet port for
device management (OOB)
	

	



22
	


SD-WAN
requirements
	Should support granular application policies, application SLA based path selection, dynamic bandwidth measurement of SD-WAN paths, active/active and active/standby forwarding, overlay  support  for  encrypted  transport,  Application
session-based steering and probe-based SLA measurements
	



	
23
	
	SDWAN solution should support minimum BGP and Static routing
	

	
24
	
	SDWAN solution should support performance SLA based on latency , packet loss , jitter or all 3 combined
	

	
25
	
	SDWAN edge devices should support 802.1Q, sub interface, Inter VLAN routing
	

	

26
	
	SDWAN solution should support rule based routing based on Application, user, user group, source , destination or
combination of any of them
	

	


27
	
	SDWAN Solution should support rule creation based on Application or source address or destination address and each rule should have option to use different performance
SLA
	

	28
	
	SDWAN should support QoS based on application
	

	
29
	
	SDWAN should support FEC (Forward Error correction) and DSCP matching
	

	
30
	
	SDWAN must support BGP additional path support and route-map
	

	31
	
	SDWAN solution must support Auto-Discovery VPN
	

	

32
	





















Security & VPN
	Should support stateful Firewall, transparent firewall, advance application inspection and control for HTTP, ACL
bypass and VRF aware Firewall features
	

	

33
	
	Should have up to 20 Gbps of IPsec throughput in SDWAN mode min. Number of ACL 10,000, Number of Firewall session 4 Million from day 1.
	

	





34
	
	Router should support Site-to-site dynamic VPN tunnels, policy-based VPN, IKEv1, IKEv2, DPD, PFS, ESP and ESPHMAC support, symmetric cipher support (IKE/ESP): AES-128 and AES-256 modes: CBC, CNTR, XCBC,GCM, Pre-shared and PKI authentication with RSA certificates, Diffie-Hellman key exchange (Group 1, 2, 5,14 through 21 and 27 through 32),
MD5, and SHA-based HMAC.
	

	


35
	
	WAN should support end to end segmentation with different routing table per segment and it should be possible to create per segment topology on WAN like HUB & Spoke,
full mesh, partial mesh, point to point.
	

	
36
	
	It should be possible to create minimum 8 segments from day 1
	

	
37
	
	Solution should support security features Like IPS, AV, Sandboxing which can be utilized for future if required.
	

	38
	
	Should support ACL for IPv4 and IPv6, Time based ACL,
	

	


39
	


Routing Features
	Static routing, Internal Gateway (iBGP, OSPF v2/v3 , RIP v2), External Gateway(eBGP), VRF, route redistribution, route leaking, BGP confederation, router reflectors, summarization and route-aggregation, route asymmetry
	

	



40
	



QOS Features
	Traffic shaping based on bandwidth limits per application and WAN link, rate limits per application and WAN link, prioritize application traffic per WAN link, mark/remark DSCP bits for influencing traffic QoS on egress devices,
application steering based on ToS marking
	

	

41
	




Management
	The router should support complete GUI and CLI, HTTPS, SSH, Console, SNMP, API, Central Management from day one
	

	

42
	
	The router should have private & public multi-cloud support for AWS, Microsoft Azure, GCP, OCI, AliCloud, VMware ESXi,
NSX, OpenStack, Cisco ACI and Nuage Virtualized Service
	



	
	
	Platforms
	

	
43
	
	The router should have in-built CLI option in Graphical Interface for easy access in troubleshooting & configuration
	

	




44
	
	Must include an integration mechanism, preferably in the form of open APIs and/or standard interfaces, to enable events and log data to be shared with external network and security management applications, such as Security Information  and  Event  Managers  (SIEMs),  and  log
management tools.
	

	

45
	
	Bidder must submit the required performance document and compliance reference document for the proposed
device.
	

	
46
	Manufacturer authorization
	Bidder must submit Manufacturer Authorization from the OEM
	

	
47
	




Warranty
	Bidder should propose all the necessary hardware for Central Management, software & license and the entire solution should be offered from OEM.
	

	
48
	
	The Original Equipment Manufacturer (OEM) must have 24x7x365 Global TAC support and toll-free number for after
sales service
	

	
49
	
	Manufacturer’s warranty part number should be mentioned, minimum 3 (Three) years warranty for OEM technical solution support, Patch, New Software Upgrade
and RMA replacement
	

	


50
	

Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with the customer IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network  Functional  and  shall  provide  respective
documentation to IT Division.
	

	51
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.72 GTP of Internet Firewall
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Internet Firewall

	S/N
	Product Names/Items
	Description of requirements
	Bidder’s Responses

	1
	Brand
	To be mentioned by the bidder
	

	2
	Country Of Origin
	To be mentioned by the bidder
	

	
3
	Country of Manufacture
	To be mentioned by the bidder
	

	4
	Model
	To be mentioned by the bidder
	

	
5
	Compliance Certification
	FCC Part 15 Class A, RCM, VCCI, CE, UL/cUL, CB
	

	6
	Enclosure Type
	Rack-mountable & Maximum 1U
	

	7
	Quantity
	02 (Tow)
	

	
8
	
Industry Recommendations
	The OEM must be recognized as a Leader in 2025 Gartner Magic Quadrant for Hybrid Mash Firewalls.
	

	
9
	
	The OEM must be recognized as a leader in 2024 Q4 Forrester wave report for Enterprise Firewalls
	

	


10
	






Hardware Architecture
	The appliance-based security platform should be capable of providing Next Generation IPS functionality with application visibility, URL Filtering and Malware Protection in a single
appliance from day one.
	

	

11
	
	The appliance should have at least	4 x 10G SFP+, 4 x 10GE/25GE SGP+ & 12 x 1G Copper Ethernet ports from day
one
	

	12
	
	The firewall should have dedicated 1GE HA port
	

	
13
	
	The firewall appliance must have dual hot-swappable power supplies.
	

	

14
	
	The firewall appliance should have dedicated service/content
processor to detect emerging threats and block malicious content and avoid performance bottleneck
	

	

15
	
	The appliance hardware should be a multicore CPU architecture with a hardened 64 bit (minimum) operating
system to support higher memory.
	

	
16
	







Performance & Scalability
	The solution should support at least 50 Gbps of Firewall throughput in 64 byte UDP packet size from day one
	

	

17
	
	The solution should support at least 10 Gbps Threat Protection throughput considering next-generation security feature like
Application Visibility , IPS and malware protection
	

	
18
	
	The solution should support at least 8 Gbps or more of SSL inspection (DPI) performance throughput from day 1.
	

	
19
	
	The solution should support at least 8 Milloin concurrent
sessions from day one
	

	
20
	
	The solution should support at least 500K connections per second from day one
	

	
21
	
	The solution should support at least 10 Gbps IPSec VPN
throughput from day one
	

	

22
	
	The solution should support at least 2,000 IPSec tunnel for Site to Site VPN and 5,000 IPSec tunnel for remote access end-point VPN from day one.
	

	
23
	
	The	solution	must	support	minimum	8	Virtual Systems/Domain/ Security Context from day one
	



	
24
	
	The solution should support Active-Active & Active-Passive & Clustering high availability from day one
	

	
25
	
	The solution should support at least 8,000 firewall policy from
day one.
	

	
26
	Next-Generation Firewall Protection Features
	The firewall should support static NAT, dynamic NAT, PAT, NAT64 and NAT46.
	

	


27
	
	The firewall shall support static routing, Internal Gateway (iBGP, OSPF v2/v3 , RIP v2), External Gateway(eBGP) and VRF redistribution, route leaking, router reflectors, summarization,
and route-aggregation, route asymmetry for both IPv4 & IPv6
	

	



28
	
	The firewall shall support Site-to-site dynamic VPN tunnels, policy-based VPN, IKEv1, IKEv2, DPD, PFS, ESP and ESPHMAC support, Pre-shared and PKI authentication with RSA certificates and Diffie-Hellman key exchange (Group 1, 2, 5, 14
through 21 and 27 through 32)
	

	

29
	
	The firewall shall allow organizations to implement both flow-
based and proxy-based anti-malware concurrently, depending on the network and security needs
	

	
30
	
	The firewall shall provide ability to allow/monitor, block and quarantine attachments or downloads after malware detection
	

	


31
	
	The AV Engine should have AI malware detection model which integrated with regular AV scanning to help detect potentially malicious Windows Portable Executables (PEs) in order to mitigate zero-day attacks.
	

	
32
	
	The firewall shall support stream-based antivirus scanning for FTP, SFTP, and SCP protocols.
	

	
33
	
	The firewall shall support external block lists for domain names, web filtering URLs, IP addresses and malware hashes
	

	
34
	
	The firewall shall support real-time checksums DB of newly detected threats before AV signatures are available
	

	
35
	
	The firewall shall also be able to block graywares and mobile malwares
	

	
36
	
	The firewall shall offer the ability to treat Windows Executable files in Email Attachments as viruses
	

	

37
	
	The antivirus scanning should be supported on various protocols	not	limited	to	HTTP/HTTPS,	SMTP/SMTPS,
POP3/POP3S, IMAP/IMAPS, MAPI, FTP/SFTP and CIFS
	

	38
	
	The firewall shall able to quarantine file and ban infected host
	

	
39
	
	The firewall's IPS database shall have over 11,000 up-to-date
signatures
	

	

40
	
	The firewall shall provide configurable IPS filters to selectively implement signatures based on severity, target (client/server), protocol, OS and Application types.
	

	

41
	
	The firewall shall support Allow session, Monitor and log session, Block session, Reset session, Quarantine attacker
actions when an IPS attack is detected
	

	
42
	
	The IPS system shall able to scan botnet-connections to block Botnet C&C communication
	

	
43
	
	The firewall must support DPI (Deep packet Inspection) for all
types of traffic.
	

	
44
	
	The firewall shall support certificate inspection on port 443, all ports or a specific non-standard port.
	

	

45
	
	The firewall shall able to detect and take action against network traffic depending on the application generating the
traffic.
	



	

46
	
	The firewall shall able to analyse network traffic to detect application traffic even if the traffic uses non-standard ports or
protocols
	

	

47
	
	The firewall shall supports detection for traffic using HTTP/2 protocol and able to block QUIC traffic so that browser automatically falls back to HTTP/2 + TLS 1.3
	

	

48
	
	The firewall shall support dynamic application filtering by querying real-time cloud-based categorization database over
2500+ application rated by 18 categories.
	

	

49
	
	Application Control filtering engine should support Allow, block, reset session, monitor only and attacker quarantine
actions when matched to a category
	

	


50
	
	The firewall shall able to setting threshold value against TCP Syn flood, TCP/UDP/SCTP port scan, ICMP sweep, TCP/UDP/SCTP/ICMP session flooding (source/destination) to
protect against DoS attack
	

	

51
	
	OEM must have its own threat intelligence analysis centre and should use the global footprint of security deployments for more comprehensive network protection.
	

	

52
	
	The firewall shall support subnet, IP, IP range, GeoIP (Geography), FQDN, Dynamic (based on received tags from
external systems) and MAC address policy objects
	

	
53
	
	The firewall shall support Seven-day rolling counter for each policy hit & byte count
	

	
54
	
	The firewall shall support policy lookup tool to find out which policy matches specific traffic from a number of policies
	

	
55
	
	The firewall should support RADIUS, TACACS, MFA, SAML and SSO authentication
	

	


56
	




QoS
	The firewall shall support per-user and per-IP based bandwidth management in addition to identifying service, applications, URL category & schedule to ensure the network access
experience of key services and users
	

	


57
	
	The firewall must support shared and per-IP policy-based traffic shaping where the traffic priority, guaranteed and maximum bandwidth can be applied for group of IP/users as
well as particular IP/user
	

	
58
	
	The firewall must support upload & download bandwidth management.
	

	
59
	







Management	and Reporting
	The firewall should support complete GUI and CLI, HTTPS, SSH, Console, SNMP, API from day one
	

	



60
	
	Firewall should be manageable though central management platform. Central management platform should be VM based and VM resource will be provide by the end customer. Bidder should quote every proposed firewall license for central
management from day one.
	

	
61
	
	The firewall should have in-built CLI option in Graphical Interface for easy access in troubleshooting & configuration
	

	

62
	
	The solution should have built-in log and reporting module or vendor may offer additional VM based appliance for log and
reporting solution with minimum one year log storage capacity
	

	
63
	
	The log & reporting module should be capable of receiving 10GB/day or more log/event
	

	

64
	
	Log & reporting solution should be capable of providing rich reports based on application, users and threats or in any
custom combination.
	



	
65
	
	Log & reporting solution should have IOC, SOC subscription, and Outbreak Alert service license from day one
	

	
66
	
	The solution should have IOC package/license to alert on suspicious or infected hosts in the network
	

	


67
	
	The solution should have Outbreak Detection Service to deliver automated content package download for detecting the latest malware, including a summary of outbreaks and kill chain
mapping for how the malware works.
	

	


68
	
	The management platform must be capable of role-based administration, enabling different sets of views and configuration  capabilities  for  different  administrators
subsequent to their authentication.
	

	


69
	
	The solution should support automation by triggering security/system events like compromised host detection, system status, configuration changes with multiple automatic
action not limited to CLI scripts, email notification & API calls
	

	


70
	
	The firewall should have private & public multi-cloud support for AWS, Microsoft Azure, GCP, OCI, AliCloud, VMware ESXi, NSX, OpenStack, Cisco ACI and Nuage Virtualized Service
Platforms
	

	




71
	
	The management platform must include an integration mechanism, preferably in the form of open APIs and/or standard interfaces, to enable events and log data to be shared with external network and security management applications, such as Security Information and Event Managers (SIEMs), and
log management tools.
	

	
72
	
	The security management platform must support multiple mechanisms for issuing alerts (e.g., SNMP, e-mail, SYSLOG).
	

	
73
	Manufacturer authorization
	Bidder must be submitted Manufacturer Authorization form (MAF) from the OEM
	

	

74
	



Warranty
	Bidder should propose all the necessary hardware for Central Management, software & license and the entire solution
should be offered from OEM.
	

	

75
	
	The Original Equipment Manufacturer (OEM) must have 24x7x365 Global TAC support and toll-free number for after
sales service
	

	

76
	
	Manufacturer’s warranty part number should be mentioned, minimum 3 (Three) years warranty for OEM technical solution
support, Patch, New Software Upgrade and RMA replacement
	

	





77
	

Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with the customer IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network Functional and shall provide respective documentation to IT
Division.
	

	78
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.73 GTP of Spine and Core Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Spine and Core Switch

	S/N
	Detailed Technical Specifications
	Bidder Response

	1
	General Requiremnet
	

	1.1
	Quality: ISO 9001/9002 for manufacturer, FCC Class A/B for quality assurance
	

	1.2
	Brand: To be mentioned by bidder
	

	1.3
	Model: To be mentioned by bidder
	

	1.4
	Quantity:
	

	1.5
	Country of Origin: To be mentioned by the bidder
	

	1.6
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Wired and Wireless LAN Access Infrastructure for last 3 years
	

	1.7
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Data Center and Cloud Networking in latest reports.
	

	2
	System Architecture and High Availability
	

	2.1
	The Switch should support non-blocking Layer 2 switching and Layer 3 routing
	

	2.2
	The switch shall not have any single point of failure for critical components (power supplies, fans, etc.) must support 1+1 / N+1 redundancy.
	

	3
	Hardware and Interface Requirement
	

	3.1
	Switch should have 32 x 40/100G QSFP28 Ports loaded with required optics
	

	3.2
	Switch should have 16GB DRAM ,64GB internal Flash/Storage & intelligent buffer management with a minimum buffer of 32MB.
	

	3.3
	Switch should support minimum 6.4 Tbps of switching capacity & 2 Bpps Forwarding Throughput.
	

	3.4
	Switch should support minimum 1 microsecond or less of latency for high-speed
switching.
	

	4
	Layer2 Features
	

	4.1
	Switch should support minimum 256,000 no. of MAC addresses
	

	4.2
	Switch should support 32 Nos. of ports or more per LAG and support 64 number of Link Aggregation Group , IEEE 8201.D, 802.1W, 802.1S , SVI/RVI
	

	
4.3
	Support for broadcast, multicast and unknown unicast storm control to prevent
degradation of switch performance from storm due to network attacks and vulnerabilities
	

	4.4
	The Switch should support Multihoming technologies ESI-LAG/MC-LAG/MLAG
	

	5
	Layer3 Features
	

	5.1
	The switch should support 512,000 IPv4 routes and 256,000 IPv6 routes entries in the routing table including 64,000 multicast routes
	

	5.2
	Switch should support static routing, OSPF , IS-IS ,BGP & MBGP for IPv4 and IPv6
	

	5.3
	Switch should support multicast traffic reachability using PIM-SM and SSM
	

	6
	Virtualization Features
	

	6.1
	The switch shall support network virtualization using overlay technologies such as VXLAN with integrated VXLAN and EVPN capabilities to enable Spine–Leaf architectures.
	

	7
	Availability
	

	7.1
	Switch should provide gateway level of redundancy in IPv4 and IPv6 using VRRP & BFD For Fast Failure Detection
	

	8
	Quality of Service
	

	8.1
	Switch system should support 802.1P classification and marking of packet using CoS &
	



	
	DSCP
	

	8.2
	The switch shall support multiple queuing and scheduling mechanisms including Strict Priority (SP) Queuing , Weighted Random Early Detection (WRED)
	

	8.3
	Support for Data Center Bridging features: IEEE 802.1Qbb PFC, IEEE 802.1Qaz ETS, DCBX, and Explicit Congestion Notification (ECN).
	

	9
	Security
	

	9.1
	Switch should support control plane i.e. processor and memory Protection from unnecessary or DoS traffic by control plane protection policy
	

	9.2
	Switch should support TACACS+, RADIUS & Role-Based Access Control (RBAC) to enforce granular access rights for administrators and operators.
	

	10
	Manageability
	

	10.1
	Switch should support RMON,Telnet, SSHv2 , NTP ,Configuration Rollback, Ping and
traceroute
	

	11
	Certification
	

	11.1
	The Switch should be IPv6 Certified (IPv6 Logo ready or USGv6)
	

	11.2
	The Switch should be EAL3/NDPP/ NDcPP certified under Common Criteria.
	

	
11.3
	All the components should be from same OEM and all required license should be
perpetual in nature.
	

	12
	License
	

	12.1
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.75 GTP of SDN Controller
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	SDN Controller

	S/N
	Detailed Technical Specifications
	Bidder Response

	1
	General Requiremnet
	

	2
	Quality: ISO 9001/9002 for manufacturer, FCC Class A/B for quality assurance
	

	3
	Brand: To be mentioned by bidder
	

	4
	Model: To be mentioned by bidder
	

	5
	Quantity:
	

	6
	Country of Origin: To be mentioned by the bidder
	

	7
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Wired and Wireless LAN Access Infrastructure for last 3 years
	

	8
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Data Center and Cloud Networking in latest reports.
	

	9
	The overall System network design & operations must be based on Open Standards' implementation for Networking, with the minimum of eBGP underlay, eBGP/MP- BGP/EVPN overlay and VXLAN H/W VTEP where required.
	

	10
	The overall System must not be based on Proprietary & Closed (ie. Vendor-specific) Technology implementations for Networking.
	

	11
	The overall System must provide the capability to build both simple and complex analytics, against the context of the reference design and network topology.
	

	12
	The System must be agent-based, with the capability to install on-box in GuestShell or UserSpace of Fabric switches, or off-box.
	

	13
	Interaction between the Central Server and the switching fabric must be held on the management plane only.
	

	14
	The system must provide open APIs to enable an automated system wide build of the DC
	

	15
	The interaction must not be held on the Control Plane or Data Plane of the Fabric.
	

	
16
	The deployed network must be able to operate and run without interruption, in case the Central Server is not present for any reason. There must not be any relationship between the Central Server and the operational running of the Fabric.
	

	17
	The System must provide Spine & Leaf Fabric design capability.
	

	18
	The System must provide a web-based UI to design, build and deploy Spine & Leaf Fabric.
	

	19
	The System must provide hardware and software abstraction layer, so that Fabric Design is agnostic to switching HW or NOS selection.
	

	20
	The System must provide Design Calculators to compute the required number of ports between the leaf (Top of Rack) and spine switches.
	

	21
	The System must generate configuration files which can be easily viewed via the web front-end, for both the full running configuration and any pre-staged configuration.
	

	22
	For a fixed Fabric Design, the configuration files must reflect the precise running-config to be deployed on target NOS Fabric switches.
	

	23
	The System must provide the capability to create a graphical representation of all Network and Compute Elements in the design.
	



	24
	The System must provide an open API that enables the networking Fabric to be built to the very same level as the UI.
	

	25
	The System must not be constructed of separate sub-systems stitched together by one overarching UI, which independently serve design, build, deploy and operations' capabilities.
	

	26
	The System must provide the capability to build and extend the Fabric design quickly and easily, by utilising addressing pools i.e. ASNs, IPv4, IPv6 VNIs.
	

	
27
	The System must provide the capability to build a complete network representation in which logical layers can be applied, with a minimum of all addressing information (IP / ASNs / VNIs), VRFs and the overlay.
	

	
28
	The System must provide continuous, closed-loop validation of the desired Fabric state (as declared in design, build or deploy phase) against the actual operational state of the physical network, and alert when the two states do not match.
	

	29
	The System must be able to interface through open APIs with external ticketing systems or centralised alerting NMS systems as used in a NOC.
	

	30
	The System must provide the capability to build complex analytics out of telemetry collected from the Fabric switches - analytics with context.
	

	31
	The System must integrate with 3rd-party systems through open APIs for additional reporting, with the minimum of time series databases and graphing applications.
	

	
32
	License: The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.76 GTP of Leaf Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Leaf Switch

	S/N
	Detailed Technical Specifications
	Bidder Response

	1
	General Requirement
	

	1.1
	Quality: ISO 9001/9002 for manufacturer, FCC Class A/B for quality assurance
	

	1.2
	Brand: To be mentioned by bidder
	

	1.3
	Model: To be mentioned by bidder
	

	1.4
	Quantity:
	

	1.5
	Country of Origin: To be mentioned by bidder
	

	1.6
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Wired and Wireless LAN Access Infrastructure for last 3 years
	

	1.7
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Data Center and Cloud Networking in latest reports.
	

	2
	System Architecture and High Availability
	

	2.1
	The Switch should support non-blocking Layer 2 switching and Layer 3 routing
	

	2.2
	The switch shall not have any single point of failure for critical components (power supplies, fans, etc.) must support 1+1 / N+1 redundancy.
	

	3
	Hardware and Interface Requirement
	

	3.1
	Switch should have the 48 x 1/10G/25G SFP fiber ports and should have 8 x 40G/100G QSFP28 ports
	

	3.2
	Switch should have 16GB DRAM ,32GB internal Flash/Storage & intelligent buffer management with a minimum buffer of 32MB.
	

	3.3
	Switch should support minimum 6.4 Tbps of switching capacity & 2 Bpps Forwarding Throughput.
	

	3.4
	Switch should support minimum 1 microsecond or less of latency for high-speed
switching.
	

	4
	Layer2 Features
	

	4.1
	Switch should support minimum 256,000 no. of MAC addresses
	

	4.2
	Switch should support 32 Nos. of ports or more per LAG and support 64 number of Link Aggregation Group , IEEE 8201.D, 802.1W, 802.1S , SVI/RVI
	

	
4.3
	Support for broadcast, multicast and unknown unicast storm control to prevent degradation of switch performance from storm due to network attacks and
vulnerabilities
	

	4.4
	The Switch should support Multihoming ESI-LAG/MC-LAG/MLAG
	

	5
	Layer3 Features
	

	5.1
	The switch should support 512,000 IPv4 unicast routes and 256,000 IPv6 unicast routes entries in the routing table including 64,000 multicast routes
	

	5.2
	Switch should support static routing, OSPF , IS-IS ,BGP & MBGP for IPv4 and IPv6
	

	5.3
	Switch should support multicast traffic reachability using PIM-SM and SSM
	

	6
	Virtualization Features
	

	
6.1
	The switch shall support network virtualization using overlay technologies such as VXLAN with integrated VXLAN and EVPN capabilities to enable Spine–Leaf
architectures.
	

	7
	Availability
	

	7.1
	Switch should provide gateway level of redundancy in IPv4 and IPv6 using VRRP & BFD For Fast Failure Detection
	

	8
	Quality of Service
	



	8.1
	Switch system should support 802.1P classification and marking of packet using CoS & DSCP
	

	8.2
	The switch shall support multiple queuing and scheduling mechanisms including Strict Priority (SP) Queuing , Weighted Random Early Detection (WRED)
	

	8.3
	Support for Data Center Bridging features: IEEE 802.1Qbb PFC, IEEE 802.1Qaz ETS, DCBX, and Explicit Congestion Notification (ECN).
	

	9
	Security
	

	9.1
	Switch should support control plane i.e. processor and memory Protection from unnecessary or DoS traffic by control plane protection policy
	

	9.2
	Switch should support TACACS+, RADIUS & Role-Based Access Control (RBAC) to enforce granular access rights for administrators and operators.
	

	10
	Manageability
	

	10.1
	Switch should support RMON,Telnet, SSHv2 , NTP ,Configuration Rollback, Ping and traceroute
	

	11
	Certification
	

	11.1
	The Switch should be IPv6 Certified (IPv6 Logo ready or USGv6)
	

	11.2
	The Switch should be EAL3/NDPP/ NDcPP certified under Common Criteria.
	

	
11.3
	All the components should be from same OEM and all required license should be perpetual in nature.
	

	12
	License
	

	12.1
	The license period shall have at least 03 years and will be calculated from the first day
of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.77 GTP of IPN Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	IPN Switch

	S/N
	Detailed Technical Specifications
	Bidder Response

	1
	General Requirement
	

	1.1
	Quality: ISO 9001/9002 for manufacturer, FCC Class A/B for quality assurance
	

	1.2
	Brand: To be mentioned by bidder
	

	1.3
	Model: To be mentioned by bidder
	

	1.4
	Quantity:
	

	1.5
	Country of Origin: To be mentioned by the bidder
	

	1.6
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Wired and Wireless LAN Access Infrastructure for last 3 years
	

	1.7
	Proposed OEM should be positioned as “Leader” in Gartner’s Magic Quadrant in Data Center and Cloud Networking in latest reports.
	

	2
	System Architecture and High Availability
	

	2.1
	The Switch should support non-blocking Layer 2 switching and Layer 3 routing
	

	2.2
	The switch shall not have any single point of failure for critical components (power supplies, fans, etc.) must support 1+1 / N+1 redundancy.
	

	3
	Hardware and Interface Requirement
	

	3.1
	Switch should have the 48 x 1/10G/25G SFP fiber ports and should have 8 x 40G/100G QSFP28 ports
	

	3.2
	Switch should have 16GB DRAM , 32GB internal Flash/Storage & intelligent buffer management with a minimum buffer of 32MB.
	

	3.3
	Switch should support minimum 6.4 Tbps of switching capacity & 2 Bpps Forwarding Throughput.
	

	3.4
	Switch should support minimum 1 microsecond or less of latency for high-speed switching.
	

	4
	Layer2 Features
	

	4.1
	Switch should support minimum 256,000 no. of MAC addresses
	

	4.2
	Switch should support 32 Nos. of ports or more per LAG and support 64 number of Link Aggregation Group , IEEE 8201.D, 802.1W, 802.1S , SVI/RVI
	

	4.3
	Support for broadcast, multicast and unknown unicast storm control to prevent degradation of switch performance from storm due to network attacks and vulnerabilities
	

	4.4
	The Switch should support Multihoming ESI-LAG/MC-LAG/MLAG
	

	5
	Layer3 Features
	

	5.1
	The switch should support 512,000 IPv4 unicast routes and 256,000 IPv6 unicast routes entries in the routing table including 64,000 multicast routes
	

	5.2
	Switch should support static routing, OSPF , IS-IS ,BGP & MBGP for IPv4 and IPv6
	

	5.3
	Switch should support multicast traffic reachability using PIM-SM and SSM
	

	6
	Virtualization Features
	

	6.1
	The switch shall support network virtualization using overlay technologies such as VXLAN with integrated VXLAN and EVPN capabilities to enable Spine–Leaf architectures.
	

	7
	Availability
	

	7.1
	Switch should provide gateway level of redundancy in IPv4 and IPv6 using VRRP & BFD For Fast Failure Detection
	

	8
	Quality of Service
	



	8.1
	Switch system should support 802.1P classification and marking of packet using CoS & DSCP
	

	8.2
	The switch shall support multiple queuing and scheduling mechanisms including Strict Priority (SP) Queuing , Weighted Random Early Detection (WRED)
	

	8.3
	Support for Data Center Bridging features: IEEE 802.1Qbb PFC, IEEE 802.1Qaz ETS, DCBX, and Explicit Congestion Notification (ECN).
	

	9
	Security
	

	9.1
	Switch should support control plane i.e. processor and memory Protection from unnecessary or DoS traffic by control plane protection policy
	

	9.2
	Switch should support TACACS+, RADIUS & Role-Based Access Control (RBAC) to enforce granular access rights for administrators and operators.
	

	10
	Manageability
	

	10.1
	Switch should support RMON,Telnet, SSHv2 , NTP ,Configuration Rollback, Ping and traceroute
	

	11
	Certification
	

	11.1
	The Switch should be IPv6 Certified (IPv6 Logo ready or USGv6)
	

	11.2
	The Switch should be EAL3/NDPP/ NDcPP certified under Common Criteria.
	

	
11.3
	All the components should be from same OEM and all required license should be perpetual in nature.
	

	12
	License
	

	12.1
	The license period shall have at least 03 years and will be calculated from the first day of
system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.78 GTP of SAN Storage
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	SAN Storage

	SL
	Item Name
	Descriptions
	Bidder Response

	1
	Brand
	Same as the Server OEM.
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country	of Origin
	To be mentioned by the bidder
	

	

4
	
Data Storage Type
	Proposed Array should be Enterprise Grade- All-NVMe Storage model.

Offered storage system must be in the leader’s quadrant of Gartner Magic Quadrant report on Primary/Enterprise Storage Platform released in 2024 and 2025.
	

	






5
	




Native Ransomware Detection and	Data Recovery
	Offered storage must have the below feature set for Ransomware Detection and Data Recovery-
i) Realtime in-line write data scanning
ii) AI anomaly detection through Multiple independent detection algorithms that will decreases the possibility of misses and false positive
iii) AI anomaly detection must Evolves over time (AI-based learning and tuning)
iv) When a ransomware attack is detected, alerts will be displayed in on-prem management GUI and in the logs
v) WORM capabilities for easier data recovery
vi) Must support in air-gapped installations (no internet access required)
vii) Impact on storage performance is negligible (< 5%)
	

	







6
	






Data Availability and All Flash
	1. Offered storage shall be an array which can provide enterprise class resiliency & 100% data availability guaranteed architecture along with all NVMe controllers.

2. 100% data availability guaranty shall be clearly mentioned on vendor web site for the offered model. If vendors are not supporting 100% data availability as per their web site, then vendor shall quote additional two Controller (Total Four) and 100% additional capacity as cold spare along with array for mitigating the failure situations.

3. Offered storage array shall have capability for supporting front-end connectivity with NVMe over fabric using standard fiber channel switches of 16, 32, 64Gbps.

4. Offered storage must support native NVMe/FC, NVMe/TCP, iSCSI, NFS and FC protocol.
	

	
7
	Operating System	& Clustering
Support
	The storage array should support industry-leading Operating System platforms & clustering including: Windows Server 2019 / 2022, VMware ESXi 7/8, AIX, HP_UX, Solaris, Ubuntu, SUSE, Red Hat Linux, Red Hat
Virtualization, and Oracle Linux etc.
	

	

8
	

Capacity	& Scalability
	1. Offered Storage array should support all NVMe protocol enabled SSD inside the storage array and should be scalable to at-least 24 NVMe drives	within	the	controller	enclosure.

2. Offered Storage array should be supplied minimum with 90TB usable Capacity using Minimum 10x 15.36TB self-encrypted drives and shall be
	



	
	
	configured in RAID6. Vendor shall not use more than 10D+2P while sizing the array.

3. Offered storage configuration must deliver minimum 80,000 Mixed IOPS at 80:20 read/write ration at 8k random IO Block with less than 1ms latency.

4. Offered storage must support up to 2PB raw capacity for future capacity upgrade without adding additional controllers.
	

	


9
	

Storage Encryption
	1. Vendor shall offer only the encrypted drives with appropriate encryption licenses. Vendor shall not offer any controller based or Software based encryption.

2. The offered Storage array shall support at-least external key managers from Utimaco and Gemalto. Vendor shall also offer internal Key manager engine for key management.
	

	10
	No.	of
Controllers
	Offered storage shall tolerate any 1-controller failure without any interruption of storage services from day1.
	

	




11
	


Memory and CPU
Processing Power
	1. Offered Storage array should have at-least 512GB memory across controllers.

2. offered array should have a capability of Write-Through cache and does not require write cache mirroring.

3. Offered storage shall be based upon latest generation Intel or AMD CPUs.

4. Offered storage system shall be offered with minimum 2 controllers.
	

	


12
	

Architecture & Processing Power
	1. Offered storage array shall be true Active-Active so that every logical disk is striped across all offered drives and all drives shall be able to contribute the IOs to both controllers simultaneously.

2. Offered storage array shall have native virtualization support so that RAID can be carved out from a logical space instead of dedicating
separate physical disks for each application.
	

	
13
	No	Single
point	of Failure
	Offered Storage Array shall be configured in a No Single Point of configuration including Array Controller card, Cache memory, FAN, Power supply etc.
	

	



14
	


Site Assessment
	1. Vendor shall do comprehensive Cloud based assessment, at-least for VMware environment on a quarterly basis and shall factor the required services for it.

2. Assessment shall provide the detailed analysis of VMware Hosts – CPU & Memory utilization, Storage analysis and relevant findings of contention, Culprit and Victim VMs in the environment attached to offered storage. Offered assessment shall do complete analysis of
licensing as well.
	

	

15
	
Host	Ports
and	Back- end Ports
	1. Offered Storage array shall have minimum 8x 32Gbps FC port and 8x 10/25Gbps SFP28 ports with 4x 10G SFP28 SR, and 4x 10G Base-T transceivers.

2. Offered storage shall support both iSCSI as well as NVMe/TCP and NFS protocol.
	

	
16
	Global	Hot Spare
	1.Offered Storage Array shall support distributed Global hot Spare for offered Disk drives.
	



	
	
	2. Global hot spare shall be configured as per industry practice.
	

	





17
	





Quality	of service
	1. Offered storage array shall support quality of service for critical applications so that appropriate and required response time can be defined for application logical units at storage. It shall be possible to define different service / response time for different application logical units.

2. Quality of service engine shall allow to define minimum and maximum cap for required IOPS / bandwidth for a given logical unit of application running at storage array.

3. It shall be possible to change the quality-of-service Response time (In both milliseconds as well as Sub-milliseconds), IOPS, bandwidth
specification at real time.
	

	




18
	




Capacity efficiency
	1. Offered storage array shall support inline data efficiency engine (Supporting Thin Zero detect and re-claim, De-duplication and Compression) and shall be enabled by default.

2. Vendor shall have flexibility to enable / disable the data efficiency engine at the time of Volume creation.

3. Storage subsystem shall be supplied with Thin Provisioning, Thin Re- claim, Snapshot, remote replication, De-duplication, Compression, Performance Monitoring, and Quality of service on day 1 for the supplied capacity of the array.
	

	19
	Firmware Upgrade
	Offered storage shall support online non-disruptive firmware upgrade for both Controller and disk drives without any reboot of controller.
	

	






20
	






Integration - Container
	Offered Storage array shall be integrated with Red-hat OpenShift, Kubernetes and other industry K8 based container platform through CSI driver set. Vendor shall support at-least following functionalities through their CSI / CSP integration:

a. Shall support both Static and Dynamic provisioning

b. Shall be able to expand, re-size the persistent volumes given to stateful set applications.

c. Shall be able to create and delete the snapshots.

d. Shall support CSI Raw block volume as well as CSI Volume cloning.

e. Support for both Fiber channel as well as iSCSI.
	

	

21
	
Snapshot / Point in time copy & No. of Volumes
	1. The storage array should have support for controller-based snapshots (At-least 1024 copies for a given volume).

2. Offered Storage array shall support more than 16000 base volumes on the storage array without snapshot and clone.
	

	


22
	


Remote Replication
	1. The storage array should support hardware-based data replication at the array controller level across all models of the offered family.

2. Offered Storage array shall support both Synchronous and Asynchronous replication across 2 storage arrays natively without using any third party or software-based solution.

3. Offered storage array shall have capability to create the application
	



	
	
	consistency group for replication operations. Shall have flexibility to have more than 256 volumes per consistency group.

4. Offered storage subsystem shall support incremental replication after resumption from Link Failure situation or during failback operations.
	

	


23
	

Active	/ Active Stretch Clustering
	1. Offered Storage array shall have capability to provide true Active / Active Replication and Stretch clustering at metro distances for Zero RPO and RTO so that a given volume pair between primary and DR location can have concurrent access to both read and write operations simultaneously.

2. Active / Active replication shall be supported for all well-known OS like VMware, Redhat, Windows etc.
	

	
24
	Multi- tenancy
	Offered storage array shall be true multi-tenant and shall support at- least 128 Tenant per storage array. Every tenant shall be treated as a
separate logical storage array with its own user control access.
	

	

25
	Installation services, manage	& control
	Implementation shall be done by OEM Engineer only. OEM remote/onsite installation and startup service should be provided.

Shall be offered with OEM professional service for replication job as well.
	

	

26
	

Warranty & services
	· 3 Years collaborative warranty with 24x7 mission critical one- point support from OEM.
· 4-hour standard response.
· OEM must maintain in-country local part depot center; authorization letter must be submitted.
· OEM manufacturer authorization letter must be submitted.
	

	27
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.79 GTP of Database Server
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Database Server

	SL
	Item Name
	Descriptions
	Bidder Response

	1
	Brand
	Same as the Storage OEM.
	

	
2
	
Quality
	ISO 9001:2015 for the manufacturer, FCC/CE Class A for quality assurance.

Offered server configuration must be Energy Star 4.0 Compliant.
	

	3
	Model
	To be mentioned by the bidder.
	

	4
	Country of
origin
	To be mentioned by the bidder.
	

	5
	Country of Manufacturing
	To be mentioned by the bidder.
	

	6
	Country of Assembling
	To be mentioned by the bidder.
	

	7
	Form Factor
	Minimum  4U  Rack  Mountable
Management Arm, and Bezel Kit.
	Server
	with
	Rail
	Kit,
	Cable
	

	8
	Processors
	Shall be provided with min. 4x Intel Xeon 6524P (6th Generation) 2.7GHz 24-core 150W Processor or Higher.
	

	9
	Cache L3
	Minimum 144MB of L3 Cache per processors.
	

	10
	Chipset
	System on Chip (SoC) design.
	

	

11
	

Internal Storage
	Minimum 2 x 1.6TB NVMe Mixed Use 2.5-inch hot-pluggable SSD for OS booting.
	

	
	
	Shall be provided with 8SFF drive bay kit supporting SAS/SATA/NVMe SSD drives.

Future expandability up to 32 SFF drive slots.
	

	
12
	Storage Controller
	Shall be provided with Integrated Hardware RAID controller with 8GB cache  supporting  RAID  0,  1,  5,  6,  10,  50,  60  supporting
SAS/SATA/NVMe devices.
	

	

13
	

Memory
	Shall be provided Min. 512GB with (4x 128GB or 8x 64GB dual-Rank) 6400 MT/s DDR5 Memory.
	

	
	
	Shall support up to 8TB memory expandability using 64x 128GB
RDIMM @ 6400 MT/s DDR5 memory.
	

	
	
	64 DIMM slots with Four processors (16 DIMM slots per processor).
	

	14
	Power supply and Fan kit
	Redundant & fully provisioned; minimum 4 hot-pluggable fan and 4x 2400W Power supply should be provided.
	

	


15
	
Network ports, Cards, GPU & PCIe
	Shall be provided with Min. 2x 2-port 10G SFP+ adapter with 10G
SFP+ SR transceivers.
	

	
	
	Shall be provided with Min. 2x 64Gbps 2-port Fibre Channel Host Bus Adapter
	

	
	
	Shall be provided with 6 (Six) 5.0 PCIe slots and future upgradable up to 12 (Twelve) PCIe slots.
	

	

16
	Embedded Remote Management and firmware security
	Server should have a dedicated 1Gbps remote management port with
advanced/enterprise license/subscription.
	

	
	
	Server should have security dashboard: displaying the status of important security features, the Overall Security Status for the system, and the current configuration for the Security State and
Server Configuration Lock features.
	

	
17
	Firmware security
	For firmware security, system should support remote management chip creating a fingerprint in the silicon, preventing servers from booting up unless the firmware matches the fingerprint. This feature
	



	
	
	should be immutable.
	

	
	
	Should maintain repository for firmware and driver’s recipes to aid rollback or patching of compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to factory tested
secured firmware
	

	



18
	


Server Management
	Software should come with a dashboard view to quickly scan the managed resources to assess the overall health of the data center. It should provide an at-a-glance visual health summary of the
resource’s user is authorized to view.
	

	
	
	The Server Management Software should be of the same brand as of the server supplier.
	

	
	
	Offered management software must come with RBAC features.
	

	
19
	
System Security
	Trusted Platform Module 2.0 must be provided.
	

	
	
	Commercial National Security Algorithms (CNSA)
	

	
	
	Secure Recovery - recover critical firmware to known good state on detection of compromised firmware
	

	
20
	Hypervisor & Operating System
Support
	
To be mentioned by the bidder.
	

	
21
	
Warranty & services
	a) 3Years collaborative warranty with 24x7 mission critical one- point support from OEM, same day response.
b) 15-minute response 24x7 for severity 1 incidents (direct connect
to product specialist where available) and 4-hour standard response.
	

	

22
	OEM
Authorization Letter & Documents
	a) OEM must maintain in-country local part depot center.
b) OEM authorized letter must be submitted mentioning the depot location. Warranty support SKU and datasheet with the detail BoQ and sizing document should be provided with the technical
compliance document.
	

	23
	License
	The license period shall have at least 03 years and will be calculated
from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer










6.2.2.80 GTP of Application Server
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)


	Application Server

	SL
	Item Name
	Detail Required Specification
	Bidder response

	1
	Brand
	To be mentioned by the bidder.

Offered server OEM must be listed among the top three brand in both shipment and revenue in recent quarters report released by
IDC/CRN.
	

	2
	Quality
	ISO 9001:2015 for the manufacturer, CE certification for quality assurance.
	

	3
	Model
	To be mentioned by the bidder
	

	4
	Country	of
origin
	To be mentioned by the bidder
	

	5
	Manufacturing Country
	To be mentioned by the bidder
	

	6
	Form Factor
	2U Rack Mountable Server with Rail Kit, Cable Management, and Bezel Kit.
	

	7
	Processors
	Should be provided with min. 2 x Intel Xeon (6h Generation), 6520P
Processor, 2.4GHz 24-core or Higher.
	

	8
	Cache L3
	Minimum 144MB or Higher
	

	9
	Chipset
	Intel Chipset compatible with offered processor
	

	10
	Memory
	Minimum 384GB (4x 96GB Dual-Rank) DDR5 6400MT/s memory.

Server must have minimum 32 DIMM slots and can be expandable up to 3TB (32x 96GB) without changing the offered memory module.
	

	11
	Storage array controller
	Integrated Hardware RAID controller supporting RAID 0, 1, 10 supporting SAS/SATA/NVMe devices.
	

	12
	Internal Storage
	Shall be provided with minimum 2x 480GB M.2 NVMe hot-pluggable SSD.

Shall be provided with 8x 2.5-inch drive bay slots and future upgradable up to minimum 30 drive bay slots.
	

	13
	Power supply and Fan kit
	Redundant & fully provisioned; minimum 6 hot-pluggable fan and minimum 2x 1000W Titanium Power supply should be provided.
	

	14
	Network Card
	Each server should be provided with-
· 1x 4-port 1G Network Interface Card.
· 2x 2-port 10G SFP+ adapter.
· 1x 2-port 64Gbps FC HBA
	

	15
	Expansion Slot (PCIe)
	Shall be provided with 6 PCIe 5.0 slots and future upgradable up to 8 PCIe 5.0 slots.
	

	16
	Embedded Remote Management and firmware security
	Server should have a dedicated 1Gbps remote management port with advanced/enterprise license/subscription.
	

	
	
	Server should have security dashboard: displaying the status of important security features, the Overall Security Status for the system, and the current configuration for the Security State and Server Configuration Lock features.
	

	17
	Firmware security
	For firmware security, system should support remote management chip creating a fingerprint in the silicon, preventing servers from booting up unless the firmware matches the fingerprint. This feature
should be immutable.
	

	
	
	Should maintain repository for firmware and driver’s recipes to aid rollback or patching of compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to factory tested
secured firmware
	



	Application Server

	SL
	Item Name
	Detail Required Specification
	Bidder response

	18
	Server Management
	Software should come with a dashboard view to quickly scan the managed resources to assess the overall health of the data center. It should provide an at-a-glance visual health summary of the resource’s user is authorized to view.
	

	
	
	The Server Management Software should be of the same brand as of
the server supplier.
	

	19
	System Security
	· Trusted Platform Module 2.0 must be provided.
· Commercial National Security Algorithms (CNSA)
· Secure Recovery - recover critical firmware to known good state on detection of compromised firmware
	

	20
	Hypervisor & Operating System Support
	Shall support the below operating systems and hypervisors
· Microsoft Windows Server
· Red Hat Enterprise Linux
· SUSE Linux Enterprise Server
· VMware ESXi
· Canonical Ubuntu
· Oracle Linux and Oracle VM
· Citrix
	

	21
	Warranty	& services
	· 3 Years collaborative warranty single-point support from OEM.
· 4-hour standard response.
· OEM must maintain in-country local part depot center; authorization letter must be submitted.
· OEM manufacturer authorization letter must be submitted.
	

	22
	License
	· The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer














6.2.2.81 GTP of SAN Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	SAN Switch

	SL
	Item
	Descriptions
	Bidder response

	1
	Brand
	Same as server OEM
	

	2
	Model
	To be mentioned.
	

	3
	Country of Origin
	To be mentioned.
	

	4
	Country of Manufacturing
	To be mentioned.
	

	5
	Form Factor
	Please specify rack unit.
	

	6
	Number of ports
	Each switch should be configured with 24 ports in a single domain concurrently active at 64Gb/sec with no over subscription.
	

	7
	Scalability
	Scalability up to Fifty-Six (56) Ports
	

	8
	Auto-sensing
	Should protect existing device investments with auto-sensing 16, 32 and 64 Gbit/sec capabilities
	

	9
	Port Type
	The switch shall have universal ports so that port can self-configure
as E, D, F and EX Port respectively.
	

	10
	Quality of Service (QoS)
	Switch shall have support for Adaptive Networking services such as Quality of Service (QoS) to help optimize application performance in consolidated, virtual environments. It should be possible to define high, medium and low priority QOS zones to expedite high priority
traffic.
	

	11
	Firmware Upgrades
	The switch should have USB port for firmware download, support save, and configuration upload/download.
	

	12
	Software License
	Offered SAN switch shall support Fabric Performance Impact monitoring, Slow Drain Device Quarantine, port & WWN based zoning, broadcast zoning, peer zoning & target-driven zoning, Dynamic Path Selection, Extended Fabrics, Enhanced BB Credit Recovery, FDMI, Frame Redirection, Frame-based Trunking, FSPF, Integrated Routing, NPIV, Registered State Change Notification, Reliable Commit Service, Simple Name Server and virtual fabric services. Switch shall be configured with all required licenses for
supporting above services.
	

	13
	Redundant Components
	Should mention redundant and hot pluggable components.
	

	14
	Manageability
	Switch shall have support for web-based management and should also support CLI
	

	15
	Software
	To be mentioned the features of all the software in details
	

	16
	Latency & Bandwidth
	Offered switch port to port latency shall not be more than 460 ns using cut through frame switching.

Aggregated device Bandwidth: minimum 3.5Tbps
	

	17
	Port Activation
	Minimum Twenty-Four (24) ports should be activated from day one.
	

	18
	FC Cable
	Minimum 24 x LC/LC Multi-mode OM4 15m Fiber Cable
	

	19
	Short wave kit
	All offered activated FC ports shall be populated with 64Gbps SFPs
	

	20
	Power Supplies
	Offered SAN switches must have redundant PSU and highly efficient in power consumption.
	

	21
	Installation &
Commissioning
	On site Installation & Commissioning must be done by vendor
	

	22
	Warranty & Support
	a) 3 Years collaborative warranty with 24x7 mission critical one-point support from OEM, same day response.
b) 15-minute response 24x7 for severity 1 incidents (direct connect to product specialist where available) and 4-hour standard
response.
	



	
	
	c)	OEM must maintain in-country local part depot center and OEM authorized letter must be submitted mentioning the depot
location.
	

	23
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


































6.2.2.82 GTP of Management Switch
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)
 (
Management
 
Switch
)

	S/N
	Product Names/Items
	Description of requirements
	Bidder’s Responses

	1
	Brand
	To be mentioned by the bidder
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of Origin
	To be mentioned by the bidder
	

	4
	Country of
Manufacturer
	To be mentioned by the bidder
	

	5
	Quantity
	Two
	

	6
	
Industry Recommendations
	The OEM must be recognized as a Leader in 2024 & 2025 Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure.
	

	7
	
	Proposed switch must be FCC, CE, RCM, VCCI, BSMI, UL, CB and RoHS2 certified
	

	
8
	








Architecture
	Switch proposed should have minimum 24 x 1GE copper downlink & 4 x 10GE SFP+ ports uplink ports from day one. Bidder should quote 4 x 10G SFP+ SR module for each appliance.
	

	9
	
	Switch should support non-blocking, store-n-forward architecture
	

	10
	
	Switch should have a RJ-45 Serial console port
	

	11
	
	Switch should have a dedicated MGMT port
	

	12
	
	The form factor of the proposed switch should be 1 RU Rack-Mount Appliance
	

	13
	
	Proposed Switch should support minimum 16K MAC address storage
	

	14
	
	Propsoed switch should support minimum 2 MB Packet Buffers
	

	15
	
	Proposed switch should support 4000 VLANs
	

	16
	
	Network Latency: Less than 1µs
	

	17
	
	Should support DRAM 1GB or higher
	

	18
	
	Mean Time Between Failures : Minimum 10 years
	

	19
	
	Redundant Power : Redundant AC
	

	20
	
	Operating Temperature: 32°–113°F (0°–45°C)
	

	21
	
	Humidity: 5%–95% non-condensing
	

	22
	
	Air-Flow Direction: side-to-back
	

	23
	
Switching Performance
	Switching capacity ( (Duplex) ) of the proposed switch should be minimum 120 Gbps
	

	24
	
	Packet per second capacity ( (Duplex) ) of the switch should be minimum 180 Mpps or higher
	

	25
	


Switch Layer 2 Services
	Switch must support Jumbo frames and link auto-negotiation
	

	26
	
	Should support Spanning Tree Protocol MSTP native, and backwards compatible with RTSP and STP
	

	27
	
	Should support Edge Port / Port Fast
	

	28
	
	Should support IEEE 802.1p Mapping to priority queue
	

	29
	
	Should support IEEE 802.1q VLAN tagging, Private VLAN
	

	30
	
	Should support IEEE 802.3ad Link Aggregation with LACP with maximum 8 Link Aggregation Group size
	

	31
	



Authentication Services
	Switch should support LLDP, LLDP-MED
	

	32
	
	Switch should support MAC based, IP based, protocol based VLAN
assignment
	

	33
	
	Switch should support 802.1x port-based authentication
	

	34
	
	Switch should support 802.1x authentication via certificate EAP-TLS and EAP-TTLS
	

	35
	
	Switch should support 802.1x guest VLAN assignment
	

	36
	
	Switch should support 802.1x authentication fail VLAN for
unauthenticated users
	

	37
	
	Switch should support LDAP, RADIUS, TACACS+
	

	38
	Security Features
	Switch should support minimum 100 Access control list (ACL) with
Schedule features
	



	39
	
	Switch should support Storm Control, LoopGuard
	

	40
	
	Should support IGMP snooping, DHCP snooping, DHCP relay
	

	41
	
	Should support Port mirroring, sFlow/Netflow/jFlow
	

	42
	
	Should support port MAC limit, MAC-IP binding, Per-port and per-VLAN MAC learning limit
	

	43
	
	Switch should support ACL with classifier(src-mac, dst-mac, ether-type, src-prefix, dst-prefix, service-id, vlan-id)
	

	44
	


QoS
	Switch should support support QoS to provide packet classification, packet marking, packet queuing
	

	45
	
	Switch should support 4 queues per port
	

	46
	
	Switch should support CoS and DSCP marking to indicate the priority of outgoing packets
	

	47
	
	Switch should support Strict Scheduling, Simple Round Robin (RR), and Weighted Round Robin (WRR) scheduling modes for queuing
	

	
48
	Management Features
	Switch must support central management system though offered router/firewall to built up a software define network architecture from day one. Bidder may quote additional hardware/software for central
switching mangement
	

	49
	
	Switch must support Telnet/SSH, HTTP/HTTPS…etc.
	

	50
	
	Switch should support SNMP v1, v2c and v3
	

	51
	
	switch must log all authentication events: locally and via syslog
	

	52
	
	Switch should support Packet Capture and diagnose features in CLI offer similar packet capture capabilities like tcpdump.
	

	53
	
	Switch should support Dual Firmware
	

	54
	
	Switch must support SPAN, RSPAN, and ERSPAN
	

	55
	
	Switch must support software download/upload via TFTP/FTP/GUI
	

	56
	
	Support for HTTP REST APIs for Configuration and Monitoring
	

	57
	Manufacturer
authorization
	Bidder must be submitted Manufacturer Authorization form (MAF) from
the OEM
	

	58
	License
	Bidder should quote necessary license to meet the all the requoirements and license should be perpetual.
	

	
59
	

Warranty
	Manufacturer’s warranty part number should be mentioned, minimum 3 (Three) years warranty for OEM technical solution support, Patch, New Software Upgrade and RMA replacement
	

	60
	
	The Original Equipment Manufacturer (OEM) must have 24x7x365 Global TAC support and toll-free number for after sales service
	

	

61
	
Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with IT Department, bidder must configure appropriate security and administration related policies, must do integration with other  related  hardware/software  required  to  make  the  Network
Functional and shall provide respective documentation to IT Division.
	

	62
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer
6.2.2.83 GTP of Anti-DDoS
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)
 (
Technical
 
Specification
 
of
 
Anti-
DDoS
)

	S/N
	Item
	Minimum Requirement
	Bidder Response

	1
	Brand
	Internationally reputed Brand
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of Origin
	To be mentioned by bidder
	

	4
	Country of Manufacturer
	To be mentioned by bidder
	

	5
	
3rd Party Certification
	The OEM of the Proposed brand must have ISO 27001
certification
	

	6
	
	The OEM of the Proposed brand must have FCC Class A, VCCI and CE compliance certification
	

	7
	Enclosure Type
	Rack Mountable, Chassis base
	

	8
	




Hardware Architecture and Requirement from day one
	The equipment must have dual AC power supply from day one
	

	9
	
	Inspection and prevention should be done in hardware
	

	
10
	
	None of the following settings, features, options and mitigation should have ANY impact on system data or packet rate performance to the maximum bps and pps rating stated in
system or Marking documentation.
	

	11
	
	Solution should 100% inspection of every passing packet in
both directions
	

	12
	
	The equipment must have 4 x 1G Copper and 4 x 1G SFP interface from day one.
	

	
13
	
	Bidder must supply (Four) 04 nos 1GE Multi-mode module with necessary patch cord from day one. The entire module must be
same OEM original.
	

	14
	








Features
	Solution must support up to 6 Gbps of total inspected throughput from day one
	

	15
	
	Solution must support up to 7 Mpps of total inspected
throughput from day one
	

	
16
	
	This system must inspect 100% of passing data packets at the smallest packet size to the stated Mpps throughput. System must not down-sample packets until attack is detected to preserve CPU usage.
	

	17
	
	Latency must be lower than 60 microseconds
	

	18
	
	SYN Flood Mitigation must support upto 5 Mpps
	

	19
	
	The DDos appliance should support	of TCP Connections
minimum 3.5 million
	

	20
	
	DNS Query Flood Source Validation and mitigation must be in excess of minimum 1.5M Qps
	

	21
	
	Solution must support fully autonomous DDoS Mitigation response time of under 2 seconds.
	

	22
	
	Performance should not be limited by any licensing system.
	

	
23
	




Defense Functions and Actions
	System must not use signatures, System must have methods of using behavioral and heuristic analysis that do not require
signature subscriptions nor FCAP nor Regex manual entries.
	

	
24
	
	The system must allow protection parameters to be changed while a protection is running. Such change must not cause
traffic interruption
	

	
25
	
	System must be able to compensate for unusually high-rate
Sources such as CDNs and Enterprise firewalls without seeing false positive attacks
	

	
26
	
	System must be able to automatically compensate for seasonality of key data traffic parameters over days and weeks of changes. Automatic adaptive threshold algorithms must be
	



	
	
	in place for key threshold parameters.
	

	27
	
	System must simultaneously support 4000 protected subnet definitions from IPv4/32 and IPv6/128.
	

	



28
	
	The system must by option, be able to drop individual invalid packets at line rate (no Thresholds) for Layer 3 and 4 anomalies (including checks for Malformed IP Header, Incomplete Fragment, Bad IP Checksum, Duplicate Fragment, Fragment Too Long, Short Packet, Short TCP Packet, Short UDP Packet, Short ICMP Packet, Bad TCP / UDP Checksum, 48 Invalid TCP Flag combinations, Invalid ACK Number) and provide statistics for the packets dropped from a single drop per 5-minute
reporting period.
	

	

29
	
	Solution must monitor and mitigate traffic for all 256 Layer 3 IP Protocols, showing traffic rates and dropped packets by Protocol, automatically identifying and blocking up to 24 million  Sources  responsible  for  over-Threshld  traffic  or
destination rate-limiting as required.
	

	
30
	
	System must be able to automatically detect and drop TCP, UDP and other Protocol Fragment Floods, identifying and blocking up to 24 million responsible Sources (depending on
model) or destination rate-limiting as required.
	

	31
	
	System must be able to automatically detect and block floods for all 65,536 ICMPv4 and ICMPv6 Types and Codes.
	

	32
	
	System must be able to optionally block all non-valid ICMPv4 and ICMPv6 Type and Code combinations as anomalies.
	

	


33
	
	Solution must automatically and continuously monitor and mitigate traffic for all 65,536 TCP and UDP ports, showing traffic rates and dropped packets per Port, automatically identifying and blocking up to 24 million responsible Sources when under Port Flood attack or destination rate-limiting as required. Must not require regex signatures or other manual
selection of ports for mitigation.
	

	
34
	
	Solution must automatically pair inbound and outbound traffic with ports 1-9999 so that it is easy to differentiate inbound attacks with no outbound responses from normal 2-way traffic
to these "service ports"
	

	
35
	
	System must monitor, set Thresholds, mitigate and log/graph inbound attacks from UDP ports 1-9999 as UDP Reflected
attack ports.
	

	36
	
	The system must optionally limit number of simultaneous TCP connections on a per-Source basis
	

	37
	
	The system must support the dropping of idle TCP sessions if client is idle for a configurable time period.
	

	38
	
	System must be able to bypass the configured idle timeout for specific Sources.
	

	

39
	
	System must detect all 14 TCP Flag combinations that are State anomalies depending on current state of any session, while monitoring 24 million sessions. Incorrect flag packets must be dropped from the first packet (no thresholds) to the stated pps
capacity of the system.
	

	40
	
	System must optionally set a threshold under which invalid TCP State flags can be ignored and not dropped.
	

	41
	
	System must optionally validate sequence number of every
	



	
	
	passing TCP packet.
	

	

42
	
	System must automatically detect attacks and validate sources for SYN floods to the protected subnets and per-Destination IP with separate learned thresholds for each, as well as a further separate threshold for blocking over-threshold SYN-per-Source
floods for up to 24 million Sources.
	

	43
	
	The system must enforce minimal request size over time for TCP, HTTP to prevent Slow attacks.
	

	
44
	
	System must automatically detect and block HTTP METHOD Floods for all 8 valid HTTP Methods (GET, HEAD, OPTIONS, TRACE, POST, PUT, DELETE, CONNECT) as well as total Methods
per Source IP for up to 24 million Sources.
	

	45
	
	System must optionally treat as anomalies, HTTP versions below 1.0 and invalid versions.
	

	46
	
	System must optionally treat as anomalies, invalid HTTP
Methods.
	

	
47
	
	System must be able to automatically monitor and mitigate sources sending excessive URL, Host, Referrer, Cookie and User Agent traffic.
	

	
48
	
	System must optionally be capable of sending server RSTs to free server connection table space when the server is subject to L7 floods, slow connection attacks and high Connection per
Source Floods.
	

	49
	
	System must prevent SSL renegotiation attacks.
	

	50
	
	System must be able to ACL DNS Fragments and any or all 65,536 DNS Resource Record types.
	

	51
	
	System must be able to detect and drop DNS Fragment Floods, identifying and blocking up to 24 million responsible Sources.
	

	52
	
	System must support detection, Source validation and mitigation of DNS Query floods of all types.
	

	
53
	
	For systems installed where encrypted DNS or asymmetric traffic is in use, Thresholds must be available for all 16 DNS
Response Codes for improved DNS Response Flood mitigation.
	

	
54
	
	System must support at least 11 different types of DNS rate and comparative parameters to provide full mitigation of
various DNS attacks.
	

	55
	
	System must mitigate on both UDP and TCP DNS transactions.
	

	

56
	
	The appliance must support a broad range of high-performance L3-L7 ACLs without manual Regex creation and these ACLs must be configurable via REST API. All ACLs, to the system limits of all ACLs combined must have no impact on line-rate bps and pps
performance or latency of the appliance.
	

	57
	
	System must be able to block any or all fragmented packets in TCP, UDP, other L3 Protocols, HTTP and/or DNS.
	

	
58
	
	System must support optional IP Reputation service offering updates of known-malicious IPs from a central research and
reporting center.
	

	
59
	
	System	must	be	able	to	block	up	to	500,000 domain/subdomain names with upload of these via text file
from 3rd-party Indicators of Compromise lists.
	

	
60
	
	System must support optional Domain Reputation subscription service with up to 1 million blacklisted FQDNs/Subdomains regularly  and  automatically  downloaded  from  a  central
research and reporting center.
	



	
61
	
	System must be able to optionally support multiple ACLS for TCP and UDP ports (single port to entire port range) and any number of the 256 Protocols (single Protocol to entire Protocol
range)
	

	
62
	
	System must support multiple ACLs for any Packet of specific length or range of lengths and optionally modify that ACL to include IP type (v4/v6), Protocol, Fragment, TCP/UDP Port,
ICMP Type/code to refine the ACL.
	

	63
	
	System must be able to block any individual, range or all DNS Resource Records.
	

	64
	
	System must be able to allow all/block some or block all/allow some by IPv4 country Geo-location.
	

	65
	








Deployment Mode and Reliability
	Should support Wire/Hub Link down synchronization
	

	66
	
	Should support fail-open/fail-close Power fail bypass mode
	

	67
	
	Should support Asymmetric mode
	

	68
	
	Should support Tap Mode
	

	69
	
	It should support Hardware Bypass for Copper/Fibre Interfaces available on Unit.
	

	


70
	
	Bypass Interface should monitor the link to the attached DDoS appliance by sending a heartbeat packet to the appliance once every second. If the optical bypass switch does not receive the heartbeat back, it automatically switches network traffic to bypass the unresponsive DDoS appliance, even if the appliance is still receiving power. The optical bypass continues to send the heartbeat and restores the traffic through the DDoS
appliance as soon as the link is restored.
	

	71
	
	The device must support High-Availability pair configuration.
	

	
72
	
	In High-Availability mode, system must be capable of active- active mitigation if required, including operating on 2 different legs of Asymmetric traffic installations.
	

	73
	









Management , Reporting and Logging
	The system must report every dropped packet from single- packet anomalies to multi-billion packet floods
	

	74
	
	The system must be able to generate Summary and Detail reports of the TOP Attacks
	

	
75
	
	Reports must be configured at end-user option to report on- demand or at 5-minute, hourly, daily, weekdays or days-of-
month schedule at specfic times as configured.
	

	76
	
	Reports must be available based on a drop count threshold as configured by the customer.
	

	77
	
	Any Reports must be stored locally and optionally emailed to selected recipients.
	

	78
	
	Reports must be available in HTML, Word and PDF format.
	

	79
	
	Attack and Event logs, Thresholds and Traffic Statistics must be exportable in CSV and/or PDF format.
	

	80
	
	Attack Logs must be exportable via syslog to same-vendor and 3rd-party syslog servers, Analyzers and SIEM products.
	

	81
	
	System must support complete SNMPv3 MIB with Traps for important system functions and all attack logging.
	

	82
	
	The management platform must be accessible via a web-based interface and ideally with no need for additional client software
	

	83
	
	Should support RADIUS, LDAP, and TACACS+ Authentication including 2FA
	

	84
	Warranty & Support
	Three	(03)	years	software	and	support	including comprehensive warranty with Replacement/repair.
	



	85
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	86
	Installation & Commissioning
	Installation, testing and commissioning with necessary accessories
	

	87
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


































6.2.2.84 GTP of Web Application Firewall with LB
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Web Application Firewall with LB

	S/N
	
	Requirement
	Bidder Response

	1
	Brand:
	To be mentioned by the bidder
	

	2
	Model:
	To be mentioned by the bidder
	

	3
	Country of origin:
	To be mentioned by the bidder
	

	4
	Country of Manufacturer
	To be mentioned by the bidder
	

	5
	Enclosure Type:
	1U Rack-mountable
	

	6
	Compliance Certification
	The system must inherit the following Compliance Certification: CE, FCC, RCM, VCCI, BSMI, UL, CB
	

	7
	Quantity
	02 (Two)
	

	


8
	Platform Requirements
	Platform should provide application acceleration, reducing load on websites/Application and performing load balancing as well as other features (SSL offload, proxy/reverse proxy, content routing, L4/L7 firewalling and more). Platform also should provide application availbility to improve user experience by using multiple technique that used for business continuance and
disaster recovery between miltiple sites.
	

	
9
	Solution Architecture
	The solution must be hardware appliance-based solution and all the services like Server Load Balancer, Link load Balance, Global Server Load Balancing and Application Security should be on
single OS.
	

	


10
	
	The solution shall provide native support for ZTNA to enforce role-based application access for Layer 7 HTTPS and TCPS virtual servers. Access must be governed by ZTNA policies that validate user identity, device posture, and contextual attributes before granting application-level permissions. The solution should integrate with endpoint security and identity management
systems to dynamically apply ZTNA tags and posture checks
	

	11
	
	ADC should support hardware based SSL acceleration.
	

	12
	Interface
	ADC should have minimum 8 x 10G SFP+ , 4 x 1G Cu and 4 x 1G
SFP interface from day 1.
	

	13
	
	Bidder should supply 4 x 10G SFP+ module for each appliance. All SFP module should be OEM original.
	

	14
	Storage
	ADC should have a minimum local storage of 200 GB
	

	15
	Memory
	ADC should have a minimum memory of 32 GB
	

	16
	Power Supply
	ADC should have dual power supply from day 1
	

	17
	System Performance
	L4 throughput: 35 Gbps or more
	

	18
	
	L4 connection per second : 1 Million or more
	

	19
	
	L4 concurrent connections: 35 M or more
	

	20
	
	L4 HTTP Request Per Second: 2.5 M or more
	

	21
	
	L7 throughput: 25 Gbps or more
	

	22
	
	L7 Request per second: 200,000 or more
	

	23
	
	SSL CPS/TPS 2K keys : 30,000 or more
	

	24
	
	SSL Encryption Throughput: 18 Gbps or more
	

	25
	
	Compression Throughput: 18 Gbps or more
	

	26
	
	Virtual ADC/ Routing Domain / Virtual Domain: 15 or more
	

	27
	High Availability
	Solutions should support active-active and active-backup high availability from day 1
	

	28
	
	Solution should support network based failover for session mirroring, connection mirroring and heartbeat check
	

	29
	
	Solutions should support full configuration and session sync.
	



	30
	Networking
	Should support Static NAT, Hide NAT, and Dynamic NAT for flexibility and scalability
	

	31
	
	Support integration with SDN technology like Cisco ACI, Nutanix,
OpenStack, and Ansible
	

	
32
	
	Should support NVGRE and VXLAN tunneling protocols to extend isolated network segments between servers for multi-tenant data center networks
	

	33
	
	Shoud support Static, BGP, OSPF & Policy based routing
	

	34
	
	Should have IPv6 Support for SLB, interfaces, routing, and firewalling
	

	
35
	Server Load Balancing & Application Optimization Features
	The solution should supports layer4 and layer 7 load balancing for well-known protocols like HTTP, HTTPS, TCP , UDP, FTP,
RADIUS, RDP, SIP, DNS and more
	

	36
	
	Should have virtual service definition with inherited persistence, load balancing method, and pool members
	

	37
	
	Should support Layer 4/7 application routing policy and server
persistence
	

	
38
	
	Should support scripting for event-driven rules using predefined commands, variables, and operators for SLB, content rewrite, persistencey,and security
	

	
39
	
	The solution should supports the load balancing methods not limited to Round-Robin, Weighted Round-Robin, Least
Connections, Fastest Response, URI, Host, Host Domain
	

	
40
	
	Solutions should provide application & server health checks for well-known protocols like ICMP, TCP, TCP_ECHO, HTTP, HTTPS
etc.
	

	
41
	
	Solutions should maintain server persistency using Source-IP
/Network, Hash Header, Cookie, RADIUS Attribute, SSL Session ID persistency options
	

	42
	
	Solution should support content routing and rewrite content
	

	43
	
	Solutions should support custom scripting for SLB and content rewriting
	

	
44
	
	The solution should supports one to one NAT, Source NAT (change source IP), DNAT (change destination IP) and Full NAT
(change source & destination IP)
	

	
45
	
	The solution should support application (JavaScript,xml) and text (CSS, html, xml, custom plain ) compression/decompression for
web site acceleration
	

	46
	
	Solutions should capable of doing SSL offloading towards clients and SSL re-encryption towards the real servers.
	

	47
	
	Solution should support SSLv3, TLSv1.0, TLSv1.1, TLSv1.2, TLSv1.3
	

	48
	
	Should supprot Layer 7 DNS load balancing, security, and caching
	

	49
	
	Solution should support full SSL forward proxy to inspect outbound traffic
	

	50
	Global Server Load Balancing
	Solution should support load balancing of servers between different data centres
	

	51
	
	The solution should support hardened DNS server that can be
deployed as the authoritative name server
	

	52
	
	Solutions should have availability to determined of virtual server health by real-time connectivity checking
	

	53
	
	The solution should have persistence response for applications
transactions across multiple hosts.
	

	54
	
	The solution should support dynamic proximity which is determined by application response time (RTT probes), least
	



	
	
	connections, or byte-per-second.
	

	55
	
	Solution should support DNS-based load balancing of inbound
traffic.
	

	
56
	
	Solutions should support all DNS queries like CANME, A record, AAAA record, MX record, CNAME record, NS record, TXT record, SRV record.
	

	
57
	
	Solution should support Response Rate Limit to keeps the authoritative DNS server from being used in amplifying
reflection denial of service (DoS) attack.
	

	58
	
	Solution should support DNS Security
	

	
59
	
	The solution should support DNS64 to allow the resolution of addresses from the IPv4 world by creating synthesized AAAA
records for hosts where no AAAA record is available.
	

	




60
	Web Application Firewall & Security Features
	The solutions should able to protects web server from the below types of attack:
· Cross Site Scripting
· SQL Injection
· Generic Attacks
· Known Exploits
· Trojans
· Information Disclosure
· Bad Robot
· Credit Card Detection
· Application Attacks
	

	


61
	
	The solutions should offer Web Application Vulnerability Scanning with the following signatures types:
· MIME Signatures
· Message Signatures
· Files Signatures
· Context Signatures
· Apps Signatures
	

	


62
	
	Solution should provide XML and SOAP detection and validation with the following cases:
· XML Format Check
· SOAP Format Check
· XML Limit Check
· WSDL Check
· Schema Validation
· XML XSS and SQLi Protection
	

	

63
	
	Solution should provide JSON detection and validation with the following cases:
· JSON Format Check
· JSON Limit Check
· JSON XSS and SQLi Protection
	

	
64
	
	Solution should Data loss prevention (DLP) feature allows Web Application Firewall (WAF) to prevent information leaks, damage
and loss.
	



	





65
	
	Solution should have the option to verify and enforce of the below HTTP Header objects
· Maximum URI Length
· Illegal Host Name
· Illegal HTTP Version
· Maximum Cookie Number in Request
· Maximum Header Number in Request
· Maximum Request Header Name Length
· Maximum Request Header Value Length
· Maximum URL Parameter Name Length
· Maximum URL Parameter Value Length
· Maximum Request Header Length
· Maximum Request Body Length
	

	
66
	
	Solution should have the option to verify and enforce of the HTTP Method (CONNECT, DELETE, GET, HEAD, OPTIONS , POST,
PUT, TRACE) objects
	

	67
	
	Solution should provide full URL Protection
	

	
68
	
	The solution should be capable to provide XSS & SQL Injection Protection using URI Detection, Referer Detection, Cookie Detection and BODY Detection
	

	69
	
	Solution should provide protection against bots attack
	

	
70
	
	Solution should have the ability to prevent, detect and restore web defacement with multiple protocols (FTP/SSH/Windows File Share) supported.
	

	
71
	
	Solution should have the ability to prevent, detect and restore Brute Force Attack according to the Host, URL Pattern, Login
Failed Code, IP Access Limit
	

	
72
	
	Solution should have the ability to protect/secure cookie from leakage by enforcing Cookie encryption, Cookie sign and Max-
Age on Cookie
	

	
73
	
	Solution should able to support multiple type ( video, picture, texts, audio) file restriction using action-based file enforcing and file size restriction
	

	
74
	
	Solution should have network layer DDoS prevention technique using IP Fragmentation Protection, TCP SYN flood protection,
TCP slow data flood protection policy.
	

	
75
	
	Solution should have application layer DDoS prevention technique using HTTP flood protection, HTTP Connection Limit,
HTTP Access Flood.
	

	
76
	
	Solution should have L4 IP firewall policy to allows or denies traffic based on a source address, destination address, and service
	

	
77
	
	Solution should have Intrusion Prevention Service (IPS) to provides the latest defenses against stealthy network-level
threats.
	

	78
	
	Solution shhould support user tracking and authentication to provide accurate policies to prevent fraud.
	

	79
	
	The solution should be capable of publishing web applications
and offering backend SSO access
	

	80
	
	Solution should support Two-Factor Authentication
	

	81
	
	Should support GEO-IP based protection
	

	82
	Log and Reporting Features
	The solution should be able to locally store event (audit), alert & traffic information
	

	83
	
	The solution should be able to send all log types above to an
external syslog server
	

	84
	
	Should have a Reporting Engine built-in
	



	85
	
	Should support integration with renowned SIEM tools like Arcsight, Splunk, Qradar and others
	

	86
	
	Log and reporting solution must support custom reporting as on-
demand
	

	87
	
	The solution should have a dashboard for data analytics where top “N” information is displayed
	

	88
	Device Administration & Management
	Should support VM/HW based central Maangement if required
in future
	

	89
	
	Should support HTTP/HTTPS/SSH in interface management
	

	90
	
	Solution should have In-build diagnostic utilities
	

	91
	
	Should support role based admin access.
	

	92
	
	Device should suppot SNMP
	

	

93
	


Industry Recommendation
	The OEM must be a member of Cyber Threat Alliance (CTA) which is a non-profit organization that is working to improve the cybersecurity of our global digital ecosystem by enabling near real-time, high-quality cyber threat information sharing among
companies and organizations in the cybersecurity field
	

	94
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	95
	
	The proposed solution should have minimum 3 (three) install
based reference in Bangladesh.
	

	96
	Warrenty & Support
	Bidder should propose hardware & software for 3 (three) years OEM warranty and RMA support.
	

	97
	Manufacturer's part number
	Bidder should submit BOQ of proposed device including the details part numbers and Manufacturer's Warranty part number.
	

	

98
	Licesne
	Bidder must offer necessary security license & subscriptions that includes " Server Load Balance, Global Server Load Balance, IP Reputation and GeoIP, Advanced Malware Protection, Intrusion Prevention Service, WAF, Credential Stuffing Defense, Sandbox Cloud, DLP, Threat Analytics, Advanced Bot Protection " for
three years
	

	

99
	Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network Functional
and shall provide respective documentation to IT Division.
	

	100
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.85 GTP of Backup Solution
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Backup Solution

	SL
	Item Name
	Detail Required Specification
	Bidder's Response

	1
	Brand Name & Version
	To be mentioned by the bidder.
	

	2
	Country of Manufacturer
	To be mentioned by the bidder.
	

	3
	Country of origin
	To be mentioned by the bidder
	

	4
	Quality
	The proposed solution should be established in Gartner's Magic Leaders Quadrant continuously for last 03 years.
	

	5
	Deployment
	The Backup Software Should be deployed on Virtual Environment/Physical Environment
	

	
	
	The data protection solution should support deployment in Software, Appliance or Container form factors and BYOS
	

	
	
	The software should support deployment in third-party hardware.
	

	6
	Platform
	The proposed solution should be capable of taking backup/ restores
	

	
	Support
	from various latest platforms including below operating systems and
	

	
	
	hypervisors
· Microsoft Windows Server
· Red Hat Enterprise Linux
· CentOS
· SUSE Linux Enterprise Server
· HP-UX
· IBM AIX
· Solaris
· Nutanix
· VMware ESXi
· Hyper-V
· Oracle Linux and Oracle VM
· Citrix
· HPE VME
· And more
	

	
	
	Backup Management Server should be running on Linux
	

	
	
	The data protection solution must support the ability to restore to
	

	
	
	multiple parallel locations to enhance business recovery operations and
	

	
	
	operational flexibility
	

	7
	Software License
	The backup software licenses should be perpetual license with 3 Years maintenance support service.

5TB front end data capacity-based and 30 hosts/VM based licensing. Backup job & restore should not be stopped if the license exceeds or
expired.
	

	
	
	Anomaly detection and malware scanning license/feature should be included with the offer.
	

	
	
	Proposed software should have all-inclusive licensing model - one license, all features.
	



	Backup Solution

	SL
	Item Name
	Detail Required Specification
	Bidder's Response

	
	
	For host/instance-based license there should not be any limitation of capacity during taking the backup & restore.
	

	
	
	Proposed Software License should integrate with the offered backup hardware and also work with all OEM storage.
	

	8
	Disaster Recovery
	The backup management server should be created in active-passive mode and failover capability should be available. The proposed solution should have the capability to perform DC-DR replication for the backup
of VMs and databases.
	

	
	
	The proposed solution should not require any additional licenses to perform Disaster Recovery related tasks.
	

	9
	Failover/Failback Capabilities
	The proposed solution should provide planned/unplanned failover and failback capabilities without any additional licenses.
	

	10
	Centralized Management
	The backup software should provide centralized management / Single interface for management of all backup (file system and E- mail) activities across physical servers, VMs and SaaS based applications such
as Microsoft Exchange, Microsoft 0365 etc.
	

	11
	Workload Support
	The data protection solution must support container workloads for backup of data used by containers
	

	
	
	The data protection solution must have support for P2V, V2P, P2P, V2V, V2C, C2V target recovery environments.
	

	
	
	The data protection solution must be a Nutanix HCl/vSAN certified
	

	
	
	The data protection solution must provide integrated tape support without using 3rd party bidders to tape out and also provide Fiber
channel tape out support
	

	
	
	The solution must support Agentless file recovery from VM images.
	

	
	
	The proposed solution should be capable of backing up OpenShift environment.
	

	
	
	Proposed solution should support big data technology including Hadoop, Cassandra, IBM-GPFS, MongoDB standalone and sharded
cluster and Splunk, RSA.
	

	
	
	The proposed solution should provide capability to perform in-place and cut-off -place restore for Kubemetes.
	

	12
	Operational Features
	The data protection solution must not require additional licenses and/or fees to enable the use of cloud tiering or replication.
	

	
	
	The data protection solution should be provided with integrated DR
	

	
	
	orchestration tool which can automate the recovery of Virtual Machines between DC and DR site if required.
	

	
	
	The solution should be able to replicate backed up data in de- duplicated format (for bandwidth optimization).
	

	
	
	The data protection solution should support for ever incremental backup & there should not be a need to do a full backup again.
	

	
	
	The data protection solution should support multiple service level based on data type and should have ability to prioritize
backup/restore based on the data classification
	



	Backup Solution

	SL
	Item Name
	Detail Required Specification
	Bidder's Response

	
	
	The data protection solution must be able to set job priority for replication of data for DR purposes
	

	13
	Database support
	The proposed backup solution must include Agent/Modules for online backup of files, applications, and databases such as Oracle, MS SQL, DB2, Sybase, MySQL, MariaDB, Postgres, MongoDB, Exchange, SharePoint and distributed databases/filesystems like NoSQL,
MongoDB, Bigdata and Hadoop with the DB user.
	

	
	
	The proposed solution must support granular restores.
	

	
	
	The proposed solution must support Oracle Real Application Clusters (RAC) & ASM Disks running on multiple operating systems (AIX,
Solaris,HP-UX, Linux & Windows)
	

	
	
	Proposed solution must support instant access for SQL database
	

	14
	Storage SupportC
	Backup Software should have capability to integrates into all major storage alliances like HPE, Dell Technologies, HITACHI, Lenovo, NetApp, Pure Storage, IBM etc. with Snapshot Processing for optimized RPO and
R TO
	

	
	
	Backup software should be able to backup data to tapes (like LTO) for long term retention
	

	15
	Security
	Proposed software must have ransomware resiliency built-in to protect business data from ransomware attack
	

	
	
	The proposed solution should have ability to protect all mount paths
associated with disk libraries configured from a Backup/Media Server against Ransomware attacks.
	

	
	
	The data protection solution must have role-based access control for users to perform specific actions
	

	
	
	Proposed solution shall have capability to integrate SIEM Solution.
	

	
	
	The data protection solution must maintain an audit trail to track the operations of the users and the changes that they have made.
	

	
	
	The Solution should follow the National Institute of Standards and Technology (NIST) Cybersecurity Framework.
	

	
	
	The proposed software should comply with 3-2-1 backup strategy.
	

	16
	Two Factor Authentication
	The proposed solution should have the capability to enable two factor authentication for the management console access. That is enabling a
PIN (Personal Identification Number) along with the passwords.
	

	17
	Data Reduction &
compression
	The data protection solution must support intelligent, fixed and variable deduplication technology.
	

	
	
	Backup Software must provide Source (Client & Media Server) & Target base data Deduplication capabilities. It should provide Global deduplication across backup jobs and different workloads.
	

	
	
	The data protection solution must offer aggressive deduplication ratio without the use of 3rd party arrays/tools (Ratio Rate should be
mentioned by the Bidder)
	

	
	
	Deduplication feature should work with NVMe, SSD, SAS & NL-SAS technologies.
	

	18
	Reporting & analytics
	Proposed solution should be able to provide comprehensive reporting of media, backup server, jobs, analytics for unified backup and 3rd party storage insights
	



	Backup Solution

	SL
	Item Name
	Detail Required Specification
	Bidder's Response

	19
	Encryption
	It should support the following algorithms and provide better security in deployment across sites - BLOWFISH, GOST, Serpent, AES, Twofish, 3-
DES, etc.
	

	
	
	The solution should be FIPS 140-2 Certified
	

	20
	Support & Maintenance
	The Supplier shall ensure OEM Provided 24/7 support & maintenance including Supplier provided Local Support and Maintenance for 05 years
period. Deployment should be done by Professional service.
	

	21
	Disk Based Backup Appliance
	· Same as the server OEM.
· Offered appliance shall be certified to work with at- least 3 Backup application vendor ISV like HPE, Veritas, Dell-EMC, Veeam, Commvault etc.
· Offered device shall be offered with Minimum of 50TB Useable space after RAID6 scalable to at-least 170TB usable space by using not more than 8TB drives.
· Offered device shall have separate dedicated drives for Operating System of appliance and shall not participate in data backup
· Offered device shall support emulation of VTL
· Should be provided with 2x dual-port 25G SFP28 adapter with 10G SFP+ SR transceivers and 2x dual port 32Gbps FC host port for SAN based backup.
· Offered device shall have integrated de-duplication license, low bandwidth replication license so that only unique non duplicated block transfers to remote / DR location.
· Shall deliver minimum 60:1 efficiency.
· Offered device shall support receiving non duplicated data from remote locations or branch office directly from the application servers / Client servers in low bandwidth mode without using any backup or replication-based device at remote location / Branch office.
· The proposed device shall support rated write performance of minimum 10 TB per hour and when enabled with source level de-deduplication, shall have rated performance of at least 25 TB/hr
· Offered appliance shall leverage snapshot performance with storage-integrated backups to provide up to flash speed data protection and copy data management with less cost and less complexity than legacy solutions.
· 3 Years collaborative warranty with 24x7 mission critical one-point support from OEM, same day response.
	

	22
	License
	· The license period shall have at least 03 years and will be calculated from the first day of system handover.
	


[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.86 GTP of Virtualization Solution
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Virtualization Solution

	SL
	Item Name
	Detail Required Specification
	Bidder Response

	1
	Platform
	The offered Hypervisor software shall be qualified for both Intel and AMD architecture and shall have capability to provide high availability.
	

	2
	Hypervisor
Vendor
	The offered hypervisor shall be either from Broadcom VMware, HPE,
Microsoft or Nutanix.
	

	3
	Guest
Operating System
	The offered Hypervisor shall be supported with all leading Guest Operating Systems.
	

	4
	Availability Features
	1. The offered Hypervisor shall support migration of a running virtual machine from one host to another within the same cluster with zero downtime.

2. The offered Hypervisor shall automatically restart virtual machines on another host in the same cluster in the event of an unexpected host failure within the cluster.

3. The offered Hypervisor shall dynamically schedule the placement of virtual machines within a cluster based upon optimal workload distribution across the cluster.

4. The offered Hypervisor shall support migration the virtual disk(s) of a running of virtual machine from one storage datastore to another with zero downtime.
	

	5
	External Storage
Integration
	The offered Hypervisor shall support running virtual machines on external storage via iSCSI, NFS, and Fibre Channel
	

	6
	Resource Allocation
	The offered Hypervisor management engine shall have a concept of grouping of resources into a common identity, comprises of resources like Clouds, hosts, VMs, network, resource pools, data stores etc. so
that required users can be assigned to it.
	

	7
	User Profile
	The offered hypervisor management engine shall allow users to configure their username, password, email, theme, 2FA, Linux and
Windows VM login credentials from the console
	

	8
	Private Cloud Integration
	The offered Hypervisor management engine shall support additional private cloud provider and hypervisor, preferably VMware, from the common interface without any additional coding.
	

	9
	Service Plans
	1. The offered hypervisor Management engine shall allow administrator to create service plan or t-shirt size based on CPU, Memory and Storage and shall be available to users while creating / provisioning the instance / VMs

2. Services plan shall also have the option to provide custom ranges and flexibility to provisioning users for providing predefined limit for number of additional volumes, customization of Volumes, number of
cores etc.
	

	10
	Expansion /
Shrink
	The offered Hypervisor shall support both expansion and shrinking of
VM cluster.
	

	11
	RBAC
	Access to grouping of resources shall be controlled through appropriate roles while assigning to users. Roles shall provide access to resources
	



	
	
	using appropriate permissions.
	

	12
	Virtual Machine Manageme nt
	The offered Hypervisor shall support below features for Virtual Machine Management:
a. Create / Delete / Restart / Start / Stop / Suspend and Discovery of Virtual machines.
b. Snapshot operations – Create / Delete / revert of Virtual machines
c. Tagging – Add / Delete / Edit tagging for Virtual Machines.
d. Live Migration of VM, VM HA and Pin virtual machine to a specific host.
e. Cloning of VM, Clone to VM Template.
f. Virtual Hardware Management - Add and remove virtual hardware such as hard disks, network interfaces, CPU and memory from a
managed virtual machine.
	

	13
	Virtual Images
	1. The offered hypervisor software shall provide the flexibility to bring / upload OS images.

2. While uploading the OS image, it shall be possible to define the location and provide the flexibility to use internal space within the
hypervisor cluster or using appropriate available S3 bucket or file share.
	

	14
	Licensing
	Vendor shall ensure that offered Hypervisor is licensed per socket or core count based on below server requirement details with 3Years 24x7 OEM/ISV support and subscriptions.

· Virtualization Server Type1: 5 Unit. Each Server with 2x 24-Core
· Virtualization Server Type1: 5 Unit. Each Server with 2x 32-Core

All server shall be configured with all-inclusive license and BoQ must be shared with details explanation and documents.
	

	15
	Global Search
	The offered Hypervisor shall provide global search to facilitate search of Instances, Users, cloud, group, hosts and networks.
	

	16
	Dashboard
	Consolidated dashboard for the offered Hypervisor shall highlight the overall environment status, System Status, Alarms, log history, Instance
status, Instance status by configured clouds, cluster workloads etc.
	

	17
	Activity Report
	1. The offered Hypervisor management engine shall provide activity report like provisioning tasks, Users related tasks etc.

2. It shall be able to search the specific activity.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.87 GTP of Business Continuity and Disaster Recovery Manager
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Business Continuity and Disaster Recovery Manager

	SL
	Item Name
	Detail Required Specification
	Bidder Response

	1
	Brand
	To be mentioned by the bidder.
	

	2
	Part no.
	To be mentioned by the bidder.
	

	3
	Key Capability
	1. Offered software shall be based upon the foundation of Continuous Data Protection while supporting both local and remote data Protection.
2. Offered software shall support both Backup and disaster recovery capabilities on-premises, at on-premises DR locations, and in public clouds like Azure, AWS, and GCP.
3. The offered software shall be an IT Resilience Orchestration and Automation software and shall be able to provide SLA reports and RPO monitoring at all times.
4. Offered software shall provide automated failover and failback after initiating the DR execution as per defined policies.
5. Offered software shall be able to generate automated alerts if
the RPO level increases beyond the prescribed limit.
	

	3
	Licensing
	1. Offered software licensing shall be based on the number of protected VMs. The vendor shall provide the license for 20 Protected VMs with 3 years subscription and 24x7 maintenance.

2. The license shall be agnostic to the Virtualization platform and the same offered license shall be able to protect VMs on- premises using VMware Virtualization, Microsoft Hype-V virtualization, AWS, Azure, and Google Cloud Platform VMs.

3. The vendor shall provide the license for all mentioned functionalities (Both Primary and DR) in the RFP document.
	

	4
	Supported Virtualization Platform
	1. Offered Software shall be supported on the following platform:
a) VMware Virtualization - vSphere.
b) Microsoft Hyper-V
c) AWS Cloud
d) Azure Cloud
e) Google Cloud Platform
	

	5
	Always On Replication
	Offered Software shall have the in-built native capability of Always on Replication instead of using Snapshot / Clone
technology for both local as well as DR data protection.
	

	
	
	Offered Software shall not have any software agent within the given production virtual machines.
	

	
	
	Offered software shall have flexibility for delivering less than 10 seconds RPO for both Local data Protection as well as remote
data Protection after excluding the link latency.
	

	
	
	Offered software shall be able to create thousands of
checkpoints, separated by less than 10 seconds, for minimal RPO and RTO using journal-based or equivalent technology.
	

	6
	Data Protection across Platforms
	Offered Software shall be true virtualization agnostic so that the Protected VM can be VMware vSphere based and Recover
VM can be either Hyper-V, AWS, Azure, or GCP VM or vis-à-vis or any cross-combination of listed platforms.
	



	
	
	Offered software shall be true storage agnostic so that Primary copy and Backup / DR protection can be on heterogeneous
storage.
	

	7
	Application consistency
	Offered Software shall have the capability for creating
an Application consistent group for multi-VM application for data consistency during backup and recovery.
	

	
	
	Offered software shall have the capability for defining the boot order of the VMs within the application consistent group during
the failover operation for reducing the overall RTO.
	

	
	
	Offered software shall not put any limitation on the number of Application-consistent groups or the vendor shall support at
least 256 application-consistent groups for data consistency.
	

	
	
	Offered Software shall not put any limitation on the number of VMs within the Application-consistent groups or the vendor shall support at least 2048 VMs within application-consistent
groups for data consistency.
	

	
	
	If required - The customer shall be able to replicate the VMs within the application consistent group to multiple Application consistency groups for better data protection. It shall be possible for both Local data Protection as well as remote data
protection.
	

	
	
	Offered software shall be able to prioritize the replication of VM traffic within the application consistency group as per organization needs at low, medium, and high levels and shall do
automatic bandwidth usage.
	

	
	
	The application consistency group shall allow ad-hoc backup support (One-time backup) either for the entire consistency group or selected Virtual machines within the group.
	

	8
	WAN Optimization
	Offered software shall also support WAN optimization technologies like compression when protecting the information
at the DR location.
	

	
	
	Offered software shall also have the capability to switch ON / OFF the WAN optimization technology depending upon the type
of VMs or application consistent group.
	

	9
	Long Term Retention
	The offered Software shall support Backup and long-term retention, as per customer data retention and backup policies to various media.
	

	
	
	It shall support High-speed SSD / NVMe drives enabled
datastore for short-term backups (Daily and weekly).
	

	
	
	It shall support various Long-term repositories (Daily, weekly, Monthly, and Yearly backups) based upon S3 interface, NFS, SMB, AWS Storage Gateway, Amazon S3, Microsoft Azure storage,  and  purpose-built  backup  appliances  from
heterogeneous storage vendors.
	

	
	
	Offered Software shall provide the scheduling engine for Daily, weekly, monthly, and yearly backup.
	

	
	
	For yearly backups, the offered software shall allow you to select the first day or last day of the month along with the number of years for backups. Offered software shall have the capability for
storing the yearly backup at least for 1 years.
	

	10
	Disaster	Recovery (Failover)
	The proposed Software shall have the capability for doing Failover from the Primary location to the DR location in automated mode so that there shall be no need to create the
VM manually at the DR location.
	

	
	
	The proposed software shall have the capability for selecting the
restore point or checkpoint, as per organization requirement,
	



	
	
	while doing the failover from the Primary location to the DR location.
	

	
	
	The proposed software shall have the capability for selecting the boot order of the VM at the DR location during the failover
process to minimize the overall RTO
	

	
	
	The proposed software has the capability for configuring the reverse protection (DR to Primary location) after successful
failover from the Primary location to the DR location.
	

	
	
	The proposed software shall have a flexible commit policy so that the environment can be rolled back to the Primary location if the planned DR failover is not successful due to unforeseen
events or any unknown reason.
	

	
	
	Proposed software shall also have a flexible commit policy in
minutes to hours so that after failover operations can be thoroughly checked before announcing the successful failover.
	

	
	
	For planned failover – the Failover policy shall provide the flexibility to the customer for shutting down the primary site
virtualized environment for minimal RPO.
	

	11
	DR Drill (Test Failover)
	The proposed Software shall have the capability for doing a DR Drill (Test Failover) from the Primary location to the DR location in an automated mode so that there shall be no need to create
the VM manually at the DR location.
	

	
	
	The proposed software shall have the capability for selecting the restore point or checkpoint, as per organization requirement, while doing the test failover from the Primary location to the DR
location.
	

	
	
	The proposed software shall have the capability for selecting the boot order of the VM at the DR location during the test failover process to minimize the overall RTO
	

	
	
	The proposed software has the capability for selecting and configuring the separate test network at the DR location for DR
Drill operations.
	

	
	
	The proposed software shall have the capability to clean up the DR location after completing the DR Drill operations. There shall
be no manual task at the DR location for cleaning operations.
	

	
	
	Software shall provide the drop-down to the customer to acknowledge the successful completion of the DR drill.
	

	
	
	The customer shall have the flexibility to do the DR Drill operations for an individual VM inside the application consistency group instead of doing it for all VMs within the
consistency group.
	

	12
	Bandwidth Throttling
	Offered software shall automatically adjust the bandwidth usage across sites for given application consistency groups depending
upon the defined prioritization level.
	

	
	
	Offered software shall be able to throttle the bandwidth between the Primary and DR locations from the overall available bandwidth.
	

	
	
	Offered software shall also be able to throttle the bandwidth for
a specific period.
	

	
	
	Offered software shall also have a bandwidth regulation mechanism for troubleshooting.
	

	13
	Ransomware Protection
	Offered software shall have a	strong mechanism for ransomware protection and shall be achieved with minimum
RPO.
	

	
	
	Offered software shall have the capability for creating the checkpoint at every 5 seconds of data protection so that
	



	
	
	the customer can select the required checkpoint while restoring the files during the ransomware attack and can achieve
the lowest RPO.
	

	
	
	Offered software shall have the capability for storing the latest data information, at least for a month, on the faster storage devices of NVMe or SSD and remaining day information on the slowest media automatically. This is to ensure that recovery
from ransomware attacks is really quick.
	

	14
	File / Folder restore
	Offered software shall allow the restoration of selected files from well-known backups/checkpoints without restoring the full
virtual machine.
	

	
	
	Offered software shall provide the flexibility to restore the files at the original location and shall provide the flexibility to an administrator for downloading the selected files so that they
can be restored at the required location/system.
	

	15
	VM / Application consistency group restore
	Offered software shall provide the flexibility for restoring the
selected VM and Deleted VMs
	

	
	
	While restoring the VMs / Deleted VMs – the restore engine shall provide the flexibility for changing the IP address either using Static IP or DHCP IP scheme.
	

	
	
	VM restoration engine shall provide the flexibility for changing
the network setting during the restoration process.
	

	
	
	Offered software shall also provide the flexibility for restoring the complete application consistency group.
	

	16
	Reporting
	Offered Software shall have an in-built reporting engine and shall provide at least the following reports: In case the vendor doesn't support the below reports then the vendor shall ensure that appropriate commercialized IT Resilience Orchestration and
Automation software is factored in the bid.
	

	
	
	Application consistency group performance reports - It shall clearly show the over-data protection SLA (RPO) being achieved
by the Application throughout the day along with IOPS, Throughput, and wan bandwidth consumption.
	

	
	
	Recovery reports - It shall allow an administrator to have recovery reports for Failover, failback, DR-drill, Successful
backup and recovery, failed backups, and recovery.
	

	
	
	Resources report - It shall provide the resource reports consumed by VMs within the application consistency group.
	

	
	
	Data Protection Report - It shall provide the complete data
protection report over some time.
	

	17
	Management
	Offered software shall have GUI-based management which shall show critical parameters of Average RPO for the complete site, Number of VMs being protected, Number of Application consistency groups along with their status and health, Site topology, IOPS, WAN traffic, Compression, events, and running
tasks etc.
	

	18
	Analytics
	Offered software shall provide cloud-based Analytics at no additional cost to the customer and shall provide the following
capabilities:
	

	
	
	Average RPO for a site within a day, Week, or month.
	

	
	
	Pictorial view of all sites along with interconnectivity and local
sites without replication.
	

	
	
	Detailed breakup of each site depicting incoming and outgoing VMs and application consistency groups.
	

	
	
	SLA report of each application consistency group including RPO
	



	
	
	Detailed protection status for each VM and its respective SLA including RPO
	

	
	
	Detailed storage capacity analysis where backups are going to be
stored.
	




[The Tenderer should complete all the columns as required]

Signature:
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6.2.2.88 GTP of EDR
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Technical Specification of EDR

	S/N
	Item Description
	Requirement
	Bidder Response

	1
	Country of Origin
	To be mentioned by the bidder
	

	2
	Brand
	To be mentioned by the bidder
	

	3
	Model
	To be mentioned by the bidder
	

	4
	Quantity
	1 Lot
	

	5
	Sizing
	The solution must support at least 150 Endpoint/Device
	

	6
	Industry Recommendation
	The OEM should be recognized as the front-running leader in
the 2024 KuppingerCole XDR Leadership Compass report
	

	
	
	The Proposed product should have AAA Rating in SE LAB testing in 2025 and scored a 100% Protection Accuracy Rating for blocking every threat. Bidder should submit the resting report.
	

	
	
	The OEM should scored 100% in 2022 MITRE ATT&CK Protection
evaluations report
	

	
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	7
	AGENT'S
Coverage , Deployment, Maintance and Host Requirment
	The proposed solution must be compatible with the following operating systems: Windows XP SP2, 7, 8, 8.1, 10, and 11 (32-bit
and 64-bit versions)
	

	
	
	The proposed solution must be compatible with the following operating systems: Windows Server 2003 SP2, R2 SP2, 2008 SP1, 2008 R2 SP2, 2012, 2012 R2, 2016, 2019, and 2022
	

	
	
	The proposed solution must be compatible with the following operating systems:
MacOS Versions: El Capitan (10.11), Sierra (10.12), High Sierra (10.13), Mojave (10.14),
Catalina (10.15), Big Sur (11), Monterey (12), Ventura (13), and
Sonoma (14)
	

	
	
	The proposed solution must be compatible with the following operating systems: Linux Versions: RedHat Enterprise Linux and CentOS 6.8+, 7.2+, 8+, and 9+
Ubuntu LTS 16.04.5+, 18.04/ 20.04/and 22.04 server, 64-bit only Oracle Linux 6.10, 7.7+, and 8.2+
Amazon Linux AMI 2 2018 Open SUSE Leap 15.2
SUSE Linux Enterprise Server SLES v12 SP5 and v15
RedHat 9
	

	
	
	The solution must be compatible with the following operating systems: Virtual Desktop Infrastructure (VDI) environments on VMware and Citrix. VMware Horizons 6 and 7, and Citrix
XenDesktop 7
	

	
	
	The proposed solution must have a consumption of less than
250MB of RAM
	

	
	
	The proposed solution should have an average CPU consumption of less than 2%.
	

	
	
	The proposed solution should consume around 40MB of disk space
	

	
	
	The solution should have the option to ask for a password to
uninstall the workstation agent.
	



	
	
	The proposed solution must support mass installation using tools such as MS System Center, JAMF, and Satellite.
	

	
	
	The proposed solution must have the ability to update the endpoint without user interaction or without requiring a restart
of the station
	

	
	
	The proposed solution should have "Anti Tamper" protection
	

	
	
	The Agent shall be deployable along with other AV solutions wherever required and shall have the capability to replace the AV eventually over a period of time
	

	8
	Deception
	Solution should provide off-network detection to detect potentially malicious activity when not connected to the
corporate network.
	

	
	
	Solution should Detect running processes, process starts, process stops, and cross process interaction.
	

	
	
	Solutoin should provide command line visibility
	

	
	
	Solution provide detect malicious registry changes
	

	
	
	Solution should Detect DNS requests sent from host.
	

	
	
	Solution should Detect network connections from host.
	

	
	
	Solution should Detect suspicious activity associated with DLLs.
	

	
	
	Solution should detect Suspicious user and workstation behavior to Identifies suspicious user and workstation behavior.
	

	
	
	Solution should Incorporates threat intelligence into detection scheme to Provides contextual threat intelligence into detection
scheme.
	

	
	
	Solution should Incorporate MITRE ATT&CK into detection
scheme to Provides MITRE ATT&CK technique scheme into detection scheme.
	

	
	
	Solution should detect known malicious activity
	

	
	
	The proposed solution should detect connections established on the network from the protected device.
	

	
	
	The proposed solution should detect suspicious activity
associated with DLL files
	

	
	
	The proposed solution should be able to update Solution threat intelligence as well as Solution detection scheme
	

	9
	Prevention
	The proposed solution should work offline when the system has no access to the corporate network and internet providing
complete protection to that workstation.
	

	
	
	The proposed solution should detect changes made by malicious processes in the registry keys of the workstation.
	

	
	
	The solution should support Malicious file Prevent execution of
malicious files, DLLs, or applications utilizing both ML and signature base detection
	

	
	
	The proposed solution should be able to update Solutionr threat intelligence as well as Solutionr detection scheme
	

	
	
	The proposed solution should have the ability to load the indicators (IOC) such as IP address, domain, file name, file hash,
etc. for threat search
	

	
	
	
The proposed solution should identify known malicious activity
	

	
	
	The proposed solution should have the ability to receive daily threat detection intelligence updates
	

	
	
	The proposed solution should have the ability to categorize the detected events into different categories such as Malicious, Suspicious, Inconclusive, Probably Safe
	

	
	
	The Proposed solution integrate and prevent execution via any
	



	
	
	sandbox integration.
	

	
	
	The proposed solution should have the ability to live/work concurrently with other security solutions that are installed on the workstation as traditional antivirus or new generation.
	

	
	
	The proposed solution should have the ability to prevent
malicious file execution.
	

	
	
	The proposed solution should incorporate a kernel-based software engine (NGAV) with the capability of "Machine Learning"
	

	
	
	The proposed solution should have the ability to control USB devices
	

	
	
	The proposed solution should block malicious traffic from data exfiltration (data leakage)
	

	
	
	The proposed solution should block malicious traffic from
communicating toward C&C (Command & Control)
	

	
	
	The proposed solution should in real time block security holes and attacker attempts to encrypt or modify data.
	

	
	
	The proposed solution should prevent from ransomware and
modification of files or device records
	

	
	
	The proposed solution must be able to be configured in simulation mode in such a way that no blocking is performed but that all malicious activity is recorded.
	

	
	
	The proposed solution should allow the modification of the actions of the rules of detection of malicious events to the prevention or simulation mode and that regardless of the action
is always carried out the log of the malicious behavior.
	

	
	
	The proposed solution should allow periodic tracking of the files contained in the device with the agent installed
	

	
	
	The Proposed solution should have the ability to
whitelist/blacklist based on MD5, SHA1, and SHA256 hash files.
	

	
	
	The solution should support the manual False Positives reclassication to Ability to flag activity as false positives and
prevent similar detections from occurring.
	

	
	
	The solutions should support the Automated False Positive Reclassifications to Ability to automatically reclassify activity as false positives and prevent similar detections from occurring.
	

	
	
	Solution should provide real time containment
	

	
	
	Solution should provide single endpoint agent for both pre- and post- infection protection even when machines are not connected to the cloud so that Solution can protect Solutionr
endpoints anywhere.
	

	10
	Defusion
	The proposed solution should allow the automatic blocking of a device where malware-caused activity has been found
	

	
	
	The proposed solution should allow the blocking of activities
carried out by malicious files
	

	
	
	The proposed solution should have the ability to create Whitelist/Blacklist for files based on their hashs: MD5, SHA1, and SHA256.
	

	
	
	The proposed solution should have the ability to create
Whitelist/Blacklist for the files based on their names.
	

	
	
	The proposed solution should have the ability to create Whitelist/Blacklist for files based on their location (File Path)
	

	
	
	The proposed solution should have the ability to create Whitelist/Blacklist for applications based on their name, version,
and provider.
	



	
	
	The proposed solution should have the ability to manually reclassify false positives to mark the activity as an activity detected as false positive and prevent new mistaken detections
of these same activities from occurring.
	

	
	
	The proposed solution should have the ability to automatically reevaluate an activity detected as false positive in order to
prevent similar new detections from occurring.
	

	
	
	The proposed solution should allow the creation of event exceptions based on Ips addresses, applications, and protocols.
	

	
	
	The Proposed solution should Allow to defuse malicious network activity to Prevent internal or external malicious
connection establishment
	

	
	
	Solution shall have the ability to restore encrypted files to their
previous unencrypted state on detection of ransomware based on behaviour
	

	
	
	Solution should provide the surgical containment in terms containing/blocking advanced malware in real-time, post-
infection while preserving system uptime.
	

	11
	Integration
	Solution should have the full process data collection at all times to collect any process/thread/library/driver related activities
including creation/termination/start/load.
	

	
	
	Solution should able to collect full file data all the time which includes ability to collect any file related activities including creation/read/write/rename/delete.
	

	
	
	Solution should able to collect any network related activities
including socket connect/bind/listen/accept/close.
	

	
	
	Solution should able to have ability to collect any registry related activities including key/value create/delete/rename.
	

	
	
	Solution should have the ability to create custom classified rules based on threat hunting collected data.
	

	
	
	Solution should enable dynamic search suggestions as most active devices, activity types, source process, signing, target
files, protocols etc.
	

	
	
	Solution should allow to detect known techniques over raw normalized data as lateral movement, extended privilege escalation, log deletion, scheduled tasks, startup tampering,
memory violations, commands and arguments spoofing etc.
	

	
	
	Solution should have Syslog available for SIEM integration.
	

	
	
	Solution should have the ability to obtain memory snapshot or memory dump which points to the smoking gun forensics
	

	
	
	Solution should have the ability to fetch any file or memory at any point. Ability to terminate processes remotely.
	

	
	
	Solution should have the API available to allow for tracking of detection investigations with pertinent information regarding the detection (i.e. IP address, host name, user, date/time
occurred, suspicious activity, etc.) to allow for ticket creation.
	

	
	
	Solution should provide ransomware prevention policy and behavioral analysis offer real-time automated prevention of
ransomware encryption.
	

	12
	Incident response
	Ability to whitelist/blacklist based on application name, version and vendor.
	

	
	
	Must store meta-data generated by the devices on the on-
premise management console so that they are used for forensic investigation
	

	
	
	Must have the ability to take snapshots of memory (dumps) that allow forensic analysis to be performed
	



	
	
	Solution should have ability to kill process based on predefined activity classification.
	

	
	
	It must have the ability to terminate a process based on its
classification.
	

	
	
	Must have the ability to delete a file based on the classification of the same
	

	
	
	Solution should have ability to remove file based on predefined
activity classification.
	

	
	
	Must have the ability to isolate infected devices from the network
	

	
	
	Must have the ability to restrict the device's access to the network automatically according to the classification of the
activity detected
	

	
	
	It should allow automatic cleaning of devices and reverse malicious modifications while maintaining the availability of the affected device.
	

	
	
	Must allow the subscription of optional incident detection and
response services
	

	
	
	It should allow the sending of executable files for analysis by a sandbox for the purpose of determining whether they are malicious or harmless.
	

	
	
	It should provide multiple protection mechanisms, including finalizing a process, deleting a malicious file, blocking a network
connection
	

	
	
	Solution should have the Ability to restrict device accessibility based on predefined activity classification.
	

	
	
	Solution should have the ability to block IPs that were flagged as part of an attack Out Of The Box via enterprise firewalls, SWG,
etc.
	

	
	
	Solution should provide Orchestrated and Automated response in Real time
	

	13
	Attack Surface Discovery
	Solution should have the ability to discover communicating
applications.
	

	
	
	Solution should have the ability to discover and classify IOT devices.
	

	
	
	Solution should have the ability to discover rogue devices.
	

	14
	Vulnerability Assessment and Patching
	Must have the ability to discover vulnerable applications that are communicating over the network
	

	
	
	Must have the ability to perform a virtual patch by restricting
communication access with applications that are vulnerable
	

	
	
	Should allow the reduction of the attack surface using proactive risk-based communication policies determined/qualified according to the CVE or reputation that an application may have
	

	
	
	It must have the ability to prevent communication over the
network of any unauthorized application.
	

	
	
	Must have the ability to create policies that have the ability to prevent communication of the application according to the version of the installed application
	

	
	
	Solution must detect and identify all applications on devices that communicate over the network
	

	15
	Attack Scenarios
	Must block known ransomware attacks
	

	
	
	Should detect unknown malware such as RAT (Remote Access
Trojan) by analyzing malware activities and not by signing
	

	
	
	Must protect against malicious powershell scripts
	

	
	
	Must protect against malicious Cscript scripts
	



	
	
	Must protect against malicious Office macros
	

	
	
	Must have control over USB devices
	

	16
	IOT protection
	Solution must have the ability to detect IOT devices on the same network where the installed agents are located.
	

	
	
	Must have the ability to classify detected devices such as printers, cameras, network devices
	

	
	
	Must have the ability to display detailed information about detected devices such as: IP address, Name, MAC Addresses,
Model, Location.
	

	
	
	Must have the ability to detect workstations and servers in the organizational network that are not protected with an EDR
agent
	

	
	
	Must have the ability to export a list of IOT devices detected in PDF or Excel format
	

	17
	Administration console
	The proposed solution administration console should allow the use of dual-factor authentication(2Fa) to allow access to the
same
	

	
	
	The solution administration console should allow the use of access roles in a granular manner, with different access levels, for solution administrators
	

	
	
	The solution shall not store any information on cloud and shall
have an on-premise management console
	

	
	
	The solution administration console should allow Solution to view the health of installed agents.
	

	
	
	The administration console should allow remote uninstall of the
agent installed on the devices
	

	
	
	The administration console must allow remote deactivation and activation of the agent installed on the devices
	

	
	
	The administration console should allow remote updating of agents installed on the devices.
	

	
	
	The administration console should allow the creation of executive reports containing the summary of the description of
security events and system state
	

	
	
	The administration console should allow the creation of organizational groups in which each group can have protection
rules independent of the others.
	

	
	
	The administration console must allow the export of agent- generated logs from a single point and the information to be
password protected
	

	
	
	The administration console should allow the creation of inventory reports of installed agents containing information such as: IP address, Hostname, Operating system, MAC address,
installed agent version, agent state, last day seen in console
	

	
	
	The admin console should provide visibility into the events generated by devices or events according to the process
performed
	

	
	
	The proposed admin console should allow integration with an external SMTP service for sending alerts via electronic mail
	

	
	
	The admin console should allow auditing of changes made by administrators/operators. These audits can be downloaded into
a file in CSV or excel format
	

	18
	Warranty
	Bidder should propose hardware & software for 3 years OEM warranty and RMA support.
	

	19
	Manufacturer's
part number
	Bidder should submit BOQ of device including the details part numbers and Manufacturer's Warranty part number.
	



	20
	License
	Bidder must offer necessary license & subscriptions including Discover, Detection, Protection, Containment, Investigation &
Respond and automated remediation for at least three years
	

	21
	Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network Functional
and shall provide respective documentation to IT Division.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.89 GTP of PAM
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Technical Specification of PAM

	
S/N
	
Related Service/Features
	
Technical Specification
	
Bidder’s Response

	1
	Model
	To be mentioned by the bidder
	

	2
	Brand
	To be mentioned by the bidder. The OEM should have more than 20 years global presence in cyber security domain
	

	3
	Country of origin
	To be mentioned by the bidder
	

	
4
	



Solution Requirements
	The solution support suppprt MultiFactor Authentication for local PAM users or remote SAML, Radius, LDAP user and
support 20 PAM users license from day one.
	

	5
	
	The solution should be VM based & support upto 15TB storage for video recording & other log data.
	

	6
	
	The solution should support Active-Passive High Availability which could be used if required in future
	

	7
	
	All encryption keys must be held internally to the hardened
PAM solution
	

	8
	Password Vault & Password Management
	Password request process must apply to single passwords only
	

	

9
	
	Password requests should be made possible using minimal infrastructure, no more than one appliance should be required in order for the password vaulting solution to be fully functional for both privileged user access requests and
password management of target systems
	

	
10
	
	The PAM solution must be able to vault the passwords for
its own internal administration accounts and make these available using an auditable request/release model
	

	
11
	
	The password management criteria must be configurable to meet organizational policy for Password Change
Frequency/Usage Approval Control/Change After Use
	

	




12
	
	
"The PAM solution should include and not limited to the following Systems and Protocols & Tools features: Systems
· AD
· Windows
· Linux/Unix
· Oracle DB
· MS SQL
· CISCO
- AS400
	

	13
	
	The PAM solution should allow build of custom platform
connector and A2A integration.
	

	
14
	Workflow
	PAM must support for dual credential approval, requiring approvals by designated users prior to allowing access to
credentials for managed accounts.
	



	
15
	
	PAM solution must support workflow functionalities for Password and Session release controls including support for
Multiple level of Authorization, Ability to group Authorizers
	

	16
	
	PAM must support ability to expire approval request after a period of time
	

	17
	
	PAM must provide ability to allow check-out and check-in capabilites for secrets.
	

	
18
	Session Management
	PAM solution must have provision for authenticating a
session without revealing the password through the end- user machine.
	

	19
	
	Session management must not require an agent to function in any capacity
	

	20
	
	Privileged sessions must be proxied through a secured
hardware or virtual appliance
	

	21
	
	Session proxy must be agentless
	

	22
	
	Session proxy must be able to sign on an account without releasing a password to the privileged user
	

	
23
	
	Sessions must allow for the whitelisting or blacklisting of commands executed during a session without the need for an agent
	

	
24
	
	PAM solution must support logging/monitoring of at least the following session protocols - Telnet, SSH, RDP, ICA, VNC,
SQL Plus, SQL Windows, Http & Https, x5250, x3270
	

	25
	Auditing
	The PAM solution must be self-auditing, any activity of the administrator of the solution itself must be fully auditable
	

	26
	
	Privileged access requests must be made using a request/release model at a minimum
	

	
27
	
	It must not be possible for an administrator of the solution to bypass the request/release model to obtain a password
or activate a session
	

	
28
	
	Solution should support auditing remote session either in non-transparent or transparent mode with no workflow change for access remote session using native client tools
including direct injection of credential.
	

	
29
	
	PAM must support Session Monitoring and Recording (for later analysis), and real-time monitoring (for real-time surveillance)
	

	
30
	
	Session video replay must only be possible using a hardened hardware appliance and not be made possible by
any other means
	

	
31
	
	It must be possible to generate email alerts when a user executes a restricted command, detection of such
commands must be agentless
	

	32
	
	Session video recordings should use publicly available formats where the codec is known.
	

	
33
	General Solution Features
	It should not be possible to authenticate to the API or Command Line Interface of the solution using any means
other than key based encryption
	

	
34
	
	Services should not be required for the PAM solution to be properly implemented, the solution proposed should be simple enough for existing staff to on board the solution
internally
	

	35
	
	PAM solution must have out of the box support for radius for MFA support.
	



	
36
	
	PAM solution must support different authentication methods and integration with enterprise systems like :
Active Directory, LDAP, SAML, Radius.
	

	37
	
	The PAM & IAM should be provided from the same vendor with out-of-the-box integration.
	

	
38
	
	End user access and usage of the solution must be possible using ONLY a web interface; this includes access to
passwords, sessions and administration of the solution.
	

	39
	
	The solution should be capable to work in High Availability Mode and DR Failover mode.
	

	
40
	Security Controls
	Solution must allow for ZTNA controls of users before accessing resource such as identity checks and device
posture checks
	

	41
	
	Solution must allow for scanning files being uploaded for malicious content
	

	
42
	
	Solution must allow scanning of files being download use DLP checks to ensure confidential information can't be
moved to users device
	

	43
	
	Feature that can be turned on to prevent clipboard copying of information from privileged resource
	

	
44
	
	Patches must be properly tested and vetted by the vendor before being delivered in an encrypted and proprietary format to ensure that only patches and code changes from
the vendor can be applied.
	

	45
	
	PAM must provide break glass functionality for emergencies
	

	46
	
	The solution must have in built firewall technology like Malware protection from day one.
	

	47
	
	The solution must not allow any access to the underlying software supporting the solution in any way
	

	48
	
	Console access to PAM appliances must be restricted
	

	49
	
	Network access to PAM appliances must be restricted
	

	50
	
	Any unused or unnecessary services must be removed from any supporting software to reduce security attack surface
	

	51
	





Password management
	The solution must store all passwords in a secure vault with AES-256 encryption
	

	
52
	
	The solution must allow any login/passwords used for access to remote servers and machines to be stored internally and securely, and allow users to connect to target
systems without knowledge of the login/password used.
	

	53
	
	The solution must store passwords and SSH keys in a certified vault.
	

	54
	
	The solution must automatically change passwords for a
resource group.
	

	55
	
	Prevent users from seeing the password in plain text
	

	
56
	
	The solution must allow credentials to be injected directly into systems, giving users access without them seeing or providing credentials.
	

	57
	Session and privileged access management
	Role-Based Access Control
	

	58
	
	Supports access control without VPN
	

	59
	
	How it works
	

	60
	
	The solution must allow the recording of sessions and save the various actions performed by the users
	



	61
	
	The recorded video must be downloadable in MP4 format.
	

	62
	
	The solution should allow to make search through video records.
	

	63
	
	Allow an administrator to monitor established user sessions in real time, and terminate sessions if necessary
	

	64
	
	The solution must allow sessions to be maintained and shared with auditors for interaction (session collaboration).
	

	65
	
	The solution must enable auditors to monitor privileged users on demand and in real time.
	

	66
	
	The solution must integrate a workflow system to allow administrative access to identified machines
	

	67
	
	The solution must allow access to the target resource without agent in (RDP, SSH, TELNET, VNC, HTTPS)
	

	68
	
	The user will be locked when using a restricted action
	

	69
	






Mangement & Reporting
	Web management support and CLI
	

	
70
	
	The solution must have integration with SIEM solutions for advanced reporting and real-time processing of malicious behavior detection.
	

	71
	
	The solution must have full audit logs and advanced searches, text searches to isolate incidents.
	

	72
	
	The solution must have full video recording capacity of all type host conection not limited to RDP, SSH access
	

	
73
	
	The solution audit logs should clearly show who accessed which target appliance, as well as the duration (start time
and end time).
	

	74
	
	The solution must provide logs for the approval history of privileged sessions
	

	75
	
	The solution must have a dashboard to display currently logged in users
	

	

76
	



Industry Recommendation
	The OEM must be a member of Cyber Threat Alliance (CTA) which is a non-profit organization that is working to improve the cybersecurity of our global digital ecosystem by enabling near real-time, high-quality cyber threat information sharing among companies and organizations in
the cybersecurity field
	

	77
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	78
	
	The proosed solution should have minimum one
deployment in Bangladesh
	

	
79
	


Warranty
	Manufacturer’s warranty part number should be mentioned, minimum 3 (Three) years warranty for OEM technical solution support, Patch, New Software Upgrade
and RMA replacement
	

	
80
	
	The Original Equipment Manufacturer (OEM) must have 24x7x365 Global TAC support and toll-free number for after sales service
	

	


81
	

Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network Functional and shall provide respective documentation to IT
Division.
	



	

82
	

License
	The license period shall have at least 03 years and will be calculated from the first day of system handover.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.2.2.90 GTP of NMS -150 Node
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	NMS -150 Node

	S/N
	Name of Items or Related Services
	Bidder Response

	a)
	Brand
	

	b)
	Model
	

	c)
	Country of Origin
	

	d) Network Performance Monitoring
	

	1
	Core Monitoring Capabilities
	

	
1.1
	The proposed monitoring solution should be able to monitor:
(a) Routers (b) Switches (c) Firewalls (d) Wireless devices (e) Servers
(e) Other SNMP-enabled devices
	

	
1.2
	Should automatically provide real-time, in-depth network performance statistics after discovery/configuration of devices, including, but not limited to,
(a) CPU load (b) Memory utilization (c) Interface utilization (d) Packet loss
	

	1.3
	Should show statistics like interface bandwidth, current traffic in bps, total bytes received/transmitted, etc.
	

	
1.4
	Should be able to discover and troubleshoot network paths hop-by-hop for both on-premises and cloud environments for specific TCP connections
	

	
1.5
	Should display information including alerting for major routing protocols (BGP, OSPF , RIP, EIGRP) with options to view and search routing tables including VRFs, changes in default routes and flapping routes, router topology, and neighbor statuses
	

	
1.6
	Should help with multicast traffic information monitoring and alerting, including topology information, multicast information, route information, multicast errors,
etc.
	

	1.7
	Should display device status and interface status by different colors to represent
warning and critical status
	

	
1.8
	Should monitor hardware health for popular vendors like Cisco®, DELL®, F5®, Juniper®, HP®, etc., and should allow alerting and reporting on hardware health monitoring
	

	1.9
	Should show both real-time details and historical details in form of charts with
option to choose the time periods
	

	1.10
	Should be able to discover and monitor both IPv4 and IPv6 devices
	

	1.11
	Should have options to poll using SNMP v1, v2c, v3, and WMI
	

	1.12
	Should have options to configure polling intervals as needed
	

	1.13
	Should have options to specify data retention periods
	

	1.14
	Should have the option to determine device availability using SNMP only
	

	2
	Network Discovery
	

	
2.1
	The proposed monitoring solution should be able to discover devices in the network with SNMP and ICMP capabilities automatically, on input of:
(a) IP address ranges (b) Subnets (c) Individual IP addresses (d) Active Directory®
	

	2.2
	Should not add devices with multiple IP addresses as duplicate nodes but should list all known IP addresses for the node
	

	
2.3
	Should allow interface filtering on discovery results to exclude virtual interfaces and access ports and select interfaces based on pattern matching
	

	2.4
	Should have option to automate and schedule discovery process
	

	2.5
	Should be able to automatically imports discovered devices
	

	2.6
	Should prompt in web console on discovery of new devices in network
	



	2.7
	Should use discovered information for creating topology maps
	

	3
	Graphical User Interface and Customization
	

	3.1
	The proposed management solution should provide a high-quality graphical user
interface with asynchronous view refreshing
	

	3.2
	This web console should be accessible centrally or remotely
	

	3.3
	The web console should allow multiple users to log in at the same time
	

	3.4
	It should have horizontal scaling options available if too many users log in at same
time
	

	3.5
	It should allow customization by having options to add/remove sections in web pages as necessary
	

	3.6
	It should provide a unified view of alerts, traps, events, syslog messages in a single
page
	

	3.7
	It should give a single, unified view of multicast information, route information, and device information for a device
	

	
3.8
	It should quickly highlight devices with issues, based on different properties like response time, CPU load, memory usage, high interface usage, etc.
	

	
3.9
	It should allow creation of custom dashboards and restrict views for users based on devices or interfaces, i.e., it should have role-based access
	

	3.10
	It should log user actions and events in the web console for audit purposes and they should be available for alerting and reporting
	

	3.11
	It should allow interactive charting for node, interface, volume charts, etc.
	

	
3.12
	It should provide a dynamic dashboard allowing in-depth visibility and correlating disparate historical data points across different part of the infrastructure. The result should be exportable in tabular format.
	

	3.13
	It should allow export of any webpage in console to PDF format
	

	3.14
	It should integrate with Active Directory for user login purposes
	

	3.15
	It should be easy to use and intuitive with drill-down features
	

	4
	Advanced Reporting
	

	4.1
	The proposed monitoring solution should provide current and historical out-of- the-box reports for various statistics monitored
	

	4.2
	Should be able to generate/create the report via the web console
	

	4.3
	Should be able to generate statistical reports to be used as reference for future planning or troubleshooting
	

	4.4
	Should allow customization of reports by adding/removing columns, setting
filters, specifying timeframes, grouping columns, etc.
	

	4.5
	Should allow advanced customization by providing options to enter custom queries to query the database directly
	

	4.6
	Should have options to save the customized reports permanently and have them
accessible in the web console
	

	4.7
	Should allow reports to be sent out on schedule as daily, weekly, and monthly reports
	

	4.8
	Should allow emailing of dashboards created in web console
	

	4.9
	Should be able to configure both charts and tables into a single report
	

	4.10
	Should have options to import/export reports created by other users
	

	4.11
	Should support multiple formats such as PDF, HTML, and CSV
	

	5
	Advanced Alerting
	

	5.1
	The proposed monitoring solution should be able to manage and display events/alerts in the web console
	

	5.2
	The alerts and events information should be logged into the database for future
reference
	



	5.3
	The alerting mechanism should allow complex conditions and condition groups to be specified for narrowing down the alert condition
	

	5.4
	It should allow custom queries to be entered to create rules against the database
	

	5.5
	It should allow creation of new alerts from scratch and also customizable threshold limits
	

	5.6
	It should allow creation of alerts based on sustained states
	

	
5.7
	Should have various actions to be taken, including but not limited to, sending out emails, forwarding SNMP traps, running executables, sending SMS text alerts,
playing sound, emailing a webpage, etc.
	

	5.8
	Should have support for variables in alert email message to make the content
more self-explanatory
	

	5.9
	Should have the ability to dynamically baseline statistics and automatically set Warning and Critical thresholds
	

	5.10
	Should allow alerts suppression during scheduled maintenance
	

	

5.11
	Should allow to Stack Alert that can help reduce alert noise and assist in possible root cause analysis to give a quicker MTTR (mean time to resolution). AlertStack should continually monitors alerts and change events and correlates these using Platform topological information, pulling associated events and alerts together into a single alert cluster.
	

	6
	Grouping
	

	
6.1
	The proposed monitoring solution should allow grouping of devices by various properties—by department, by location, by name, and by other properties gathered
	

	
6.2
	Should also allow adding members to groups on-the-fly by specifying a property which can dynamically change values, like volumes reaching low free space
	

	
6.3
	Should be able to define dependencies and relationships between connected devices and interfaces to avoid false-positive email alerts in case of outage
	

	6.4
	Should be able to calculate group availability by averaging the availability of the group members
	

	7
	Network Maps
	

	
7.1
	The proposed monitoring solution should be able to represent the network pictorially and display performance details of devices in real time
	

	7.2
	Should allow customization of background, icons, etc., and should allow multiple
network maps to be nested with drill-down capabilities
	

	7.3
	Should be able to display not just the device status on the map but also status of any other detail obtained through custom MIB polling
	

	7.4
	Should have the capability to display the status of nodes or an aggregated group
of nodes over dynamically updated street data
	

	
7.5
	Should be able to automatically connect devices by means of topology information gathered during discovery, like Cisco Discovery Protocol or Link Layer Discovery Protocol
	

	7.6
	Should be able to view multicast topology using upstream and downstream
device list information
	

	7.7
	Should be able to display devices location on the geographical level and down to street level
	

	7.8
	Should have the ability to show the link utilization as a "weather map"
	

	8
	Multi-Vendor Support
	

	8.1
	The proposed monitoring solution should not be vendor-specific
	

	8.2
	The discovered devices should be detected by specific vendor and categorized
automatically
	



	9
	Extensibility
	

	
9.1
	The proposed monitoring solution should allow gathering of custom properties from SNMP-enabled devices by specifying the OID of the properties
	

	9.2
	Should be able to fetch properties from devices without need to import device MIBs into MIB database
	

	9.3
	Should be able to get real-time values, charts, and alerts on these custom
properties
	

	9.4
	Should have APIs available to programmatically import/export nodes and do similar functionality
	

	10
	Application Aware Network Performance Monitoring
	

	10.1
	Should be able to provide Network Response Time (NRT) and Application
Response time (ART) for critical applications
	

	10.2
	Should be able to identify and classify ~1,200 applications out of the box
	

	10.3
	Should have the ability to display aggregate volume metrics per application/node
	

	10.4
	Should have the ability to create custom HTTP applications
	

	10.5
	Should be able to contextually provide QoE data for nodes in Node Details
subview
	

	11
	Additional Components
	

	11.1
	Should have utilities to view the database, to stop and start application services
	

	11.2
	Should have options to receive, display, and alert on syslog messages and traps from devices
	

	11.3
	Should have wireless reporting option to display wireless, thin, and autonomous
access points and their associated clients
	

	11.4
	Should have customized mobile views of console for administrators' immediate viewing
	

	11.5
	Should be able to monitor Cisco switch stack, with the ability to display invidual
member switches, power stack, and data stack rings
	

	11.6
	Should be able to report on technologies like Cisco UCS, Energywise feature
	

	
11.7
	Should be able to report on virtualized Cisco Nexus 1000V switches, VSAN, Fibre Channel switches like Cisco MDS, Brocade, and McData devices
	

	11.8
	Should be able to monitor cloud-based Meraki wireless infrastructure
	

	
11.9
	Should be able to monitor entire VMware and Hyper-V virtual infrastructure, including Virtual Centers, Data Centers, and ESX clusters, and automatically track
VM performance
	

	11.10
	Should be able to monitor individual components in F5 BIG-IP load-balancing environment
	

	
11.11
	Should be able to monitor individual components in Cisco ASA firewall, including but not limited to: connection count, site-to-site and remote access VPN tunnels, interface identity and utilization, high availability status, and configuration synchronization status.
	

	11.12
	Should be able to monitor Cisco Nexus with VDC awareness, including vPC specific
view for configured vPC and peer vPC.
	

	
11.13
	Should be able to monitor SDN environment (e.g., Cisco ACI), including, but not limited to: APICs, tenants, application profiles, endpoint groups, and physical
entities
	



	
11.14
	Should be able to monitor SD-WAN environment (e.g., Meraki ,
VeloCloud ,Viptella and Prisma SD-WAN (formerly CloudGenix)), including, but not limited to: WLC , cloud orchestrator information ,Warm Spare and Tunnels Status
	

	12
	Integration
	

	12.1
	Should be able to integrate with modules serving other monitoring purposes and provide a single-pane-of-glass view
	

	12.2
	Should allow integration with third-party applications at user-interface layer,
through message exchanges and also through APIs
	

	
12.3
	Should be able to integrate with ServiceNow, with the ability to automatically create incidents and synchronize the acknowledgement of incidents bidirectionally
	

	
12.4
	It should support multi-factor authentication, including SAML 2.0 for integration with Active Directory Federation Services (AD FS) or Okta for Single Sign-On (SSO)
	

	12.5
	Should be able to use SHA256/512 support for SNMPv3 polling for Secured polling
	

	12.6
	Should provides Verbs for managing common credentials, to integrate with PAM and Vault solution
	

	
	Should supports the Kerberos protocol for WMI authentication.
	

	13
	Enteprise Scalability
	

	13.1
	The proposed monitoring solution should be able to accommodate growth through addition of load-balancing applications
	

	13.2
	Load-balancing engines should handle interruptions in the connection between
the engines and the main application
	

	13.3
	Should allow information from multiple instances of application to be consolidated into a single view
	

	

13.4
	Should support multiple deployment options:
(a) Centralized deployment
(b) Distributed deployment
(c) Hybrid deployment
With a centralized operations console view, alert acknowledgement, and reporting interface
	

	14
	Platform Security
	

	14.1
	Should be fully compatible with TLS 1.2, without any dependency on TLS 1.1 or 1.0
	

	14.2
	Should support Microsoft® Device Guard with all binary signed to ensure code integrity
	

	15
	Deployment
	

	15.1
	Should be deployable within one hour and shouldn't require consultants for deployment, implementation, configuration, or customization
	

	15.2
	Should support agentless deployment
	

	15.3
	Should support deployment on Amazon® EC2 and Microsoft Azure (optional)
	

	
15.4
	Should support centralized upgrade for all remote components (e.g. remote data collectors, web consoles) without additional management operation on the
remote servers
	

	
15.5
	Should include actionable dashboard to provide self-check functionality for the monitoring platform and display remediation advice for non-compliant items
	

	16
	Frequency of Updates
	

	16.1
	New features to be added to product versions frequently, preferably twice every
year or more
	

	16.2
	Should notify availability of new versions in the web console
	



	17
	Product Support
	

	17.1
	Should provide 24/7 support
	

	17.2
	Active support through forums and community would be a welcome feature
	

	18
	Product Compliance
	

	18.1
	Should have option to operate in FIPS mode, which limits and discloses the
encryption algorithms used
	

	18.2
	Should have achieved certification under Common Criteria Scheme Evaluation Assurance Level (EAL) 2+
	

	18.3
	Should have achieved certification on the Department of Defense Information
Network (DoDIN) Approved Products List (APL)
	

	e) Server & Application Monitor
	

	1
	Core Monitoring Capabilities
	

	

1.1
	The proposed monitoring solution should be able to monitor:
(a) Application status
(b) Application performance statistics
(c) Services and processes
(d) OS performance
(e) Hardware
	

	
1.2
	Should automatically provide real-time view of processes running in systems and in-depth application performance statistics after discovery/configuration of applications
	

	
1.3
	Should be able to manage the processes, services running in systems and in-depth application performance statistics after discovery/configuration of applications
	

	1.4
	Should automatically provide real-time view of Windows event logs, including the
level of the event logs, Event ID, and source
	

	
1.5
	Should have expert monitoring methods to point out the status and performance of key parameters (like services, queue length in case of Exchange, SQL queries in case of databases, etc.) of applications based on best practices
	

	
1.6
	Should be able to put together important parameters of an application, into a single monitoring template to be uniformly applied to applications on different
servers
	

	1.7
	A customization made in one application's monitoring template should be
propagated immediately to all other servers with the application
	

	1.8
	Should allow use of custom scripts with various scripting engine options like VBscript, Perl, PowerShell, etc.
	

	
1.9
	Should have options for user experience monitoring for various applications and services, like HTTP, FTP, DHCP, DNS, SQL Server, Oracle, JSON, etc., to find issues
before users notice them
	

	
1.10
	Should be able to report on hardware details (like CPU, memory, fan state, power, etc.) of servers from popular vendors like IBM, HP, Dell, and VMware Hosts
	

	1.11
	Should have options to poll using SNMP, WMI, and other methods
	

	1.12
	Should display application status and status of important services by different colors to represent warning and critical status
	

	1.13
	Should show both real-time details and historical details in form of charts with option to choose the time periods
	

	1.14
	Should have options to configure polling intervals as needed
	

	1.15
	Should be able to get Disk I/O Performance Metrics for Processes and Services
Monitored via WMI
	

	1.16
	Should have options to specify data retention periods
	



	

1.17
	Should be able to provide User Audit Event Logging including Terminated Processes, Stopped/Started/Restarted Services, Nodes Rebooted
Newly Created/Edited/Deleted Credentials & Application Templates Assigned, Removed, Managed, and Unmanaged Applications
	

	2
	Cloud Monitoring Capability
	

	2.1
	Discover and monitor EC2 cloud instances and EBS volumes in AWS via API
	

	2.2
	Discover and monitor Azure cloud service via API
	

	2.3
	Automatically discover and monitor new instances
	

	2.4
	Consolidate view for cloud, hybrid, and on-premises systems
	

	2.5
	Monitor application performance and OS metrics on cloud instances
	

	
2.6
	Should be able to monitor Docker, Docker Swarm, Kubernetes, and Apache Mesos container deployments, with the ability to automatically discover containers running on the orchestrator
	

	3
	Application Discovery / Monitoring
	

	
3.1
	The proposed monitoring solution should be able to discover applications in the chosen servers, apply monitoring for them and start report statistics in few minutes
	

	
3.2
	Should have option to find processes either through WMI or SNMP, Performance Counter Monitors, WMI Monitors, VMware Performance Counter Monitors, etc.
	

	
3.3
	Should be able to discover application dependencies and connections between
application servers, with the ability to monitor both incoming and outgoing connection information on a per-process level
	

	3.4
	Should have option to discover JMX monitors for monitoring Java-based applications like JBoss®, Tomcat, WebLogic®, etc.
	

	
3.5
	Should be able to discover email and directory servers, databases, network services, operating systems, VMware ESX servers, etc., automatically by means of built-in monitoring templates
	

	3.6
	Should be able to create and set automatic Calculation of Warning and Critical
Thresholds From Baseline Data
	

	
3.7
	Should provide indepth monitoring of Microsoft SQL out of the box with the following SQL Error Logs, Individual Database Details Views, Status of SQL Agent, Job Results, Index Fragmentation, SQL Server® Connections
	

	
3.8
	Should provide indepth monitoring of Microsoft Exchange mailbox role servers including performance of Information store, database, storage, replication, etc. It should also trend the sent and received emails and attachments for every mailbox user.
	

	
3.9
	Should provide indepth monitoring of Microsoft Internet Information Service (IIS) including services, processes, individual website connections and response time, individual application pool, and other statistics like cache and connection
	

	
3.10
	Should provide indepth monitoriing of Microsoft Office 365® products including Exchange Mailboxes, mail Traffic, security, subscription status, and mobile device statistics
	

	4
	Graphical User Interface and Customization
	

	4.1
	The proposed management solution should provide a high-quality graphical user
interface
	

	4.2
	This web console should be accessible centrally or remotely
	

	4.3
	The web console should allow multiple users to log in at the same time
	

	4.4
	It should have horizontal scaling options available if too many users log in at same time
	



	4.5
	It should allow customization by having options to add/remove sections in webpages as necessary
	

	4.6
	It should provide a unified view of alerts, traps, events, etc., in a single page
	

	
4.7
	It should quickly highlight applications with issues, based on different properties like down applications, applications with problems, parameters with high CPU,
memory usage, etc.
	

	4.8
	It should allow creation of custom dashboards and restrict views for users based
on applications, i.e., it should have role-based access
	

	4.9
	It should allow interactive charting
	

	4.10
	It should allow export of any webpage in console to PDF format
	

	4.11
	It should integrate with Active Directory for user login purposes
	

	4.12
	It should be easy to use and intuitive with drill-down features
	

	
4.13
	It should have integration options to automatically visualize relevant virtual infrastructure objects such as datastores and storage objects such as LUNs
	

	
4.14
	Should provide a dynamic dashboard allowing in-depth visibility and correlates disparate historical data points across different part of the infrastructure. The result should be exportable with a tabular format.
	

	5
	Advanced Reporting
	

	5.1
	The proposed monitoring solution should provide current and historical out-of- the-box reports for various statistics monitored
	

	5.2
	Should be able to generate/create the report via the web console
	

	5.3
	Should be able to generate statistical reports to be used as reference for future planning or troubleshooting
	

	5.4
	Should allow customization of reports by adding/removing columns, setting
filters, specifying timeframes, grouping columns, etc.
	

	5.5
	Should allow advanced customization by providing options to enter custom queries to query the database directly
	

	5.6
	Should have options to save the customized reports permanently and have them
accessible in web console
	

	5.7
	Should allow reports to be sent out on schedule as daily, weekly, and monthly reports
	

	5.8
	Should allow emailing of dashboards created in web console
	

	5.9
	should be able to configure both charts and tables into a single report
	

	5.10
	Should have options to import/exports reported created by other users
	

	5.11
	Should support multiple formats such as PDF, HTML, and CSV
	

	6
	Advanced Alerting
	

	6.1
	The proposed monitoring solution should be able to manage and display events/alerts in the web console
	

	6.2
	The alerts and events information should be logged into the database for future
reference
	

	6.3
	The alerting mechanism should allow complex conditions and condition groups to be specified for narrowing down the alert condition
	

	6.4
	It should allow custom queries to be entered to create rules against the database
	

	6.5
	It should allow creation of new alerts from scratch and also customizable threshold limits
	

	6.6
	It should allow creation of alerts based on sustained states
	

	
6.7
	Should have various actions available, including but not limited to, sending out emails, forwarding SNMP traps, running executables, sending SMS text alerts,
playing sound, emailing a webpage, etc.
	

	6.8
	Should have support for variables in alert email message to make the content
more self-explanatory
	



	7
	Grouping
	

	
7.1
	The proposed monitoring solution should allow grouping of applications by various properties—by department, by location, by name, and by other properties gathered
	

	
7.2
	Should also allow adding members to groups on-the-fly by specifying a property which can dynamically change values, like volumes reaching low free space
	

	7.3
	Should be able to define relationships between servers and applications to avoid
false-positive email alerts in case of outage
	

	8
	Topology Maps
	

	
8.1
	The proposed monitoring solution should be able to represent the applications pictorially and display performance details of applications in real time
	

	8.2
	Should allow customization of background, icons, etc. and should allow multiple maps to be nested with drill-down capabilities
	

	9
	Multi-vendor Support
	

	9.1
	The proposed monitoring solution shouldn't be application-specific
	

	9.2
	The discovered applications should be monitored with built-in monitoring templates created based on best practices
	

	10
	Extensibility
	

	10.1
	The proposed monitoring solution should allow custom scripts to be included to extend application monitoring capabilities
	

	10.2
	Should be able to get realtime values, charts and also alerts on these custom
properties
	

	10.3
	Should have APIs available to programmatically import/export nodes and do similar functionality
	

	11
	Additional Components
	

	11.1
	Should have utilities to view the database, to stop and start application services
	

	11.2
	Should have customized mobile views of console for administrators' immediate
viewing
	

	12
	Integration
	

	12.1
	Should be able to integrate with modules serving other monitoring purposes and provide a single-pane-of-glass view
	

	
12.2
	Should integrate with virtualization monitoring software to provide end-to-end application performance view from the application to the VM to the host
	

	12.3
	Should allow integration with third-party applications at user-interface layer,
through message exchanges and also through APIs
	

	
12.4
	Should be able to integrate with ServiceNow, with the ability to automatically create incidents and synchronize the acknowledgement of incidents
bidirectionally
	

	
12.5
	It should support multi-factor authentication, including SAML 2.0 for integration with Active Directory Federation Services (AD FS) or Okta® for Single Sign-On (SSO)
	

	13
	Enteprise Scalability
	

	13.1
	The proposed monitoring solution should be able to accommodate growth through addition of load-balancing applications
	

	13.2
	Load-balancing engines should handle interruptions in the connection between
the engines and the main application
	

	13.3
	Should allow information from multiple instances of application to be consolidated into a single view
	

	13.4
	Should support multiple deployment options:
(a) Centralized deployment
	



	
	(b) Distributed deployment
(c) Hybrid deployment
With a centralized operations console view, alert acknowledgement, and
reporting interface
	

	14
	Platform Security
	

	14.1
	Should be fully compatible with TLS 1.2, without any dependency on TLS 1.1 or 1.0
	

	14.2
	Should support Microsoft Device Guard with all binary signed to ensure code integrity
	

	15
	Deployment
	

	
15.1
	Should be deployable within one hour and should not require consultants for deployment, implementation, configuration or customization
	

	15.2
	Should support agentless deployment
	

	15.3
	Should include optional agent for Windows, Linux (x86), Linux (ARM), and AIX
	

	16
	Frequency of Updates
	

	16.1
	New features to be added to product versions frequently, preferably twice every
year or more
	

	16.2
	Should notify availability of new versions in the web console
	

	17
	Product Support
	

	17.1
	Should provide 24/7 support
	

	17.2
	Active support through forums and community would be a welcome feature
	

	18
	Product Compliance
	

	18.1
	Should have option to operate in FIPS mode, which limits and discloses the encryption algorithms used
	

	18.2
	Should have achieved certification under Common Criteria Scheme Evaluation Assurance Level (EAL) 2+
	

	18.3
	Should have achieved certification on the Department of Defense Information Network (DoDIN) Approved Products List (APL)
	

	f) Others Requirements
	

	
i)
	License Requirements:
The license period shall have at least 03 years and will be calculated from the first day of system handover
	

	
j)
	Operating System & Hardware Requirements:

Should mention the required operating system and hardware platform required for the offered products/solutions.
	

	
k)
	Authorization:

The original Manufacturer Authorization letter with the offered product must be submitted along with the bid
	

	l)
	Warranty:
Minimum 3 (Three) years warranty for service & support.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer





6.2.2.91 GTP of Oracle License Renewal
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Oracle License Renewal

	Item Description
	Requirement
	Bidder Response

	Brand
	To be mentioned by the bidder
	

	Model
	To be mentioned by the bidder
	

	Country of origin
	To be mentioned by bidder
	

	Country of Manufacturer
	To be mentioned by the bidder
	

	
	
	

	
	
	

	
	
	



[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer





6.2.2.92 GTP of File Sandboxing
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	File Sandboxing

	S/N
	Item Description
	Requirement
	Bidder Response

	1
	Brand
	To be mentioned by the bidder
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of origin
	To be mentioned by bidder
	

	4
	Country of Manufacturer
	To be mentioned by the bidder
	

	5
	Quantity
	One
	

	6
	












General Requirements
	Solution Type: Advanced AI-powered sandboxing platform for detecting zero-day and unknown threats.
	

	
7
	
	Deployment Options: On-premises appliance, virtual machine (VM), cloud-hosted, or public cloud (AWS, Azure,
GCP) & Air-gapped networks support
	

	

8
	
	The sandboxing solution must demonstrate rapid file processing capabilities to ensure minimal latency in threat detection	workflows.
Median  Processing  Time:  ≤  5  seconds  per  file.
Average Processing Time: ≤ 15 seconds per file.
	

	
9
	
	The system should maintain high efficiency while performing comprehensive threat analysis, ensuring that suspicious  files  are  flagged  accurately  without
compromising speed
	

	
10
	
	The solution must balance performance and security, providing real-time verdicts and inline blocking for detected threats
	

	


11
	
	The solutions should provides comprehensive file scanning capabilities across shared folders and upload portals, including SMB, NFS, public network shares, and cloud storage such as Microsoft OneDrive. By analyzing files in these locations, the solution shoild detects hidden malware early, helping prevent lateral movement and insider threats before they can propagate within the
network
	

	
12
	





Integration
	The solution shoud be integrated with Network Firewall (NGFW), Endpoint Security (EDR/EPP), Application Security
(WAF), Email Security & other Firewalls.
	

	13
	
	Must integrate third-party integration via JSON API or ICAP.
	

	
14
	
	The solution must support passive traffic inspection via sniffing mode to identify and analyze files transmitted over multiple protocols no limited to HTTP, FTP, POP3, IMAP,
SMTP, SMB
	

	
15
	
	The solution must support passive traffic inspection via Net Share Scan mode to identify and analyze files transmitted over multiple protocols vi FTP, sFTP, CIFs, NFS, OneDrive,
AWS S3 Buckets, Azure Blob, and Google Cloud storage
	



	16
	


Hardware/VM Specifications
	The proposed solution shall be dedicated OEM purpose build hardware
	

	17
	
	CPU: Multi-core processors optimized for sandboxing.
	

	18
	
	Memory: Minimum 48 GB RAM
	

	19
	
	Storage: Minimum 900 GB SSD-based storage for high- speed analysis.
	

	20
	
	Network Interfaces: Minimum 4 x 1GbE
	

	21
	

Performance & Scalability
	VM Capacity: Support up to 14 VMs for scalability and flexibility.
	

	22
	
	Supported VM Types: Local, cloud, and custom VMs with
multiple OS options (Windows, Linux, etc.).
	

	23
	
	Sandboxing Throughput (Files/Hr): Minimum 8K
	

	24
	
	Dynamic Analysis Throughput (Files/Hr): Minimum 400
	

	25
	



Detection & Analysis
	Analysis Techniques: Combination of static analysis, dynamic behavioral analysis, and AI/ML-based detection.
	

	26
	
	Inline Blocking: Ability to block suspicious files in real-time
during analysis.
	

	27
	
	OS type Supported: Microsoft Windows 11/10/8.1/7, macOS, Linux, Android, and ICS systems
	

	
28
	
	File Types Supported: Executables, documents, archives, scripts, Android files, Linux files, MacOS, Web files and
other common file formats.
	

	29
	



Security & Compliance
	Should provides real-time threat intelligence updates from OEM threat Intel from day one.
	

	
30
	
	Compliance Frameworks: Must support PCI DSS v4.0, CMMC 2.0, EU NIS2, and similar mandates for advanced
malware protection.
	

	31
	
	Reporting: Detailed reports mapped to MITRE ATT&CK framework, including IOCs (STIX 2.0 compliant).
	

	32
	
	IOC sharing in STIX 2.0 format for threat correlation.
	

	33
	







Management & Monitoring
	The appliance shall support SSH, HTTP/HTTPS & console access
	

	
34
	
	The sandboxing solution must provide comprehensive monitoring and management of virtual machine environments  used  for  threat  analysis  inside  the
sandboxing appliance
	

	35
	
	Dashboard: Single-pane-of-glass view for SOC and IR
teams.
	

	36
	
	Incident Response: Built-in investigative tools (packet capture, tracer logs, malware screenshots).
	

	
37
	
	Automation: Automatic submission of suspicious files from integrated security devices and real-time sharing of threat
intelligence.
	

	
38
	
	Must include integrated monitoring, reporting, and troubleshooting engine accessible through a web-based GUI
	

	39
	
	Logs should be exportable to external log server.
	

	40
	MAF
	Bidder must be submitted Manufacturer Authorization form (MAF)
	

	41
	Warranty
	Bidder should propose hardware & software for 3 (three)
years OEM warranty and RMA support.
	

	
42
	Manufacturer's part number
	Bidder should submit BOQ of proposed device including the details part numbers and Manufacturer's Warranty part number.
	



	

43
	

Licesne
	Bidder must offer Advanced Sandbox subscriptions including Sandbox Engine, AI Engine/Model, File Query, Real-Time Anti-Phishing (RTAP), Threat Intelligence (IOC), Industrial Security (OT) with security services (Antivirus,
IPS, Web Filtering) for three years
	

	
44
	
Supporting Document
	Bidder must submit the required performance document and compliance reference document for the proposed
device.
	

	


45
	

Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning. In consultation with IT Department, bidder must configure appropriate security and administration related policies, must do integration with other related hardware/software required to make the Network Functional and shall provide respective documentation to
IT Division.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer





6.2.2.93 GTP of Secure Web Gateway
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Technical Specification of Secure Web Gateway

	S/N
	Item
	Requirements
	Bidder Response

	1
	Brand
	To be mentioned by the bidder
	

	2
	Model
	To be mentioned by the bidder
	

	3
	Country of Origin
	To be mentioned by the bidder
	

	4
	Form Factor
	Appliance should not comsme more than 2U rack space and mounting kit should be included
	

	5
	Quantity
	1 (One)
	

	6
	License Capacity
	The solution should have 5,00 user licenses with minimum 10,000 proxy/UTM session and scale upto 5,000 users
	

	7
	





Industry Recommendations
	The OEM must be Recognized as a Leader in Forrester Wave™ Zero Trust Edge Solution, Q3 2023 Report
	

	8
	
	The OEM must be recognized as a	Leader in the 2025 Gartner® Magic Quadrant™ for SASE Platforms
	

	
9
	
	The proposed solution should have minimum 3 (three) install based  reference  at  Banking  &  Goverment  sector  in
Bangladesh.
	

	10
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	
11
	
	The Appliance OEM must have its own threat intelligence analysis center and Must use the global footprint of security deployments more then 20 years for comprehensive cyber
secuirty threat protection
	

	
12
	
Platform Requirements
	The platform must protects user against internet-borne attacks by incorporating multiple detection techniques such as web filtering, DNS filtering, data loss prevention, antivirus,
intrusion prevention and advanced threat protection
	

	13
	Architecture
	The proposed product should be dedicated OEM appliance based with multicore processor
	

	14
	High Availability
	The platform should support active-active & active-backup high availability with session synchronization
	

	15
	Interface
	Must have minimum 2 x 1G Base-T ports from day one.
	

	16
	Power Supply
	Must have dual power supply from day one
	

	17
	Memoery
	Must have 16 GB Memory or higher memory
	

	18
	Storage
	Must have 4TB or higher Storage
	

	

19
	Deployment
	Deployment	in	following	topologies:
· L2	bridge	mode	(inline)
· L3	route	mode	(inline)
· Explicit	proxy	(inline	+	out-of-path)
· Transparent proxy (inline + out-of-path)
	

	20
	
	Support IPSec, GRE and SSL-VPN tunneling for roaming users
	

	21
	Protocol Support
	The propose solution must be able to proxy SMTP, POP3,
IMAP, FTP, MAPI, DNS, RTMP, CIFS protocol
	

	22
	User Authentication
	User authentication must support RADIUS, LDAP, TACACS+, SAML, Keberos
	



	
23
	SSL Content Scanning and Inspection
	The proposed system shall have the ability intercept and inspect content of SSL encrypted traffic of HTTPS protocols
without needing of third party solution
	

	
24
	Application Control
	The proposed system shall have the ability to detect, log and take action against network traffic based on over 3,000 application signatures
	

	25
	
	Must support Custom Application Signature
	

	26
	IPS
	Proxy must uses a combination of IPS signature as well as signature less engines to prevent intrusions.
	

	
27
	
	Configurable IPS filters to selectively implement signatures based on severity, target (client/server), protocol, OS and
Application types.
	

	
28
	
	Configurable IPS filter-overrides that provides specific signature exclusions or variations based on source and
destination addresses
	

	29
	DLP
	Should supporting DLP features to block or log sensitive data for day one
	

	30
	Web Filtering
	Web Filtering should be configurable on a scheduled basis
(i.e. time of day)
	

	31
	
	Must support blocking of malicious and suspicious domains and URLs
	

	32
	
	Must support static blacklists and whitelists
	

	33
	DNS Filtering
	The Propose solution must be able to filter DNS query based on category and has the ability to block the DNS query
	

	34
	Anti Malware Protection
	Must support for on-box-Anti-Virus / Anti-malware protection
	

	35
	
	Must support integration with cloud sandbox to detect
advanced threats
	

	
36
	Content Analysis
	Solution supports on-box real-time analysis of images in order to control content for Adult, Alcohol, Drugs,
Extremism, Gore, Weapons, swim/underwear
	

	37
	Caching/Acceleration Functionalities
	Must be able to cache/accelerate video services At least: YouTube, Veoh, DailyMotion, Facebook Video.
	

	38
	
	Must be able to cache/accelerate online software updates At least: Microsoft, Adobe, Apple
	

	39
	Management
	Must Support HTTPS-based Web Management
	

	40
	
	Must support SSH-based including public-key authentication
and web CLI Management
	

	41
	
	Must support role based administration
	

	42
	
	Must support Administrative authentication via local
database, Radius, LDAP and TACACS+
	

	43
	Logging, reporting and alerts
	Must Support SNMP v2c and v3 Traps for Alarm Management
	

	44
	
	Syslog support for administrative events
	

	45
	
	Must provide reporting of bandwidth savings
	

	46
	
	Must provide Web Filtering usage reporting
	

	47
	
	Solution must have a Log viewer
	

	48
	
	Centralized reporting for multiple devices using an external solution.
	

	49
	
	The solution must allow add widget into the main dashboard
for monitoring and alerting purpose.
	

	50
	Warrenty
	Bidder should propose hardware & software for 3 years OEM warranty and RMA support.
	

	51
	Manufacturer's part
number
	Bidder should submit BOQ of proposed device including the details part numbers and Manufacturer's Warranty part
	



	
	
	number.
	

	


52
	Licesne
	Bidder should quote necessary security subscription for 3 years, that include:
24x7 Comprehensive Support, Firmware and General Upgrades, IPS,Antivirus, DLP, Advanced Malware Protection, Web Reputation/Score, Content Analysis/Filtering, Web Filtering, Credential Phishing Prevention, Application Control, Stateful Firewall, Sandbox Cloud, Web and Video
Caching, Traffic Shaping/QoS Policy and WAN Optimization
	

	53
	Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.94 GTP of NDR
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Technical Specification of NDR

	S/N
	Item
	Requirement
	Bidder Response

	1
	Brand
	Any International Reputed Brand
	

	2
	Country of Origin
	To be mentioned by the bidder
	

	3
	Model
	To be mentioned by the bidder.
	

	4
	Form Factor
	Maximum 2U rack mountable
	

	5
	Safely Certification
	Must have FCC Part 15 Class A, ICES, CE, RCM, VCCI, BSMI, UL/cUL, CB certification
	

	
6
	




Industry Recommendation
	The OEM must be recognize as strong performer” in
Forrester’s latest Network Analysis and Visibility (NAV) Wave in 2023
	

	

7
	
	The OEM must be a member of Cyber Threat Alliance (CTA) which is a non-profit organization that is working to improve the cybersecurity of our global digital ecosystem by enabling near real-time, high-quality cyber threat information sharing among companies and organizations in the cybersecurity
field
	

	8
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	
9
	












Systems Architecture
	The NDR solution should be dedicated hardware based to support upto 10GB NDR throughput and more than 120,000
file per hour Malware Analysis.
	

	10
	
	The NDR appliance should have minimum 4 x 10G SFP+ with SFP+ module
	

	11
	
	The NDR appliance should dedicated HA & Management ports
	

	12
	
	The NDR appliance should have minimum 7 TB storage with
RAID 10
	

	13
	
	The NDR applinace should have dual AC power supply fully populated (within box) from day one
	

	
14
	
	The NDR solution should be able to detect and prevent advanced Malware, Zero-day attack, ransomware, Industroyer, Downloader and targeted Advanced Persistent
Threat without relying on just Signature database.
	

	
15
	
	The proposed solution should be able to detect and prevent advanced Malware, Zero-day attack, ransomware, Industroyer, Downloader and targeted Advanced Persistent
Threat without relying on just Signature database.
	

	
16
	
	Solution MUST have ability to integrate with NGFW and other products for quarantine/banned IP, and ability to
quarantine depending on severity of event.
	

	17
	
	Solution should support for SIEM log integration.
	

	18
	
	Solution MUST support 3rd party API call upon threat detection
	

	
19
	Lateral Movement Detection
	The NDR should support On-premise Learning to reduce false positives by analyzing an organization’s specific traffic and
adapting to newly disguised threats
	



	
20
	
	The NDR solution should have traffic learning to be based full packet analysis & should not rely on netflow/sflow. Flow data provide limited information & is not acceptable to
create a strong ML Model
	

	

21
	
	The NDR solution should etect Network Anomalies not limited to Encrypted attacks (TLS) via JA3/JA3s, Weak Cipher and vulnerable protocol detections, Malicious web campaign detection, Network Attacks (intrusions), Botnet Attacks (both
DNS and IP based), Malware sub-second verdict
	

	22
	



















Breach Detection Capabilities
	Ability to detect and name botnet detections, both DNS and
IP based botnet
	

	23
	
	Ability to profile traffic using ML and identify anomalies
	

	24
	
	Ability to detect and name malicious web campaigns
	

	25
	
	Ability to detect Network Intrusions
	

	26
	
	Ability to detect weak cipher and vulnerable protocols
	

	27
	
	Ability to differentiate different malware and attack types
	

	28
	
	Virtual Analyst Capabilities to offload/assist SecOps in Breach Prevention. Please detailed.
	

	29
	
	Ability to trace the Source of infection e.g. WannaCry
	

	30
	
	Sub-second detection without running/executing file like sandbox analysis
	

	
31
	
	Solution must be capable of high performance network traffic analysis, 10Gps line rate sniffer rate and at least 120K+
files per hour
	

	
32
	
	Solution must be able to stop “patient-zero” i.e. ability to stop the first malware download (web) from host i.e. inline
blocking
	

	
33
	
	Solution must have proven detection rate via 3rd party validation such as malware strike packs from traffic generators.
	

	34
	
	Solution must provide MITRE ATT&CK view of attacks
	

	
35
	
	Solution must be able to classify different malware types (e.g. Banking Trojan) and by hosts (e.g. Host1 infected with
Ransomware and Downloader)
	

	
36
	
	Solution must detect “fileless” malware as a category. Fileless is defined as no files planted on infected hosts,
purely operate in memory/CPU instructions level.
	

	
37
	
	Mature AI that applies 5+ million malware features to achieve sub-second verdicts for day-one deployment with the capability to learn new features
	

	
38
	
	Scientifically analyze zero days including fileless threats and classifies them into 20+ malware attack scenarios Ex.
Ransomware, Downloader, Password Stelaer etc
	

	39
	
	Solution should able to trace and correlate source of malware events
	

	40
	
	Solution may provide a big picture for threat analysis for
forensic investigation
	

	41
	

Deployment Management Capabilities
	Solution can be deployed in sniffer mode without sensors
	

	42
	
	Solution has ability to be deployed in a ‘offline/airgap’ (i.e.
no Internet) environment.
	

	43
	
	Solution should support active-passive high availability mode
	

	44
	
	Solution must have ICAP support
	

	45
	
	Solution must support white list settings to filter trusted
	



	
	
	hosts
	

	46
	
	Solution must support REST API for automation, please list capabilities with API
	

	47
	
Logging & Reporting
	Display attack in timeline format, showing source of attack
	

	48
	
	IOC export with STIX v2 format
	

	49
	
	Supports remote logging
	

	50
	
Systems Administration
	Support Gui & Cli for adminstration & troubleshooting
	

	51
	
	Supports 2 factor for administrative logon
	

	52
	
	Supports LDAP/RADIUS remote admins
	

	53
	
	Supports RBAC for administrative access
	

	54
	Warranty
	Bidder should propose hardware & software for 3 years OEM warranty and RMA support.
	

	
55
	Manufacturer's part number
	Bidder should submit BOQ of proposed device including the details part numbers and Manufacturer's Warranty part
number.
	

	
56
	
License
	Bidder should quote necessary security subscription for 3 years including Network Anomalies and zero day Malware
Detection
	

	57
	Installation, Testing and Commissioning
	Bidder must carry out on site installation, testing and commissioning.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer





6.2.2.95 GTP of Network Threat Detection
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Technical Specification of Network Threat Detection

	S/N.
	Item
	Technical Requirements
	Bidder Response

	1
	Quality
	ISO 9001:2000 certification
	

	2
	Brand
	To be mentioned by the bidder
	

	3
	Model
	To be mentioned by the bidder
	

	4
	Country of Origin
	To be mentioned by the bidder
	

	

5
	






Solution Requirements
	The proposed solution should have network-based identity threat defenses that trap insider threat actors from deceiving, misdirecting, and isolating known and unknown human & automated attacks that have established footholds in-network using decoys of production OS,
applications, and more
	

	
6
	
	The proposed solution should deploy fake devices, systems, and assets among the real assets to bait attackers without exposing the existing systems and assets.
	

	
7
	
	The proposed solution should support various operation system & service not limited to Windows, Linux, SSL VPN, HTTP, FTP, TFTP, SMNP, IPMI, ERP, POS, SQL, SMB, RDP,SSH
etc.
	

	
8
	
	Solution should be On prem & dedicated VM based or hardware based. If VM base bidder have to submit detail requirements of hardware, OS & hypervisor.
	

	
9
	









Threat Detection and Response
	Solution should detect malicious outsiders and insiders seeking to escalate privileges, leverage access credentials, and make lateral movements in networks
	

	
10
	
	Solution should reduce the time an attacker can remain on a network, thereby decreasing a compromise and
remediation cost
	

	
11
	
	Solution must have the ability to download the malware/threat actor engagement as PCAPs or executables dropped for further analysis
	

	
12
	
	Solution should analyze the captured data by several built-in engines like IPS, AV, Web Filter. Bidder should quote license if required to meet the requirement
	

	13
	
	Solution must support to detect Malware & Ransomware attack and ability to alert
	

	
14
	
	Solution should have the ability to see how attackers are moving in the inside network, their primary targets and how they are progressing, through the IT infrastructure
	

	
15
	
	The proposed solution should enable security teams to early detect and respond by analyzing attacker's techniques, tools, and procedures for inside attacks prevention
	

	16
	Monitoring, Management and Reporting
	Support GUI and SSH for management access
	

	17
	
	Ability to generate security incident reports in PDF format
	

	18
	
	Ability to send incident alerts over email
	



	19
	
	Support Role Base Admin Access
	

	20
	


Security Integrations
	Solution must have the ability to integrate into SIEM technology
	

	
21
	
	Solution must have the ability to integrate with NGFW, NAC, SOAR for quarantine/banned IP and the ability to quarantine depending on the severity of an event
	

	22
	
	Solution must provide a built-in option to integrate with any third-party tool that supports REST-API
	

	23
	
Manufacturer’s part number & License
	Bidder must be submitted Manufacturer Authorization
(MAF)
	

	
24
	
	Bidder should submit BOQ of device including the details part number with license of 6 IP subnet/VLAN/Network
Address.
	

	

25
	



Industry Recommendation
	The OEM must be a member of Cyber Threat Alliance (CTA) which is a non-profit organization that is working to improve the cybersecurity of our global digital ecosystem by enabling near real-time, high-quality cyber threat information sharing among companies and organizations in the cybersecurity
field
	

	26
	
	The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	27
	
	The proposed solution should have minimum 3 (three) install based reference in Bangladesh.
	

	28
	Warranty & Support
	Bidder should propose hardware & software for 3 (three) years OEM warranty and RMA support.
	

	29
	License
	The license period shall have at least 03 years and will be calculated from the first day of system handover
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer



6.2.2.96 GTP of SIEM
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	
	Technical Specification of SIEM
	

	S/N
	Technical Specification
	Bidder's Response

	

1
	Vendor Information:
	

	
	a. Brand: To be mentioned by bidder
	

	
	b. Model: To be mentioned by bidder
	

	
	c. Country of Origin: To be mentioned by bidder
	

	
	d. Country of Manufacture: To be mentioned by bidder
	

	

2
	Solution Acceptance:
	

	
	a. The solution must be an on-premise solution.
	

	
	b. The solution must be listed as leader / challenger from 2022 to 2025 on Gartner Magic Quadrant for Security Information and Event Management (SIEM). Necessary
documents should be provided.
	

	






3
	SIEM Architecture
	

	
	a. All Collection components, from here on referred to as collectors/ forwarders. The proposed solution should have physical or logical separation of the collection module, logging module and analysis/ correlation module with the ability for adding
more devices, locations, applications, etc.
	

	
	b. SIEM solution provide 1500 or more real-time rule correlation across all cluster components
	

	
	c. SIEM solution provide in memory distributed rule correlation across all cluster components
	

	
	d. The proposed solution must support caching mode of transfer for data collection, to ensure data is being logged in the event of loss of network connectivity, and
resume sending of data upon network connection.
	

	
	e. Collectors / Forwarders compress the data before sending to the storage and correlation tier.
	

	



4
	The SIEM storage and correlation tier
	

	
	a.The Bidder must propose the solution for a single-tier architecture.
	

	
	b. The SIEM solution shall have the capability to compress logs for reducing disk space usage.
	

	
	c. The SIEM solution shall have the capability to stored event data must be in a compressed mode and should suppot compression of 10:1 and should support upto 15:1 compression for log size more that 1000 bytes
	

	
	e. The Data Retention Period for warm data should be 9 months and for hot data should be 3 months.
	

	




5
	The SIEM must be able to collect additional context beyond log data from devices and this should be achieved by:
	

	
	a. Actively discovering the devices within the network without an agent and using standard protocols such as SNMP, WMI, SSH, Telnet, JDBC, OPSEC & JMX
	

	
	b. Ability to monitor the status and responsiveness of services including DNS, FTP/SCP, Generic TCP/UDP, ICMP, JDBC, LDAP, SMTP, IMAP4, POP3, POP3S, SMTP,
SSH and Web — HTTP, HTTPS (Single and Multi-Step).
	

	
	c. Once active discovery of the devices is complete the SIEM should have a built-in template that will automatically define what metrics will be collected for devices and
the collection intervals.
	

	6
	The SIEM should provide a unified analytics interface that allows the same query language to analyze both log data and performance data.
	



	7
	Analytics must support nested queries where a user can use a query to filter the results of the previous query.
	

	8
	The system should be able to drop events on the Collectors that are not relevant or not needed. This should not impact any licensing.
	

	
9
	Both raw, parsed and enriched data must be passed to the SIEM Cluster from the Collectors. Separate event database should not be used for raw data and parsed
data.
	

	10
	Processing of event data should be performed by parsers at receipt time of the event.
	

	11
	All parsers should be able to be modified and customized.
	

	12
	Custom parsers should be able to be created and defined in the GUI without CLI access.
	

	13
	Devices shall be monitored without agents via SSH, telnet WMI, JMX and Power Shell.
	

	14
	Ability to collect Windows events via WMI and agent
	

	15
	The SIEM should provide role based access to restrict access to the data and also restrict access to the GUI.
	

	


16
	Ability to integrate Threat Intelligence (TI) feeds:
	

	
	a. Integration via REST API with different supported data format (CSV, Custom, STIX)
	

	
	b. Support for STIX/TAXII
	

	
	c. Support for but not limited to IP Addresses, Domains, Hashes, URLs, Malware Process Names
	

	
	d. Ability to correlate TI data in real-time, in memory against event data.
	

	
	e. Ability to correlate TI data against historic event data.
	

	17
	Ability to collect network device configuration, identify changes and provide side-by- side comparison.
	

	18
	Proposed solution should offer separate dashboard for PCI/ DSS reporting.
	

	
19
	Notification and Incident Management
	

	
	a. Policy-based incident notification framework.
	

	
	b. API-based integration to external ticketing systems — Jira/ Service Now/ Sales force/ Zen desk/ The Hive/ Connect Wise/ Remedy.
	

	



20
	Solution shall have Built-in ticketing/case management system or the vendor shall propose one that has the below minimum capabilities:
	

	
	i. Ability to define an escalation policy that sends an email to management when thresholds reached.
	

	
	ii. Ability to add PDF and PNG to tickets.
	

	
	iii. Ability to assign tickets to other operators.
	

	
	iv. Timeline view to capture activities on a Case and on related incidents.
	

	
	v. Provides Mean Time To Resolution metric
	

	
21
	The proposed solution shall integrates Security Orchestration, Automation, and Response (SOAR) capabilities natively into the SIEM platform from day one. Bidder should quote necessary license if required.
	

	22
	The proposed solution shall support automated workflows across the incident lifecycle, including investigation, enrichment, remediation, and attack response.
	

	
23
	The proposed solution should provides a library of pre-built playbooks for common use cases like incident investigation and threat hunting and playbooks should be triggered automatically by events, on a schedule, or manually by an analyst.
	

	24
	The proposed solution should enables the creation of custom playbooks to fit specific security needs and workflows.
	

	

25
	Powerful and Scalable Analytics
	

	
	a. The proposed solution must be able to search events in real-time and must support sophisticated statistical/ summary analysis by pipelining advanced search commands together in a single search/ using logical operator such as AND, OR, NOT
and parenthesis.
	



	
	b. Schedule reports and deliver results via email
	

	
	i. Ability to export reports in CSV and PDF
	

	
	c. Search events across the entire organization, or down to a physical or logical reporting domain
	

	
	d. Dynamic watch lists for keeping track of critical violators — with the ability to use watch lists in any report or rule
	

	
	e. Correlation Rules should be mapped to MITTRE (https://attack.mitre.org/matrices/enterprise/) categories and the Incidents view must include a dashboard mapping devices, incidents and their MITTRE category.
	

	
	f. Able to automatically correlate user to location and IP address:
	

	
	i. Provide ability to report and search on user to IP address to location. Location may be physical switch port, Mac address or VPN.
	

	
	ii. Enrich events where no user context is provided based on IP address.
	

	

26
	The SIEM solution should be able to integrate with Generative AI such as OpenAI/ChatGPT 4.0 platforms should support to responds to the Securiy Operations Center queries with include the product specific health, latest known vulnerabilites, high severity incidents, most frequent incidents, top risky users and top risky devices
based on the incidents.
	

	
27
	The SIEM solution should be able to integrate with Generative AI such as OpenAI/ChatGPT 4.0 platforms should create the reports using the aggregation queries and Raw messages query
	

	28
	Solution shall have capability to perform an automated response should an incident occur
	

	29
	Policy based archiving of data to another location such as an NFS mount. Data must be able to be restored via the GUI for analytics searches.
	

	
30
	Solution shall include File integrity monitoring capabilities as integrated or separate solution to be integrated with SIEM, wherein deletion or modification of any critical
file needs to be monitored and alerted
	

	31
	SIEM should have the capability to discover OT/IOT devices and provide a list of them
	

	32
	The vendor shall provide Threat Intel along with the SIEM as integrated.
	

	











33
	Parser and Connector support for Device/Endpoint/Application
	

	
	Ability to monitor the status and responsiveness of services including DNS, FTP/SCP, Generic TCP/UDP, ICMP, JDBC, LDAP, SMTP, IMAP4, POP3, POP3S, SMTP, SSH and
Web — HTTP, HTTPS (Single and Multi-Step).
	

	
	i) Configuration management Database must store
	

	
	ii) Version/Firmware/OS installed on the device
	

	
	iii) Device serial number
	

	
	iv) Interfaces configured on the device along with
	

	
	1. Interface name
	

	
	2. IP and subnet
	

	
	3. Interface status (enabled, disabled)
	

	
	4. Any security levels configured on the device
	

	
	5. The interface speed
	

	
	6. The interface speed and name should be editable
	

	
	v) Processes running on the device or operating system
	

	
	SIEM Should provide 300+ devices/Endpoints/Applications support and provide the option to add customized devices
	

	
	Devices should automatically be populated within Groups in the Configuration Management DataBase, for example Windows Server Group, Firewall Group as a
result of the discover process
	

	
	Once active discovery of the devices is complete the SIEM should have a built-in template that will automatically define what metrics will be collected for devices and the collection intervals.
	



	
	Performance metrics collected via polling and not relying on device generated logs, should include:
i. Interface utilisation, errors, sent and received bytes
ii. CPU
iii. Memory
iv. Disk
v. Process utilisation
	

	34
	The vendor shall propose User and Entity Behavior Analytics (UEBA) capability as integrated or standalone solution
	

	







35
	The UEBA solution shall be able to:
	

	
	i. Monitor User, Process & File activity on user machines
	

	
	ii. Collect information from Network Devices, Active Directory & log sources for user activity
	

	
	iii. Record User account activity
	

	
	iv. Monitor and alert USB device activity in user's machine
	

	
	v. Provide visibility on remote worker or traveling user machines
	

	
	vi. Log data ex filtration activity like file upload and file transfer to USB devices
	

	
	vii. Alert General anomalous user behavior based on base lining of historical user
activity
	

	
	viii. Solution shall be able to detect and alert on browser upload and downloads
	

	
	ix. Capability to detect and alert cloud upload of data
	

	
	x. Detect applications like TOR, Gaming Applications etc.
	

	
	xi. Detect uncommon VPN Clients installed in the system
	

	
	xii. UEBA shall be able to gather logs when an user system is off the corporate network (off-net)
	

	36
	Solution shall have Threat Hunting Capability based on Machine Learning
	

	37
	The solution shall have AI based capabilities to predict Risk based on data collected from network, user systems, vulnerability scanners etc.
	

	








38
	License, Warranty/RMA and TAC support
	

	
	a. The proposed hardware based solution should be size for 3000 EPS or 100 GB/Day at all layers from day one.
	

	
	b. The SIEM platform of the offered solution should be supplied for supporting minimum one threat intelligence (TI) license from day one and support external threat intelligence sources
	

	
	c. The solution must have 50 agent based FIM and 50 agent based UEBA license from Day 1.
	

	
	d. Bidder must offer necessary software, hardware, licenses & subscriptions for three years without any additional costs.
	

	
	f. Bidder must have minimum 3 (Three) SIEM deployment experience of the proposed solution in Bangladesh.
	

	
	g. The OEM must have local employee & office in Bankgladesh to get the prompt response
	

	
	h. Bidder must submit BOQ of proposed solution including the details part numbers, necessary TAC support 24x7 and manufacturer warranty for 3 years with support,
patch, software update & upgrade.
	




[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer


6.2.2.97 GTP of Macbook
(To be filled up and signed by the Manufacturer & Tenderer, otherwise the offer will not be acceptable)

	Tender Technical Specification for Macbook

	Sl.No.
	Item
	Required Specifications
	Bidder's Response

	1
	Brand
	Any internationally reputed brand operating in recognized continental markets for decades.
	

	2
	Model
	To be mentioned by tenderer.
	

	3
	Country of Origin
	To be mentioned by the bidder
	

	4
	Country of Manufacture
	To be mentioned by tenderer.
	

	5
	Processor
	M4 chip with 10-core CPU, 10-core GPU, 16-core Neural Engine / Intel Core Ultra 9 / AMD Ryzen 9 AI or equivalent with equal or superior
benchmarks.
	

	6
	Memory (RAM)
	Minimum 16GB Unified Memory / 16GB LPDDR5x RAM ,configurable up to 32GB.
	

	7
	Storage
	Minimum 512GB SSD
	

	8
	Display
	Minimum 15 inch Liquid Retina / IPS/OLED , Brightness: Minimum 500 nits
	

	9
	Graphics
	Integrated 10-core GPU or GPU with superior benchmarks.
	

	10
	Audio
	Speaker system with force-cancelling woofers & Spatial Audio /Dolby Atmos and subwoofers.
	

	11
	Camera
	Minimum HD Camera
	

	12
	Microphones
	Three-mic array with directional beamforming / Studio-quality AI noise- suppressed microphone array.
	

	13
	Keyboard
	Standard Keyboard
	

	14
	Pointing Device
	Standard Touchpad
	

	15
	Wireless
	Minimum Wi-Fi 6, Bluetooth 5 or higher.
	

	16
	Wired Networking
	Dedicated Ethernet port or included USB4/Thunderbolt docking station with Ethernet.
	

	17
	Ports
	USB-A, Thunderbolt 4 (USB-C), 3.5mm jack, USB 4 with PD & DP,
	

	18
	Battery
	Minimum 12 hours real-world usage
	

	19
	Operating System
	Latest stable OS installed with official license
	

	21
	Software
	Essential built-in apps
	

	22
	Warranty
	3 years international warranty
	

	23
	Support
	3 years technical support
	



[The Tenderer should complete all the columns as required]

Signature:
Name & Designation of tenderer

Signature
Name and Designation of Manufacturer

Duly authorised to sign the Tender for and on behalf of the Tenderer

6.3 [bookmark: 6.3_Form_of_Completion_Certificate]Form of Completion Certificate
Contract No:	Date:
To:

[Name of Contractor]



Pursuant to GCC Clause 42 (Completion of the Facilities) of the General Conditions of the Contract entered into between yourselves and the Procuring Entity dated [insert date], for the supply and installation of plant and Services for [name of contract], we hereby notify you that the following part(s) of the Facilities was (were) complete on the date specified below, and that, in accordance with the terms of the Contract, the Procuring Entity hereby takes over the said part(s) of the Facilities, together with the responsibility for care and custody and the risk of loss thereof on the date mentioned below.

1. Description of the Facilities or part thereof: 	

2. Date of Completion: 	

However, you are required to complete the outstanding items listed in the attachment hereto as soon as practicable.

This letter does not relieve you of your obligation to complete the execution of the Facilities in accordance with the Contract nor of your obligations during the Defect Liability Period.

Very truly yours,


for and on behalf of the Procuring Entity


[ Signature ]

[ Title of the Project Manager ]

6.4 [bookmark: 6.4_Form_of_Operational_Acceptance_Certi]Form of Operational Acceptance Certificate
Contract No:	Date:
To:

[Name of Contractor]



Pursuant to GCC Clause 43.3 (Operational Acceptance) of the General Conditions of the Contract entered into between yourselves and the Procuring Entity dated [insert date], for the supply and installation of plant and Services for [name of contract], we hereby notify you that the Functional Guarantees of the following part(s) of the Facilities were satisfactorily attained on the date specified below.

1. Description of the Facilities or part thereof: 	

2. Date of Operational Acceptance: 	

This letter does not relieve you of your obligation to complete the execution of the Facilities in accordance with the Contract nor of your obligations during the Defect Liability Period.

Very truly yours,
for and on behalf of the Procuring Entity [ Signature ]

[ Title of the Project Manager ]


6.5 [bookmark: 6.5_Form_of_Change_Order_Procedure_and_F]Form of Change Order Procedure and Forms
Contract No:	Date:
To:

[Name of Contractor]



CONTENTS

1. General
2. Change Order Log
3. References for Changes


ANNEXES

Annex 1	Request for Change Proposal Annex 2	Estimate for Change Proposal Annex 3	Acceptance of Estimate Annex 4	Change Proposal
Annex 5	Change Order
Annex 6	Pending Agreement Change Order Annex 7	Application for Change Proposal

Change Order Procedure

1. General

This section provides samples of procedures and forms for implementing changes in the Facilities during the performance of the Contract in accordance with GCC Clause 69 (Change in the Facilities) of the General Conditions.


2. Change Order Log

The Contractor shall keep an up-to-date Change Order Log to show the current status of Requests for Change and Changes authorized or pending, as Annex 8. Entries of the Changes in the Change Order Log shall be made to ensure that the log is up-to-date. The Contractor shall attach a copy of the current Change Order Log in the monthly progress report to be submitted to the Procuring Entity.

3. References for Changes

(1) Request for Change as referred to in GCC Clause69 shall be serially numbered CR-X-nnn.

(2) Estimate for Change Proposal as referred to in GCC Clause 69 shall be serially numbered CN-X-nnn.

(3) Acceptance of Estimate as referred to in GCC Clause 69 shall be serially numbered CA- X-nnn.

(4) Change Proposal as referred to in GCC Clause 69 shall be serially numbered CP-X-nnn.

(5) Change Order as referred to in GCC Clause 69 shall be serially numbered CO-X-nnn.

Note: (a) Requests for Change issued from the Procuring Entity’s Home Office and the Site representatives of the Procuring Entity shall have the following respective references:

Home Office	CR-H-nnn
Site	CR-S-nnn

(b)	The above number “nnn” is the same for Request for Change, Estimate for Change Proposal, Acceptance of Estimate, Change Proposal and Change Order.

[bookmark: Annex_1.__Request_for_Change_Proposal]Annex 1. Request for Change Proposal
(Procuring Entity’s Letterhead)

To:	Date:
Attention:
Contract Name:
Contract Number:
With reference to the captioned Contract, you are requested to prepare and submit a Change Proposal for the Change noted below in accordance with the following instructions within 	 days of the date of this letter 	.

1. Title of Change: 	

2. Change Request No. 	

3. Originator of Change:	Procuring Entity: 	
Contractor (by Application for Change Proposal No.	1:


4. Brief Description of Change: 	

5. Facilities and/or Item No. of equipment related to the requested Change: 	

6. Reference drawings and/or technical documents for the request of Change: Drawing No./Document No.	Description
7. Detailed conditions or special requirements on the requested Change: 	

8. General Terms and Conditions:

(a) Please submit your estimate to us showing what effect the requested Change will have on the Contract Price.

(b) Your estimate shall include your claim for the additional time, if any, for completion of the requested Change.

(c) If you have any opinion negative to the adoption of the requested Change in connection with the conformability to the other provisions of the Contract or the safety of the Plant or Facilities, please inform us of your opinion in your proposal of revised provisions.

(d) Any increase or decrease in the work of the Contractor relating to the services of its personnel shall be calculated.

(e) You shall not proceed with the execution of the work for the requested Change until we have accepted and confirmed the amount and nature in writing.

	Signature:
	[insert signature of authorised representative of the Procuring Entity]

	Name:
	[insert full name of signatory with National ID Number]

	Title of the Signatory:
	[insert title of the Signatory]

	Name of the Procuring Entity:
	[insert name of the Procuring Entity]






[bookmark: Annex_2.__Estimate_for_Change_Proposal]Annex 2. Estimate for Change Proposal
(Contractor’s Letterhead)

To:	Date:

Attention:

Contract Name:
Contract Number:

With reference to your Request for Change Proposal, we are pleased to notify you of the approximate cost of preparing the below-referenced Change Proposal in accordance with GCC Sub-Clause 69.2.1 of the General Conditions. We acknowledge that your agreement to the cost of preparing the Change Proposal, in accordance with GCC Sub-Clause 69.2.2, is required before estimating the cost for change work.

1. Title of Change: 	

2. Change Request No./Rev.: 	

3. Brief Description of Change: 	

4. Scheduled Impact of Change: 	

5. Cost for Preparation of Change Proposal:	2


(a) Engineering	(Amount)

(i) Engineer		hrs x 	rate/hr =
(ii) Draftsperson		hrs x 	rate/hr = Sub-total		hrs

Total Engineering Cost

(b) Other Cost Total Cost (a) + (b)


	Signature:
	[insert	signature	of	authorised representative of the Procuring Entity]

	Name:
	[insert	full	name	of	signatory	with National ID Number]

	Title of the Signatory:
	[insert title of the Signatory]

	Name of the Procuring Entity:
	[insert name of the Procuring Entity]



 (
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Costs
 
shall
 
be
 
in
 
the
 
currencies
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the
 
Contract.
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[bookmark: Annex_3.__Acceptance_of_Estimate]Annex 3. Acceptance of Estimate

(Procuring Entity’s Letterhead)

To:	Date:

Attention:

Contract Name:
Contract Number:


We hereby accept your Estimate for Change Proposal and agree that you should proceed with the preparation of the Change Proposal.

1. Title of Change: 	

2. Change Request No./Rev.: 	

3. Estimate for Change Proposal No./Rev.: 	

4. Acceptance of Estimate No./Rev.: 	

5. Brief Description of Change: 	

6. Other Terms and Conditions: In the event that we decide not to order the Change accepted, you shall be entitled to compensation for the cost of preparation of Change Proposal described in your Estimate for Change Proposal mentioned in para. 3 above in accordance with GCC Clause 69 of the General Conditions.

	Signature:
	[insert signature of authorised representative of the Procuring Entity]

	Name:
	[insert full name of signatory with National ID Number]

	Title of the Signatory:
	[insert title of the Signatory]

	Name of the Procuring Entity:
	[insert name of the Procuring Entity]



[bookmark: Annex_4.__Change_Proposal]Annex 4. Change Proposal

(Contractor’s Letterhead)

To:	Date:

Attention:

Contract Name:
Contract Number:


In response to your Request for Change Proposal No. 	, we hereby submit our proposal as follows:

1. Title of Change: 	

2. Change Proposal No./Rev.: 	

3. Originator of Change:	Procuring Entity: [	
Contractor: 	

4. Brief Description of Change: 	

5. Reasons for Change: 	

6. Facilities	and/or	Item	No.	of	Equipment	related	to	the	requested	Change:


7. Reference drawings and/or technical documents for the requested Change: Drawing/Document No.	Description

8. Estimate of increase/decrease to the Contract Price resulting from Change Proposal:3 (Amount)
(a) Direct material

(b) Major construction equipment

(c) Direct field labor (Total 	hrs)

(d) Subcontracts

(e) Indirect material and labor

(f) Site supervision

(g) Head office technical staff salaries

Process engineer		hrs @ 	rate/hr Project engineer		hrs @ 	rate/hr Equipment engineer 		 hrs @ 	rate/hr Procurement		hrs @ 	rate/hr
Draftsperson		hrs @ 	rate/hr
Total		hrs

(h) Extraordinary costs (computer, travel, etc.)

(i) Fee for general administration, 	% of Items

(j) Taxes and customs duties

Total lump sum cost of Change Proposal
(Sum of items (a) to (j))

Cost to prepare Estimate for Change Proposal
(Amount payable if Change is not accepted)

9. Additional time for Completion required due to Change Proposal

10. Effect on the Functional Guarantees

11. Effect on the other terms and conditions of the Contract

12. Validity of this Proposal: within [Number] days after receipt of this Proposal by the Procuring Entity

13. Other terms and conditions of this Change Proposal:

(a) You are requested to notify us of your acceptance, comments or rejection of this detailed Change Proposal within 	days from your receipt of this Proposal.

(b) The amount of any increase and/or decrease shall be taken into account in the adjustment of the Contract Price.

(c) Contractor’s cost for preparation of this Change Proposal:2

	Signature:
	[insert	signature	of	authorised representative of the Contractor]

	Name:
	[insert	full	name	of	signatory	with National ID Number]

	Title of the Signatory:
	[insert title of the Signatory]

	Name of the Contractor:
	[insert name of the Contractor]










2 Specify where necessary.

[bookmark: Annex_5.__Change_Order]Annex 5. Change Order

(Procuring Entity’s Letterhead)

To:	Date:

Attention:

Contract Name:
Contract Number:

We approve the Change Order for the work specified in the Change Proposal (No. 	), and agree to adjust the Contract Price, Time for Completion and/or other conditions of the Contract in accordance with GCC Clause 69 of the General Conditions.

1. Title of Change: 	

2. Change Request No./Rev.: 	

3. Change Order No./Rev.: 	

4. Originator of Change:	Procuring Entity: 	
Contractor: 	

5. Authorized Price:

Ref. No.: 		Date:

Foreign currency portion 	 plus Local currency portion 	

6. Adjustment of Time for Completion

None	Increase 	days	Decrease 	days

7. Other effects, if any



Authorized by: 			Date: (Procuring Entity)


Accepted by: 		Date: (Contractor)

 (
472
)
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)
[bookmark: Annex_6.__Pending_Agreement_Change_Order]Annex 6. Pending Agreement Change Order

(Procuring Entity’s Letterhead)

To:	Date:

Attention:

Contract Name:
Contract Number:

We instruct you to carry out the work in the Change Order detailed below in accordance with GCC Clause64 of the General Conditions.

1. Title of Change: 	

2. Procuring Entity’s Request for Change Proposal No./Rev.:		 dated: 	

3. Contractor’s  Change  Proposal  No./Rev.:		 dated:


4. Brief Description of Change: 	

5. Facilities	and/or	Item	No.	of	equipment	related	to	the	requested	Change:


6. Reference Drawings and/or technical documents for the requested Change: Drawing/Document No.	Description

7. Adjustment of Time for Completion:

8. Other change in the Contract terms:

9. Other terms and conditions:

	Signature:
	[insert	signature	of	authorised representative of the Procuring Entity]

	Name:
	[insert	full	name	of	signatory	with National ID Number]

	Title of the Signatory:
	[insert title of the Signatory]

	Name of the Procuring Entity:
	[insert name of the Procuring Entity]



Annex 7. Application for Change Proposal

(Contractor’s Letterhead)

To:	Date:

Attention:

Contract Name:
Contract Number:


We hereby propose that the below-mentioned work be treated as a Change in the Facilities.

1. Title of Change: 	

2. Application for Change Proposal No./Rev.: 	 dated:


3. Brief Description of Change: 	

4. Reasons for Change:

5. Order of Magnitude Estimation (in the currencies of the Contract):

6. Scheduled Impact of Change:

7. Effect on Functional Guarantees, if any:

8. Appendix:




	Signature:
	[insert	signature	of	authorised representative of the Contractor]

	Name:
	[insert full name of signatory with National ID Number]

	Title of the Signatory:
	[insert title of the Signatory]

	Name of the Contractor:
	[insert name of the Contractor]

	
	


Signature	Seal

6.6 Supplementary Information
[The Tenderer shall furnish additional description/information covering all activities, if any]











Section 7. Drawings
(To be submitted)
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System Architecture
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[bookmark: Annexures:_Formats]Annexures: Formats

Format	Title
Format PG5A-A	Invitation for Tender (IFT) Format PG5A-B	Reporting Contract Award
Format PG5A-C	Public Reporting on Contract Signing Format PG5A-D	Acceptance Certificate




[bookmark: Format:_PG5A-A:_Invitation_for_Tenders_(]Format: PG5A-A: Invitation for Tenders (IFT)
The Invitation for Tenders (IFT) is a copy of the standard format as appears on the website and used for published advertisement that provides relevant and essential information to help Tenderers to decide whether or not to participate in the particular Tender. This is provided in the Tender Document for information only. This should not be included in the FINAL DOCUMENT.
Invitation for Tenders
[This is the website format and as used for published advertisement.
It is not part of the Tender Document and included in this Document for information only]
GOVERNMENT OF THE PEOPLE’S REPUBLIC OF BANGLADESH
1 Ministry/Division	< select >	V
2 Agency	< select >	V
3 Procuring Entity Name	< type in name >
4 Procuring Entity Code	Not used at present
5 Procuring Entity District	< select >	V
6 Invitation for	< select >	V	< select >	V	< select >	V
7 Invitation Ref No	< type in name >
8 Date	< select >	V KEY INFORMATION
9 Procurement Method	< select >	V	< select >	V FUNDING INFORMATION
10 Budget and Source of Funds	< select >	V
11 Development Partners (if applicable)	< type in name >
PARTICULAR INFORMATION
12 Project / Program Code (if applicable)	< use MOF code >
13 Project / Program Name (if applicable)	< use MOF name >
14 Tender Package No.	< type in name >
15 Tender Package Name	< type in name >
Date
16 Tender Publication Date	< select >	V

17 Tender Last Selling Date
[up to the day prior to the day of Deadline for Submission]

18 Tender Closing Date and Time
19 Tender Opening Date and Time
20 Name & Address of the office(s)
· Selling Tender Document (Principal)
· Selling Tender Document (Others)

< select >


Date
< select >
< select >
Address
< type in name >
< type in name >

V


Time
V	< select >	V
V	< select >	V

NO CONDITIONS APPLY FOR SALE , PURCHASE OR DISTRIBUTION OF TENDER DOCUMENTS
	

21
	· Receiving Tender Document
· Opening Tender Document Place / Date / Time of
	< type in name >
< type in name >
< type in name >
	

	
	Pre-Tender Meeting (Optional)
	Date
	
	Time
	

	
	
	< select >
	V
	< select >
	V


INFORMATION FOR TENDERER
22 Brief Eligibility and Qualification of Tenderer	< type in name >
23 Brief Description of Goods	< type in name >
24 Brief Description of Related Services	< type in name >
25 Price of Tender Document (Tk)	< type in price >
	
	Lot No
	Identification of Lot
	Location
	Tender Security Amount (Tk)
	Completion Time in Weeks/Months

	26
	1
	< type in name >
	< type in name >
	<type in>
	<type in>

	27
	2
	< type in name >
	< type in name >
	<type in>
	<type in>

	28
	3
	< type in name >
	< type in name >
	<type in>
	<type in>

	29
	4
	< type in name >
	< type in name >
	<type in>
	<type in>



30 Name of Official Inviting Tender
31 Designation of Official Inviting Tender
32 Address of Official Inviting Tender
33 Contact details of Official Inviting Tender

< type in name >
< type in name >
< type in name >
< Tel. No. >	< Fax No. >	< e-mail >

34 The Procuring Entity reserves the right to reject all the Tenders or annul the Tender proceedings
<select> : these fields are “pop-up” fields and the procuring entity will only have to select the correct name, address or date in order to complete the form.<type in name> : these fields are to be completed by typing in the relevant data.
Note: All italicized text (including footnotes) is for use in preparing this form and shall be deleted from the final product.


Format: PG3-B: Reporting Contract Award



	GOVERNMENT OF THE PEOPLE'S REPUBLIC OF BANGLADESH

	

	1
	Ministry/Division

	
	

	2
	Agency

	3
	Procuring Entity Name

	4
	Procuring Entity Code

	5
	Procuring Entity District

	6
	Contract Award for

	7
	Invitation/Proposal Ref. No

	KEY INFORMATION

	8
	Procurement Method

	FUNDING NEGRMATION

	9
	Budget and Source of Funds

	10
	Development Partners (if applicable)

	PARTICULAR INFORMATION

	11
	Project/Program Code (if applicable)

	13
	Project/Program Name (if applicable)

	14
	Tender/Proposal Package No.

	15
	Tender/Proposal Package Name

	16
	Date of Advertisement

	17
	No. of Tenders/Proposals Sold

	18
	No. of Tenders/Proposals Received

	19
	No. of Responsive Tenders/Proposals

	20
	Name of Responsive Tenderers

	21
	Date of Notification of Award

	INFORMATION ON AWARD

	22
	Accepted Tender/Proposal Price

	23
	Name of the Successful Tenderer

	24
	Tenderer ID of the Successful Tendere (If any)

	PROCURING ENTITY DETAILS

	25
	Name of Authorized Officer

	26
	Designation of Authorized Officer




Format: PG3-C: Public Reporting on Contract Signing


	GOVERNMENT OF THE PEOPLE'S REPUBLIC OF BANGLADESH

	

	1
	Ministry/Division

	
	

	2
	Agency

	3
	Procuring Entity Name

	4
	Procuring Entity Code

	5
	Procuring Entity District

	6
	Contract Award for

	7
	Invitation/Proposal Ref. No

	KEY INFORMATION

	8
	Procurement Method (National/International)

	FUNDING NEGRMATION

	9
	Budget and Source of Funds

	10
	Development Partners (if applicable)

	PARTICULAR INFORMATION

	11
	Project/Program Code (if applicable)

	13
	Project/Program Name (if applicable)

	14
	Tender/Proposal Package No.

	15
	Tender/Proposal Package Name

	16
	Date of Advertisement

	17
	Date of Notification of Award

	18
	Date of Contract Signing

	19
	Expected Date of Contract Completion

	INFORMATION ON CONTRACT AND BENEFICIAL OWNERSHIP

	20
	Contract Price

	21
	Name of the Economic Operator (Supplier/Contractor/Service Provider/ Consultant)

	22
	Tenderer ID of the Economic Operator (If any)

	23
	Name of the Owner/Partners/CEO or MD/ Directors/Shareholders of the Economic Operator (As per NID)

	24
	NID Number of the Owner/Partners/ CEO or MD/ Directors/Shareholders of the Economic Operator

	25
	Business Address of the Economic Operator

	26
	Location of Delivery/Goods/Service Delivery

	PROCURING ENTITY DETAILS

	27
	Name of Authorized Officer

	28
	Designation of Authorized Officer


Note: 1. For any contract above BDT 10.00 Lac, Information on Beneficial Ownership need to be provided.
2. For the purposes of this Form, a Beneficial Owner of a Tenderer or Consultant is any natural person who ultimately owns or controls the Tenderer or Consultant.
3. Directors means the members of the Board of Directors for any incorporated body.
4. Shareholders are those who have 10% of issued shares for any incorporated body.
5. State-Owned Enterprises (SOEs) will be excused from providing such information.


Format: PG3-D: Acceptance Certificate
LOGO
[Insert Full Contact Details of Issuing Authority] ACCEPTANCE CERTIFICATE
Office Memo no: 		Date: _	

	01
	Procuring Entity Details

	
	(a) Division
	:
	

	
	(b) Circle/Directorate
	:
	

	
	(c) Zone/Region
	:
	

	
	(d) Others (specify)
	:
	

	02
	Name of Goods
	:
	

	03
	Contract No
	:
	

	04
	Contractor’s Legal Title
	:
	

	05
	Contractor’s Contact Details
	:
	

	06
	Contractor’s Trade License/Enlistment/Registration Details
	:
	

	07
	Reference to NOA with Date
	:
	

	08
	Original Contract Price as in NOA
	:
	

	09
	Revised Contract Price
	
	

	10
	Final Contract Price as Executed
	:
	

	
11
	Original Contract Period

	
	(a) Date of Commencement
	:
	

	
	(b) Date of Completion
	:
	

	
12
	Actual Delivery Period

	
	(a) Date of Actual Commencement
	:
	

	
	(b) Date of Actual Completion
	:
	

	13
	Days/Months Contract Period Extended
	:
	

	14
	Amount of Bonus for Early Completion
	:
	

	15
	Amount of LD for Delayed Completion
	:
	

	16
	Physical Progress in Percent (in terms of value)
	:
	

	17
	Financial Progress in Amount (in terms of payment)
	:
	

	18
	Special Note (if any)
	:
	



Certified that the Goods under the Contract has been executed and completed in all respects in strict compliance with the provisions of the Contract including all plans, designs, drawings, specifications and all modifications thereof as per direction and satisfaction of the Project Manager/Engineer-in Charge/Other (specify). All defects in workmanship and materials reported during construction have been duly corrected.


Name and Signature of the Issuing Authority with Designation


please turn over




Details of Delivery Completed

	Contractor: [insert legal title]

	No
	Major Components of Goods
	Total Value
(in Contract Currency)

	
	
	

	
	
	




Subcontractor
[delete, if not appropriate]

	Subcontractor: [insert legal title] [delete, if not appropriate]

	No
	Items/ Components/Activities
[reference drawn to Sub-Contractor Information]
	Value
(in Contract Currency)

	
	
	

	
	
	







Name and Signature of the Issuing Authority with Designation
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