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Presentation Outline

What is Social Media? Types
Benefits of using Social Media
Dangers/misuse of Social Media

Overview of Social Media related Law/Act in
Bangladesh

Punishment in Government sector (example)
How to ensure Safe Use of Social Media?

. Q&A



What is Social Media? Examples



Soclal Media

Social Media is:

= A website/application which is designed to share emotion,
photos, comments in social network.

= A communication “Hub”. Friends write on one another wall,
photos

= An online communications platform designed for community
input, interactions, content-sharing & collaborations.

VS Frienj {

wirli




Social Media: Facebook

= Most popular free social networking website.

= Registered users can create profiles, upload
photos, videos and comments, send messages

= Friends can share emotions, feelings, with friends,
family and colleagues

@ | Like Coffee



Social Media: Twitter

= Allow registered members to broadcast short posts
called tweets.

= Twitter members can broadcast short messages
called tweets and follow other users' tweets by
using multiple platforms and devices.

=  https://twitter.com/



Twitter......Continue

= Twitter is used to answer

to million minds

#  MASHRAFE BIN MORTAZA & @mashrafebd - Dec 4 ~
y cricket is always my first priority!!!
The Daily Star @ @dailystarnews
What are @mashrafebd 's motivations for coming into politics now? The
Bangladesh ODI captain gave an insight inte the thought process that lead to
this decision
thedailystar.net/sports/banglad...

O3k M7 O 207

-  MASHRAFE BIN MORTAZA © @mashrafebd - Dec 4 ~

@

The Daily Star @ @dailystarnews
(4T, AT, TRRIEA el ST, 73 S03E Sed fres Wy =1m
Pt

—
FICAN LRl ba (LT el otel ATl TG TTHTI T | T el i eles N4 Tag

= | MASHRAFE BIN MORTAZA &
3| crechoet 15 always miy first pricnty?l!

i | ot

Test wickets,
W Congrats! @Sah75official

FEUUEST TEST MATCHES

TO SCORE 3000 RUNS AND TO TAKE 200 WICKETS

SHAKIB AL HASAN 54

MATCHES

e [y
-



Social Media: Instagram &

Jnstagmwb

= |nstagram will take care of your photos.

= Registered members can upload, edit and share
ohotos with other members through Email,
Twitter, Facebook and Flickr account.

= No need to afraid about loosing or damaging
favorite photos

= |t is virtual storage



Other Social Media

BLOG

) i



Benefits of Social Media

Social Media-
" js beneficial when you use it right.

" js used for knowing what people do, what
they think, and what's happening now to
their lives.

[ l

r



Benefits of Social Media...Cont.

Social Media -

" Provide ways to update on one’s life without a
phone call or a letter.

= Useful as a classroom tool.

= Excellent place for political campaign.
" |t enables 'virtual gathering’

= Excellent Place of Protest

= Good tool to spread Political Commitment

[ l




Benefits of Social Media.....Cont.

= Social Media becomes a daily digital diet. We
love our Social and Digital media.

Facebook,

TS A DALY DIGITAL DIET- -
WE LOVE UR SOCIAL AND DIITAL Mg Twitter

Visit social Send or
networking sites receive tweets

51%K 11%Y
23%

OF US USE AT LEAST
TWO DIFFERENT
TYPES OF SOCIAL
MEDIA EVERYDAY

Source: Common Sense Media: Social Media, Social Life - How Teens View Their Digital Lives - 2012



Examples....



The Power of Social Media

QPO 0

1.8 K shares

on FB and
Twitter

PM announces to abolish quota system in public service

Source: https://www.thedailystar.net/country/prime-minister-sheikh-hasina-addressing-parliament-right-now-1561309



The Power of Social Media

€he New Hork Times

i .
Onllne pOStS and comments 2 Men Sentenced in Death of Alan Kurdi,
flood in social media. Syrian Boy Who Drowned in September

= Attention of highest
authority reached very soon.

" The police escorted the
Syrian smugglers Muwafaka
Alabash(front), and Asem
Alfrhad(rear), for their trial in
Bodrum, Turkey.

Sentenced in
death

Source: https://www.nytimes.com/2016/03/05/world/europe/syrians-sentenced-aylan-alan-kurdi.html



Social Media: Excellent Place of Protest

Alan Kurdi: A heart o
breaking news =

Date: 2 September 2015,

Location: Mediterranean Sea,
near Bodrum, Turkey

Three-year-old Alan Kurdi lying dead on the beach

Source: https://en.wikipedia.org/wiki/Death_of Alan_Kurdi



Risks/Danger of Social Media



When Social Media used wrongly, then the benefit will fade
out and it become a curse

= Examples
=  Cyber bullying
" |nappropriate contents

= Sexting
= Cyber Crime
" Phising

" Breaking Laws
= Time consumption
= Lie/Rumour Spread Well



Cyber Bullying




Lie Worked Well: A Misuse

2:00 AM, March 04, 2013 / LAST MODIFIED: 12:00 AM, March 04, 2013

Lle worked well

Photoshopped pic of Sayedee used to instigate Bogra violence

Staff Correspondent

* The photographed image of the moon with Sayedee’s
face on a Facebook page at Basherkella.

Source: https://www.thedailystar.net/news-detail-271242



Consequence of Misuse

Damage in Kansat Palll Bldyut Office worth

Tk 250 crore

40,000 subscribers without power supply; farmers not being able to run irrigation pumps

= As a consequence of this rumor

Kansat Palli

Bidyut office destroyed by accused people

= Damage of about 250 corers




Cyber Crime

" General crimes by using new technologies
 Defamation

" New crimes using Internet based echnology
* Fraud on online trade

= Attacks upon the computer systems and

networks themselves
* |llegal access



Cyber Crime.....Cont.

Spam

= Carries viruses and
fraudulent scams

= Do NOT open it

= Move it to the Spam
Folder

= Do NOT open files with a
attachment that has a
file extension ending in:

* .exe
* .ZIp
* .scr




Phishing

Social Problem:

Someone calls you in the middle of the night

“Have you been calling Egypt for the last six
hours?”

“What!!!l No”

“Well, we have a call that’s actually active right
now, it’s on your calling card and it’s to Egypt
and as a matter of fact, you've got about $2000
worth of charges on your card and ... read off
your AT&T card number and PIN and then I'll get
rid of the charge for you”



Phishing.....Cont.

From: “Bank of Amenica” customerservice @bankofamercan com
To: “Jane Smith” jane-smith12@ gmail com

Date: Wed, May 26, 2010

Subject: Fraud Alert - Action Required

Bankof America %%

Dear Customer,

At Bank of America, your satisfaction is our number one priority.
Advanced Online Security option for our customers with online ac«

our website and : a0 your account. Cl
vour informatiof www bankofamerica com

If you do not take these steps, in order to protect vou, we will put a
will be required to visit your local branch to venfy yvour identity

A phishing email pretending to be from a bank




Overview of Cyber Law/Act in
Bangladesh



Bangladesh Cyber Law

—

« OGO 1ol @Es 205

" [Information and Communication Act 2006

" Pornography Control Act 2012

" |ndecent Advertisement Prohibition Act 1963

" Bangladesh Telecommunication Regulation Act
2001

« IIGE (M N (IRE NCHDT 2098
(AfIITGro)
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Safe Use of Social Media

WORKING TOGETHER,
TOWARD A FAIRER
WORLD




1. Do’s and Don'ts

= Do not share secret
information username and
password, date of birth with
unknowns

" Do not click on unwanted
hyperlink or download .exe or
.bat file sent to your account.

Use Ad-
= Do not share credit card Blocker for
information, secret pin code, Safe Browsing

transaction  history  with
others.




Do’s and Don'ts....Cont.

= Communicate with people you know and trust

= Do not login to bank accounts and access
confidential contents using public WiFi.

= Know privacy settings well enough.



2. Use Strong Password in Social Media Account

= Use strong password using a combination
of Capital, small letters, numbers and
special characters (e.g., Information010#)

Choose a password:  sesssssssses I Password strength: Strong I

Minimum of 8 characters in length

Re-enter password:  gesessssssss

"= Do not share secret
information username and
password, date of birth
with unknowns.




3. Parents Duty on Safe Browsing

For your children

= Know usernames and passwords
of the sites your children browse.

" Llet them know you have that
right

= Suggest about what not to post
and/or respond to from someone
else.

= Talk to other parents, deans,
counselors



Parents Duty on Safe Browsing....Cont.

" Engage your child in drafting the rules for the
family:

e guidelines for use technology

* consequences for breaking those rules
" Model appropriate use of technology:

* minimize texting

 don't allow using cell phone/laptop at
meals

 don't use cell phone in the car



4. Use Apps to Protect Your Child’s Phone

= Apps to My Mobile Watchdog
* Mobile Spy
* Text Guard
* WebWatcher
* Protect Your Teen’s Phone



Punishment in Government sector (example)...Only for FB Post sharing...
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Courtesy to:

Professor Dr. Md. Ali Hossain

Department of Computer Science & Engineering

& Administrator, Central Computer Center

Rajshahi University of Engineering & Technology (RUET)
Email: ali.hossain@cse.ruet.ac.bd

Cell: +8801959600498






THANKS for listening......
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