
















Confidentiality, Integrity, and Availability
Confidentiality, integrity and availability, known as the CIA triad (Figure 1), is a guideline
for information security for an organization. Confidentiality ensures the privacy of data by
restricting access through authentication encryption. Integrity assures that the information
is accurate and trustworthy. Availability ensures that the information is accessible to
authorized people.

Confidentiality
Another term for confidentiality would be privacy. Company policies should restrict access
to the information to authorized personnel and ensure that only those authorized
individuals view this data. The data may be compartmentalized according to the security or
sensitivity level of the information. For example, a Java program developer should not have
to access to the personal information of all employees. Furthermore, employees should
receive training to understand the best practices in safeguarding sensitive information to
protect themselves and the company from attacks. Methods to ensure confidentiality
include data encryption, username ID and password, two factor authentication, and
minimizing exposure of sensitive information.



Integrity
Integrity is accuracy, consistency, and trustworthiness of the data during its entire life
cycle. Data must be unaltered during transit and not changed by unauthorized entities.
File permissions and user access control can prevent unauthorized access. Version
control can be used to prevent accidental changes by authorized users. Backups must be
available to restore any corrupted data, and checksum hashing can be used to verify
integrity of the data during transfer.

Availability
Maintaining equipment, performing hardware repairs, keeping operating systems and
software up to date, and creating backups ensure the availability of the network and
data to the authorized users. Plans should be in place to recover quickly from natural or
man-made disasters. Security equipment or software, such as firewalls, guard against
downtime due to attacks such as denial of service (DoS). Denial of service occurs when
an attacker attempts to overwhelm resources so the services are not available to the
users.

























Overview

 What is Data Recovery?
 How can it be used?
 Techniques
 Recovery Methods
 Secure Deletion
 Private vs. Government services
 Software vs. Hardware Solutions
 What can you do?



What is data recovery?
Retrieving deleted/inaccessible data from electronic storage media (hard 
drives, removable media, optical devices, etc...)

Typical causes of loss include:
Electro-mechanical Failure

Natural Disaster

Computer Virus

Data Corruption

Computer Crime

Human Error



Cases of Recovery

FIRE

Found after a fire 
destroyed a 100 year old 

home – All data Recovered

CRUSHED

A bus runs over a laptop 
– All data recovered

SOAKED

PowerBook trapped 
underwater for two 

days – All data 
recovered



Uses of data recovery
Average User:

Recover important lost files
Keep your private information private

Law enforcement:
Locate illegal data
Restore deleted/overwritten information.
Prosecute criminals based on discovered data



Software Recovery of data
Generally only restore data not yet overwritten.
Do not work on physically damaged drives
Undelete Pro, EasyRecovery, Proliant, Novanet, etc.
Prices range from Free-1000
Example: dd on linux used on corrupt floppies



Recovery Methods
Hidden files
Recycle bin
Unerase wizards
Assorted commercial programs
Ferrofluid

Coat surface of disk
Check with optical microscope
Does not work for more recent hard drives

More recently…



Recovery Methods
When data is written – the head sets the polarity of most, but not all, of the magnetic 
domains
The actual effect of overwriting a bit is closer to obtaining a 0.95 when a zero is 
overwritten by a one, and a 1.05 when a one is overwritten with a one.

Normal equipment will read both these values as ones
However, using specialized equipment, it is possible to work out what the previous “layers” 
contained

Steps include
Reading the signal from the analog head electronic with a high-quality digital oscilloscope
Downloading the sampled waveform to a PC
Analyzing it in software to recover the previously recorded signal.



Recovery Methods
Scanning Probe Microscopy (SPM)
Uses a sharp magnetic tip attached to a flexible cantilever placed close to the 
surface to be analyzed, where it interacts with the stray field emanating from 
the sample to produce a topographic view of the surface
Reasonably capable SPM can be built for about US$1400, using a PC as a 
controller
Thousands in use today



Recovery Methods
Magnetic force microscopy (MFM)

Recent technique for imaging magnetization patterns with high resolution and minimal 
sample preparation. 
Derived from scanning probe microscopy (SPM)
Uses a sharp magnetic tip attached to a flexible cantilever placed close to the surface to be 
analyzed where it interacts with the stray magnetic field
An image of the field at the surface is formed by moving the tip across the surface and 
measuring the force (or force gradient) as a function of position. The strength of the 
interaction is measured by monitoring the position of the cantilever using an optical 
interferometer.



Recovery Methods
Magnetic force microscopy (MFM)



Recovery Methods
Using MFM:

Techniques can detect data by looking at the minute sampling region to distinctly detect the 
remnant magnetization at the track edges.
Detectable old data will still be present beside the new data on the track which is usually 
ignored
In conjunction with software, MFM can be calibrated to see past various kinds of data 
loss/removal.  Can also do automated data recovery.
It turns out that each track contains an image of everything ever written to it, but that the 
contribution from each "layer" gets progressively smaller the further back it was made.





When an offence is committed, in full or in part, via 
a computer, network or other computer enabled 
device. 
-Warwickshire Police



Fraud
Identity Theft
Phishing Scams
Viruses
Revenge Porn
Online Hate Crime
Grooming
Stalking

Holiday Fraud
Dating Fraud

Bullying
Pension Fraud

Hacking
Online Extremism

Child Sexual 
Exploitation

…and this is just the tip of the iceberg









Spelling mistakes 
throughout the 
email or in the 

subject line

There is a sense of 
urgency to respond 

to the email’s request

The offer seems 
too good to be 

true

The sender’s address is 
not a genuine email 

(e.g. instead of 
halifax.co.uk, it is 

halifab.co.uk, or even 
fiodnusgbi.hfx

do not go to the 
place you would expect 

them to 

Be aware for calls & texts 
too!

http://www.notlegitimate.co.uk/


1.4 million cases of computer viruses in the UK (ONS 2016 
Crime Data)

Malware can have harmful effects such as:
- displaying irritating messages
- stealing data
- giving hackers control over your computer
- certain malware can lock your computer until you pay a 

‘ransom fee’



Pitfall for a great amount of cyber security

Most common passwords globally:
1. 123456
2. password
3. 12345678
4. qwerty
5. 12345
6. 123456789
7. football
8. 1234
9. 1234567
10. baseball

If yours is one of these, 
please change it.



Need a new password?
- think of your favourite book/film/song/poem

- choose a line from it

- take the first letters of each word

- change some of the letters for CAPITALS, numb3r5 and punctuat!on 



Be careful of links and attachments in 
e-mails.

Use different passwords for online accounts.

Check websites security. 

If you are ever unsure about 
something online, do your research. 

Anti-virus software.



Keep computer software updated.

Keep all devices safe.

Limit use of public Wi-Fi for work.

Update social media privacy settings.

Report it



তথ্য ও যযোগোযযোগপ্রযুক্তি আইন, ২০০৬ (সংয োক্তিত ২০১৩) 

৫৪ িোরো অনুযোয়ী, কক্তিউটোর বো কক্তিউটোর ক্তসযেম ইতযোক্তির ক্ষক্তত, অক্তনষ্ট সোিন যযমন ই-যমইল পোঠোযনো, ভোইরোস ছড়োযনো, ক্তসযেযম অনক্তিকোর 
প্রযব  বো ক্তসযেযমর ক্ষক্তত করো ইতযোক্তি অপরোি। এর  োক্তি সযববোচ্চ ১৪ বছর কোরোিণ্ড এবং সববক্তনম্ন ৭ বছর কোরোিণ্ড বো ১০ লোখ টোকো পযবন্ত 
জক্তরমোনো। 

৫৬ িোরোয় বলো হযয়যছ, যকউ যক্তি ক্ষক্তত করোর উযেয য এমন যকোযনো কোজ কযরন, যোর ফযল যকোযনো কক্তিউটোর ক্তরযসোযসবর যকোযনো তথ্য ক্তবনো , 
বোক্ততল বো পক্তরবক্ততবত হয় বো এর উপযযোক্তগতো হ্রোস পোয় অথ্বো যকোযনো কক্তিউটোর, সোভবোর, যনটওয়োকব বো যকোযনো ইযলকট্রক্তনক ক্তসযেযম অববিভোযব 
প্রযব  কযরন, তযব এক্তট হযব হযোক্তকং অপরোি, যোর  োক্তি সযববোচ্চ ১৪ বছর কোরোিণ্ড এবং সববক্তনম্ন ৭ বছর কোরোিণ্ড বো ১ যকোক্তট টোকো পযবন্ত জক্তরমোনো।

৫৭ িোরোয় বলো হযয়যছ, যকোযনো বযক্তি যক্তি ইচ্ছোকৃতভোযব ওযয়বসোইযট বো অনয যকোযনো ইযলকট্রক্তনক ক্তবনযোযস যকোযনো ক্তমথ্যো বো অশ্লীল ক্তকছু প্রকো  বো 
সম্প্রচোর কযর, যোর দ্বোরো মোনহোক্তন ঘযট, আইন ৃঙ্খলোর অবনক্তত হয় অথ্বো রোষ্ট্র বো বযক্তির ভোবমূক্ততব কু্ষণ্ন হয়, তোহযল এগুযলো হযব অপরোি। এর  োক্তি 
সযববোচ্চ ১৪ বছর কোরোিণ্ড এবং সববক্তনম্ন ৭ বছর কোরোিণ্ড এবং ১ যকোক্তট টোকো পযবন্ত জক্তরমোনো।

Cyber Act in Bangladesh









Social Engineering



Social engineering is an access attack that attempts to manipulate

individuals into performing actions or divulging confidential

information. Social engineers often rely on people’s willingness to be

helpful but also prey on people’s weaknesses. For example, an

attacker could call an authorized employee with an urgent problem

that requires immediate network access. The attacker could appeal

to the employee’s vanity, invoke authority using name-dropping

techniques, or appeal to the employee’s greed.



These are some types of social engineering attacks:

Pretexting - This is when an attacker calls an individual and lies to them in an attempt to 

gain access to privileged data. An example involves an attacker who pretends to need 

personal or financial data in order to confirm the identity of the recipient.

Tailgating - This is when an attacker quickly follows an authorized person into a secure 

location.

Something for Something (Quid pro quo) - This is when an attacker requests personal 

information from a party in exchange for something, like a free gift.

This illustration displays a person controlling two puppets.



Phishing



Phishing is when a malicious party sends a fraudulent email disguised as being from a legitimate,

trusted source. The message intent is to trick the recipient into installing malware on their device, or

into sharing personal or financial information. An example of phishing is an email forged to look

like it was sent by a retail store asking the user to click a link to claim a prize. The link may go to a

fake site asking for personal information, or it may install a virus.

Spear phishing is a highly targeted phishing attack. While phishing and spear phishing both use

emails to reach the victims, spear phishing emails are customized to a specific person. The attacker

researches the target’s interests before sending the email. For example, an attacker learns the target

is interested in cars, and has been looking to buy a specific model of car. The attacker joins the same

car discussion forum where the target is a member, forges a car sale offering and sends email to the

target. The email contains a link for pictures of the car. When the target clicks on the link, malware

is installed on the target’s computer.



DDoS



A Distributed DoS Attack (DDoS) is similar to a DoS attack but originates

from multiple, coordinated sources. As an example, a DDoS attack could

proceed as follows:

An attacker builds a network of infected hosts, called a botnet. The infected

hosts are called zombies. The zombies are controlled by handler systems.

The zombie computers constantly scan and infect more hosts, creating more

zombies. When ready, the hacker instructs handler systems to make the

botnet of zombies carry out a DDoS attack.







Firewall Types



A firewall is a wall or partition that is designed to prevent fire from

spreading from one part of a building to another. In computer

networking, a firewall is designed to control, or filter, which

communications are allowed in and which are allowed out of a

device or network, as shown in the figure. A firewall can be installed

on a single computer with the purpose of protecting that one

computer (host-based firewall), or it can be a stand-alone network

device that protects an entire network of computers and all of the

host devices on that network (network-based firewall).



Over the years, as computer and network attacks have become more
sophisticated, new types of firewalls have been developed which
serve different purposes in protecting a network. Here is a list of
common firewall types:

 Network Layer Firewall – filtering based on source and
destination IP addresses

 Transport Layer Firewall –filtering based on source and
destination data ports, and filtering based on connection states

 Application Layer Firewall –filtering based on application,
program or service



 Context Aware Application Firewall – filtering based on the user, device,
role, application type, and threat profile

 Proxy Server – filtering of web content requests like URL, domain, media,
etc.

 Reverse Proxy Server – placed in front of web servers, reverse proxy
servers protect, hide, offload, and distribute access to web servers

 Network Address Translation (NAT) Firewall – hides or masquerades
the private addresses of network hosts

 Host-based Firewall – filtering of ports and system service calls on a
single computer operating system



Security Appliances



Today there is no single security appliance or piece of technology that will

solve all network security needs. Because there is a variety of security

appliances and tools that need to be implemented, it is important that they all

work together. Security appliances are most effective when they are part of a

system.

Security appliances can be stand-alone devices, like a router or firewall, a card

that can be installed into a network device, or a module with its own processor

and cached memory. Security appliances can also be software tools that are

run on a network device. Security appliances fall into these general

categories:



Routers - Cisco Integrated Services Router (ISR) routers, shown in

Figure 1, have many firewall capabilities besides just routing functions,

including traffic filtering, the ability to run an Intrusion Prevention

System (IPS), encryption, and VPN capabilities for secure encrypted

tunneling.

Firewalls - Cisco Next Generation Firewalls have all the capabilities of an

ISR router, as well as, advanced network management and analytics.

Cisco Adaptive Security Appliance (ASA) with firewall capabilities are

shown in Figure 2.



IPS - Cisco Next Generation IPS devices, shown in Figure 3, are dedicated to intrusion

prevention.

VPN - Cisco security appliances are equipped with a Virtual Private Network (VPN) server

and client technologies. It is designed for secure encrypted tunneling.

Malware/Antivirus - Cisco Advanced Malware Protection (AMP) comes in next generation

Cisco routers, firewalls, IPS devices, Web and Email Security Appliances and can also be

installed as software in host computers.

Other Security Devices – This category includes web and email security appliances,

decryption devices, client access control servers, and security management systems.
































