How to Verify Digital Signatures & Read OR Code

#Digital Signatures:
Digital signatures serve two distinct purposes in PDF documents.

e To ensure the document hasn’t been altered since it was signed.
« To verify that the signing credentials of the person (or entity) signing the document remain in effect.

#Verifying Digital Signature of a Document

Here we provide some basic information on how to understand digital signature messages in Adobe Acrobat
X1 or Reader X.

When a user first encounters a digitally-signed PDF file they may see one of two types of messages:
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%‘,’{ At least one signature has problems. 9 Certified by Superintendent of Documents <pkisupportfgpo.gov:>

Even though you may see a message indicating that “at least one signature has problems” most users simply
want to know whether the document has been tampered. It is still possible to verify that a signed PDF
document has not been tampered since it was signed.

1. First open the digitally signed pdf document by Adobe Reader.
2. Open the Signature panel and review the signature details.
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3. The Signatures panel displays information about each digital signature in the current document and

the change history of the document since the first digital signature.
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Signature validity is unknown:

Document has not been medified since this signature was applied:

Signer's identity is unknown because it has not been included in your list of truste
Signing time is from the clock on the signer's computer.
=l Signature Details

Reason:
Location: Dhaka, BD
Certificate Details...

Last Checked: 2019.03.13 12:50:46 +06'00"

Field: Signaturel (invisible signature)

Click to wiew this wersion

4. View Certificate Details of the Signature:
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At least one signature has problems.
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Signature wvalidity is unknown:
Document has not been modified since this signature was applied
Signer's identity is unknown because it has not been included in your list of truste
Signing time is from the clock on the signer's computer.
= Signature Details
Reason:
Location: Dhaka, BD
iCertificate Details...

¢Click here
Last Checked: 2019.02.13 12:50:96 +06'00"

Field: Signaturel (invisible signature)

Click to view this version

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[ Show all certification paths found

= Root CA Bangladesh 201 Summary Details Revocation Trust  Policies Legal Motice
= Mange CA 2017
= Mango Sub CA fo il
Muhammad S &l . . . .
Registrar of Joint Stock Companies and Firms
lssued by:  Mange Sub CA for Class2 Enterprise Certificate
Mango Teleservices Limited
Valid from:  2018/02/14 10:536:47 +06'00"
Valid to:  2020/02/14 10:56:47 +06'00"
Intended usage: Digital Signature, Non-Repudiation, Encrypt Keys,
Server Authentication, Client Authentication, Email
Protection, 1.3.6.1.4.1.311.20.2.2, 1.3.6.1.4.1.311.10.3.12,
Acrobat Authentic Documents
Export...
< >

a The selected certificate path is valid.
The path validation checks were done as of the signing time:

2019/01,/31 19:21:22 +06'00"
Validation Model: Shell

OK




#OR Code:

- A machine-readable code consisting of an array of black and white squares, typically used for storing
URLs or other information for reading by the camera on a smartphone.

#Read QR Code Information:

Scan QR Codes on Android Smartphone

1. Open the Play Store on your Android. It’s the , icon in the app drawer or on the home screen.

2. Type “QR code reader” into the search box and tap the search button. This displays a list of QR
code reading apps.

Install any QR Code Reader App from the play store.

4. Open QR Code Reader
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Place the code inside the frame

5. Line up the QR code in the camera frame. It's like you’re taking a photo, except you don't have to
press any buttons. When the scanner reads the code, a pop-up containing the Information in the code
will appear.
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*** N.B.: The information of the QR Code does not authenticate the document signature and
whether the document has been tampered or not since it was signed.
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