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How to use this Competency Based Learning Materials (CBLMs) 

  

The module, Maintaining and enhancing professional & technical competency contains 

training materials and activities for you to complete. These activities may be completed as part 

of structured classroom activities or you may be required you to work at your own pace. These 

activities will ask you to complete associated learning and practice activities in order to gain 

knowledge and skills you need to achieve the learning outcomes.  

 

1. Review the Learning Activity page to understand the sequence of learning activities 

you will undergo. This page will serve as your road map towards the achievement of 

competence.  

  

2. Read the Information Sheets. This will give you an understanding of the jobs or tasks 

you are going to learn how to do. Once you have finished reading the Information 

Sheets complete the questions in the Self-Check.  

  

3. Self-Checks are found after each Information Sheet.  Self-Checks are designed to help 

you know how you are progressing.  If you are unable to answer the questions in the 

Self-Check you will need to re-read the relevant Information Sheet. Once you have 

completed all the questions check your answers by reading the relevant Answer Keys 

found at the end of this module.  

  

4. Next move on to the Job Sheets. Job Sheets provide detailed information about how 

to do the job you are being trained in. Some Job Sheets will also have a series of 

Activity Sheets. These sheets have been designed to introduce you to the job step by 

step. This is where you will apply the new knowledge you gained by reading the 

Information Sheets. This is your opportunity to practise the job. You may need to 

practise the job or activity several times before you become competent.  

   

5. Specification sheets, specifying the details of the job to be performed will be provided 

where appropriate.  

  

6. A review of competency is provided on the last page to help remind if all the required 

assessment criteria have been met. This record is for your own information and 

guidance and is not an official record of competency  

  

When working though this Module always be aware of your safety and the safety of others in 

the training room. Should you require assistance or clarification please consult your trainer or 

facilitator.  

  

When you have satisfactorily completed all the Jobs and/or Activities outlined in this 

module, an assessment event will be scheduled to assess if you have achieved competency 

in the specified learning outcomes. You will then be ready to move onto the next Unit of 

Competency or Module  
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Module Content 
 

Unit Title: Setup Web Design Environment 

Unit Code: OU- ICT-WDDF-01-L3-V1 

Module Title: Setup Web Design Environment 
 

Module Descriptor: This module encompasses the necessary knowledge, skills, and attitudes 

(KAS) for establishing a web design environment. It encompasses proficiencies such as 

configuring client servers, collaborating with browsers, acquiring web design software, 

explaining web servers, installing FTP clients, and clarifying data layers. 

 

Nominal Hours: 30 
 

Learning Outcomes:  
 

Upon completion of this module the trainees must be able to:  
 

1. Set up client server. 

2. Work with Browsers. 

3. Introduce web design software and data layers. 

4. Interpret Web servers. 

5. Install FTP clients. 
 

Assessment Criteria: 
 

1. Client-server architecture is identified.  

2. Types of networks and their functionality is interpreted. 

3. Types of websites are categorized. 

4. A local Web server is installed and tested for functionality. 

5. A web browser is identified.  

6. Types of web browsers are introduced. 

7. A web browser is installed and used. 

8. Features/options of different web browsers are outlined. 

9. Cross-browser compatibility of websites is interpreted. 

10. The Developer Tools are identified and selected. 

11. Plug-ins and extensions are installed and used as required 

12. Web design software is interpreted. 

13. Web design platform is introduced. 

14. Web design software is familiarized. 

15. Data layer is defined. 

16. Data layer applications are interpreted. 

17. Web API is introduced. 

18. The web server is identified.  

19. The local web server is defined. 

20. The web server is interpreted. 

21. FTP client is interpreted. 

22. FTP client is installed. 
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Learning Outcome 1: Set up client servers. 

Assessment Criteria 

 

1. Client-server architecture is identified.  

2. Types of networks and their functionality is interpreted. 

3. Types of websites are categorized. 

4. A local Web server is installed and tested for functionality. 

Conditions and 

Resources 

 

1. CBLM 

2. Handouts 

3. Books, Manuals  

4. Module/ Reference  

5. Paper  

6. Laptop  

7. White board and marker 

8. Audio/video device 

9. Module/reference 

 Contents 1 Identify the client-server architecture and its components. 

2 Interpret the various types of networks and understand their 

functionalities. 

3 Categorize different types of websites based on their purpose 

and features. 

4 Install a local web server and configure it properly. 

5 Conduct testing procedures on the local web server to ensure 

its functionality and compatibility. 

Training Methods 

 

1. Discussion 

2. Presentation  

3. Demonstration 

4. Guided Practice 

5. Individual Practice  

6. Project work 

7. Problem solving 

8. Brainstorming 

Assessment Methods 

 

1. Written Test 

2. Demonstration 

3. Oral Questioning   

4. Pportfolio 
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Learning Experience 1: Set up client servers 

 

You must perform the learning steps below to achieve the objectives stated in this learning 

guide. Beside each step are the resources or special instructions you will use to accomplish the 

corresponding activity. 

 

Learning Steps Resources specific instructions 

1. Students will ask the 

instructor about setting up 

client servers. 

1. The instructor will provide the learning materials for` 

Setting up client servers. 

2. Read the Information 

sheet/s 

2. Information Sheet No 1: Set up client servers 

3. Complete the Self-Checks 

& Answer key sheets. 

3. Self-Check No 1: Set up client servers 

 

Answer key No 1: Set up client servers  

4. Read the Job/ Task sheet 

and Specification Sheet  

4. Job/ task sheet and specification sheet  

Individual Activity:  

 

Job Sheet No 1: XAMPP Installation on Windows 

 

Specification Sheet 1: XAMPP Installation on Windows 
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Information Sheet 1: Set up client servers 
 

Learning Objective: 
 

After completion of this information sheet, the learners will be able to explain, define and 

interpret the following contents: 

 

1.1 The client-server architecture and its components. 

1.2 Types of Networks 

1.3 Types of Websites 

1.4 Local web server and configure it properly. 

1.5 Testing procedures on the local web server to ensure its functionality and compatibility. 

 

1.1 Client-server architecture and its components 

 

Client-server architecture and its 

components: 

 

Client-server architecture is a computing 

model in which clients and servers 

interact to fulfill computing tasks and 

services. Client-server architecture 

facilitates efficient communication, 

resource sharing, and data management 

on the Internet with TCP/IP protocol. 
 

Clients: 

Clients are devices or applications that request services or resources from servers. They 

can be personal computers, laptops, mobile devices, or software applications. Clients 

initiate communication by sending requests to servers and receiving responses in return. 

Servers: 

Servers are powerful computers or software applications that provide services or 

resources to clients. They respond to client requests by processing data, executing tasks, 

and delivering requested information. Servers are designed to handle multiple client 

connections simultaneously. 

Benefits: 

▪ Scalability 

▪ Centralized Data Management 

▪ Improved Security 

Use Cases: 

▪ Web Servers 

▪ Database Servers 
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The communication between clients and 

servers follows a request-response 

model. Clients send requests to servers, 

specifying the desired service or 

resource, and servers respond by 

processing the request and delivering the 

requested information or performing the 

requested task.   

 

Watch a sample video lesson on client-server architecture.  

(https://www.youtube.com/watch?v=Dg1U-jwVUrg)  

 

1.2 Types of networks and understand their functionalities 
 

Types of Networks 

 

▪ Intranet 

▪ Extranet 

▪ Internet 
 

▪ Intranet: 

An intranet is a private network restricted to a specific organization, such as a company, 

school, or government agency. It enables internal communication and collaboration 

within the organization by providing access to shared resources, information, and 

applications. Intranets are typically protected by firewalls and require authentication for 

access. 

 
 

▪ Subdivision: 

Local Area Network (LAN): A type of intranet that covers a small geographic area, such 

as an office building or campus. It allows for fast and efficient communication between 

devices within the network. 

 

https://www.youtube.com/watch?v=Dg1U-jwVUrg
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▪ Extranet: 

An extranet is an extension of an intranet that allows authorized external entities, such 

as partners, suppliers, or customers, to access certain parts of the internal network. It 

enables secure collaboration and information sharing with external stakeholders while 

maintaining control over access and permissions. 

 
▪ Subdivision: 

Virtual Private Network (VPN): A secure connection established over a public network, 

such as the Internet, to connect remote users or external entities to the intranet or 

extranet. VPNs provide encryption and authentication to ensure secure communication. 

 

▪ Internet: 

The Internet is a global network connecting millions of devices worldwide. It is a public 

network that enables communication, information sharing, and access to various 

services and resources. The internet operates on the TCP/IP protocol suite, allowing 

users to browse websites, send emails, access cloud services, and more. 

 
 

Note: While there are no direct subdivisions of the Internet, it is worth mentioning that 

it comprises interconnected networks, including intranets, extranets, and various other 

types of networks owned by different organizations and service providers. These 

interconnected networks form the infrastructure that supports the functioning of the 

Internet as a whole. 
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1.3 Types of websites based on their purpose and features. 

            Types of Websites 

▪ Static 

▪ Dynamic 

▪ Interactive 
 

▪ Static Websites:  

Static websites are the simplest websites that primarily display fixed content to the 

users. The content of these websites remains the same until a web developer manually 

updates or modifies it. Static websites are typically created using HTML (Hypertext 

Markup Language) and CSS (Cascading Style Sheets). They are suitable for websites 

requiring minimal updates or needing more interactive elements. Examples of static 

websites include brochure websites, informational websites, and personal portfolios. 

 
▪ Dynamic Websites:  

Unlike static websites, dynamic websites generate content on the fly, allowing for real-

time updates and user interactions. They retrieve data from a database or external 

sources and deliver personalized content to the users based on their preferences or 

inputs. Dynamic websites use server-side technologies such as PHP, Python, Ruby, or 

ASP.NET to process user requests and generate dynamic content. Examples of dynamic 

websites include e-commerce sites, social media platforms, news portals, and content 

management systems (CMS). 
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▪ Interactive Websites:  

Interactive websites go beyond dynamic websites by providing users with a highly 

engaging and immersive experience. They often involve advanced user interfaces, 

multimedia elements, and interactive features encouraging user participation and input. 

Interactive websites leverage client-side technologies like JavaScript, AJAX and 

frameworks like AngularJS or ReactJS to enhance user interactivity. These websites 

enable users to perform actions, submit forms, play games, and manipulate content 

directly. Examples of interactive websites include web applications, online games, 

interactive educational platforms, and collaborative platforms like Google Docs.  

 

1.4 Local web server and configure it properly 
 

Local Web Server: 

A local web server is software installed and run on a personal computer or a local 

network. It allows you to create a web design and development environment on your 

computer, enabling you to develop, test, and run websites or web applications locally 

before deploying them to a live server. A local web server simulates the functionality of 

a remote server, allowing you to interact with webpages and execute server-side scripts 

on your machine. 

There are several ways to install a local web server. Some of the standard methods 

include: 

a. Manual Installation: Manual installation involves downloading and installing the 

necessary components to set up a web server. This includes downloading and installing 

the web server software (e.g., Apache, Nginx), database server (e.g., MySQL), and 

server-side scripting language (e.g., PHP). Each component must be configured 

separately, and the process requires a good understanding of the server setup and 

configuration. 

b. XAMPP: XAMPP is a popular cross-platform software package that includes Apache, 

MySQL, PHP, and Perl. It provides an all-in-one solution for setting up a local web 

server environment. XAMPP simplifies the installation process by bundling the 

necessary components and providing an intuitive control panel for managing the server. 

XAMPP is available for Windows, macOS, and Linux. 
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c. WAMP: WAMP (Windows, Apache, MySQL, PHP) is similar to XAMPP but is 

specifically designed for Windows operating systems. It provides an easy-to-install 

package that includes Apache, MySQL, and PHP, allowing users to quickly set up a 

local web server on a Windows machine. 

d. MAMP: MAMP (Mac, Apache, MySQL, PHP) is a local web server solution for 

macOS users. It bundles Apache, MySQL, and PHP into a single package, providing an 

easy installation and configuration process for setting up a local development 

environment on a Mac. 

e. LAMP: LAMP (Linux, Apache, MySQL, PHP) refers to the combination of open-

source software commonly used for hosting websites on Linux servers. It involves 

manually installing and configuring Apache, MySQL, and PHP on a Linux distribution, 

such as Ubuntu or CentOS. 

 

These are just a few examples of local web server installation methods. Other options, 

such as WampServer, EasyPHP, and Bitnami, offer their features and benefits. The 

choice of installation method depends on the operating system, personal preference, and 

the specific requirements of the web development project. In this learning material we 

will see XAMPP installation. 

 

How To Install Xampp on Windows 

 

1. To install XAMPP on your PC, go to: https://apachefriends.org and click 

the XAMPP for Windows link. The download will start automatically. 

 

 

https://apachefriends.org/
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2. Once the download has completed, go to your Downloads folder and double-click on 

the installer to start the installation. 

 
 

 
 

3. Follow the instructions to install XAMPP. 

4. To start XAMPP, type XAMPP into the search bar. Then select the XAMPP Control 

Panel to start XAMPP. 
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THE XAMPP INTERFACE 

 

▪ Here you can see the XAMPP interface. 

▪ The Start button for Apache is used to start the Apache web server (and then stop it 

when it is started). 

▪ The Start button for MySQL will start the MySQL database (and then stop it when it 

is started). 

▪ The port numbers for Apache and MySQL are shown when the servers have started. 
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Where To Save Files: 
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When learning to create a Local Web Server for website design, you should save your HTML 

pages in the document root folder. You should also put any other files the browser might 

request in this folder (such as images, CSS, and JavaScript files). 

 

When using XAMPP, the default location of the document root folder is C:\XAMPP\htdocs\. 

And the default XAMPP URL is an address like this: http://localhost. 

 

1.5 Testing procedures on the local web server to ensure its functionality and 

compatibility. 

 

Testing XAMPP Installation: 
 

In the control panel, click on the start action for the Apache module. This will instruct 

XAMPP to initiate the Apache webserver. Now open any web browser and type: 

http://localhost or 127.0.0.1, you should see the XAMPP screen. It means you have 

XAMPP appropriately installed on your system. 

Follow these steps to check whether the XAMPP server is configured correctly or not, 

and we can create a PHP test page. This page can be stored under XAMPP's localhost 

and run on the browser. 

Steps to create a PHP page: 

▪ Open the XAMPP directory in C Drive and choose the htdocs folder 

(C:\xampp\htdocs for standard installations). This directory contains all the data 

required to run a web page. 

▪ Please create a new folder Test for the test page in htdocs. 

▪ Open Notepad, type the following code, and save the file in the Test folder. 

▪ Make sure you have saved the file with .php extension. For example, test.php. 

<!doctype html> 

<html> 

<head> 

<title> Test Page</title> 

</head> 

<body> 

<p> XAMPP Server runs successfully</p> 

</body> 

</html> 

▪ Open the XAMPP control panel and start the Apache module. 

▪ Open your browser and type localhost/Test/test.php in the URL tab. If your 

browser prints 'XAMPP Server runs successfully,’ it means XAMPP is installed 

and correctly configured. 

 

 

The output of localhost: 
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From the output screen, you can see that the XAMPP server is successfully installed. 

You can use it to create and test your Web Apps and learn how web servers work 

with OpenSSL, Tomcat, and others. We started only the Apache module for testing, 

but you can also begin other modules like MySQL, FileZilla, Mercury, and Tomcat 

to create web apps. 
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Self-Check Sheet 1 Set up client servers 
 

Questionnaire: 
 

1. Name two critical components of client-server architecture.  

Answer:  

 

2. Explain the role of servers in client-server architecture. 

Answer: 

 

3. Define an intranet.  

Answer: 

 

4. What is the purpose of an extranet? 

Answer: 

 

5. Explain the concept of an extranet.  

Answer: 

 

6. What is the significance of the TCP/IP protocol suite in network communication? 

Answer: 

 

7. What are some examples of interactive websites? 

Answer: 

 

8. What is the purpose of a local web server? 

Answer: 

 

9. Name two popular software packages for setting up a local web server environment. 

Answer: 

 

10. Which components are typically included in a LAMP stack? 

Answer: 
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Answer Key 1 Set up client servers 
 

1. Name two critical components of client-server architecture.  

         Answer: Clients and servers.  

 

 

2. Explain the role of servers in client-server architecture. 

Answer: Servers process client requests, perform tasks, and deliver client information or 

services. 

 

3. Define an intranet.  

Answer: An intranet is a private network accessible only to a specific organization, 

enabling internal communication and collaboration. 

 

4. What is the purpose of an extranet? 

Answer: An extranet allows authorized external entities, such as partners or customers, 

to access specific parts of the internal network for collaboration and information sharing. 

 

5. Explain the concept of an extranet.  

Answer: An extranet is an extension of an intranet that provides limited access to 

external stakeholders for collaboration and sharing of information. 

 

6. What is the significance of the TCP/IP protocol suite in network communication? 

 Answer: The TCP/IP protocol suite is significant as it serves as the foundation for 

communication on the Internet, ensuring reliable and standardized data transmission 

across interconnected networks. 

 

7. What are some examples of interactive websites? 

Answer: Examples of interactive websites include web applications, online games, 

interactive educational platforms, and collaborative platforms like Google Docs. 

 

8. What is the purpose of a local web server? 

Answer: The purpose of a local web server is to create a web development environment 

on a personal computer or local network, allowing developers to develop, test, and run 

websites or web applications locally before deploying them to a live server. 

 

9. Name two popular software packages for setting up a local web server environment. 

Answer: Two popular software packages for setting up a local web server environment 

are XAMPP and WAMP. 

 

10. Which components are typically included in a LAMP stack? 

Answer: A LAMP stack typically includes Linux (operating system), Apache (web 

server software), MySQL (database server), and PHP (server-side scripting language). 
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Job Sheet-1: XAMPP Installation on Windows 

 

Job Name: XAMPP Installation on Windows 

 

Objective: At the end of the session learner will be able to Install XAMPP on a Windows OS 

 

Required Equipment: 

 

• Computer running Windows OS 

• XAMPP installer package (downloaded from the official website) 

 

Procedure: 

 

1. Prepare for Installation  

2. Download XAMPP 

3. Install XAMPP 

4. Select Components  

5. Select Installation Folder 

6. Verify the Installation 
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Specification Sheet-1: XAMPP Installation on Windows 
 

 

Necessary tools and equipment 

 

Sl. No 
Name of Tools & 

Equipment 
Specification Unit Quantity 

1  Computer 

Processor: Intel Pentium 4 or 

higher   

RAM: 2 GB 

Disk Space: 200 MB 

Set 01 

2  Software (Browser) Latest Version No. 01 

3  Internet connections   Set 01 

 

Other Specifications: 

1. Preparing for Installation:  

a) Ensure that your computer meets the minimum system requirements for 

XAMPP.  

b) Close any running applications or programs to prevent interruptions during 

the installation process.  

c) Disable any antivirus or firewall temporarily, as they may interfere with the 

installation. 

2. Downloading XAMPP:  

a) Open a web browser and visit the official XAMPP website 

(https://www.apachefriends.org).  

b) Navigate to the downloads section and locate the version of XAMPP suitable 

for your Windows OS (32-bit or 64-bit).  

3. Installing XAMPP:  

a) Locate the downloaded XAMPP installer package (e.g., "xampp-windows-

x64-7.4.22-0-VC15-installer.exe").  

b) If prompted by the User Account Control (UAC) dialog, click "Yes" to grant 

permission to proceed.  

4. Components: Default 

5. Installation Folder: "C:\xampp."  

7. Verifying the Installation:  

a) If you select the option to launch the XAMPP Control Panel, it will open 

automatically.  

b) To confirm the successful installation, open a web browser and enter 

"http://localhost/" in the address bar.  

c) If you see the XAMPP dashboard or a "Welcome to XAMPP" page, it 

indicates that XAMPP has been installed correctly. 

 

  

https://www.apachefriends.org/
http://localhost/
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Learning Outcome 2: Work with Web browsers 

Assessment Criteria 

 

1. A web browser is identified.  

2. Types of web browsers are introduced. 

3. A web browser is installed and used. 

4. Features/options of different web browsers are outlined. 

5. Cross-browser compatibility of websites is interpreted. 

6. “Developer tools” are identified and selected. 

7. Plug-ins and extensions are installed and used as required. 

Conditions and 

Resources 

 

1. CBLM 

2. Handouts 

3. Books, Manuals  

4. Module/ Reference  

5. Paper  

6. Laptop  

7. White board and marker 

8. Audio/video device 

9. Module/reference 

 
Contents 1. Identify Web browser. 

2. Introduce Types of Web browsers. 

3. Install and use a Web browser. 

4. Outline Features/options of different Web browsers. 

5. Interpret Cross browser compatibility of websites. 

6. Identifying and Selecting “Developer Tools”. 

7. Installing and Utilizing Required Plugins and Extensions 

Training Methods 

 

1. Discussion 

2. Presentation  

3. Demonstration 

4. Guided Practice 

5. Individual Practice  

6. Project work 

7. Problem solving 

8. Brainstorming 

Training Methods 1. Discussion 

2. Presentation 

3. Demonstration 

4. Guided Practice 

5. Individual Practice 

6. Project Work 

7. Problem Solving 

8. Brainstorming 

Assessment Methods 

 

1. Written Test 

2. Demonstration 

3. Oral Questioning   

4. Portfolio 
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Learning Experience 2: Work with Web browsers 

 

You must perform the learning steps below to achieve the objectives stated in this learning 

guide. Beside each step are the resources or special instructions you will use to accomplish the 

corresponding activity. 

 

Learning Steps Resources specific instructions 

1. Students will ask the 

instructor about Working 

with Web browsers. 

1. The instructor will provide the learning materials for` 

Working with Web browsers. 

2. Read the Information 

sheet/s 

2. Information Sheet No 2: Work with Web browsers  

3. Complete the Self-Checks 

& Answer key sheets. 

3. Self-Check No 2: Work with Web browsers 

Answer key No 2: Work with Web browsers 

4. Read the Job/ Task sheet 

and Specification Sheet  

4. Job/ task sheet and specification sheet  

Individual Activity:  

 

Job Sheet No 2: Installing Google Chrome on Windows 

PC 

 

Specification Sheet 2: Installing Google Chrome on 

Windows PC 
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Information Sheet 2: Working with Web browsers 
 

Learning Objective: 
 

After completion of this information sheet, the learners will be able to explain, define and 

interpret the following contents: 

 

2.1. Web browser. 

2.2. Types of Web browsers and their features. 

2.3. Install a Web browser. 

2.4. Features/options of different web browsers  

2.5. Cross-browser compatibility. 

2.6. Identifying and Selecting “Developer Tools”. 

2.7. Installing and Utilizing Required Plugins and Extensions 

2.1. Web browser 

 

A web browser is a software 

application that allows users to access 

and view websites online. It acts as a 

user interface, enabling users to 

interact with web content, navigate 

web pages, and consume online 

information. Web browsers retrieve 

and display webpages by interpreting 

HTML, CSS, JavaScript, and other 

web technologies.  

 

2.2. Different Types of Web Browsers and their features: 

 

❖ Mozilla Firefox: 

• Mozilla Firefox is a popular open-source web browser developed by the 

Mozilla Foundation. 

• It is known for its strong emphasis on privacy and security, with features like 

Enhanced Tracking Protection and support for various privacy-focused 

extensions. 

• Firefox offers a customizable user interface and a wide range of add-ons and 

extensions to enhance the browsing experience. 

• It is available for multiple platforms, including Windows, macOS, Linux, and 

mobile devices. 

❖ Google Chrome: 

• Google Chrome is a widely used web browser developed by Google. 

• It is known for its fast performance, clean user interface, and integration with 

various Google services. 

• Chrome supports many extensions and provides features like tab 
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management, automatic updates, and built-in Google Translate. 

• It is available for Windows, macOS, Linux, Android, and iOS. 

❖ Safari: 

• Safari is the default web browser for Apple devices, including Mac 

computers, iPhones, and iPads. 

• It offers a clean and user-friendly interface focusing on performance and 

energy efficiency. 

• Safari integrates seamlessly with Apple's ecosystem, providing features like 

iCloud syncing, Handoff for seamless browsing across devices, and Apple 

Pay integration. 

• Safari is available exclusively for macOS and iOS. 

❖ Opera: 

▪ Opera is a web browser known for its speed, security features, and unique 

functionalities. 

▪ It includes a built-in ad blocker, a free VPN (Virtual Private Network) for 

secure browsing, and a battery-saving mode. 

▪ Opera offers a customizable start page, sidebar extensions for quick access to 

bookmarks and messaging services, and a unique feature called Opera Turbo 

for faster browsing on slow internet connections. 

▪ It is available for Windows, macOS, Linux, Android, and iOS. 

❖ Microsoft Edge: 

▪ Microsoft Edge is a web browser developed by Microsoft and is the default 

browser for Windows 10 and later versions. 

▪ It offers a clean and modern interface, integration with Microsoft services like 

Cortana and Office, and features like reading mode, PDF annotation, and 

collections for organizing web content. 

▪ Microsoft Edge is built on the Chromium open-source project, which 

provides better compatibility with web standards and a wide range of 

extensions. 

▪ It is available for Windows, macOS, Android, and iOS. 

❖ Brave: 

• Brave is a privacy-focused web browser built on Chromium, the same open-

source project that powers Google Chrome. 

• It strongly emphasizes blocking ads and trackers by default, providing a faster 

and more secure browsing experience. 

• Brave offers feature such as built-in ad and tracker blocking, HTTPS 

Everywhere for secure connections, and Brave Rewards. This system allows 

users to earn cryptocurrency for opting into privacy-respecting ads. 

• Brave is available for Windows, macOS, Linux, Android, and iOS. 

 

❖ Tor Browser: 

• Tor Browser is a web browser that focuses on privacy and anonymity. 

• It is based on the Tor network, a volunteer-operated servers that encrypt and 
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route internet traffic through multiple layers, making it difficult to trace back 

to the user. 

• Tor Browser prevents websites from tracking browsing habits and obscures 

your IP address, enhancing online privacy. 

• It also allows access to websites blocked or censored in certain regions by 

bypassing restrictions. 

• Tor Browser is available for Windows, macOS, Linux, and Android. 

It's important to note that while Tor Browser provides enhanced privacy and 

anonymity, it may result in slower browsing speeds due to the nature of routing 

internet traffic through multiple servers. Additionally, it's crucial to use Tor Browser 

responsibly and be aware of the legal and ethical considerations associated with 

accessing certain types of content. 

 

2.3. Steps to Install Google Chrome Browser: 

 

Open a web browser: 

• Launch any web browser installed on your computer, such as Internet Explorer, 

Firefox, or Safari. 

Visit the official Google Chrome website: 

• Type "Chrome" or "Google Chrome" in the search bar of your current web 

browser. 

• Click on the official link that directs you to the Google Chrome website. 
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Download the Chrome installer: 

• On the Google Chrome website, you will find a prominent download button. 

• Click on the download button to initiate the download of the Chrome installer. 

Choose the installer version: 

• Depending on your operating system, you may have different download options. 

• Select the appropriate installer version for your operating system (Windows, 

macOS, or Linux). 

Accept the terms and conditions: 

• Before proceeding with the download, you may be required to accept the terms 

and conditions of using Google Chrome. 

• Read the terms and conditions and click the "Accept and Install" button to 

continue. 

  

Save the Installer file: 

• You will be prompted to choose a location on your computer where you want to 

save the installer file. 

• Select a location and click "Save" to start the download. 

Run the installer: 

• Once the download is complete, locate the downloaded installer file on your 

computer. 

• Double-click on the installer file to run it. 

User Account Control (UAC) prompt (for Windows): 

• If you are using Windows, the User Account Control (UAC) prompt may appear 

to ask for your permission to proceed. 

• Click "Yes" or enter your administrator password if prompted. 
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Follow the installation prompts: 

• The Chrome installer will guide you through the installation process with 

several prompts. 

• You may be asked to choose installation options, such as the installation location 

or whether to make Chrome your default browser. 

• Follow the prompts and make any desired selections. 

Wait for the installation to complete: 

• The installation process may take a few minutes. 

• Wait for the installer to complete the installation of Google Chrome on your 

computer. 

Launch Google Chrome: 

• Once the installation is finished, you can launch Google Chrome by locating its 

icon on your desktop or in the Start menu. 

• Double-click on the icon to open Google Chrome. 

Set up Chrome (optional): 

• You may be prompted to sign in with your Google Account upon launching 

Chrome for the first time. 

• You can sign in or skip this step if you prefer to keep your data private. 
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2.4. Features/options of different web browsers 
 

Google Chrome: 

 

▪ Customizable themes and extensions. 

▪ Omnibox for search and navigation. 

▪ Sync across devices with a Google account. 

▪ Built-in PDF viewer and Flash player. 

▪ Incognito mode for private browsing. 

▪ Tabbed browsing with the option to pin tabs. 

▪ Developer tools for debugging and testing. 

▪ Autofill forms and password manager. 

▪ Google Translate integration for web pages. 

▪ Enhanced security features and frequent updates. 

 

Mozilla Firefox: 

 

▪ Customizable themes and extensions. 

▪ Private browsing mode. 

▪ Tabbed browsing with the option to pin tabs. 

▪ Sync across devices with a Firefox account. 

▪ Developer tools for debugging and testing. 

▪ Built-in pop-up blocker and anti-tracking features. 

▪ Enhanced security and privacy controls. 

▪ Reader View for a simplified reading experience. 

▪ Customizable search engine options. 

▪ Web compatibility tools and add-ons. 
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Safari: 

 

▪ Integration with macOS and iOS devices. 

▪ Safari Reader for clutter-free reading. 

▪ Keychain for password management. 

▪ Intelligent Tracking Prevention for privacy. 

▪ Tab view for easy navigation. 

▪ iCloud integration for seamless browsing across devices. 

▪ Energy efficiency features for longer battery life. 

▪ Extensions for customization. 

▪ Privacy Report to show trackers on websites. 

▪ Fast JavaScript engine for smooth performance. 

 

Microsoft Edge: 

 

▪ Integration with Windows 10 and Microsoft services. 

▪ Collections for organizing content. 

▪ Reading view for distraction-free reading. 

▪ Built-in tracking prevention and security features. 

▪ Integration with Microsoft Defender SmartScreen. 

▪ Customizable themes and extensions. 

▪ InPrivate browsing mode. 

▪ Sync across devices with a Microsoft account. 

▪ Web Notes for annotating web pages. 

▪ Immersive reader for a better reading experience. 

 

Opera: 

 

▪ Built-in ad blocker and VPN for privacy. 

▪ Customizable themes and extensions. 

▪ Speed Dial for quick access to favorite sites. 

▪ Turbo mode for faster browsing on slow connections. 

▪ Sidebar for easy access to messaging apps and extensions. 

▪ Personalized news feed on the browser's start page. 

▪ Snapshot tool for capturing and editing webpage content. 

▪ Built-in messenger services for easy communication. 

▪ Battery saver mode for laptops and mobile devices. 

▪ Flow feature for syncing content between devices. 
 

2.5. Cross-browser compatibility 

 

Cross-browser compatibility refers to the ability of a website, web application, or any 

web-based content to function consistently and correctly across different web browsers. 

Web browsers are developed by different companies, each with its rendering engines, 
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scripting capabilities, and interpretation of web standards. As a result, web content can 

sometimes appear or function differently depending on the browser being used.  

 

2.6. Identifying and Selecting Developer Tools in Different Browsers 

 

Developer tools are essential for web developers and designers to analyze, debug, and 

optimize their websites or web applications. Each browser provides its developer tools 

that offer various functionalities and features. This section will explore the developer 

tools available in popular web browsers and discuss their key features. 

 

The Inspect Element tool, also known as Developer Tools or DevTools, is a feature 

available in most modern web browsers that allow developers and designers to inspect 

and manipulate a web page's HTML, CSS, and JavaScript code. It is a powerful tool 

for web development, debugging, and understanding how websites are built. 

 

 
 

Here are some key features and functions of the Inspect Element tool: 

 

❖ Element Inspection: 

 

• The tool's primary function is to inspect individual elements on a web page. By 

right-clicking on an element and selecting "Inspect" or using a keyboard 

shortcut, the tool opens a panel that displays the HTML code and associated 

CSS styles for that element. 

• Developers can see the element's attributes, classes, IDs, box model properties, 

computed styles, and more. 

 

❖ DOM Manipulation: 

 

• The Inspect Element tool allows for live editing of a web page's Document 

Object Model (DOM). This means developers can add, modify, or remove 

elements and see the changes immediately without affecting the website. 
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❖ CSS Inspection and Editing: 

 

• Developers can examine and modify the CSS properties applied to specific 

elements. This includes adjusting styles, experimenting with different values, 

and even disabling or overriding existing styles to test the visual effects. 

 

❖ JavaScript Debugging: 

 

• The tool provides a console that allows developers to execute JavaScript code, 

log messages, and debug JavaScript errors and issues. 

• Developers can set breakpoints, step through code, inspect variables, and track 

the flow of execution. 

 

❖ Network Monitoring: 

 

• The Inspect Element tool includes a network panel that displays network 

requests made by the web page, including HTTP requests, response headers, 

and timing information. 

• It enables developers to analyze network performance, monitor API calls, and 

identify potential bottlenecks or errors. 

 

❖ Mobile Device Emulation: 

 

• Many modern browsers have a responsive design mode within the Inspect 

Element tool, allowing developers to simulate the appearance and behavior of a 

web page on different devices and screen sizes. 

• This helps in designing and testing responsive websites. 

 

❖ Performance Analysis: 

 

• The tool provides performance profiling capabilities to analyze and optimize a 

web page's loading and rendering speed. 

• It can identify performance bottlenecks, memory leaks, and excessive CPU 

usage. 

 
 

❖ Mozilla Firefox Developer Tools: 

 

Firefox Developer Tools provide similar functionalities to Chrome's tools but with a 

different interface.  
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▪ Some notable tools in Firefox Developer Tools include: 

 

▪ Inspector: Allows inspection and modification of HTML and CSS, with a live 

preview of changes. 

▪ Console: Provides a JavaScript console for logging and executing code, debugging 

errors, and analyzing network requests. 

▪ Network Monitor: Monitors network activity, including requests, responses, and 

timing information. 

▪ Debugger: Offers JavaScript debugging capabilities, allowing breakpoints, stepping 

through code, and inspecting variables. 

▪ Performance: Helps analyze webpage performance, including load times, memory 

usage, and JavaScript profiling. 

▪ Accessibility: Assesses webpage accessibility and provides accessibility 

recommendations. 

 

❖ Safari Web Inspector: 

 

Safari's Web Inspector offers a range of tools for web development and debugging on 

macOS and iOS devices.  
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▪ Key features include: 

 

▪ Elements: Allows inspection and modification of HTML and CSS with live updates. 

▪ Console: Provides a JavaScript console for logging and executing code, debugging 

errors, and analyzing network activity. 

▪ Network: Monitors network requests, responses, and timings. 

▪ Resources: Displays various web page resources, including images, scripts, 

stylesheets, etc. 

▪ Storage: Allows inspection and management of web storage, cookies, IndexedDB, 

and other storage mechanisms. 

▪ Timeline: Provides a timeline view to analyze webpage performance, including 

layout, rendering, and JavaScript activity. 

 

❖ Microsoft Edge Developer Tools: 

 

Microsoft Edge Developer Tools offer similar functionalities to other browsers, 

focusing on debugging and performance optimization.  
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▪ Key tools include: 

 

▪ Elements: Allows inspection and modification of HTML and CSS, with a live 

preview of changes. 

▪ Console: Provides a JavaScript console for logging and executing code, debugging 

errors, and analyzing network requests. 

▪ Network: Monitors network activity, including requests, responses, and timings. 

▪ Debugger: Offers JavaScript debugging capabilities, including breakpoints and 

code stepping. 

▪ Performance: Helps analyze webpage performance, including load times, CPU 

usage, and memory consumption. 

▪ Memory: Assists in analyzing and optimizing memory usage by the webpage. 

 

Different web browsers provide developer tools, allowing developers to inspect, debug, and 

optimize web pages. Google Chrome's developer tools, Firefox Developer Tools, Safari Web 

Inspector, and Microsoft Edge Developer Tools are among the most popular tools used by web 

developers. Understanding and utilizing these tools can significantly enhance the development 

and debugging process, enabling the creation of high-quality and performant websites and web 

applications.  
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2.7. Installing and Utilizing Required Plugins and Extensions 
 

Different web browsers provide various plugins and extensions that offer additional 

functionality, features, and customization options. For example, in Google Chrome, 

users can access the Chrome Web Store to find and install extensions such as ad 

blockers, password managers, productivity tools, and more. Installing plugins and 

extensions is usually a straightforward process, involving a few clicks to add them to 

the browser. Once installed, users can access and utilize these plugins and extensions 

to enhance their browsing experience.  
 

Install and manage Extensions on Google Chrome 

You can customize Chrome on your desktop by adding extensions from the Chrome 

Web Store. 
 

Install an extension 

Note: You can't add extensions when you browse in Incognito mode or as a guest. 
 

▪ Open the Chrome Web Store. 

▪ Find and select the extension you want. 

▪ Click Add to Chrome. 

▪ Some extensions will let you know if they need certain permissions or data. To 

approve, click Add extension. 
 

Note: Make sure you only approve extensions that you trust. 
 

To use the extension, click the icon to the right of the address bar. 
 

Manage your extensions 

1. On your computer, open Chrome. 

2. At the top right, click More   Extensions. 

3. Make your changes: 

• Turn on/off: Turn the extension on or off. 

• Allow incognito: On the extension, click Details. Turn on Allow in incognito. 

• Fix corruptions: Find a corrupted extension and click Repair. Confirm by 

clicking Repair extension. 

• Allow site access: On the extension, click Details. Next to “Allow this 

extension to read and change all your data on websites you visit,” change the 

extension’s site access to On click, On specific sites, or On all sites. 

Uninstall an extension 
 

Look for the extension's icon to the right of your address bar. Right-click the icon and 

select Remove from Chrome. 

 

If you don't find the extension's icon: 

▪ On your computer, open Chrome. 

▪ At the top right, click More   Extensions. 

▪ On to the extension you want to remove, click Remove. 

▪ Confirm by clicking Remove. 
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Self-Check Sheet 2: Work with Web browsers 
 

Questionnaire: 
 
True/False Questions: 

 

1. True or False: Web browsers interpret HTML, CSS, and JavaScript to display 

webpages. 

2. True or False: Opera offers a built-in ad blocker and free VPN. 

3. True or False: Cross-browser compatibility refers to the ability of a website to function 

consistently across different web browsers. 

4. True or False: CSS resets or normalization techniques eliminate inconsistencies in 

default browser styles. 

5. True or False: The Inspect Element tool allows live editing of the Document Object 

Model (DOM). 

6. True or False: The Inspect Element tool provides a network panel to monitor network 

requests made by a web page. 

7. True or False: The Inspect Element tool is primarily used by website visitors to view 

the source code of a webpage. 

 

Short Questions: 

 

1. What is a web browser? 

Answer:  

 

2. Which web browser is developed by the Mozilla Foundation? 

Answer:  
 

3. Which web browser is the default browser for Apple devices? 

Answer:  
 

4. Which web browser is based on the Chromium project and is the default browser for 

Windows 10? 

Answer:  
 

5. What is the purpose of feature detection in achieving cross-browser compatibility? 

Answer:  
 

6. What can developers do with the console in the Inspect Element tool? 

Answer:  
 

7. What is the significance of adhering to web standards in achieving cross-browser 

compatibility? 

Answer:  
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Answer Key 2: Work with Web browsers 
 

1. True: Web browsers interpret HTML, CSS, and JavaScript to display webpages. 

2. True: Opera offers a built-in ad blocker and free VPN. 

3. True: Cross-browser compatibility refers to the ability of a website to function 

consistently across different web browsers. 

4. True: CSS resets or normalization techniques eliminate inconsistencies in default 

browser styles. 

5. True: The Inspect Element tool allows live editing of the Document Object Model 

(DOM). 

6. True: The Inspect Element tool provides a network panel to monitor network requests 

made by a web page. 

7. False: The Inspect Element tool is primarily used by website visitors to view the source 

code of a webpage. 
 

Short Questions: 
 

1. What is a web browser? 

Answer: A web browser is a software application that allows users to access and view 

websites online. 

 

2. Which web browser is developed by the Mozilla Foundation? 

Answer: Mozilla Firefox. 

 
3. Which web browser is the default browser for Apple devices? 

Answer: Safari. 

 
4. Which web browser is based on the Chromium project and is the default browser for 

Windows 10? 

Answer: Microsoft Edge 
 

5. What is the purpose of feature detection in achieving cross-browser compatibility? 

Answer: Feature detection helps identify browser capabilities before executing 

specific code or applying certain styles 
 

6. What can developers do with the console in the Inspect Element tool? 

Answer: Developers can execute JavaScript code, log messages, and debug 

JavaScript errors and issues with the console in the Inspect Element tool 
 

7. What is the significance of adhering to web standards in achieving cross-browser 

compatibility? 

Answer: Adhering to web standards ensures that websites are developed using 

standardized practices, improving compatibility across browsers and devices 
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Job Sheet 2: Install Google Chrome on Windows PC 

 

 

Working Procedure:  
 

1. Go to the official Google Chrome website (https://www.google.com/chrome). 

2. Click on the "Download Chrome" button. 

3. Review the Terms of Service and click the "Accept and Install" button. 

4. Save the installation file to your computer. 

5. Once the download is complete, locate the file (e.g., "ChromeSetup.exe"). 

6. Double-click on the installation file to run it. 

7. If prompted by User Account Control, click "Yes" to allow the installation. 

8. The installer will start and display the "Welcome to Google Chrome" screen. 

9. Review the installation options and click "Install" to proceed with the default settings. 

10. Google Chrome will now be installed on your Windows PC. 

11. After the installation, you can launch Google Chrome by double-clicking the desktop 

shortcut or finding it in the Start menu. 

 

 

  

https://www.google.com/chrome
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Specifications Sheet 2: Install Google Chrome on Windows PC 
 

Necessary Personal Protective Equipment (PPE) 

 

Sl. No Name of PPE Unit Quantity 

1  Apron Pair 01 

2  Mask Pair 01 

 

 

 

Necessary tools and equipment 

 

Sl. No 
Name of Tools & 

Equipment 
Specification Unit Quantity 

1  Computer 

Processor: Intel 

Pentium 4 or 

higher   

RAM: 2 GB 

Disk Space: 200 

MB 

Set 01 

2  
Software (Google 

Chrome) 
Latest Version No. 01 

3  Internet connections   Set 01 
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Learning Outcome 3: Introduce web design software and data layer 

 

Assessment Criteria 

 

1. Web design software is interpreted. 

2. Web design platform is introduced. 

3. Web design software is familiarized. 

4. Data layer is defined. 

5. Data layer Applications is interpreted. 

6. Web API is introduced. 

Conditions and 

Resources 

 

1. CBLM 

2. Handouts 

3. Books, Manuals  

4. Module/ Reference  

5. Paper  

6. Laptop  

7. White board and marker 

8. Audio/video device 

9. Module/reference 

 
Contents 1. Interpret Web design software. 

2. Introduce a Web design platform. 

3. Familiarize with Web design software. 

4. Define Data layer. 

5. Interpret Data layer Applications. 

6. Introduce Web API. 

Training Methods 

 

1. Discussion 

2. Presentation  

3. Demonstration 

4. Guided Practice 

5. Individual Practice  

6. Project work 

7. Problem solving 

8. Brainstorming 

Assessment Methods 

 

1. Written Test 

2. Demonstration 

3. Oral Questioning   

4. Protfolio  
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Learning Experience 3: Introduce web design software and data layer 

 

You must perform the learning steps below to achieve the objectives stated in this learning 

guide. Beside each step are the resources or special instructions you will use to accomplish the 

corresponding activity. 

 

Learning Steps Resources specific instructions 

1. Students will ask the 

instructor about Introduce 

web design software and 

data layer. 

1. The instructor will provide the learning materials for` 

Introduce web design software and data layer. 

2. Read the Information 

sheet/s 

2. Information Sheet No 3: Introduce web design software 

and data layer 

3. Complete the Self-Checks 

& Answer key sheets. 

3. Self-Check No 3: Introduce web design software and 

data layer 

Answer key No 3: Introduce web design software and 

data layer 

 

4. Read the Job/ Task sheet 

and Specification Sheet  

4. Job/ task sheet and specification sheet  

Individual Activity: No 
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Information Sheet 3: Introduce web design software and data layer 
 

Learning Objective: 
 

After completion of this information sheet, the learners will be able to explain, define and 

interpret the following contents: 
 

3.1 Web Design Software 

3.2 Web Design Platform 
3.3 Date layer applications  

3.4 Web API 
 

3.1 Web Design Software 
 

Web design software refers to computer applications or tools designed to assist web 

designers in creating, editing, and managing websites. These software applications 

provide a range of features and functionalities to facilitate the design and development 

process, enabling designers to create visually appealing and functional websites. 

 

Different Types of Web Design Software: 

 

▪ Web Editors: Web editors are software programs that allow designers to create and edit 

web pages using HTML, CSS, and other programming languages. These editors 

provide a user-friendly interface, syntax highlighting, code completion, and other 

productivity features. Examples of web editors include Notepad++, Sublime Text, 

Atom, and Visual Studio Code. 

 

▪ Content Management Systems (CMS): Content Management Systems are software 

platforms that simplify website creation and management. They offer pre-designed 

templates, drag-and-drop functionality, and built-in tools for content organization, 

publishing, and updates. Examples of popular CMSs include WordPress, Joomla, and 

Drupal. 

 

▪ Raphic Design Tools: Graphic design software creates visually appealing website 

elements, such as logos, icons, banners, and graphics. These tools provide features for 

image editing, vector graphics creation, and digital illustration. Examples of graphic 

design software commonly used in web design include Adobe Photoshop, Adobe 

Illustrator, and CorelDRAW. 

 

▪ Prototyping and Wireframing Tools: Prototyping and wireframing tools create 

interactive prototypes and wireframes representing a website's layout, structure, and 

functionality. These tools help designers visualize and test the user experience before 

development. Examples of popular prototyping tools include Adobe XD, Sketch, and 

Invision. 
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▪ Integrated Development Environments (IDEs): IDEs are comprehensive software 

applications providing an integrated web development environment. They typically 

include features like code editing, debugging, version control, and project management 

tools. Examples of IDEs used for web design include JetBrains PHP Storm, Microsoft 

Visual Studio, and Eclipse. 

 

▪ Audio/Video Players: Audio and video players are tools to embed multimedia content 

into webpages, such as audio and video files. These players provide controls for 

playback, volume adjustment, and display customization. Examples of famous web-

based audio/video players include HTML5 and JavaScript libraries like Plyr and 

Video.js. 

 

3.2 Web Design Platform 

 

Web design platforms, also known as website builders or web development platforms, 

are online software tools that provide comprehensive features and functionalities for 

creating and managing websites. These platforms offer a user-friendly interface, pre-

designed templates, drag-and-drop functionality, and various customization options, 

enabling individuals and businesses to build professional-looking websites without 

requiring extensive coding knowledge or technical expertise. 

 

Here are some key aspects of web design platforms: 

 

▪ Ease of Use: Web design platforms are designed to be user-friendly, allowing 

individuals with little to no coding experience to create and manage websites. They 

typically offer intuitive interfaces, drag-and-drop functionality, and WYSIWYG (What 

You See Is What You Get) editors, enabling users to build and customize their websites 

visually. 

 

▪ Templates and Themes: Web design platforms provide a wide range of professionally 

designed templates and themes that serve as a starting point for website creation. These 

templates cover various industries and design styles, providing users with a selection 

of visually appealing designs. 

 

▪ Customization Options: Web design platforms allow users to customize the 

appearance and layout of their websites. Users can easily modify colors, fonts, images, 

and other visual elements to align with their branding and design preferences. Some 

platforms offer advanced customization options, such as CSS editing and HTML 

access, for more granular control over the website's design. 

 

▪ Responsive Design: In today's mobile-centric world, responsive design is essential. 

Web design platforms ensure that the websites created are mobile-friendly and 

responsive, meaning they adapt and display correctly on various devices, including 

smartphones, tablets, and desktops. 
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▪ Content Management: Many web design platforms include built-in content 

management systems (CMS) that allow users to create, edit, and manage website 

content easily. These CMSs provide tools for adding and organizing pages, creating 

blog posts, managing media files, and integrating with external services like e-

commerce or customer relationship management (CRM) systems. 

 

▪ E-commerce Functionality: Some web design platforms offer built-in e-commerce 

functionality, allowing users to create online stores and sell products or services directly 

from their websites. These platforms provide features such as product catalog 

management, shopping carts, secure payment gateways, and order management. 

 

▪ Hosting and Domain Services: Web design platforms often include hosting services, 

providing the infrastructure to host websites on their servers. They may also offer 

domain registration or integration services, allowing users to obtain and connect their 

custom domain names to their websites. 

Popular web design platforms include: 

 

• WordPress: An open-source CMS that powers millions of websites globally and offers 

extensive customization options and a vast plugin ecosystem. 

• Wix: A user-friendly platform is known for its drag-and-drop editor, a wide range of 

templates, and integrated e-commerce functionality. 

• Squarespace: A platform that emphasizes stylish and modern designs, catering to 

creatives and small businesses. 

• Shopify: A platform focused on e-commerce, providing comprehensive tools for 

creating and managing online stores. 

• Weebly: A beginner-friendly platform with drag-and-drop functionality, suitable for 

small businesses and personal websites. 

 

Web design platforms simplify website creation, enabling individuals and businesses to 

establish an online presence quickly and efficiently. They offer a convenient solution for 

those needing more extensive technical skills who want to create attractive and functional 

websites. 

Familiarize with different web design Software: 

 

Familiarizing yourself with different web editors can enhance your web development workflow 

and enable you to work efficiently. Here are a few popular web editors: 

 



 

45 

 

Notepad++: Notepad++ is a free and open-

source web editor for Windows. It offers a 

user-friendly interface with syntax 

highlighting for various programming 

languages, search and replace functionality, 

and support for multiple tabs. Notepad++ 

also supports plugins, allowing users to 

extend its functionality according to their 

needs.  

Sublime Text: Sublime Text is a popular 

cross-platform web editor known for its 

speed, flexibility, and powerful features. It 

offers a clean and minimalistic interface, 

customizable preferences, and a wide range 

of plugins and packages that enhance 

productivity. Sublime Text supports multiple 

cursors, project management, and advanced 

search and replace options. 

 

Visual Studio Code (VS Code): Visual 

Studio Code, developed by Microsoft, is a 

free and highly extensible web editor 

available for Windows, macOS, and Linux. It 

provides a modern and feature-rich 

environment for web development, with 

built-in support for Git, debugging tools, 

intelligent code completion, and an extensive 

marketplace for extensions. 

 

Atom: Atom is an open-source web editor 

created by GitHub. It offers a customizable 

and flexible interface and is known for its 

hackability. Atom provides features like a 

built-in package manager, smart 

autocompletion, multiple panes, and a wide 

range of community-created packages to 

enhance functionality.  

 

Brackets: Brackets is an open-source web 

editor designed specifically for web 

designers and front-end developers. It offers 

a lightweight and intuitive interface, live 

preview capabilities, and visual tools for 

working with CSS, such as inline editing and 

quick editing of gradients and colors.  
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Brackets also support preprocessors like 

LESS and SCSS. 

Adobe Dreamweaver: Dreamweaver is a 

popular web editor with a visual design 

interface and code editing capabilities. It 

offers features like WYSIWYG editing, 

drag-and-drop functionality, and built-in 

support for CSS preprocessors and 

JavaScript frameworks. Dreamweaver also 

integrates with Adobe's Creative Cloud suite, 

enabling seamless collaboration and asset 

management.   

 

Each web editor has its features, interface, and customization options. Exploring and 

familiarizing yourself with different web editors allows you to find the one that best fits your 

preferences and workflow, making your web development process more efficient and 

enjoyable. 
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3.3 Data Layer Application 

 

The data layer, or the data tier or access layer, is an architectural component in software 

systems responsible for managing data storage, retrieval, and manipulation. It is an 

intermediary between the application layer (the user interface or business logic) and the 

physical data storage. The primary purpose of the data layer is to provide a structured 

and organized approach to accessing and managing data. It abstracts the underlying data 

storage technology and provides a consistent interface for the application layer to interact 

with the data, regardless of the specific database or data source. 

 

Key characteristics and functions of the data layer include: 

 

▪ Data Storage: The layer manages structured data stored in databases or other data 

repositories. It ensures that the data is stored securely and efficiently. 

▪ Data Retrieval: The data layer provides mechanisms to retrieve data from the storage 

system based on specific criteria or queries. It facilitates the retrieval of relevant data to 

fulfill application requirements. 

▪ Data Manipulation: The data layer enables the creation, update, and deletion of data 

records. It provides methods and APIs for modifying the data in a controlled and 

consistent manner. 

▪ Data Access: The data layer abstracts the underlying data storage technology, allowing 

the application layer to interact with the data without knowing the implementation 

details. This abstraction promotes modularity and facilitates changes in the data storage 

system without impacting the application layer. 

▪ Data Validation and Transformation: The data layer often includes functionalities to 

validate and transform data to ensure its integrity and adherence to predefined rules or 

constraints. 

▪ Data Security: The data layer implements security measures to protect sensitive data, 

including authentication, authorization, and data encryption. 

▪ Data Caching: In some cases, the data layer may incorporate caching mechanisms to 

improve performance by storing frequently accessed data in memory, reducing the need 

for repeated database queries. 

 

Overall, the data layer plays a critical role in separating the concerns of data storage and 

access from the application logic. It promotes data integrity, security, and scalability, 

allowing applications to interact with and manipulate data efficiently.  

 

3.4 Web API (AWS, Azure, etc.) 

 

▪ Web APIs (Application Programming Interfaces) offered by cloud platforms like AWS 

(Amazon Web Services) and Azure provide a way to interact with various services and 

access data stored in the cloud. 

▪ These APIs allow developers to retrieve, update, and manage data through HTTP-based 

requests. 
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▪ Developers can utilize APIs provided by AWS, such as Amazon S3 API for object 

storage, Amazon DynamoDB API for NoSQL database operations, or AWS Lambda API 

for serverless computing. 

▪ Similarly, Azure offers APIs like Azure Blob Storage API, Azure SQL Database API, and 

Azure Functions API for specific functionalities. 

▪ Cloud platform web APIs enable seamless integration with cloud-based services and data 

storage. 

 

Static Files (Excel, CSV, PDF) 

 

▪ Static files refer to files that are not dynamically generated but are stored and accessed 

directly. 

▪ Excel, CSV (Comma-Separated Values), and PDF (Portable Document Format) are 

standard file formats that store and share structured data. 

▪ Excel files (.xlsx) are widely used for spreadsheets and tabular data. 

▪ CSV files are plain text files with values separated by commas, commonly used for data 

interchange between applications. 

▪ PDF files are widely used for sharing documents in a platform-independent format. 

▪ These static file formats are often used for storing and distributing data that needs to be 

accessed and processed by different applications or systems. 

 

Google Sheets 

 

▪ Google Sheets is a web-based spreadsheet application offered by Google as part of 

Google Workspace. 

▪ It allows multiple users to collaborate on a spreadsheet simultaneously, making it suitable 

for real-time data sharing and collaboration. 

▪ Google Sheets provides features for creating, editing, and organizing data in tabular 

format, similar to traditional spreadsheet software. 

▪ Users can import data from various sources, perform calculations, apply formulas, and 

visualize data using charts and graphs. 

▪ Google Sheets can be accessed through a web browser or via APIs, allowing developers 

to interact with the data stored in Google Sheets programmatically. 

 

PHPMyAdmin 

 

▪ PHPMyAdmin is a free and open-source web-based application used for managing 

MySQL databases. 

▪ It provides a graphical interface for performing everyday database management tasks 

such as creating databases, tables, and querying data. 

▪ PHPMyAdmin allows users to interact with MySQL databases through a user-friendly 

interface, eliminating the need to write SQL queries manually. 

▪ It offers features like importing and exporting data, managing user permissions, and 

executing SQL queries. 
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▪ Developers and database administrators widely use PHPMyAdmin for managing 

MySQL databases efficiently. 

 

MySQL 

 

▪ MySQL is an open-source relational database management system (RDBMS) widely 

used for storing and managing structured data. 

▪ It is known for its scalability, reliability, and performance. 

▪ MySQL uses a client-server architecture, where the database server handles data storage 

and processing, and clients interact with the server to perform database operations. 

▪ It supports SQL (Structured Query Language) for querying and manipulating data. 

▪ MySQL is compatible with various programming languages and platforms, making it a 

popular choice for web applications and other data-driven software. 

 

NoSQL Databases 
 

▪ NoSQL (Not only SQL) databases, such as MongoDB, Cassandra, or Redis, are used to 

handle unstructured, semi-structured, or rapidly changing data. They offer flexibility and 

scalability, making them suitable for handling large amounts of data in distributed 

environments. 
 

Types of Webs APIs: 
 

▪ RESTful APIs: Representational State Transfer (REST) APIs are the most common type 

of Web API. They follow the principles of the REST architectural style and use HTTP 

methods (GET, POST, PUT, DELETE) to perform operations on resources. RESTful 

APIs use uniform resource identifiers (URIs) to identify and access resources, and they 

typically return responses in JSON or XML format. 

▪ SOAP APIs: Simple Object Access Protocol (SOAP) APIs are based on a more structured 

and standardized messaging protocol. They use XML for data exchange and often rely 

on web services description language (WSDL) files to define the API structure. SOAP 

APIs typically require more overhead for communication but offer robustness and 

support for features like encryption and authentication. 

▪ GraphQL APIs: GraphQL APIs provide a flexible and efficient way of querying and 

manipulating data. Unlike RESTful APIs, which often return fixed data structures, 

GraphQL APIs allow clients to request specific data fields and shape the response 

according to their needs. This reduces data over-fetching and under-fetching, making 

GraphQL APIs highly efficient for client-server communication. 
 

Web API Methods: 

 

▪ GET: Retrieves a resource or collection of resources from the server. 

▪ POST: Creates a new resource on the server. 

▪ PUT: Updates an existing resource on the server. 

▪ DELETE: Deletes a resource on the server. 
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Real-Life Examples of Web APIs: 

 

▪ Social Media APIs: Platforms like Facebook, Twitter, and Instagram allow developers 

to access user data, post content, and interact with social media features 

programmatically. These APIs enable integration with third-party applications, social 

login functionality, and content sharing. 

 

▪ Payment Gateway APIs: Payment gateway providers such as PayPal and Stripe offer 

APIs that allow developers to integrate secure payment processing into their 

applications or websites. These APIs enable the seamless processing of transactions, 

handling of payments, and management of financial data. 

 

▪ Mapping and Geolocation APIs: Services like Google Maps and Map box enable 

developers to embed interactive maps, geocoding, and routing capabilities into their 

applications. These APIs allow users to search for locations, get directions, and display 

maps with customized markers and overlays. 

 

▪ Weather APIs: Weather data providers like Open Weather Map and Weather.com can 

access current weather conditions, forecasts, and historical weather data. These APIs 

allow developers to integrate weather information into applications, websites, and IoT 

devices. 

 

▪ E-commerce APIs: E-commerce platforms such as Shopify and WooCommerce offer 

APIs that enable developers to manage inventory, process orders, and retrieve product 

information. These APIs facilitate the integration of external systems with e-commerce 

platforms, enabling customizations and automation. 

 

Web APIs are vital in modern application development, enabling seamless integration, 

interoperability, and access to various services and functionalities. They provide 

standardized and efficient communication between applications, opening up endless 

possibilities for innovation and collaboration. 
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Self-Check Sheet 3: Introduce web design software and data layer 

 
Questionnaire: 
 

1. Which web design software is known for its speed, flexibility, and powerful features?  

a) Notepad++  

b) Sublime Text  

c) Visual Studio Code  

d) Atom 

 

2. Which web design software type is used to create visually appealing website elements?  

a) Web editors  

b) Content Management Systems  

c) Graphic design tools  

d) Prototyping and wireframing tools 

 

3. Which web design platform is known for its drag-and-drop functionality and integrated 

e-commerce features?  

a) WordPress  

b) Wix  

c) Squarespace  

d) Shopify 

 

4. Which web editor is designed specifically for web designers and offers visual tools for 

working with CSS?  

a) Notepad++  

b) Sublime Text  

c) Brackets  

d) Atom 

 

5. Which web design software provides a visual design interface along with code editing 

capabilities?  

a) Adobe Dreamweaver  

b) Visual Studio Code  

c) Sublime Text  

d) Brackets 
 

Short Questions: 
  

1. What is the primary purpose of the data layer in software systems? 

Answer: 

2. What is the significance of Web APIs in modern application development? 

Answer: 

3. What are some common file formats for storing static files? 

Answer: 

4. What are some examples of real-life applications of Web APIs? 

Answer: 

5. What are the key characteristics and functions of the data layer? 

Answer: 
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Answer Key 3.1: Introduce web design software and data layer 
 

 

1. Which web design software is known for its speed, flexibility, and powerful features?  

b) Sublime Text  

 

2. Which web design software type is used to create visually appealing website elements?  

c) Graphic design tools  

 

3. Which web design platform is known for its drag-and-drop functionality and integrated 

e-commerce features?  

b) Wix  

 

4. Which web editor is designed specifically for web designers and offers visual tools for 

working with CSS?  

c) Brackets  

 

5. Which web design software provides a visual design interface along with code editing 

capabilities?  

                        a) Adobe Dreamweaver 

 

 

1. What is the primary purpose of the data layer in software systems? 

Answer: The data layer manages data storage, retrieval, and manipulation, acting as an 

intermediary between the application layer and the physical data storage. 

 

2. What is the significance of Web APIs in modern application development? 

Answer: Web APIs enable seamless integration, interoperability, and access to various 

services and functionalities, allowing applications to communicate and share data 

effectively. 

 

3. What are some common file formats for storing static files? 

Answer: Excel, CSV, and PDF are common file formats for storing static files. 

 

4. What are some examples of real-life applications of Web APIs? 

Answer: Social media APIs, payment gateway APIs, mapping and geolocation APIs, 

weather APIs, and e-commerce APIs. 

 

5. What are the key characteristics and functions of the data layer? 

Answer: The data layer manages data storage, retrieval, and manipulation, abstracts the 

underlying data storage technology, ensures data integrity and security, and provides a 

consistent interface for the application layer to interact with data. 
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Learning Outcome 4: Interpret Web Servers 

Assessment Criteria 

 

1. The web server is identified.  

2. The local web server is defined. 

3. The web server is interpreted. 

Conditions and 

Resources 

 

1. CBLM 

2. Handouts 

3. Books, Manuals  

4. Module/ Reference  

5. Paper  

6. Laptop  

7. White board and marker 

8. Audio/video device 

9. Module/reference 

 
Contents 1. Identify Web server. 

2. Define Local web server. 

3. Interpret Web server. 

Training Methods 

 

1. Discussion 

2. Presentation  

3. Demonstration 

4. Guided Practice 

5. Individual Practice  

6. Project work 

7. Problem solving 

8. Brainstorming 

Assessment Methods 

 

1. Written Test 

2. Demonstration 

3. Oral Questioning   

4. Portfolio 
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Learning Experience 4: Interpret Web Servers 

 

In order to achieve the objectives stated in this learning guide, you must perform the learning 

steps below. Beside each step are the resources or special instructions you will use to 

accomplish the corresponding activity. 

 

Learning Steps Resources specific instructions 

1. Student will ask the instructor 

about setup web design 

environment 

1. Instructor will provide the learning materials 

interpret web servers.  

2. Read the Information sheet/s 
2. Information Sheet No:4 Interpret web servers 

3. Complete the Self-Checks & 

Answer key sheets. 

3. Self-Check No: 4- Interpret web servers. 

 

Answer key No. 4- Interpret web servers.  

4. Read the Job/ Task sheet and 

Specification Sheet  

4. Job/ task sheet and specification sheet  

 

Task Sheet No:4-1: Interpret functionality and 

configuration of web servers.  
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Information Sheet 4: Interpret Web Servers 
 

Learning Objective: 
 

After completion of this information sheet, the learners will be able to explain, define and 

interpret the following contents: 
 

4.1 Web Server 
4.2 Local web Server  
 

4.1 Web Server 

 

A web server is a computer program or software that serves and delivers web pages and 

other web content to clients upon request. It is the backbone of the World Wide Web, 

allowing users to access websites and web-based applications through their web 

browsers. Web servers receive requests from clients, process those requests, and send 

back the requested files or data to be displayed on the user's device. 

 

Web servers use the Hypertext Transfer Protocol (HTTP) to communicate with web 

browsers and other client applications. When a user enters a website's URL or clicks on 

a hyperlink, the web browser sends a request to the appropriate web server, specifying 

the desired resource. The web server then retrieves the requested resource, such as HTML 

files, images, CSS stylesheets, or JavaScript files, and sends them back to the client for 

display in the browser. 

 

Web servers are typically located in data centers and are designed to handle a large 

volume of concurrent requests. They have high-performance hardware and software 

configurations to ensure fast and reliable web content delivery. Examples of popular web 

server software include Apache HTTP Server, Nginx, Microsoft IIS (Internet Information 

Services), and Lite Speed. 

 

4.2 Local web Server  
A local web server, or a development server or localhost, is a web server installed and 

run on an individual's local computer or a local network. Unlike a public web server, 

which is accessible over the internet, a local web server is used to develop, test, and host 

websites or web applications locally before being deployed to a live server. 

 

Setting up a local web server allows web developers to work on their projects without 

needing an internet connection. It provides an isolated environment where they can test 

and debug their websites or web applications before making them available to the public. 

Additionally, local web servers offer flexibility in terms of customization and 

configuration, allowing developers to simulate various server environments. 

 

Several software packages are available for installing and running a local web server, 

such as XAMPP, WAMP, MAMP, and LAMP. These packages include the necessary 

components for running a web server, including the web server software itself (e.g., 
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Apache), a database server (e.g., MySQL), and scripting languages (e.g., PHP). Once 

installed, developers can create and host websites locally, access them through their web 

browsers, and perform development tasks such as coding, testing, and debugging. 

 

Real-Life Examples for Local Web Servers: 

 

Local WordPress Development: Web developers often use a local web server to set up 

and run a local installation of WordPress for development purposes. They can create and 

customize WordPress themes or plugins locally before deploying them to a live website. 

 

Web Application Testing: Software developers and quality assurance teams utilize local 

web servers to test web applications. They can replicate production environments, 

simulate user interactions, and verify the functionality and performance of web 

applications before releasing them. 

 

Learning Web Development: Local web servers provide an ideal environment for 

beginners learning web development. Students and enthusiasts can practice coding 

HTML, CSS, JavaScript, and other web technologies, experiment with different 

frameworks and libraries, and see the results in their browsers without hosting or internet 

connectivity. 

 

Intranet Development: Local web servers can be used to develop and test internal 

websites or intranets within organizations. They allow developers to create and share 

internal web-based tools, databases, and resources for employees to access securely 

within the local network. 

 

In summary, a web server is software that serves web content to clients. In contrast, a 

local web server is installed on a local computer or network for development and testing. 

Local web servers offer convenience, flexibility, and isolation for web developers and 

other users to build, test, and experiment with websites and web applications before 

making them publicly accessible. 
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Self-Check Sheet 4: Interpret Web Servers 
 

Questionnaire: 
 

1. What is a web server?  

a) A software that delivers web content to clients  

b) A hardware device used for browsing the internet  

c) A web browser used to access websites  

d) A programming language for web development 

 

2. Which protocol is commonly used by web servers to communicate with web browsers?  

a) HTTP  

b) FTP  

c) SMTP  

d) TCP/IP 
 

3. Where are web servers typically located?  

a) Data centers  

b) Home computers  

c) Mobile devices  

d) Cloud servers 
 

4. Which of the following is a popular web server software?  

a) Apache HTTP Server  

b) Photoshop  

c) Microsoft Word  

d) Excel 
 

5. When a user enters a website's URL, what happens next?  

a) The web server sends a request to the client.  

b) The web browser sends a request to the web server.  

c) The web server sends a request to the DNS server.  

d) The web browser displays the website without any communication. 

 

6. What is a local web server?  

a) A server located in a different country  

b) A server used for web development and testing on a local computer  

c) A server accessible over the internet  

d) A server that can only host static websites 
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Answer Key - 4: Interpret Web Servers 
 

 

 

 

1. What is a web server?  

a) A software that delivers web content to clients  

 

2. Which protocol is commonly used by web servers to communicate with web browsers?  

a) HTTP  
 

3. Where are web servers typically located?  

a) Data centers  

 
 

4. Which of the following is a popular web server software?  

a) Apache HTTP Server  
 

5. When a user enters a website's URL, what happens next?  

b) The web browser sends a request to the web server.  

 

6. What is a local web server?  

  

b) A server used for web development and testing on a local computer  
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Task Sheet-4.1: Interpret Functionality and Configuration of Web Servers.  
 

Objectives: The objective of this task sheet is to interpret and analyze the functionality and 

configuration of web servers. You will be required to explore and explain the key components 

and settings of a web server, as well as demonstrate how to deploy and manage a basic web 

application. 
 

Working Procedure:  
 

Web Server Selection: 

1 Choose a popular web server software (e.g., Apache, Nginx) that is widely used in the 

industry. 

2 Justify the selection based on its popularity, performance, and flexibility. 

Web Server Components: 

3 Introduce the core components of the selected web server software. 

4 Explain the roles of components such as HTTP server, virtual hosts, modules, etc. 

Installation and Setup: 

5 Demonstrate the installation process of the web server software on a server or local 

environment. 

6 Guide participants through the initial setup, including necessary configurations. 

Virtual Hosting: 

7 Show how to set up virtual hosts to host multiple websites on a single server. 

8 Explain the concept of server blocks (Nginx) or virtual hosts (Apache). 

Security Configuration: 

9 Demonstrate how to implement basic security configurations for the web server. 

10 Showcase techniques such as SSL/TLS certificate installation and firewall setup. 

URL Rewriting and Redirection: 

11 Explain how to set up URL rewriting and redirection for better user experience and 

SEO optimization. 

Performance Optimization: 

12 Showcase techniques for optimizing the web server's performance, such as caching and 

compression. 

13 Explain how these optimizations improve website loading speed. 

Web Application Deployment: 

14 Demonstrate how to deploy a basic web application on the web server. 

15 Guide participants through the steps to configure the server to run the application. 

Server Logs and Monitoring: 

16 Explain the importance of server logs for troubleshooting and performance monitoring. 

17 Showcase how to access and interpret server logs. 
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Learning Outcome 5: Install FTP clients 

 

Assessment Criteria 

 

1. FTP client is interpreted 

2. FTP client is installed. 

Conditions and 

Resources 

 

1. CBLM 

2. Handouts 

3. Books, Manuals  

4. Module/ Reference  

5. Paper  

6. Laptop  

7. White board and marker 

8. Audio/video device 

9. Module/reference 

Contents 1. Interpret FTP clients. 

2. Install an FTP client. 

Training Methods 

 

1. Discussion 

2. Presentation  

3. Demonstration 

4. Guided Practice 

5. Individual Practice  

6. Project work 

7. Problem solving 

8. Brainstorming 

Assessment Methods 

 

1. Written Test 

2. Demonstration 

3. Oral Questioning   

4. Portfolio  
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Learning Experience 5: Install FTP clients 

 

You In order to achieve the objectives stated in this learning guide, you must perform 

the learning steps below. Beside each step are the resources or special instructions you 

will use to accomplish the corresponding activity. 

 

Learning Steps Resources specific instructions 

1. Student will ask the instructor 

about setup web design 

environment 

1. Instructor will provide the learning materials Install 

FTP clients.  

2. Read the Information sheet/s 
2. Information Sheet No:5 Install FTP clients. 

3. Complete the Self-Checks & 

Answer key sheets. 

3. Self-Check No: 5- Interpret web servers. 

 

Answer key No. 5- Interpret web servers.  

4. Read the Job/ Task sheet and 

Specification Sheet  

4. Job/ task sheet and specification sheet  

 

Job Sheet No:5-1: Install FileZilla FTP Client in 

Windows 

 

Specification Sheet: 5-1: Install FileZilla FTP 

Client in windows 
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Information Sheet 5: Install FTP clients 
 

Learning Objective: 
 

After completion of this information sheet, the learners will be able to explain, define 

and interpret the following contents: 
 

5.1 FTP clients. 

5.2 Install an FTP client. 
 

5.1 FTP clients 

 

FTP (File Transfer Protocol) clients are software applications that allow users to connect 

to FTP servers and transfer files between their local computers and the remote server. 

FTP is a standard network protocol used for file transfer over the Internet. 

 

FTP clients provide an intuitive user interface and a range of features to facilitate file 

transfer and management. Here are some critical aspects of FTP clients: 

 

a Connection Management: FTP clients enable users to connect with remote FTP 

servers. Users can enter the server's hostname, IP address, username, and password 

to authenticate and establish a secure connection. 

b File Transfer: FTP clients allow users to upload files from their local computer to 

the remote server or download files from the server to their local computer. Files 

can be transferred individually or in bulk, and the client provides progress indicators 

to track the transfer process. 

c Directory Navigation: FTP clients provide a graphical interface that allows users 

to navigate the directory structure of the remote server. Users can browse folders, 

create new directories, rename or delete files, and organize their files on the server. 

d File Management: FTP clients offer various file management functionalities, such 

as copying, moving, and deleting files on the remote server. Users can also set 

permissions and modify file attributes directly from the client interface. 

e Synchronization: Some FTP clients offer synchronization capabilities, allowing 

users to compare the files on their local computer with those on the remote server. 

This feature helps ensure that the files on both sides are up-to-date and consistent. 

f Queue Management: FTP clients often include a queue management feature that 

allows users to queue multiple file transfers for sequential execution. Users can 

prioritize transfers, pause or resume transfers, and view the status of each transfer 

in the queue. 

g Bookmarking: FTP clients enable users to save and manage bookmarks or 

favorites for frequently accessed FTP servers. This feature allows quick and easy 

access to frequently used servers without re-entering connection details. 

h Security: FTP clients support various security measures, such as Secure FTP 

(SFTP) or FTP over SSL/TLS (FTPS), to encrypt the file transfer process and ensure 

data confidentiality. Users can choose the appropriate security protocol based on 

their server's configuration. 
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i Proxy and Firewall Support: FTP clients often provide options to configure proxy 

settings, allowing users to connect to FTP servers through proxy servers. They also 

support firewall traversal to ensure successful connections even in network 

environments with strict security policies. 

j Logging and Reporting: FTP clients may offer logging and reporting features to 

record the details of file transfers, including timestamps, transfer status, and any 

errors encountered. This information can be helpful for troubleshooting or auditing 

purposes. 

 

Examples of popular FTP clients include FileZilla, Cyberduck, WinSCP, and Transmit. 

These clients are available for various operating systems, including Windows, macOS, 

and Linux, and provide a user-friendly interface for efficient and secure file transfer 

between local computers and remote FTP servers. 

 

FileZilla 

 

FileZilla is a popular and widely used FTP client software with a user-friendly interface 

for transferring files between a local computer and remote FTP servers. It is available for 

Windows, macOS, and Linux operating systems, making it accessible to many users. 
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Key Features of FileZilla: 

a User-friendly Interface: FileZilla offers an intuitive interface with a dual-pane layout 

that displays both the local and remote directory structures. Users can easily navigate 

through folders, drag and drop files, and manage their file transfers efficiently. 

 

b Cross-platform Support: FileZilla is available for multiple operating systems, 

allowing users to transfer files between different platforms seamlessly. It provides a 

consistent experience across Windows, macOS, and Linux systems. 

 

c File Transfer Management: FileZilla supports various file transfer protocols, 

including FTP, FTPS (FTP over SSL/TLS), and SFTP (SSH File Transfer Protocol). It 

offers robust file transfer capabilities, including support for resuming interrupted 

transfers, queuing multiple files for transfer, and setting transfer speed limits. 

 

d Site Manager: FileZilla includes a Site Manager that allows users to save and manage 

connection details for multiple FTP servers. Users can store server credentials, 

configure server-specific settings, and quickly connect to their favorite servers with just 

a few clicks. 

 

e Bookmarks: FileZilla offers a bookmarking feature, enabling users to save frequently 

accessed directories on both the local and remote sides. This feature makes it convenient 

to navigate to specific folders and saves time when working with frequently used 

directories. 

 

f File Editing: FileZilla provides basic file editing capabilities, allowing users to edit 

remote files directly within the application. Users can make changes to HTML, PHP, 

or text files and save them back to the server without downloading and re-uploading 

the entire file. 

 

Cyberduck: 

 

Cyberduck is a free and open-source FTP client that supports multiple protocols, 

including FTP, SFTP, WebDAV, and Amazon S3. It is available for macOS and Windows 

operating systems and offers a user-friendly interface with powerful features. 
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Key Features of Cyberduck: 

 

a Easy Connection Setup: Cyberduck simplifies connecting to remote servers by 

providing a straightforward connection setup wizard. Users can enter their server 

details, including hostname, username, and password, and quickly establish a secure 

connection. 

 

b Broad Protocol Support: Cyberduck supports various file transfer protocols, including 

FTP, FTPS, SFTP, WebDAV, and cloud storage services like Amazon S3 and Microsoft 

Azure. This flexibility allows users to connect to various servers and storage platforms. 

 

c Integration with Cloud Services: Cyberduck integrates with popular cloud storage 

services such as Dropbox, Google Drive, OneDrive, and Box. Users can access and 

manage their cloud storage files directly within the Cyberduck interface. 

 

d File Encryption: Cyberduck supports encryption for secure file transfer. It utilizes 

protocols like FTPS and SFTP, which provide encryption during file transmission, 

ensuring data confidentiality and protection against unauthorized access. 
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e Synchronization and Mirroring: Cyberduck includes synchronization and mirroring 

features, enabling users to sync local and remote directories. Users can automatically 

update files and directories between their local computer and the remote server, 

ensuring consistency. 

 

f Advanced Options: Cyberduck offers advanced options for power users, allowing 

them to customize various settings and behaviors. Users can specify transfer mode, 

choose between active or passive FTP connections, configure proxy settings, and set up 

SSH key authentication. 

 

cPanel File Manager: 

cPanel File Manager is a web-based file management tool provided by cPanel, a popular 

web hosting control panel. It allows website owners and administrators to manage their 

files and folders directly from their web browser, without the need for third-party FTP 

clients. 

 

 

Key Features of cPanel File Manager: 

 

▪ Browser-based File Management: cPanel File Manager provides a browser-based 

interface that allows users to perform file management tasks directly from their web 

browser. Users can easily create, upload, edit, move, and delete files and folders. 

 

▪ Drag-and-drop Functionality: cPanel File Manager supports drag-and-drop 

functionality, making uploading files and organizing directories convenient. Users can 

drag files from their local computer and drop them into the desired location in the file 

manager. 
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▪ File Editing: cPanel File Manager includes a built-in text editor that allows users to 

edit files directly within the interface. Users can make quick changes to HTML, CSS, 

PHP, and other text-based files without downloading them, editing offline, and re-

uploading them. 

 

▪ File Compression and Extraction: cPanel File Manager enables users to compress 

files and directories into ZIP archives or extract files from existing archives. This 

feature simplifies managing multiple files and reduces the size of file transfers. 

 

▪ File Permissions: cPanel File Manager allows users to modify file permissions, 

granting or restricting access to files and directories. Users can set permissions for 

owner, group, and public, ensuring proper security configurations for website files. 

 

▪ Search and Filter: cPanel File Manager provides search and filter options, allowing 

users to quickly locate specific files or folders within their website's directory. This 

feature saves time and simplifies file management, especially in extensive directory 

listings. 

 

cPanel File Manager is commonly used by website owners and administrators with access 

to cPanel-based web hosting accounts. It offers a convenient and user-friendly interface 

for managing files and directories, making it easy to upload, edit, organize, and secure 

website files without needing external FTP clients. 

 

5.2 Install an FTP client 

 

Install FileZilla FTP Client 

 

It is _strongly_ recommended that you only download FileZilla from the official source 

to avoid viruses and spyware. There have been unofficial versions of FileZilla that 

contain viruses and spyware on many websites on the Internet, so don't use them! Also, 

I recommend always getting the latest version of FileZilla.  

 

There are three different FileZilla versions you can download. 

 

Installer version 

 

As a new user, the installer version is a safe and easy choice. With this version, you only 

need to download and run the file, and the program will be installed. If you need to know 

which version to get, this is probably the one you want. However, the zip version is the 

way to go if you need more rights to install programs on your computer (e.g. at work or 

school). 

 

Note: The installer version is not available for Linux or Mac. 
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Zip version 

 

If you have special needs, don't have sufficient rights to install programs, or don't like 

installers, the zip version is there for you. A zip file is a file that contains files inside of 

it. They are packed into one file, and you need to unpack (unzip) them to use them. To 

do this, you need a zip program (or if you are running Windows, there's a simple unzipper 

in the operating system). 

 

Source code version 

 

This is for the advanced user who wants to look at or modify the source code of FileZilla. 

You must check out the forum (https://forum.filezilla-project.org/) to get more 

information. 

 

With installer version 

Ensure that the user account used for the installation has administrative rights that allow 

the installation of software. Depending on OS settings and version, one or both of the 

following confirmation prompts may appear: 

 

 

 

Downloading FileZilla: Official Link: https://filezilla-project.org/ 

 

License agreement 

Hopefully, you should now see the following window where you must accept the license 

agreement terms to continue. Read through it and click "I Agree" if you do. 
 

https://forum.filezilla-project.org/
https://filezilla-project.org/
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You will now have to decide if you want to install only for your user account or if 

FileZilla should be accessible by every user on the machine. This mainly affects where 

the Start Menu icons are placed. Installing for all users needs administrative privileges, 

and every user will have his/her settings. 
 

 

 

Next, choose which parts of the FileZilla client you want to install. If you hover your 

mouse over a choice, FileZilla will show you a description of the item. Here is the 

window: 
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Go through all of them and check/uncheck the stuff you want. Select additional languages 

if you want FileZilla in another language than English. Icon sets let you choose different 

looks for FileZilla's icons (they are partly user-contributed). The shell extension 

integrates FileZilla into Windows Explorer. Most users will go with what's selected by 

default here. When you're all finished, click Next. 
 

 
 

The following window will ask you where to install the program. If you don't have any 

special needs, click Next. 
 

 
 

The default path is to install into your "Program Files" directory on 32-bit Windows and 

into "Program Files (x86)" on 64-bit Windows. Next, you will be asked what you want 
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to name the folder with the shortcuts to FileZilla inside. The default name, "FileZilla FTP 

Client," should be good for most people. You can also choose not to install these 

shortcuts. 
 

 

 

When you click Install, FileZilla will get installed. 

 
If no errors occur, it should complete in some seconds. 
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When it's done, click Next to finish the installation. 
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Congratulations, you've now successfully installed the FileZilla Client and can now move 

on to running! 
 

 

 

With zip version 

Installation with the zip version is very simple as long as you know how to work with zip 

files and manage general files and directory handling in Windows. You extract (unzip) 

the downloaded file to a folder on your disk, e.g. "C:\Program Files\FileZilla FTP Client\" 

and then start FileZilla with the filezilla.exe file afterward. Please note that this action 

requires Elevation on Windows. It might be a good idea to make a shortcut to this file on 

your desktop/start menu/quick launch to access it easily. 

 

To create a portable installation of FileZilla on a USB stick or any other portable storage, 

you must first extract the ZIP file contents to that location. Then, you must create a file 

named "fzdefaults.xml" in the same directory as the FileZilla executable. You can use an 

example file in the "./docs" subdirectory as a template. Follow the instructions in the 

example file to set the config location to a relative path on your portable device. 
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Installing on Mac OS X 

 

Please note that the official binaries for FileZilla require OS X 10.9 or greater. To install 

FileZilla, download the appropriate file to your computer. 

 

It will be automatically extracted if you have downloaded the FileZilla package using 

Safari. You might have to extract the archive using a different browser manually. To start 

FileZilla, double-click the extracted application bundle. Nothing extra requires! 
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Self-Check Sheet 5: Install FTP Clients 
 

Questionnaire: 
 

1 What is the purpose of installing FTP clients? 

Answer:  

 

 

2 What is an FTP client? 

Answer:  

 

 

3 How does an FTP client work?  

Answer:  

 

 

4 What are some popular FTP client software available? 

Answer:  

  

 

5 How do I install an FTP client on my computer?  

Answer:  

 

 

6 What are the benefits of using FTP clients for file transfers? 

Answer:  
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Answer Key - 5: Install FTP Clients 
 
 

1 What is the purpose of installing FTP clients? 

Answer: The purpose of installing FTP clients is to enable users to connect to and 

transfer files between their local computer and a remote FTP (File Transfer Protocol) 

server. 

 

 

2 What is an FTP client? 

Answer: An FTP client is a software application that allows users to access and interact 

with FTP servers. It provides a user-friendly interface to perform file uploads, 

downloads, deletions, and other file management tasks. 

 

 

3 How does an FTP client work?  

Answer: An FTP client establishes a connection to the FTP server using the FTP 

protocol. It prompts the user to enter the FTP server's address, username, and password 

for authentication. Once connected, users can navigate the server's directory structure 

and transfer files between the local machine and the server. 

 

 

4 What are some popular FTP client software available? 

Answer: Some popular FTP client software include FileZilla, Cyberduck, WinSCP, 

Core FTP, and Transmit (for macOS). These tools are available for different operating 

systems and are commonly used for FTP file transfers. 

  

 

5 How do I install an FTP client on my computer?  

Answer: To install an FTP client, you can visit the official website of the chosen FTP 

client software and download the installer compatible with your operating system. Once 

downloaded, run the installer and follow the on-screen instructions to complete the 

installation. 

 

 

6 What are the benefits of using FTP clients for file transfers? 

Answer: Using FTP clients for file transfers offers several benefits, including ease of 

use, a graphical user interface (GUI) for seamless file management, support for various 

file transfer protocols (FTP, SFTP, FTPS), and the ability to resume interrupted file 

transfers. 
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Job Sheet-5.1: Install FileZilla FTP Client in Windows 
 

Objective: Install FileZilla FTP Client on the Windows computer to facilitate file transfer via 

FTP protocol. 

 

Working Procedure:  

 

1. Prepare for Installation: 

• Verify that the computer meets the minimum system requirements for FileZilla 

FTP Client. Ensure that the user has administrative access to the computer. 

2. Download FileZilla: 

• Visit the official FileZilla website (https://filezilla-project.org/) using a web 

browser. 

• Download the FileZilla FTP Client installer for Windows. 

3. Run the Installer: 

4. Select Installation Options: 

• Read and accept the License Agreement. 

• Choose the installation type. 

5. Choose Installation Location: 

• Specify the destination folder where FileZilla will be installed. 

6. Configure Additional Settings: 

• Choose the desired language for the FileZilla interface. 

7. Start Installation: 

• Click on the "Install" button to begin the installation process. 

8. Complete Installation: 

• Once the installation is finished, click on the "Finish" button. 

• Launch FileZilla FTP Client to verify successful installation. 

9. Job Completion: 

• Confirm with the instructor that FileZilla FTP Client is installed and functioning 

correctly. 

• Ask if the instructor has any additional questions or concerns. 

 
 

 

  

https://filezilla-project.org/
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Specification Sheet-5.1: Install FileZilla FTP Client in Windows 

 
Necessary Personal Protective Equipment (PPE) 

 

Sl. No Name of PPE Unit Quantity 

1  Apron Pair 01 

2  Mask Pair 01 

 

 

 

Necessary tools and equipment 

 

Sl. No 
Name of Tools & 

Equipment 
Specification Unit Quantity 

1  Computer  
Latest 

configuration 
Set 01 

2  FileZilla_Installer.exe Stadnard Set 01 
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Review of Competency 
 

Below is your assessment rating for module Setup Design Environment 

 

Assessment of performance Criteria Yes No 

Client-server architecture is identified.    

Types of networks and their functionality is interpreted.   

Types of websites are categorized.   

A local Web server is installed and tested for functionality.   

A web browser is identified.    

Types of web browsers are introduced.   

A web browser is installed and used.   

Features/options of different web browsers are outlined.   

Cross-browser compatibility of websites is interpreted.   

The “Developer Tools” are identified and selected.   

Plug-ins and extensions are installed and used as required.   

Web design software is interpreted.   

Web design platform is introduced.   

Web design software is familiarized.   

Data layer is defined.   

Data layer applications are interpreted.   

Web API is introduced.   

The web server is identified.    

The local web server is defined.   

The web server is interpreted.   

FTP client is interpreted   

FTP client is installed.   

 

 

I now feel ready to undertake my formal competency assessment. 

 

Signed: 

 

Date: 
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