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How to use this Competency Based Learning Material (CBLM)

The module, Setup Web Design Environment contains training materials and activities for you
to complete. These activities may be completed as part of structured classroom activities or
you may be required you to work at your own pace. These activities will ask you to complete
associated learning and practice activities in order to gain knowledge and skills you need to
achieve the learning outcomes.

1.

Review the Learning Activity page to understand the sequence of learning activities
you will undergo. This page will serve as your road map towards the achievement of
competence.

Read the Information Sheets. This will give you an understanding of the jobs or tasks
you are going to learn how to do. Once you have finished reading the Information
Sheets complete the questions in the Self-Check.

Self-Checks are found after each Information Sheet. Self-Checks are designed to help
you know how you are progressing. If you are unable to answer the questions in the
Self-Check you will need to re-read the relevant Information Sheet. Once you have
completed all the questions check your answers by reading the relevant Answer Keys
found at the end of this module.

Next move on to the Job Sheets. Job Sheets provide detailed information about how
to do the job you are being trained in. Some Job Sheets will also have a series of
Activity Sheets. These sheets have been designed to introduce you to the job step by
step. This is where you will apply the new knowledge you gained by reading the
Information Sheets. This is your opportunity to practise the job. You may need to
practise the job or activity several times before you become competent.

Specification sheets, specifying the details of the job to be performed will be provided
where appropriate.

A review of competency is provided on the last page to help remind if all the required
assessment criteria have been met. This record is for your own information and
guidance and is not an official record of competency

When working though this Module always be aware of your safety and the safety of others in
the training room. Should you require assistance or clarification please consult your trainer or
facilitator.

When you have satisfactorily completed all the Jobs and/or Activities outlined in this
module, an assessment event will be scheduled to assess if you have achieved competency
in the specified learning outcomes. You will then be ready to move onto the next Unit of
Competency or Module
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Module Content

Unit Title: Setup Web Design Environment

Unit Code: OU- ICT-WD-01-L3-V1

Module Title: Setup Web Design Environment

Module Description: This module encompasses the necessary knowledge, skills, and attitudes
(KAS) for establishing a web design environment. It encompasses
proficiencies such as configuring client servers, collaborating with
browsers, acquiring web design software, explaining web servers,
installing FTP clients, and clarifying data layers.

Nominal Duration: 12 Hours

Learning Outcomes:
Upon completion of this module the trainees must be able to:
1. Setup client server.
2. Work with Browsers.
3. Introduce web design software.
4. Interpret Web server.
5. Install FTP clients.
6. Interpret data layer.

Assessment Criteria:

Client-server architecture is identified.

2. Types of networks and their functionality is interpreted.
3. Types of websites are categorized.

4. A local Web server is installed.

5. The local web server is tested.

6. A web browser is identified.
7
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=

. Types of web browsers are introduced.

. A web browser is installed and used.

. Features/options of different web browsers are outlined.
10. Cross-browser compatibility of websites is interpreted.
11. The “Inspect element” tool is introduced.

12. Web design software is interpreted.
13. Web design platform is introduced.
14. Web design software is familiarized.
15. The web server is identified.

16. The local web server is defined.

17. The web server is interpreted.

18. FTP client is interpreted

19. FTP client is installed.

20. FTP client is used to upload or move files to web server.
21. Data layer is defined.

22. Data layer is interpreted.

23. Web API is introduced.



Learning Outcome 1: Setup Client Server

Assessment Criteria 1. Client-server architecture is identified.
2. Types of networks and their functionality is interpreted.
3. Types of websites are categorized.
4. Local Web server is installed.
5. Local web server is tested.
Conditions and 1. Real or simulated workplace
Resources 2. CBLM
3. Handouts
4. Laptop
5. Multimedia Projector
6. Paper, Pen, Pencil, Eraser
7. Internet facilities
8. White board and marker
9. Audio Video Device
Contents 1 client-server architecture and its components.
2 types of networks and understand their functionalities.
3 types of websites based on their purpose and features.
4 local web server
5 Testing procedures on the local web server to ensure its
functionality and compatibility.
Training Methods 1. Discussion
2. Presentation
3. Demonstration
4. Guided Practice
5. Individual Practice
6. Project Work
7. Problem Solving
8. Brainstorming
Assessment Methods 1. Written Test
2. Demonstration
3. Oral Questioning




Learning Experience 1: Setup Client Server

In order to achieve the objectives stated in this learning guide, you must perform the
learning steps below. Beside each step are the resources or special instructions you will
use to accomplish the corresponding activity.

Learning Steps

Resources specific instructions

1. Student will ask the instructor
about setup web design
environment

. Instructor will provide the learning materials setup

client server.

2. Read the Information sheet/s

. Information Sheet No:1 Setup client server

3. Complete the Self-Checks &
Answer key sheets.

. Self-Check No: 1- Setup client server

Answer key No. 1- Setup client server

4. Read the Job/ Task sheet and
Specification Sheet

. Job/ task sheet and specification sheet

Task Sheet No:1-1: Setup a Client-Server Network
Infrastructure.




Information Sheet 1: Setup Client Server

Learning Objective:

After completion of this information sheet, the learners will be able to explain, define
and interpret the following contents:

1.1
1.2
1.3
1.4
1.5

Client-server architecture and its components.

Vrious types of networks and understand their functionalities.

Different types of websites based on their purpose and features.

Local web server and configure it properly.

Testing procedures on the local web server to ensure its functionality and compatibility.

1.1  Client-server architecture and its components

Client-server architecture and its

components:
Client-server architecture is a computing S
. . . — N
model in Wthh cllents. and servers C internet )
interact to fulfill computing tasks and Clients Lﬂ

services. Client-server  architecture
. .. .. Server

facilitates  efficient communication, |:|i

resource sharing, and data management

on the Internet with TCP/IP protocol.

Clients:

Clients are devices or applications that request services or resources from servers. They
can be personal computers, laptops, mobile devices, or software applications. Clients
initiate communication by sending requests to servers and receiving responses in return.

Servers:

Servers are powerful computers or software applications that provide services or
resources to clients. They respond to client requests by processing data, executing tasks,
and delivering requested information. Servers are designed to handle multiple client
connections simultaneously.

Benefits:

= Scalability
= Centralized Data Management
= Improved Security
Use Cases:
=  Web Servers
= Database Servers




The communication between clients and

servers follows a request-response Request

model. Clients send requests to servers, —_—
specifying the desired service or

resource, and servers respond by —
processing the request and delivering the Reponse

requested information or performing the Client Server
requested task.

Watch a sample video lesson on client-server architecture.
(https://www.youtube.com/watch?v=DglU-jwVUrq)

1.2 Vrious types of networks and understand their functionalities

Types of Networks

= Intranet
=  Extranet
= Internet

= Intranet:
An intranet is a private network restricted to a specific organization, such as a company,
school, or government agency. It enables internal communication and collaboration
within the organization by providing access to shared resources, information, and
applications. Intranets are typically protected by firewalls and require authentication for
access.

= Subdivision:
Local Area Network (LAN): A type of intranet that covers a small geographic area,
such as an office building or campus. It allows for fast and efficient communication
between devices within the network.

" Extranet:
An extranet is an extension of an intranet that allows authorized external entities, such
as partners, suppliers, or customers, to access certain parts of the internal network. It
enables secure collaboration and information sharing with external stakeholders while
maintaining control over access and permissions.

= Subdivision:
Virtual Private Network (VPN): A secure connection established over a public network,
such as the Internet, to connect remote users or external entities to the intranet or
extranet. VPNs provide encryption and authentication to ensure secure communication.

= Internet:
The Internet is a global network connecting millions of devices worldwide. It is a public
network that enables communication, information sharing, and access to various
services and resources. The internet operates on the TCP/IP protocol suite, allowing
users to browse websites, send emails, access cloud services, and more.
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https://www.youtube.com/watch?v=Dg1U-jwVUrg

1.3

Note: While there are no direct subdivisions of the Internet, it is worth mentioning that
it comprises interconnected networks, including intranets, extranets, and various other
types of networks owned by different organizations and service providers. These
interconnected networks form the infrastructure that supports the functioning of the
Internet as a whole.

Different types of websites based on their purpose and features.
Types of Websites

= Static

= Dynamic

= Interactive

Static Websites:

Static websites are the simplest websites that primarily display fixed content to the
users. The content of these websites remains the same until a web developer manually
updates or modifies it. Static websites are typically created using HTML (Hypertext
Markup Language) and CSS (Cascading Style Sheets). They are suitable for websites
requiring minimal updates or needing more interactive elements. Examples of static
websites include brochure websites, informational websites, and personal portfolios.
Dynamic Websites:

Unlike static websites, dynamic websites generate content on the fly, allowing for real-
time updates and user interactions. They retrieve data from a database or external
sources and deliver personalized content to the users based on their preferences or
inputs. Dynamic websites use server-side technologies such as PHP, Python, Ruby, or
ASP.NET to process user requests and generate dynamic content. Examples of dynamic
websites include e-commerce sites, social media platforms, news portals, and content
management systems (CMS).

Interactive Websites:

Interactive websites go beyond dynamic websites by providing users with a highly
engaging and immersive experience. They often involve advanced user interfaces,
multimedia elements, and interactive features encouraging user participation and input.
Interactive websites leverage client-side technologies like JavaScript, AJAX and
frameworks like AngularJS or React]S to enhance user interactivity. These websites
enable users to perform actions, submit forms, play games, and manipulate content
directly. Examples of interactive websites include web applications, online games,
interactive educational platforms, and collaborative platforms like Google Docs.
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Local web server and configure it properly

Local Web Server:

A local web server is software installed and run on a personal computer or a local network. It
allows you to create a web design and development environment on your computer, enabling
you to develop, test, and run websites or web applications locally before deploying them to a
live server. A local web server simulates the functionality of a remote server, allowing you to
interact with webpages and execute server-side scripts on your machine.

There are several ways to install a local web server. Some of the standard methods include:

Manual Installation: Manual installation involves downloading and installing the necessary
components to set up a web server. This includes downloading and installing the web server
software (e.g., Apache, Nginx), database server (e.g., MySQL), and server-side scripting
language (e.g., PHP). Each component must be configured separately, and the process requires
a good understanding of the server setup and configuration.

XAMPP: XAMPP is a popular cross-platform software package that includes Apache,
MySQL, PHP, and Perl. It provides an all-in-one solution for setting up a local web server
environment. XAMPP simplifies the installation process by bundling the necessary components
and providing an intuitive control panel for managing the server. XAMPP is available for
Windows, macOS, and Linux.

WAMP: WAMP (Windows, Apache, MySQL, PHP) is similar to XAMPP but is specifically
designed for Windows operating systems. It provides an easy-to-install package that includes
Apache, MySQL, and PHP, allowing users to quickly set up a local web server on a Windows
machine.

MAMP: MAMP (Mac, Apache, MySQL, PHP) is a local web server solution for macOS users.
It bundles Apache, MySQL, and PHP into a single package, providing an easy installation and
configuration process for setting up a local development environment on a Mac.

LAMP: LAMP (Linux, Apache, MySQL, PHP) refers to the combination of open-source
software commonly used for hosting websites on Linux servers. It involves manually installing
and configuring Apache, MySQL, and PHP on a Linux distribution, such as Ubuntu or CentOS.

These are just a few examples of local web server installation methods. Other options, such as
WampServer, EasyPHP, and Bitnami, offer their features and benefits. The choice of
installation method depends on the operating system, personal preference, and the specific
requirements of the web development project. In this learning material we will see XAMPP
installation.



How To Install Xampp on Windows

1. Toinstall XAMPP on your PC, go to: https://apachefriends.org and click the XAMPP for
Windows link. The download will start automatically.

Apsch s NV

XAMPP Apache + MariaDB + PHP + Perl

What is XAMPP?

XAMPP is the most popular PHP development
environment

XAMPP is a complately free, easy to Install Apacha distribution
containing MariaDB, PHP, and Perl. The XAMPP open source
package has been st up 10 be incredibly eesy 1o instal and to
SR,

Download
Click hawn fox other versions

XAMPP

A XAWPP for Linux
B.0.6 (PHP 8.0.6)

Awesome!

Your download will start automatically. If it doesn't, click her.

Reading Tell Your Friends about XAMPP

Be sure to read the install instructions and FAOs:
3251 92t XA trom @ApacheF 7
e

M FAs ] £

additional help on our forums or Stack

Add-ons Community Mailing List

VRO

fosowing our e

2. Once the download has completed, go to your Downloads folder and double-click on the
installer to start the installation.

¥/ 2 | + |Downloads - o X
Ol fome  shee  View v 0
« v ¢ % > This PC » Downloads > v U 2 Search Downloads
O Name Date modiified Type Size
v ok Quick access
~ Today (1
I Desktop #* y
# Download - % xampp-windows-x64-8.0.5-0-VS16-installer  11/05/2021 09:33 Application 161,609 KB
ownloads
: Last month (7
= Documents 4 [J
& Pictures + Earlier this year (11)
b Music A long time ago {17)
‘ Videos

"\: Dropbox (Deciphered
@ Onelrive
= This PC

# Network

24 items =



https://apachefriends.org/

3. Follow the instructions to install XAMPP.
4. To start XAMPP, type XAMPP into the search bar. Then select the XAMPP Control
Panel to start XAMPP.

[Z setup — X

Setup - XAMPP

T
w Welcome to the XAMPP Setup Wizard,

< Back Next > Cancel

Bast match

XAMPP Control Panel =
a8 -

[ ] g me e YAMPP Cantrol Panel

VS T6installer e

‘Search the web
D XAMPP - Dowrlosdsbie Sotware
Ao
XAMPP htdocs foder
o Uningall XAMPP
Phatos (104)
Folders (4+)

Websites 1)

THE XAMPP INTERFACE

Here you can see the XAMPP interface.

The Start button for Apache is used to start the Apache web server (and then stop it
when it is started).

The Start button for MySQL will start the MySQL database (and then stop it when it
is started).

The port numbers for Apache and MySQL are shown when the servers have started.



XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ]

XAMPP Control Panel v3.3.0

Modules -
Service  Module PID(s} Port(s) Actions @ Hetstat
Apache Admin | Config | | Logs |
MySQL Admin | | Config || Logs | | [ Explorer
FileZila Start Admin Config Logs
Mercury Start Admin Config Logs
Tomcat Start Admin Config Logs
19:00:08 [main] Checking for prerequisites ”
19:00:10 [main] All prerequisites found
19:00:10 [main] Initializing Modules
19:00:10 [main] The FileZilla module is disabled
19:00:10 [main] The Mercury module is disabled
19:00:10 [main] The Tomcat module is disabled
19:00:10 [main] Starting Check-Timer
19:00:10 [main] Contral Panel Ready
W

10




Where To Save Files:

When learning to create a Local Web Server for website design, you should save your HTML
pages in the document root folder. You should also put any other files the browser might
request in this folder (such as images, CSS, and JavaScript files).

When using XAMPP, the default location of the document root folder is C:\X AMPP\htdocs\.
And the default XAMPP URL is an address like this: http://localhost.

1.5

Testing procedures on the local web server to ensure its functionality and
compatibility.

Testing XAMPP Installation:

In the control panel, click on the start action for the Apache module. This will instruct XAMPP
to initiate the Apache webserver. Now open any web browser and type: http://localhost or
127.0.0.1, you should see the XAMPP screen. It means you have XAMPP appropriately
installed on your system.

Follow these steps to check whether the XAMPP server is configured correctly or not, and we
can create a PHP test page. This page can be stored under XAMPP's localhost and run on the
browser.

Steps to create a PHP page:

= Open the XAMPP directory in C Drive and choose the htdocs folder (C:\xampp\htdocs
for standard installations). This directory contains all the data required to run a web page.

= Please create a new folder Test for the test page in htdocs.

= Open Notepad, type the following code, and save the file in the Test folder.

= Make sure you have saved the file with .php extension. For example, test.php.

<!doctype html>
<html>
<head>
<title> Test Page</title>
</head>
<body>
<p> XAMPP Server runs successfully</p>
</body>
</html>

= Open the XAMPP control panel and start the Apache module.

= Open your browser and type localhost/Test/test.php in the URL tab. If your browser prints
"XAMPP Server runs successfully,” it means XAMPP is installed and correctly
configured.

11



The output of localhost:

[5] TestPage X [F] TestPage x o+ - x
&« C  @© localhost/Test/test.php b4 j‘
XAMPP Server runs successfully
O v N i ; | B O S < ~wa:o 2TM g
ype here to seard A % a0

From the output screen, you can see that the XAMPP server is successfully installed. You
can use it to create and test your Web Apps and learn how web servers work with OpenSSL,
Tomcat, and others. We started only the Apache module for testing, but you can also begin
other modules like MySQL, FileZilla, Mercury, and Tomcat to create web apps.

12



Self-Check Sheet 1: Setup Client Server

Questionnaire:

1. What is the purpose of setting up a Client-Server architecture?
Answer:

2. What are the main components involved in a Client-Server setup?
Answer:

3. What are the advantages of a Client-Server architecture?
Answer:

4. What types of services can be provided in a Client-Server setup?
Answer:

5. How does communication occur between clients and the server in a Client-Server
architecture?
Answer:

6. What factors should be considered when setting up a Client-Server architecture for a
business?
Answer:

13



Answer Key - 1: Setup Client Server

1. What is the purpose of setting up a Client-Server architecture?
Answer: The purpose of setting up a Client-Server architecture is to establish a network
model where multiple client devices (computers, smartphones, etc.) communicate with a
central server to access resources, services, and data efficiently.

2. What are the main components involved in a Client-Server setup?
Answer: The main components of a Client-Server setup include:
1 Clients: Devices that request services or resources from the server.
2 Server: A central system that manages and provides services, resources, or data to
clients.
3 Network: The communication medium that connects clients and the server.

3. What are the advantages of a Client-Server architecture?
Answer: The advantages of a Client-Server architecture include centralized control, easier
management and maintenance, improved security, scalability, and the ability to handle
multiple client requests simultaneously.

4. What types of services can be provided in a Client-Server setup?
Answer: In a Client-Server setup, various services can be provided, such as file sharing,
email services, database management, web hosting, and application hosting.

5. How does communication occur between clients and the server in a Client-Server
architecture?
Answer: Communication between clients and the server takes place through network
protocols. Clients send requests to the server, and the server responds by providing the
requested services or data.

6. What factors should be considered when setting up a Client-Server architecture for a
business?
Answer: When setting up a Client-Server architecture for a business, factors to consider
include the number of clients, the expected workload, hardware and software requirements
for the server, network bandwidth, and security measures to protect data and resources.

14



Task Sheet-1.1: Setup a Client-Server Network Infrastruture

Objectives: The objective of this practical assessment is to set up a client-server network
infrastructure. You will be required to demonstrate your ability to configure and establish
communication between clients and servers using appropriate protocols and technologies.

Working Procedure:

Network Design and Planning:
1 Plan the network topology, including the physical layout and connection between

clients and the server.
2 Decide on the type of client-server model (e.g., centralized, decentralized) based on the
requirements.
Hardware and Software Procurement:
3 ldentify the hardware components needed for the client computers and the server.
4  Procure the necessary networking equipment, such as routers, switches, and cables.
5 Select the appropriate operating system and server software for the server and client
machines.
IP Addressing and Subnetting:
6 Assign IP addresses to each device in the network to ensure proper communication.
7 Implement subnetting to manage IP address allocation efficiently.
Server Setup:
8 Install the chosen operating system on the server machine.
9 Configure server roles and services as required, such as file sharing, web hosting,
database management, etc.
Client Setup:
10 Install the chosen operating system on the client machines.
11 Ensure that client computers are connected to the network and can communicate with
the server.
Network Configuration:
12 Configure the networking equipment, including routers and switches, to enable
communication between clients and the server.
13 Set up DHCP (Dynamic Host Configuration Protocol) to automatically assign IP
addresses to clients.
Security Implementation:
14 Implement security measures to protect the server and client devices from unauthorized
access.
15 Set up user accounts with appropriate permissions and access controls.
16 Configure a firewall to control network traffic and protect against threats.
Data Backup and Recovery:
17 Implement a data backup and recovery strategy for critical data on the server.
18 Set up regular backups to an external storage device or cloud storage.

15



Learning Outcome 2: Work with Browsers

Web browser is identified.

Types of web browsers are introduced.

Web browser is installed and used.

Features/options of different web browsers are outlined.
Cross-browser compatibility of websites is interpreted.

“Inspect element” tool is introduced.

Assessment Criteria

Conditions and
Resources

Real or simulated workplace
CBLM

Handouts

Laptop

Multimedia Projector

Paper, Pen, Pencil, Eraser
Internet facilities

White board and marker
Audio Video Device

Web browser.

Types of Web browsers.

Install and use a Web browser.

Outline Features/options of different Web browsers.
Cross browser compatibility of websites.

“Inspect element” tool.

Contents

Discussion
Presentation
Demonstration
Guided Practice
Individual Practice
Project Work
Problem Solving
Brainstorming

Training Methods

Written Test
Demonstration
Oral Questioning

Assessment Methods

WP ONoORWONE OO RWNMRPR|OONOORWNDE | O ORWNE
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Learning Experience 2: Work with Browsers

In order to achieve the objectives stated in this learning guide, you must perform the
learning steps below. Beside each step are the resources or special instructions you will
use to accomplish the corresponding activity.

Learning Steps Resources specific instructions
1. Student will ask the instructor | 1. Instructor will provide the learning materials work
about setup web design with browsers.

environment

2 Read the Information sheet/s 2. Information Sheet No:2 Work with browsers.

3. Self-Check No: 2- Work with browsers.

3. Complete the Self-Checks &
Answer key sheets. Answer key No. 2- Work with browsers.

4. Job/ task sheet and specification sheet

Job Sheet No:2-1: Install Google Chrome on

4. Read the Job/ Task sheet and Windows PC

Specification Sheet
Specification Sheet: 2-1 Install Google Chrome on
Windows PC

17



Information Sheet 2: Work with Browsers

Learning Objective:

After completion of this information sheet, the learners will be able to explain, define
and interpret the following contents:

2.1.  Web browser.

2.2.  Types of Web browsers and use Web browser.

2.3.  Outline Features/options of different Web browsers.
2.4.  Cross browser compatibility of websites.

25.  “Inspect element” tool.

2.1.  Web browser

A web Dbrowser is a software
application that allows users to access
and view websites online. It acts as a
user interface, enabling users to
interact with web content, navigate
web pages, and consume online
information. Web browsers retrieve
and display webpages by interpreting
HTML, CSS, JavaScript, and other
web technologies.

2.2.  Different Types of Web Browsers and their uses:
% Mozilla Firefox:
= Mozilla Firefox is a popular open-source web browser developed by the
Mozilla Foundation.
= Itis known for its strong emphasis on privacy and security, with features like
Enhanced Tracking Protection and support for various privacy-focused
extensions.
= Firefox offers a customizable user interface and a wide range of add-ons and
extensions to enhance the browsing experience.
= Itisavailable for multiple platforms, including Windows, macQOS, Linux, and
mobile devices.
% Google Chrome:
= Google Chrome is a widely used web browser developed by Google.
= Itis known for its fast performance, clean user interface, and integration with
various Google services.
= Chrome supports many extensions and provides features like tab
management, automatic updates, and built-in Google Translate.
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= Itisavailable for Windows, macOS, Linux, Android, and iOS.
< Safari:

« Safari is the default web browser for Apple devices, including Mac
computers, iPhones, and iPads.

= |t offers a clean and user-friendly interface focusing on performance and
energy efficiency.

= Safari integrates seamlessly with Apple's ecosystem, providing features like
iCloud syncing, Handoff for seamless browsing across devices, and Apple
Pay integration.

= Safari is available exclusively for macOS and iOS.

% Opera:

= Opera is a web browser known for its speed, security features, and unique
functionalities.

« It includes a built-in ad blocker, a free VPN (Virtual Private Network) for
secure browsing, and a battery-saving mode.

= Opera offers a customizable start page, sidebar extensions for quick access to
bookmarks and messaging services, and a unique feature called Opera Turbo
for faster browsing on slow internet connections.

= Itis available for Windows, macOS, Linux, Android, and iOS.

< Microsoft Edge:

= Microsoft Edge is a web browser developed by Microsoft and is the default
browser for Windows 10 and later versions.

= Itoffers a clean and modern interface, integration with Microsoft services like
Cortana and Office, and features like reading mode, PDF annotation, and
collections for organizing web content.

= Microsoft Edge is built on the Chromium open-source project, which
provides better compatibility with web standards and a wide range of

extensions.
= Itis available for Windows, macOS, Android, and iOS.
< Brave:

= Brave is a privacy-focused web browser built on Chromium, the same open-
source project that powers Google Chrome.

= Itstrongly emphasizes blocking ads and trackers by default, providing a faster
and more secure browsing experience.

= Brave offers feature such as built-in ad and tracker blocking, HTTPS
Everywhere for secure connections, and Brave Rewards. This system allows
users to earn cryptocurrency for opting into privacy-respecting ads.

= Brave is available for Windows, macQOS, Linux, Android, and iOS.

% Tor Browser:
= Tor Browser is a web browser that focuses on privacy and anonymity.
= Itis based on the Tor network, a volunteer-operated servers that encrypt and
route internet traffic through multiple layers, making it difficult to trace back
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2.3.

to the user.

= Tor Browser prevents websites from tracking browsing habits and obscures
your IP address, enhancing online privacy.

= It also allows access to websites blocked or censored in certain regions by
bypassing restrictions.

= Tor Browser is available for Windows, macOS, Linux, and Android.

It's important to note that while Tor Browser provides enhanced privacy and
anonymity, it may result in slower browsing speeds due to the nature of routing
internet traffic through multiple servers. Additionally, it's crucial to use Tor Browser
responsibly and be aware of the legal and ethical considerations associated with
accessing certain types of content.

Outline Features/options of different Web browsers

Open a web browser:
= Launch any web browser installed on your computer, such as Internet Explorer,
Firefox, or Safari.
Visit the official Google Chrome website:
= Type "Chrome" or "Google Chrome™ in the search bar of your current web
browser.
= Click on the official link that directs you to the Google Chrome website.

O | & Gooske Ovome O ~ x b

(O
The browser built by Google
-
9 :

(g
The browser built by Google

Download Chrome:
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Download the Chrome installer:
= On the Google Chrome website, you will find a prominent download button.
= Click on the download button to initiate the download of the Chrome installer.
Choose the installer version:
= Depending on your operating system, you may have different download options.
= Select the appropriate installer version for your operating system (Windows,
macOS, or Linux).
Accept the terms and conditions:
= Before proceeding with the download, you may be required to accept the terms
and conditions of using Google Chrome.
= Read the terms and conditions and click the "Accept and Install” button to
continue.

Download Chrome for Windows

For Windows 10/8.1/8/7 64-bit.

Google Chrome Terms of Service B

These Terms of Service apply to the executable code version of Google Chrome. O
Source code for Google Chrome is available free of charge under open source
software license agreements at https://code.google.com/chromium/terms.html.

1 Help make Google Chrome better by automatically sending usage statistics and
crash reports to Google. Learn more

e
‘ Accept and Install '

Save the Installer file:
= You will be prompted to choose a location on your computer where you want
to save the installer file.
= Select a location and click "Save" to start the download.
Run the installer:
= Once the download is complete, locate the downloaded installer file on your
compulter.
= Double-click on the installer file to run it.
User Account Control (UAC) prompt (for Windows):
= Ifyou are using Windows, the User Account Control (UAC) prompt may appear
to ask for your permission to proceed.
= Click "Yes" or enter your administrator password if prompted.

User Account Control X

Do you want to allow this app to make
changes to your device?

, Instaling..
'@ Google Update Setup
Verified publisher: Google LLC _
File origin: Hard drive on this computer
Show more details @ come
Yes No
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Follow the installation prompts:
= The Chrome installer will guide you through the installation process with
several prompts.
= You may be asked to choose installation options, such as the installation
location or whether to make Chrome your default browser.
= Follow the prompts and make any desired selections.
Wait for the installation to complete:
= The installation process may take a few minutes.
= Wait for the installer to complete the installation of Google Chrome on your
compulter.
Launch Google Chrome:
= Once the installation is finished, you can launch Google Chrome by locating its
icon on your desktop or in the Start menu.
= Double-click on the icon to open Google Chrome.
Set up Chrome (optional):
= You may be prompted to sign in with your Google Account upon launching
Chrome for the first time.
= You can sign in or skip this step if you prefer to keep your data private.

@ Wekome e x  + vi - 3

Set up your browser in a few simple steps

Make Chrome your own

N
Get Started

Already a Chrome user? Sign in

2.4. Cross browser compatibility of websites

Cross-browser compatibility refers to the ability of a website, web application, or any
web-based content to function consistently and correctly across different web browsers.
Web browsers are developed by different companies, each with its rendering engines,
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scripting capabilities, and interpretation of web standards. As a result, web content can
sometimes appear or function differently depending on the browser being used.

25.  “Inspect element” tool

The Inspect Element tool, also known as Developer Tools or DevTools, is a feature
available in most modern web browsers that allow developers and designers to inspect
and manipulate a web page's HTML, CSS, and JavaScript code. It is a powerful tool
for web development, debugging, and understanding how websites are built.

[ 0] | Hemens Cons
Gmall Images iR ﬂ

=

Here are some key features and functions of the Inspect Element tool:

*

%+ Element Inspection:

= The tool's primary function is to inspect individual elements on a web page. By
right-clicking on an element and selecting "Inspect" or using a keyboard
shortcut, the tool opens a panel that displays the HTML code and associated
CSS styles for that element.

= Developers can see the element's attributes, classes, IDs, box model properties,
computed styles, and more.

0,

% DOM Manipulation:

= The Inspect Element tool allows for live editing of a web page's Document
Object Model (DOM). This means developers can add, modify, or remove
elements and see the changes immediately without affecting the website.

7

% CSS Inspection and Editing:
= Developers can examine and modify the CSS properties applied to specific

elements. This includes adjusting styles, experimenting with different values,
and even disabling or overriding existing styles to test the visual effects.
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JavaScript Debugging:

= The tool provides a console that allows developers to execute JavaScript code,
log messages, and debug JavaScript errors and issues.

= Developers can set breakpoints, step through code, inspect variables, and track
the flow of execution.

Network Monitoring:

= The Inspect Element tool includes a network panel that displays network
requests made by the web page, including HTTP requests, response headers,
and timing information.

= It enables developers to analyze network performance, monitor API calls, and
identify potential bottlenecks or errors.

Mobile Device Emulation:

= Many modern browsers have a responsive design mode within the Inspect
Element tool, allowing developers to simulate the appearance and behavior of a
web page on different devices and screen sizes.

= This helps in designing and testing responsive websites.

Performance Analysis:
= The tool provides performance profiling capabilities to analyze and optimize a
web page's loading and rendering speed.

= It can identify performance bottlenecks, memory leaks, and excessive CPU
usage.
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Self-Check Sheet 2: Work with Browsers

Questionnaire:

True/False Questions:

1. True or False: Web browsers interpret HTML, CSS, and JavaScript to display
webpages.

2. True or False: Opera offers a built-in ad blocker and free VVPN.

3. True or False: Cross-browser compatibility refers to the ability of a website to function
consistently across different web browsers.

4. True or False: CSS resets or normalization techniques eliminate inconsistencies in
default browser styles.

5. True or False: The Inspect Element tool allows live editing of the Document Object
Model (DOM).

6. True or False: The Inspect Element tool provides a network panel to monitor network
requests made by a web page.

7. True or False: The Inspect Element tool is primarily used by website visitors to view
the source code of a webpage.

Short Questions:

1. What is a web browser?
Answer:

2. Which web browser is developed by the Mozilla Foundation?
Answer:

3. Which web browser is the default browser for Apple devices?
Answer:

4. Which web browser is based on the Chromium project and is the default browser for
Windows 10?
Answer:

5. What is the purpose of feature detection in achieving cross-browser compatibility?
Answer:

6. What can developers do with the console in the Inspect Element tool?
Answer:

7. What is the significance of adhering to web standards in achieving cross-browser
compatibility?
Answer:
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Answer Key - 2: Work with Browsers

True: Web browsers interpret HTML, CSS, and JavaScript to display webpages.
True: Opera offers a built-in ad blocker and free VPN.

True: Cross-browser compatibility refers to the ability of a website to function
consistently across different web browsers.

True: CSS resets or normalization techniques eliminate inconsistencies in default
browser styles.

True: The Inspect Element tool allows live editing of the Document Object Model
(DOM).

True: The Inspect Element tool provides a network panel to monitor network requests
made by a web page.

False: The Inspect Element tool is primarily used by website visitors to view the source
code of a webpage.

Short Questions:

1.

What is a web browser?
Answer: A web browser is a software application that allows users to access and view
websites online.

Which web browser is developed by the Mozilla Foundation?
Answer: Mozilla Firefox.

Which web browser is the default browser for Apple devices?
Answer: Safari.

Which web browser is based on the Chromium project and is the default browser for
Windows 10?
Answer: Microsoft Edge

What is the purpose of feature detection in achieving cross-browser compatibility?
Answer: Feature detection helps identify browser capabilities before executing
specific code or applying certain styles

What can developers do with the console in the Inspect Element tool?
Answer: Developers can execute JavaScript code, log messages, and debug
JavaScript errors and issues with the console in the Inspect Element tool

What is the significance of adhering to web standards in achieving cross-browser
compatibility?

Answer: Adhering to web standards ensures that websites are developed using
standardized practices, improving compatibility across browsers and devices
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Job Sheet-2.1: Install Google Chrome on Windows PC

Working Procedure:

1
2
3
4
5.
6
7
8
9

10.
11.

. Go to the official Google Chrome website (https://www.google.com/chrome).

. Click on the "Download Chrome" button.

Review the Terms of Service and click the "Accept and Install" button.

. Save the installation file to your computer.

Once the download is complete, locate the file (e.g., "ChromeSetup.exe").
Double-click on the installation file to run it.

If prompted by User Account Control, click "Yes" to allow the installation.

. The installer will start and display the "Welcome to Google Chrome™" screen.

Review the installation options and click "Install" to proceed with the default settings.
Google Chrome will now be installed on your Windows PC.

After the installation, you can launch Google Chrome by double-clicking the desktop
shortcut or finding it in the Start menu.
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Specification Sheet-2.1: Install Google Chrome on Windows PC

Necessary Personal Protective Equipment (PPE)

SI. No | Name of PPE Unit Quantity
1 | Apron Pair 01
2 Mask Pair 01
Necessary tools and equipment
SI. No Name o_f Tools & Specification Unit Quantity
Equipment
Processor: Intel
Pentium 4 or
higher
1 Computer RAM: 2 GB Set 01
Disk Space: 200
MB
2 Software (Google Latest Version No. 01
Chrome)
3 Internet connections Set 01
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Learning Outcome 3: Introduce Web Design Software

Assessment Criteria

Web design software is interpreted.
Web design platform is introduced.
Web design software is familiarized.

Conditions and
Resources

Real or simulated workplace
CBLM

Handouts

Laptop

Multimedia Projector

Paper, Pen, Pencil, Eraser
Internet facilities

White board and marker

Contents

Web design software.
Web design platform.
Familiarize with Web design software

Training Methods

Discussion
Presentation
Demonstration
Guided Practice
Individual Practice
Project Work
Problem Solving
Brainstorming

Assessment Methods

WP o N R WNE WD P I00NOOORWDND PR ®WNDRE

Written Test
Demonstration
Oral Questioning
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Learning Experience 3: Introduce Web Design Software

In order to achieve the objectives stated in this learning guide, you must perform the
learning steps below. Beside each step are the resources or special instructions you will
use to accomplish the corresponding activity.

Learning Steps

Resources specific instructions

1. Student will ask the instructor
about setup web design
environment

. Instructor will provide the learning materials

introduce web design software.

2. Read the Information sheet/s

. Information Sheet No:3 Introduce web design

software.

3. Complete the Self-Checks &
Answer key sheets.

. Self-Check No: 3- Introduce web design software.

Answer key No. 3- Introduce web design software.

4. Read the Job/ Task sheet and
Specification Sheet

. Job/ task sheet and specification sheet

Task Sheet No:3-1: Introduce functionality of web
design software
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Information Sheet 3: Introduce Web Design Software

Learning Objective:

After completion of this information sheet, the learners will be able to explain, define
and interpret the following contents:

4.1 Web Design Software
4.2  Web Design Platform

4.1 Web Design Software

Web design software refers to computer applications or tools designed to assist web
designers in creating, editing, and managing websites. These software applications
provide a range of features and functionalities to facilitate the design and development
process, enabling designers to create visually appealing and functional websites.

Different Types of Web Design Software:

=  Web Editors: Web editors are software programs that allow designers to create and
edit web pages using HTML, CSS, and other programming languages. These editors
provide a user-friendly interface, syntax highlighting, code completion, and other
productivity features. Examples of web editors include Notepad++, Sublime Text,
Atom, and Visual Studio Code.

= Content Management Systems (CMS): Content Management Systems are software
platforms that simplify website creation and management. They offer pre-designed
templates, drag-and-drop functionality, and built-in tools for content organization,
publishing, and updates. Examples of popular CMSs include WordPress, Joomla, and
Drupal.

= Graphic Design Tools: Graphic design software creates visually appealing website
elements, such as logos, icons, banners, and graphics. These tools provide features for
image editing, vector graphics creation, and digital illustration. Examples of graphic
design software commonly used in web design include Adobe Photoshop, Adobe
Illustrator, and CorelDRAW.

= Prototyping and Wireframing Tools: Prototyping and wireframing tools create
interactive prototypes and wireframes representing a website's layout, structure, and
functionality. These tools help designers visualize and test the user experience before
development. Examples of popular prototyping tools include Adobe XD, Sketch, and
InVision.
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Integrated Development Environments (IDEs): IDEs are comprehensive software
applications providing an integrated web development environment. They typically
include features like code editing, debugging, version control, and project management
tools. Examples of IDEs used for web design include JetBrains PhpStorm, Microsoft
Visual Studio, and Eclipse.

Audio/Video Players: Audio and video players are tools to embed multimedia content
into webpages, such as audio and video files. These players provide controls for
playback, volume adjustment, and display customization. Examples of famous web-
based audio/video players include HTML5 and JavaScript libraries like Plyr and
Video.js.

4.2 Web Design Platform

Web design platforms, also known as website builders or web development platforms,

are online software tools that provide comprehensive features and functionalities for
creating and managing websites. These platforms offer a user-friendly interface, pre-
designed templates, drag-and-drop functionality, and various customization options,
enabling individuals and businesses to build professional-looking websites without
requiring extensive coding knowledge or technical expertise.

Here are some key aspects of web design platforms:

Ease of Use: Web design platforms are designed to be user-friendly, allowing
individuals with little to no coding experience to create and manage websites. They
typically offer intuitive interfaces, drag-and-drop functionality, and WYSIWYG (What
You See Is What You Get) editors, enabling users to build and customize their websites
visually.

Templates and Themes: Web design platforms provide a wide range of professionally
designed templates and themes that serve as a starting point for website creation. These
templates cover various industries and design styles, providing users with a selection
of visually appealing designs.

Customization Options: Web design platforms allow users to customize the
appearance and layout of their websites. Users can easily modify colors, fonts, images,
and other visual elements to align with their branding and design preferences. Some
platforms offer advanced customization options, such as CSS editing and HTML
access, for more granular control over the website's design.
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Responsive Design: In today's mobile-centric world, responsive design is essential.
Web design platforms ensure that the websites created are mobile-friendly and
responsive, meaning they adapt and display correctly on various devices, including
smartphones, tablets, and desktops.

Content Management: Many web design platforms include built-in content
management systems (CMS) that allow users to create, edit, and manage website
content easily. These CMSs provide tools for adding and organizing pages, creating
blog posts, managing media files, and integrating with external services like e-
commerce or customer relationship management (CRM) systems.

E-commerce Functionality: Some web design platforms offer built-in e-commerce
functionality, allowing users to create online stores and sell products or services directly
from their websites. These platforms provide features such as product catalog
management, shopping carts, secure payment gateways, and order management.

Hosting and Domain Services: Web design platforms often include hosting services,
providing the infrastructure to host websites on their servers. They may also offer
domain registration or integration services, allowing users to obtain and connect their
custom domain names to their websites.

Popular web design platforms include:

e WordPress: An open-source CMS that powers millions of websites globally and offers
extensive customization options and a vast plugin ecosystem.

e Wix: A user-friendly platform is known for its drag-and-drop editor, a wide range of
templates, and integrated e-commerce functionality.

e Squarespace: A platform that emphasizes stylish and modern designs, catering to
creatives and small businesses.

o Shopify: A platform focused on e-commerce, providing comprehensive tools for
creating and managing online stores.

o Weebly: A beginner-friendly platform with drag-and-drop functionality, suitable for
small businesses and personal websites.

Web design platforms simplify website creation, enabling individuals and businesses to
establish an online presence quickly and efficiently. They offer a convenient solution for
those needing more extensive technical skills who want to create attractive and functional
websites.
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Familiarize with different web design Software:

Familiarizing yourself with different web editors can enhance your web development workflow
and enable you to work efficiently. Here are a few popular web editors:

Notepad++: Notepad++ is a free and open-
source web editor for Windows. It offers a
user-friendly  interface  with  syntax
highlighting for various programming
languages, search and replace functionality,
and support for multiple tabs. Notepad++
also supports plugins, allowing users to
extend its functionality according to their
needs.

Sublime Text: Sublime Text is a popular
cross-platform web editor known for its
speed, flexibility, and powerful features. It
offers a clean and minimalistic interface,
customizable preferences, and a wide range Sublime Text
of plugins and packages that enhance
productivity. Sublime Text supports multiple
cursors, project management, and advanced
search and replace options.

Visual Studio Code (VS Code): Visual
Studio Code, developed by Microsoft, is a
free and highly extensible web editor
available for Windows, macOS, and Linux.
It provides a modern and feature-rich
environment for web development, with
built-in support for Git, debugging tools,
intelligent code completion, and an extensive
marketplace for extensions.

Atom: Atom is an open-source web editor
created by GitHub. It offers a customizable
and flexible interface and is known for its
hackability. Atom provides features like a ﬁ

built-in package manager, smart C A T O M
autocompletion, multiple panes, and a wide
range of community-created packages to
enhance functionality.

+

Visual
Studio
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Brackets: Brackets is an open-source web
editor designed specifically for web
designers and front-end developers. It offers
a lightweight and intuitive interface, live
preview capabilities, and visual tools for Bralckets
working with CSS, such as inline editing and e
quick editing of gradients and colors.
Brackets also support preprocessors like
LESS and SCSS.

Adobe Dreamweaver: Dreamweaver is a
popular web editor with a visual design
interface and code editing capabilities. It
offers features like WYSIWYG editing,
drag-and-drop functionality, and built-in
support for CSS preprocessors and
JavaScript frameworks. Dreamweaver also
integrates with Adobe's Creative Cloud suite,
enabling seamless collaboration and asset
management.

Each web editor has its features, interface, and customization options. Exploring and
familiarizing yourself with different web editors allows you to find the one that best fits your
preferences and workflow, making your web development process more efficient and
enjoyable.

[ ] Sublime Text

FOLDERS 4P  README.md % CONTRIBUTING.md
svelte 1 Contributing to Svelte
-github H Svelte is a new way to build web applications.
site > =z It's a compiler that takes your declarative
s I pmj s ackage/sve components and converts them into efficient
JavaScript that surgically updates the DOM.
test
The [Open Source Guides
¢ ) website has a collection of resources for
.eslintignore individuals, communities, and companies. These
f : resources help people who want to learn how to
run and contribute to open source projects.
[gitattributes Contributors and people new to open source alike :==
gitignore will find the following guides especially useful:

.editorconfig

.eslintre.js

.mocharc.js * [How to Contribute to Open Source] |
CHANGELOG.md 17  ## What is Svelte?

% [Building Welcoming Communities
check_publish_env.js Svelte is a new way to build web applications. It's

> CONTRIB‘gING.md
LICENSE

package-lock.json There are many ways to contribute to Svelte, and
## Supporting Svelte many of them do not involve writing any code.
Here's a few ideas to get started:

Learn more at the [Svelte website ## Get involved

package.json

README.md Svelte is an MIT-licensed open source project with
- Simply start using Svelte. Go through the
- [Becoming a backer on Open Collective Getting Started
rollup.config.js ) guide. Does
Funds donated via Open Collective will be used for everything work as expected? If not, we're always ==
looking for improvements. Let us know by [opening
an issue ] .
[ | - Look through the [open issues

register.js

tsconfig.json

## Development

amd
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Self-Check Sheet 3: Introduce Web Design Software

Questionnaire:

1. Which web design software is known for its speed, flexibility, and powerful features?
a) Notepad++
b) Sublime Text
¢) Visual Studio Code
d) Atom
2. Which web design software type is used to create visually appealing website elements?
a) Web editors
b) Content Management Systems
¢) Graphic design tools
d) Prototyping and wireframing tools

3. Which web design platform is known for its drag-and-drop functionality and integrated
e-commerce features?

a) WordPress
b) Wix
c) Squarespace
d) Shopify
4. Which web editor is designed specifically for web designers and offers visual tools for
working with CSS?

a) Notepad++
b) Sublime Text
c) Brackets
d) Atom
5. Which web design software provides a visual design interface along with code editing
capabilities?
a) Adobe Dreamweaver
b) Visual Studio Code
c) Sublime Text
d) Brackets
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Answer Key - 3: Introduce Web Design Software

. Which web design software is known for its speed, flexibility, and powerful features?
b) Sublime Text

. Which web design software type is used to create visually appealing website elements?
c) Graphic design tools

. Which web design platform is known for its drag-and-drop functionality and integrated
e-commerce features?

b) Wix

. Which web editor is designed specifically for web designers and offers visual tools for
working with CSS?

c) Brackets

. Which web design software provides a visual design interface along with code editing
capabilities?
a) Adobe Dreamweaver
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Task Sheet-3.1: Introduce Functionality of Web Design Software

Objectives: The objective of this task sheet is to introduce and demonstrate the functionality
of web design software. You will be required to explore and showcase the key features and
capabilities of the chosen web design software, enabling participants to create visually
appealing and functional websites.

Working Procedure:

Software Selection:
1 Choose a popular web design software that is widely used in the industry.

2 Justify the selection based on its user-friendliness, functionality, and relevance for web
design.
User Interface and Navigation:
3 Introduce the user interface (Ul) of the web design software.
4 Explain the layout, navigation, and organization of tools and features.
Website Project Setup:
5 Demonstrate how to set up a new web design project within the software.
6 Guide participants through the steps to choose templates or create custom designs.
Design Elements and Assets:
7 Showcase the various design elements available in the software, such as images, fonts,
icons, and color palettes.
8 Explain how to upload custom assets and integrate them into the design.
Layout and Structure:
9 Demonstrate how to create responsive layouts and structures for different devices
(desktop, tablet, mobile).
10 Show how to arrange and align elements on the web page.
Editing and Customization:
11 Guide participants on how to edit text, images, and other design elements.
12 Demonstrate customization options, such as changing colors, fonts, and styles.
Interactivity and Animation:
13 Showcase the software's capabilities for adding interactivity and animations to web
pages.
14 Explain how to create buttons, links, and other interactive elements.
Preview and Testing:
15 Show how to preview the web design in different browsers and devices.
16 Demonstrate testing features to ensure the website's responsiveness and functionality.
Publishing and Exporting:
17 Guide participants on how to publish the website to a hosting server or export the design
files for deployment.
Troubleshooting and Support:
18 Provide tips on troubleshooting common issues and errors that may arise during the
design process.
19 Share resources and support channels for participants to seek help if needed.
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Learning Outcome 4: Interpret Web Servers

Assessment Criteria

Web server is identified.
Local web server is defined.
Web server is interpreted.

Conditions and
Resources

Real or simulated workplace
CBLM

Handouts

Laptop

Multimedia Projector

Paper, Pen, Pencil, Eraser
Internet facilities

White board and marker

Contents

Web server.
Local web server.
Interpret Web server

Training Methods

Discussion
Presentation
Demonstration
Guided Practice
Individual Practice
Project Work
Problem Solving
Brainstorming

Assessment Methods

W PN O ONE I WD RN O WD PR ®DD

Written Test
Demonstration
Oral Questioning
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Learning Experience 4: Interpret Web Servers

In order to achieve the objectives stated in this learning guide, you must perform the
learning steps below. Beside each step are the resources or special instructions you will
use to accomplish the corresponding activity.

Learning Steps

Resources specific instructions

4. Read the Job/ Task sheet and
Specification Sheet

1. Student will ask the instructor | 1. Instructor will provide the learning materials
about setup web design interpret web servers.
environment
2 Read the Information sheet/s 2. Information Sheet No:4 Interpret web servers
3. Self-Check No: 4- Interpret web servers.
3. Complete the Self-Checks &
Answer key sheets. Answer key No. 4- Interpret web servers.
4. Job/ task sheet and specification sheet

Task Sheet No:4-1: Interpret functionality and
configuration of web servers.
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Information Sheet 4: Interpret Web Servers

Learning Objective:

After completion of this information sheet, the learners will be able to explain, define
and interpret the following contents:

4.1
4.2

4.1

4.2

Web Server
Local web Server

Web Server

A web server is a computer program or software that serves and delivers web pages and
other web content to clients upon request. It is the backbone of the World Wide Web,
allowing users to access websites and web-based applications through their web
browsers. Web servers receive requests from clients, process those requests, and send
back the requested files or data to be displayed on the user's device.

Web servers use the Hypertext Transfer Protocol (HTTP) to communicate with web
browsers and other client applications. When a user enters a website's URL or clicks on
a hyperlink, the web browser sends a request to the appropriate web server, specifying
the desired resource. The web server then retrieves the requested resource, such as HTML
files, images, CSS stylesheets, or JavaScript files, and sends them back to the client for
display in the browser.

Web servers are typically located in data centers and are designed to handle a large
volume of concurrent requests. They have high-performance hardware and software
configurations to ensure fast and reliable web content delivery. Examples of popular web
server software include Apache HTTP Server, Nginx, Microsoft IS (Internet
Information Services), and LiteSpeed.

Local web Server

A local web server, or a development server or localhost, is a web server installed and
run on an individual's local computer or a local network. Unlike a public web server,
which is accessible over the internet, a local web server is used to develop, test, and host
websites or web applications locally before being deployed to a live server.

Setting up a local web server allows web developers to work on their projects without
needing an internet connection. It provides an isolated environment where they can test
and debug their websites or web applications before making them available to the public.
Additionally, local web servers offer flexibility in terms of customization and
configuration, allowing developers to simulate various server environments.

Several software packages are available for installing and running a local web server,
such as XAMPP, WAMP, MAMP, and LAMP. These packages include the necessary
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components for running a web server, including the web server software itself (e.g.,
Apache), a database server (e.g., MySQL), and scripting languages (e.g., PHP). Once
installed, developers can create and host websites locally, access them through their web
browsers, and perform development tasks such as coding, testing, and debugging.

Define Xamp

Define Wanp
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Real-Life Examples for Local Web Servers:

Local WordPress Development: Web developers often use a local web server to set up
and run a local installation of WordPress for development purposes. They can create and
customize WordPress themes or plugins locally before deploying them to a live website.

Web Application Testing: Software developers and quality assurance teams utilize local
web servers to test web applications. They can replicate production environments,
simulate user interactions, and verify the functionality and performance of web
applications before releasing them.

Learning Web Development: Local web servers provide an ideal environment for
beginners learning web development. Students and enthusiasts can practice coding
HTML, CSS, JavaScript, and other web technologies, experiment with different
frameworks and libraries, and see the results in their browsers without hosting or internet
connectivity.

Intranet Development: Local web servers can be used to develop and test internal
websites or intranets within organizations. They allow developers to create and share
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internal web-based tools, databases, and resources for employees to access securely
within the local network.

In summary, a web server is software that serves web content to clients. In contrast, a
local web server is installed on a local computer or network for development and testing.
Local web servers offer convenience, flexibility, and isolation for web developers and
other users to build, test, and experiment with websites and web applications before
making them publicly accessible.
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Self-Check Sheet 4: Interpret Web Servers

Questionnaire:

1. What is a web server?
a) A software that delivers web content to clients
b) A hardware device used for browsing the internet
c) A web browser used to access websites
d) A programming language for web development

2. Which protocol is commonly used by web servers to communicate with web browsers?
a) HTTP
b) FTP
¢) SMTP
d) TCP/IP

3. Where are web servers typically located?
a) Data centers
b) Home computers
c) Mobile devices
d) Cloud servers

4. Which of the following is a popular web server software?
a) Apache HTTP Server
b) Photoshop
c) Microsoft Word
d) Excel

5. When a user enters a website's URL, what happens next?
a) The web server sends a request to the client.
b) The web browser sends a request to the web server.
c) The web server sends a request to the DNS server.
d) The web browser displays the website without any communication.

6. What is a local web server?
a) A server located in a different country
b) A server used for web development and testing on a local computer
c) A server accessible over the internet
d) A server that can only host static websites
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Answer Key - 4: Interpret Web Servers

. What is a web server?

a) A software that delivers web content to clients

.. Which protocol is commonly used by web servers to communicate with web browsers?
a) HTTP

. Where are web servers typically located?
a) Data centers

. Which of the following is a popular web server software?
a) Apache HTTP Server

. When a user enters a website's URL, what happens next?
b) The web browser sends a request to the web server.

. What is a local web server?

b) A server used for web development and testing on a local computer
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Task Sheet-4.1: Interpret Functionality and Configuration of Web Servers.

Objectives: The objective of this task sheet is to interpret and analyze the functionality and
configuration of web servers. You will be required to explore and explain the key components
and settings of a web server, as well as demonstrate how to deploy and manage a basic web
application.

Working Procedure:

Web Server Selection:
1 Choose a popular web server software (e.g., Apache, Nginx) that is widely used in the

industry.
2 Justify the selection based on its popularity, performance, and flexibility.
Web Server Components:
3 Introduce the core components of the selected web server software.
4 Explain the roles of components such as HTTP server, virtual hosts, modules, etc.
Installation and Setup:
5 Demonstrate the installation process of the web server software on a server or local
environment.
6 Guide participants through the initial setup, including necessary configurations.
Virtual Hosting:
7 Show how to set up virtual hosts to host multiple websites on a single server.
8 Explain the concept of server blocks (Nginx) or virtual hosts (Apache).
Security Configuration:
9 Demonstrate how to implement basic security configurations for the web server.
10 Showcase techniques such as SSL/TLS certificate installation and firewall setup.
URL Rewriting and Redirection:
11 Explain how to set up URL rewriting and redirection for better user experience and
SEO optimization.
Performance Optimization:
12 Showcase techniques for optimizing the web server's performance, such as caching and
compression.
13 Explain how these optimizations improve website loading speed.
Web Application Deployment:
14 Demonstrate how to deploy a basic web application on the web server.
15 Guide participants through the steps to configure the server to run the application.
Server Logs and Monitoring:
16 Explain the importance of server logs for troubleshooting and performance monitoring.
17 Showcase how to access and interpret server logs.
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Learning Outcome 5: Install FTP Clients

Assessment Criteria

FTP client is interpreted
FTP client is installed.
FTP client is used to upload or move files to web server

Conditions and
Resources

Real or simulated workplace
CBLM

Handouts

Laptop

Multimedia Projector

Paper, Pen, Pencil, Eraser
Internet facilities

White board and marker

Contents

FTP clients.
Installing an FTP client.
Move files to a web server using FTP client.

Training Methods

Discussion
Presentation
Demonstration
Guided Practice
Individual Practice
Project Work
Problem Solving
Brainstorming

Assessment Methods

WP 0N OWNE WD P00 N O WD PR W e

Written Test
Demonstration
Oral Questioning
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Learning Experience 5: Install FTP Clients

In order to achieve the objectives stated in this learning guide, you must perform the
learning steps below. Beside each step are the resources or special instructions you will
use to accomplish the corresponding activity.

Learning Steps Resources specific instructions

1. Student will ask the instructor | 1. Instructor will provide the learning materials Install

about setup web design FTP clients.
environment

2 Read the Information sheet/s 2. Information Sheet No:5 Install FTP clients.

3. Self-Check No: 5- Install FTP clients.

3. Complete the Self-Checks &
Answer key sheets. Answer key No. 5- Install FTP clients.

4. Job/ task sheet and specification sheet

Job Sheet No:5-1: Install FileZilla FTP Client in

4. Read the Job/ Task sheet and Wondows
Specification Sheet

Specification Sheet: 5-1: Install FileZilla FTP
Client in Wondows
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Information Sheet 5: Install FTP Clients

Learning Objective:

After completion of this information sheet, the learners will be able to explain, define
and interpret the following contents:

5.1
5.2
5.3

5.1

FTP clients.
Install an FTP client.
Move files to a web server using FTP client.

FTP clients

FTP (File Transfer Protocol) clients are software applications that allow users to connect
to FTP servers and transfer files between their local computers and the remote server.
FTP is a standard network protocol used for file transfer over the Internet.

FTP clients provide an intuitive user interface and a range of features to facilitate file
transfer and management. Here are some critical aspects of FTP clients:

Connection Management: FTP clients enable users to connect with remote FTP
servers. Users can enter the server's hostname, IP address, username, and password to
authenticate and establish a secure connection.

File Transfer: FTP clients allow users to upload files from their local computer to the
remote server or download files from the server to their local computer. Files can be
transferred individually or in bulk, and the client provides progress indicators to track
the transfer process.

Directory Navigation: FTP clients provide a graphical interface that allows users to
navigate the directory structure of the remote server. Users can browse folders, create
new directories, rename or delete files, and organize their files on the server.

File Management: FTP clients offer various file management functionalities, such as
copying, moving, and deleting files on the remote server. Users can also set permissions
and modify file attributes directly from the client interface.

Synchronization: Some FTP clients offer synchronization capabilities, allowing users
to compare the files on their local computer with those on the remote server. This
feature helps ensure that the files on both sides are up-to-date and consistent.

Queue Management: FTP clients often include a queue management feature that
allows users to queue multiple file transfers for sequential execution. Users can
prioritize transfers, pause or resume transfers, and view the status of each transfer in
the queue.

Bookmarking: FTP clients enable users to save and manage bookmarks or favorites
for frequently accessed FTP servers. This feature allows quick and easy access to
frequently used servers without re-entering connection details.
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Security: FTP clients support various security measures, such as Secure FTP (SFTP)
or FTP over SSL/TLS (FTPS), to encrypt the file transfer process and ensure data
confidentiality. Users can choose the appropriate security protocol based on their
server's configuration.

Proxy and Firewall Support: FTP clients often provide options to configure proxy
settings, allowing users to connect to FTP servers through proxy servers. They also
support firewall traversal to ensure successful connections even in network
environments with strict security policies.

Logging and Reporting: FTP clients may offer logging and reporting features to
record the details of file transfers, including timestamps, transfer status, and any errors
encountered. This information can be helpful for troubleshooting or auditing purposes.

Examples of popular FTP clients include FileZilla, Cyberduck, WinSCP, and Transmit.
These clients are available for various operating systems, including Windows, macQOS,
and Linux, and provide a user-friendly interface for efficient and secure file transfer
between local computers and remote FTP servers.

FileZilla

FileZilla is a popular and widely used FTP client software with a user-friendly interface
for transferring files between a local computer and remote FTP servers. It is available for
Windows, macOS, and Linux operating systems, making it accessible to many users.

I Filezila - O X
File Edit View Transfer Server Bookmarks Help MNew version available!

Z2-EFTR OO kY TAeM

Host: I:l Username: I:l Password: | | Part: | | | Quickconnect ||+
Local site: | C:\Usersh, \ e
+ Windows v
Filename Filesize Filetype Last modit * | Filename Filesize Filetype Last modified Permi
Cookies File folder
[ Desktop File folder 7792020 5
| Documents File folder 6/6/2020 3 Mot connected to any server
‘ Downloads File falder Ti14/2020 v
€ > € >
8 files and 26 directories, Total size: 4,157,254 bytes Mot connected.
Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers | Successful transfers

™ Queue: empty oo
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Key Features of FileZilla:

= User-friendly Interface: FileZilla offers an intuitive interface with a dual-pane layout
that displays both the local and remote directory structures. Users can easily navigate
through folders, drag and drop files, and manage their file transfers efficiently.

= Cross-platform Support: FileZilla is available for multiple operating systems,
allowing users to transfer files between different platforms seamlessly. It provides a
consistent experience across Windows, macOS, and Linux systems.

= File Transfer Management: FileZilla supports various file transfer protocols,
including FTP, FTPS (FTP over SSL/TLS), and SFTP (SSH File Transfer Protocol). It
offers robust file transfer capabilities, including support for resuming interrupted
transfers, queuing multiple files for transfer, and setting transfer speed limits.

= Site Manager: FileZilla includes a Site Manager that allows users to save and manage
connection details for multiple FTP servers. Users can store server credentials,
configure server-specific settings, and quickly connect to their favorite servers with just
a few clicks.

= Bookmarks: FileZilla offers a bookmarking feature, enabling users to save frequently
accessed directories on both the local and remote sides. This feature makes it
convenient to navigate to specific folders and saves time when working with frequently
used directories.

= File Editing: FileZilla provides basic file editing capabilities, allowing users to edit
remote files directly within the application. Users can make changes to HTML, PHP,
or text files and save them back to the server without downloading and re-uploading
the entire file.

Cyberduck:
Cyberduck is a free and open-source FTP client that supports multiple protocols,

including FTP, SFTP, WebDAYV, and Amazon S3. It is available for macOS and
Windows operating systems and offers a user-friendly interface with powerful features.
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Cyberduck Quick Reference Guide

By Andrew Fogo & Becca Schmidt

Location Guide

Edit View Go Bookmark Windov

(ﬂk Connect

Open Connection Action | GetInfo Refresh | Edit

8,806 0 6

Upload Transfers

a m.

E@(‘)-' < > | |E

m Disconnect

() docs.google.com - Google Docs
docs.google.com
- https://anonymous @docs.google.com/

mirror.switch.ch - FTP
mirror.switch.ch
- ftp://anonymous @mirror.switch.ch/mirror

Amazon 53 (HTTPS)
$3.amazonaws.com
| hitps://anonymous @s3.amazonaws.com/

-

m

+

4 Bookmarks

n Bookmarks - save and have easy access to designated servers
B} Open Connection - start a new server connection

B Quick Connect - List of all servers for one click connections

a List of actions available for files including Download,
ﬂ Actions - Delete, Upload, Synchronize, Etc.

_ Show general information about selected file including
B Get Info Permissions and Metadata

B Refresh - Reconnects to the server,showing any updates that have

been made

Edit - Locally edit files stored on the server, updating them on save
B} Upload - Easily upload files stored locally to the server
g Transfers - show files being uploaded or downloaded

@ Disconnect - pisconnect from currently selected server

Convenient way to switch between Browser,
m Tab Buttons - Bookmarks, History, and Bonjour.

m Search Bar - Easily search for files or servers

Key Features of Cyberduck:

Easy Connection Setup: Cyberduck simplifies connecting to remote servers by
providing a straightforward connection setup wizard. Users can enter their server
details, including hostname, username, and password, and quickly establish a secure

connection.

Broad Protocol Support: Cyberduck supports various file transfer protocols, including
FTP, FTPS, SFTP, WebDAV, and cloud storage services like Amazon S3 and
Microsoft Azure. This flexibility allows users to connect to various servers and storage

platforms.

Integration with Cloud Services: Cyberduck integrates with popular cloud storage
services such as Dropbox, Google Drive, OneDrive, and Box. Users can access and
manage their cloud storage files directly within the Cyberduck interface.
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File Encryption: Cyberduck supports encryption for secure file transfer. It utilizes
protocols like FTPS and SFTP, which provide encryption during file transmission,
ensuring data confidentiality and protection against unauthorized access.

Synchronization and Mirroring: Cyberduck includes synchronization and mirroring
features, enabling users to sync local and remote directories. Users can automatically
update files and directories between their local computer and the remote server,
ensuring consistency.

Advanced Options: Cyberduck offers advanced options for power users, allowing
them to customize various settings and behaviors. Users can specify transfer mode,
choose between active or passive FTP connections, configure proxy settings, and set up
SSH key authentication.

cPanel File Manager:

cPanel File Manager is a web-based file management tool provided by cPanel, a popular
web hosting control panel. It allows website owners and administrators to manage their
files and folders directly from their web browser, without the need for third-party FTP
clients.

¢/? File Manager
$File = Folder & Upload
& Go | | fHome IUpOnelevel 4B S Reload [ Select A
Collapse All I View Trash
- = @ (/home/ggexample) Name Size Last Modified Type
+
letc etc 4 KB Jan 14, 2019, 12:13 PM hitpd/unix-directory
0gs
Iscache logs 4 KB Yesterday, 8:51 PM httpdiunix-directory
+ = mail Iscache 4KB Dec 17, 2018, 11:22 AM hitpd/unix-directory
+ M public_ftp
+mpublic_html mail 4 KB Jan 2, 2019, 213 PM mail
#0853l public_fip 4KB Dec 17, 2018, 11:21 AM publicftp
+mtmp :
o var public_htmi 4 KB Yesterday, 3:50 PM publichtml
Click ssl 4KB Jan7, 2019, 3:22 P hitpd/unix-directory
“public_html" ST
tmp 4 KB Jan 2, 2019, 3:03 PM hitpdiunix-directory
to access your
website var 4 KB Dec 27, 2018, 12:48 PM hitpd/unix-directory
files access logs 35 byles Dec 17, 2018, 11:32 AM hitpdiunix-directory
& www 11 bytes Dec 17, 2018, 11:21 Al publichtml

Key Features of cPanel File Manager:
Browser-based File Management: cPanel File Manager provides a browser-based

interface that allows users to perform file management tasks directly from their web
browser. Users can easily create, upload, edit, move, and delete files and folders.
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5.2

Drag-and-drop Functionality: cPanel File Manager supports drag-and-drop
functionality, making uploading files and organizing directories convenient. Users can
drag files from their local computer and drop them into the desired location in the file
manager.

File Editing: cPanel File Manager includes a built-in text editor that allows users to
edit files directly within the interface. Users can make quick changes to HTML, CSS,
PHP, and other text-based files without downloading them, editing offline, and re-
uploading them.

File Compression and Extraction: cPanel File Manager enables users to compress
files and directories into ZIP archives or extract files from existing archives. This
feature simplifies managing multiple files and reduces the size of file transfers.

File Permissions: cPanel File Manager allows users to modify file permissions,
granting or restricting access to files and directories. Users can set permissions for
owner, group, and public, ensuring proper security configurations for website files.

Search and Filter: cPanel File Manager provides search and filter options, allowing
users to quickly locate specific files or folders within their website's directory. This
feature saves time and simplifies file management, especially in extensive directory
listings.

cPanel File Manager is commonly used by website owners and administrators with access
to cPanel-based web hosting accounts. It offers a convenient and user-friendly interface
for managing files and directories, making it easy to upload, edit, organize, and secure
website files without needing external FTP clients.

Install an FTP client

Install FileZilla FTP Client

It is _strongly_ recommended that you only download FileZilla from the official source
to avoid viruses and spyware. There have been unofficial versions of FileZilla that
contain viruses and spyware on many websites on the Internet, so don't use them! Also,
| recommend always getting the latest version of FileZilla.

There are three different FileZilla versions you can download.
Installer version

As a new user, the installer version is a safe and easy choice. With this version, you only
need to download and run the file, and the program will be installed. If you need to know
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which version to get, this is probably the one you want. However, the zip version is the
way to go if you need more rights to install programs on your computer (e.g. at work or
school).

Note: The installer version is not available for Linux or Mac.
Zip version

If you have special needs, don't have sufficient rights to install programs, or don't like
installers, the zip version is there for you. A zip file is a file that contains files inside of
it. They are packed into one file, and you need to unpack (unzip) them to use them. To
do this, you need a zip program (or if you are running Windows, there's a simple unzipper
in the operating system).

Source code version
This is for the advanced user who wants to look at or modify the source code of FileZilla.

You must check out the forum (https://forum.filezilla-project.org/) to get more
information.

With installer version

Ensure that the user account used for the installation has administrative rights that allow
the installation of software. Depending on OS settings and version, one or both of the
following confirmation prompts may appear:

User Account Control

Do you want to allow this app to make
changes to your device?

E FileZilla FTP Client

Verified publisher: Tim Kosse
File origin: Hard drive on this computer

Show more details

Downloading FileZilla: Official Link: https:/filezilla-project.org/
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License agreement
Hopefully, you should now see the following window where you must accept the license
agreement terms to continue. Read through it and click "1 Agree" if you do.

Flease review the license terms before installing FileZilla Client 3.5.3.

Press Page Down to see the rest of the agreement.

GMU GEMER.AL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Ewveryone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_licenses_ for most s_oﬂ:ware are designed to take away your

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZilla Client 3.5. 3.

Mullsoft Inskall System w2, 45-Unicode

You will now have to decide if you want to install only for your user account or if
FileZilla should be accessible by every user on the machine. This mainly affects where
the Start Menu icons are placed. Installing for all users needs administrative privileges,
and every user will have his/her settings.

Choose Installation Options
Who should this application be installed for?

FPlease select whether you wish to make this software available to all users or just yourself,

(® Anyone who uses this computer (&l users);
() Only for me (Boco)

Installation for all users requires Administrator privileges.

Mullsoft Inskall System w2, 45-Lnicode
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Next, choose which parts of the FileZilla client you want to install. If you hover your
mouse over a choice, FileZilla will show you a description of the item. Here is the
window:

Go through all of them and check/uncheck the stuff you want. Select additional languages
if you want FileZilla in another language than English. Icon sets let you choose different
looks for Filezilla's icons (they are partly user-contributed). The shell extension
integrates FileZilla into Windows Explorer. Most users will go with what's selected by
default here. When you're all finished, click Next.

74
Choose Components
Choose which features of FileZilla Client 3.5.3 you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Mext to continue.

Select components to install: FileZilla Client Description
FPosition your mouse

Icon sets over a component ko

Language files see its descripkion,
Shell Extension
[7] pesktop Icon

Space required: 16.6MB

Mullsoft Install Swskem w2, 45-Unicode

The following window will ask you where to install the program. If you don't have any
special needs, click Next.

[ —
Choose Install Location

Choose the folder in which to install FileZilla Client 3.5.3.

Setup will install FileZilla Client 3. 5.3 in the following folder. To install in a different folder, didk
Browse and select another folder. Click Mext to continue.

Destination Folder

| Z:\Program Files (x88)\FileZilla FTP Client | Browse...

Space required: 16.6MB
Space available: 12.0GE

MHullsoft Install System w2, 45-Unicode




The default path is to install into your "Program Files" directory on 32-bit Windows and
into "Program Files (x86)" on 64-bit Windows. Next, you will be asked what you want
to name the folder with the shortcuts to FileZilla inside. The default name, "FileZilla FTP
Client," should be good for most people. You can also choose not to install these
shortcuts.

Choose Start Menu Folder
Choose a Start Menu folder for the FileZilla Client 3. 5. 3 shortcouts.

Select the Start Menu folder in which you would like to create the program's shortouts. You
can also enter a name to create a new folder.

[Fi=zila FTF Client

Accessibility

Accessories

Administrative Tools

Classic Shell

Maintenance

Orade VM VirtualBox Guest Additions
StartUp

System Tools

Tablet PC

[ Do not create shortcuts
Mullsoft Install Swstem w2, 45-Unicode

Installing
Please wait while FileZilla Client 3.5.3 is being installed.

Extract: C:VProgram Files {x86)\FileZilla FTF Clientifzshellext. dll

Qutput folder: C:\Program Files (x8a)\FileZilla FTP Client\ocales'uk_UA
Extract: filezilla.mo

Qutput folder: C:\Program Files (x8a)\FileZilla FTP Client\ocales\wi_VM
Extract: filezilla.mo

Qutput folder: C:\Program Files (x8a)\FileZilla FTP Client\ocales'\zh_CM
Extract: filezilla.mo

Qutput folder: C:\Program Files (x8a)\FileZilla FTP Client\ocales\zh_Tw
Extract: filezilla.mo

Qutput folder: C:\Program Files (x8a)\FileZilla FTP Client

Extract: C:Program Files (x8a)\FileZilla FTF Clientifzshellext. dll

Mullsoft Install Swskem w2, 45-Lnicode

Mext = Cancel




If no errors occur, it should complete in some seconds.

E| FileZilla Client 3.5.3 Setup EE x

Installation Complete
Setup was completed successfully. E
Completed
Output folder: C:Program Files (x36)\FileZilla FTP ClientYocales\zh_CH ~

Extract: filezilla.mo

Output folder: C:'\Program Files (x86)\FileZilla FTP Clientocales'\zh_TwW
Extract: filezilla.mo

Output folder: C:'Program Files (x36)\FileZilla FTP Client

Extract: C:\Program Files {x8&)\FileZilla FTP Client\fzshellext.dl
Registering: C:YProgram Files (x86)FileZila FTP Client\fzshellext.dll

Extract: C:\Program Files (x86)\FileZilla FTP Client\fzshellext_&4.dll
Execute: "C:\Windowssystem32\regsvr32.exe” fs "C:\Program Files (x8a)'\FileZilla F...
Completed o
ek |F e S
e
. T

When it's done, click Next to finish the installation.

3 FileZilla Client 3.5.3 Setup EE < |

Completing the FileZilla Client 3.5.3
Setup

FileZilla Client 3.5.3 has been installed on your computer,

Click Finish to dose Setup.

...........................................

ack Einish Canc

[m]
i
ul]
m
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Congratulations, you've now successfully installed the FileZilla Client and can now move
on to running!

M'; “‘":Cﬂ?o:x %/ EQ o8

Host: Username: Password: Port: Quickconnect | ¥

Local site: | C:\Users\testingdocs\ FileZilla 3.58.0
Default User The free open source FTP solution
Public
Vteshngdo(s Getting help
Windows
g D

Filename Filesize Filetype | pocumentation stype Lastmod.. Permis.. Ownery..

.android File foldel
.cache File folde|

lected to any server

seclipse File foldel
JIcecream Scree... File folde| You can always open this dialog again through the help menu.
m2 File foldel
.nbi File foldel oK
p2 File folder T 192027

7 files and 33 directories. Total size: 8,192,020 bytes Not connected.

Server/Local file Dire.. Remote file Size Prio... Status

Queued files Failed transfers  Successful transfers

) Queue: empty 00

With zip version

Installation with the zip version is very simple as long as you know how to work with zip
files and manage general files and directory handling in Windows. You extract (unzip)
the downloaded file to a folder on your disk, e.g. "C:\Program Files\FileZilla FTP
Client\" and then start FileZilla with the filezilla.exe file afterward. Please note that this
action requires Elevation on Windows. It might be a good idea to make a shortcut to this
file on your desktop/start menu/quick launch to access it easily.

To create a portable installation of FileZilla on a USB stick or any other portable storage,
you must first extract the ZIP file contents to that location. Then, you must create a file
named "fzdefaults.xml" in the same directory as the FileZilla executable. You can use an
example file in the "./docs" subdirectory as a template. Follow the instructions in the
example file to set the config location to a relative path on your portable device.
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5.3

Installing on Mac OS X

Please note that the official binaries for FileZilla require OS X 10.9 or greater. To install
FileZilla, download the appropriate file to your computer.

It will be automatically extracted if you have downloaded the FileZilla package using
Safari. You might have to extract the archive using a different browser manually. To start
FileZilla, double-click the extracted application bundle. Nothing extra requires!

i
F

FileZilla

108@0E0= s @80 ¥

Move files to a web server using FTP client
Locate your FTP access credentials:
FTP access to your server requires a username and password. Your FTP client must be

configured with credentials before you can access the server.

In a cPanel-based Web Server, click the FTP Accounts icon after logging in to the
cPanel Under Files.
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G B

Scroll down to the FTP Accounts section. You’ll notice that one or more FTP accounts
may have been pre-configured for you when your account was created. You can use
these accounts to access your server or scroll up the page to create a new FTP account.
Click Configure FTP Client to display your FTP account credentials.
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terry@ierrytestsite.com ‘homelterrys ... tesisite.com

Log in to your server using Filezilla
Open Filezilla and select File > Site Manager to enter your FTP account details.

= Hostname/Server Name: This is your domain name with an FTP prefix (for
example, mydomain.com).

= Port: The port number used for FTP connections to the server, typically port 21.

= Logon Type: If requested, set this to Normal, not Anonymous.

= User: Enter your FTP user account name.

= Password: Enter your FTP account password.
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Site Manager >
BT General Advanced Transfer Settings Charset
= I;F Sites Host: ftp.terrytestsite.com Port: . 21
B New site Protocol: FTP - File Transfer Protocol bt
B HostPapa Encryption:  Use explicit FTP owver TLS if available bd
i
Logon Type: Normal i
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Background color: None e
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Delete Duplicate
Connect QK Cancel

Upload files using Filezilla

Once logged in to the FTP server, you’ll notice two panes on the screen. The left pane
displays the files and folders stored on your local computer, while the right pane displays
the contents of the remote computer.
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In the left pane, navigate and select the files and folders you wish to upload to the server.
Most FTP clients allow you to drag and drop files from one pane to the other to initiate

an upload.

Alternatively, highlight the files, right-click, and select Upload.
Your files will now be queued to be uploaded to the server.
Download files using Filezilla

Downloading files from your remote server to your local computer works similarly.

= Navigate to the file or folder you wish to download in the right pane.
= Highlight the file or folder, right-click, and select Download.
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Self-Check Sheet 5: Install FTP Clients

Questionnaire:

1 What is the purpose of installing FTP clients?
Answer:

2 Whatis an FTP client?
Answer:

3 How does an FTP client work?
Answer:

4 What are some popular FTP client software available?
Answer:

5 How do I install an FTP client on my computer?
Answer:

6 What are the benefits of using FTP clients for file transfers?
Answer:
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Answer Key - 5: Install FTP Clients

What is the purpose of installing FTP clients?

Answer: The purpose of installing FTP clients is to enable users to connect to and
transfer files between their local computer and a remote FTP (File Transfer Protocol)
server.

What is an FTP client?

Answer: An FTP client is a software application that allows users to access and interact
with FTP servers. It provides a user-friendly interface to perform file uploads,
downloads, deletions, and other file management tasks.

How does an FTP client work?

Answer: An FTP client establishes a connection to the FTP server using the FTP
protocol. It prompts the user to enter the FTP server's address, username, and password
for authentication. Once connected, users can navigate the server's directory structure
and transfer files between the local machine and the server.

What are some popular FTP client software available?
Answer: Some popular FTP client software include FileZilla, Cyberduck, WinSCP,
Core FTP, and Transmit (for macOS). These tools are available for different operating
systems and are commonly used for FTP file transfers.

How do | install an FTP client on my computer?

Answer: To install an FTP client, you can visit the official website of the chosen FTP
client software and download the installer compatible with your operating system. Once
downloaded, run the installer and follow the on-screen instructions to complete the
installation.

What are the benefits of using FTP clients for file transfers?

Answer: Using FTP clients for file transfers offers several benefits, including ease of
use, a graphical user interface (GUI) for seamless file management, support for various
file transfer protocols (FTP, SFTP, FTPS), and the ability to resume interrupted file
transfers.
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Job Sheet-5.1: Install FileZilla FTP Client in Windows

Objective: Install FileZilla FTP Client on the Windows computer to facilitate file transfer via
FTP protocol.

Working Procedure:

1. Prepare for Installation:
o Verify that the computer meets the minimum system requirements for FileZilla
FTP Client. Ensure that the user has administrative access to the computer.
2. Download FileZilla:
e Visit the official FileZilla website (https:/filezilla-project.org/) using a web
browser.
« Download the FileZilla FTP Client installer for Windows.
3. Run the Installer:
4. Select Installation Options:
« Read and accept the License Agreement.
o Choose the installation type.
5. Choose Installation Location:
o Specify the destination folder where FileZilla will be installed.
6. Configure Additional Settings:
o Choose the desired language for the FileZilla interface.
7. Start Installation:
e Click on the "Install" button to begin the installation process.
8. Complete Installation:
e Once the installation is finished, click on the "Finish" button.
e Launch Filezilla FTP Client to verify successful installation.
9. Job Completion:
o Confirm with the instructor that FileZilla FTP Client is installed and functioning
correctly.
o Ask if the instructor has any additional questions or concerns.

68
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Specification Sheet-5.1: Install FileZilla FTP Client in Windows

Necessary Personal Protective Equipment (PPE)

SI. No | Name of PPE Unit Quantity
1 | Apron Pair 01
2 | Mask Pair 01
Necessary tools and equipment
SI. No Name o_f Tools & Specification Unit Quantity
Equipment
L
1 | Computer _atest . Set 01
configuration
2 | Filezilla_Installer.exe Stadnard Set 01
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Learning Outcome 6: Interpret Data Layers

Assessment Criteria

Data layer is defined.
Data layer is interpreted.
Web API is introduced.

Conditions and
Resources

Real or simulated workplace
CBLM

Handouts

Laptop

Multimedia Projector

Paper, Pen, Pencil, Eraser
Internet facilities

White board and marker

Contents

Data layer.
Interpreting Data layer
Introducing Web API

Training Methods

Discussion
Presentation
Demonstration
Guided Practice
Individual Practice
Project Work
Problem Solving
Brainstorming

Assessment Methods

WP o NORWNE WD P00 NOO O WD PP WD

Written Test
Demonstration
Oral Questioning
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Learning Experience 6: Interpret Data Layers

In order to achieve the objectives stated in this learning guide, you must perform the
learning steps below. Beside each step are the resources or special instructions you will

use to accomplish the corresponding activity.

Learning Steps

Resources specific instructions

1. Student will ask the instructor
about setup web design
environment

. Instructor will provide the learning materials

Interpret Data Layers

2. Read the Information sheet/s

. Information Sheet No:6 Interpret Data Layers.

3. Complete the Self-Checks &
Answer key sheets.

. Self-Check No: 6- Interpret Data Layers.

Answer key No. 6- Interpret Data Layers.

4. Read the Job/ Task sheet and
Specification Sheet

. Job/ task sheet and specification sheet

Task Sheet No:6-1: Interpret Data Layers within
the Context of Data Management
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Information Sheet 6: Interpret Data Layers

Learning Objective:

After completion of this information sheet, the learners will be able to explain, define
and interpret the following contents:

6.1 Data Layer
6.2 Web API

6.1 Data Layer

The data layer, or the data tier or access layer, is an architectural component in software
systems responsible for managing data storage, retrieval, and manipulation. It is an
intermediary between the application layer (the user interface or business logic) and the
physical data storage. The primary purpose of the data layer is to provide a structured
and organized approach to accessing and managing data. It abstracts the underlying data
storage technology and provides a consistent interface for the application layer to interact
with the data, regardless of the specific database or data source.

Yi
awe(')sl:):ne - Data Layer h ( -

website Data - Data

B2

Etc...

Key characteristics and functions of the data layer include:

= Data Storage: The layer manages structured data stored in databases or other data
repositories. It ensures that the data is stored securely and efficiently.

= Data Retrieval: The data layer provides mechanisms to retrieve data from the

storage system based on specific criteria or queries. It facilitates the retrieval of
relevant data to fulfill application requirements.
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= Data Manipulation: The data layer enables the creation, update, and deletion of
data records. It provides methods and APIs for modifying the data in a controlled
and consistent manner.

= Data Access: The data layer abstracts the underlying data storage technology,
allowing the application layer to interact with the data without knowing the
implementation details. This abstraction promotes modularity and facilitates changes
in the data storage system without impacting the application layer.

= Data Validation and Transformation: The data layer often includes functionalities
to validate and transform data to ensure its integrity and adherence to predefined
rules or constraints.

= Data Security: The data layer implements security measures to protect sensitive
data, including authentication, authorization, and data encryption.

= Data Caching: In some cases, the data layer may incorporate caching mechanisms
to improve performance by storing frequently accessed data in memory, reducing
the need for repeated database queries.

Overall, the data layer plays a critical role in separating the concerns of data storage and access
from the application logic. It promotes data integrity, security, and scalability, allowing
applications to interact with and manipulate data efficiently.

Some commonly used components, tools, or technologies in data layers are described below:

Web API (AWS, Azure, etc.)

= Web APIs (Application Programming Interfaces) offered by cloud platforms like AWS
(Amazon Web Services) and Azure provide a way to interact with various services and
access data stored in the cloud.

= These APIs allow developers to retrieve, update, and manage data through HTTP-based
requests.

= Developers can utilize APIs provided by AWS, such as Amazon S3 API for object
storage, Amazon DynamoDB API for NoSQL database operations, or AWS Lambda
API for serverless computing.

= Similarly, Azure offers APIs like Azure Blob Storage API, Azure SQL Database API,
and Azure Functions API for specific functionalities.

= Cloud platform web APIs enable seamless integration with cloud-based services and
data storage.
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Static Files (Excel, CSV, PDF)

Static files refer to files that are not dynamically generated but are stored and accessed
directly.

Excel, CSV (Comma-Separated Values), and PDF (Portable Document Format) are
standard file formats that store and share structured data.

Excel files (.xIsx) are widely used for spreadsheets and tabular data.

CSV files are plain text files with values separated by commas, commonly used for data
interchange between applications.

PDF files are widely used for sharing documents in a platform-independent format.
These static file formats are often used for storing and distributing data that needs to be
accessed and processed by different applications or systems.

Google Sheets

Google <

Sheets E

Google Sheets is a web-based spreadsheet application offered by Google as part of
Google Workspace.

It allows multiple users to collaborate on a spreadsheet simultaneously, making it
suitable for real-time data sharing and collaboration.

Google Sheets provides features for creating, editing, and organizing data in tabular
format, similar to traditional spreadsheet software.

Users can import data from various sources, perform calculations, apply formulas, and
visualize data using charts and graphs.

Google Sheets can be accessed through a web browser or via APIs, allowing developers
to interact with the data stored in Google Sheets programmatically.

PHPMyAdmin

php

PHPMyAdmin is a free and open-source web-based application used for managing
MySQL databases.
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= It provides a graphical interface for performing everyday database management tasks
such as creating databases, tables, and querying data.

= PHPMyAdmin allows users to interact with MySQL databases through a user-friendly
interface, eliminating the need to write SQL queries manually.

= It offers features like importing and exporting data, managing user permissions, and
executing SQL queries.

= Developers and database administrators widely use PHPMyAdmin for managing
MySQL databases efficiently.

W

MySQL

My

=  MySQL is an open-source relational database management system (RDBMS) widely
used for storing and managing structured data.

= Itis known for its scalability, reliability, and performance.

= MySQL uses a client-server architecture, where the database server handles data
storage and processing, and clients interact with the server to perform database
operations.

= It supports SQL (Structured Query Language) for querying and manipulating data.

= MySQL is compatible with various programming languages and platforms, making it a
popular choice for web applications and other data-driven software.

NoSQL Databases
NoSQL (Not only SQL) databases, such as MongoDB, Cassandra, or Redis, are used to handle

unstructured, semi-structured, or rapidly changing data. They offer flexibility and scalability,
making them suitable for handling large amounts of data in distributed environments.

6.2 Web API

A Web API, or Application Programming Interface, is a set of rules and protocols that
enables different software applications to communicate and interact with each other over
the internet. It allows developers to access and use the functionalities and data of a
particular software system or service in a standardized and controlled manner. Web APIs
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are intermediaries, facilitating seamless integration and interoperability between
applications and platforms.

Types of Web APIs:

RESTful APIs: Representational State Transfer (REST) APIs are the most common
type of Web API. They follow the principles of the REST architectural style and use
HTTP methods (GET, POST, PUT, DELETE) to perform operations on resources.
RESTful APIs use uniform resource identifiers (URISs) to identify and access resources,
and they typically return responses in JSON or XML format.

SOAP APIs: Simple Object Access Protocol (SOAP) APIs are based on a more
structured and standardized messaging protocol. They use XML for data exchange and
often rely on web services description language (WSDL) files to define the API
structure. SOAP APIs typically require more overhead for communication but offer
robustness and support for features like encryption and authentication.

GraphQL APIs: GraphQL APIs provide a flexible and efficient way of querying and
manipulating data. Unlike RESTful APIs, which often return fixed data structures,
GraphQL APIs allow clients to request specific data fields and shape the response
according to their needs. This reduces data over-fetching and under-fetching, making
GraphQL APIs highly efficient for client-server communication.

Web APl Methods:

= GET: Retrieves a resource or collection of resources from the server.
= POST: Creates a new resource on the server.

= PUT: Updates an existing resource on the server.

= DELETE: Deletes a resource on the server.

Real-Life Examples of Web APIs:

Social Media APIs: Platforms like Facebook, Twitter, and Instagram allow developers
to access user data, post content, and interact with social media features
programmatically. These APIs enable integration with third-party applications, social
login functionality, and content sharing.

Payment Gateway APIs: Payment gateway providers such as PayPal and Stripe offer
APIs that allow developers to integrate secure payment processing into their
applications or websites. These APIs enable the seamless processing of transactions,
handling of payments, and management of financial data.

Mapping and Geolocation APIs: Services like Google Maps and Mapbox enable
developers to embed interactive maps, geocoding, and routing capabilities into their

76



applications. These APIs allow users to search for locations, get directions, and display
maps with customized markers and overlays.

= Weather APIs: Weather data providers like OpenWeatherMap and Weather.com can
access current weather conditions, forecasts, and historical weather data. These APIs
allow developers to integrate weather information into applications, websites, and loT
devices.

= E-commerce APIs: E-commerce platforms such as Shopify and WooCommerce offer
APIs that enable developers to manage inventory, process orders, and retrieve product
information. These APIs facilitate the integration of external systems with e-commerce
platforms, enabling customizations and automation.

Web APIs is vital in modern application development, enabling seamless integration,
interoperability, and access to various services and functionalities. They provide standardized
and efficient communication between applications, opening up endless possibilities for
innovation and collaboration.
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Self-Check Sheet 6: Interpret Data Layers

Questionnaire:

1. Which type of API is commonly used in web development and follows the principles of
the REST architectural style?
a) RESTful API
b) SOAP API
c) GraphQL API
d) None of the above

2. Which tool is commonly used for managing MySQL databases through a web-based
interface?
a) PHPMyAdmin
b) MongoDB
c) Redis
d) None of the above

3. Which cloud platforms provide Web APIs for accessing services and data stored in the
cloud?
a) AWS (Amazon Web Services)
b) Azure
c) Google Cloud
d) All of the above

4. Which database management system is widely used for storing and managing structured
data?
a) MySQL
b) MongoDB
c) Cassandra
d) None of the above

5. Which type of API allows clients to request specific data fields and shape the response
according to their needs?
a) RESTful API
b) SOAP API
c) GraphQL API
d) None of the above

6. Which tool is commonly used for managing NoSQL databases?
a) PHPMyAdmin
b) MySQL
¢) MongoDB
d) None of the above
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Answer Key - 6: Interpret Data Layers

. Which type of API is commonly used in web development and follows the principles of
the REST architectural style?

a) RESTful API

. Which tool is commonly used for managing MySQL databases through a web-based
interface?
a) PHPMyAdmin

. Which cloud platforms provide Web APIs for accessing services and data stored in the
cloud?
a) All of the above

. Which database management system is widely used for storing and managing structured
data?
a) MySQL

. Which type of API allows clients to request specific data fields and shape the response
according to their needs?

a) GraphQL API
. Which tool is commonly used for managing NoSQL databases?

a) MongoDB
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Task Sheet-6.1: Interpret Data Layers within the Context of Data
Management

Objectives: The objective of this task sheet is to interpret and analyze data layers within the
context of data management and visualization. You will be required to explore and explain
different data layers, their characteristics, and their significance in data-driven decision-making
processes.

Working Procedure:

Introduction to Data Layers:
1 Define data layers and their role in organizing and representing different types of data.

2 Explain the concept of data abstraction and its significance in data layering.
Types of Data Layers:
3 Identify and explain various types of data layers commonly used in data management
and visualization, such as:
Characteristics of Data Layers:
4 Describe the characteristics and features of each data layer.
5 Highlight the purposes and functions served by each data layer in data analysis.
Data Transformation:
6 Demonstrate how data is transformed from one layer to another during data processing.
7 Provide examples of data transformation techniques (e.g., filtering, cleansing,
merging).
Data Aggregation:
8 Showcase how data is aggregated to create summaries and higher-level views of the
data.
9 Explain the process of data aggregation and its application in reporting and analytics.
Data Visualization:
10 Illustrate how data layers contribute to data visualization practices.
11 Provide examples of visualizations created using different data layers.
Data Integration:
12 Explain how data integration across various layers can lead to a comprehensive
understanding of the data.
13 Showcase the integration of data from different sources or systems.
Data Governance and Security:
14 Discuss the importance of data governance in managing data layers.
15 Explain the security considerations for protecting data at different layers.
Data Layering Best Practices:
16 Provide best practices for organizing and managing data layers efficiently.
17 Discuss strategies for optimizing data processing and analysis using data layers.
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Review of Competency

Below is yourself assessment rating for module Setup Web Design Environment

Assessment of performance Criteria

Yes

No

Client-server architecture is identified.

Types of networks and their functionality is interpreted.

Types of websites are categorized.

A local Web server is installed.

The local web server is tested.

A web browser is identified.

Types of web browsers_are introduced.

A web browser is installed and used.

Features/options of different web browsers are outlined.

Cross-browser compatibility of websites is interpreted.

The “Inspect element” tool is introduced.

Web design software is interpreted.

Web design platform is introduced.

Web design software is familiarized.

The web server is identified.

The local web server is defined.

The web server is interpreted.

FTP client is interpreted

FTP client is installed.

FTP client is used to upload or move files to web server.

Data layer is defined.

Data layer is interpreted.

Web API is introduced.

I now feel ready to undertake my formal competency assessment.

Signed:

Date:
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https://www.google.com/search?q=Data+Layer&tbm=isch&ved=2ahUKEwj009DW 1t
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IABCABDIFCAAQQAQYBOJAEIAEMgUIABCABDIFCAAQQAQYBOJAEIAEMgUIAB
CABDIFCAAQQARQ10QZY7xNg0OxZoAHAAeACAAdcBIAHXCJIIBBTAUNC4ymAEAo
AEBggELZ3dzLXdpeilpbWfAAQE&sclient=img&ei=KLWXZfTvKpScjuMPoLORKAQ&
bih=629&biw=1366&hl=en#imgrc=G30Pvdc79Lk20M
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XZc-
IFfbi2roPyK2AwAI&iflsig=A06bgOgAAAAAZRIKMY7qVqgROIsU4in5HYWY6hDrV-
nv&ved=0ahUKEwiPponU1tGBAxV2sVYBHcgWACgQ4dUDCAc&uact=5&0q=XAMP
P%2C+WAMP%2C+MAMP%2C+and+LAMP&qgs Ip=EgNpbWciG1hBTVBOQLCBXQ
U1QLCBNQU10OLCBhbmQgTEFNUEIBEICcBVjpD3ABeACQAQCYAa4BoAHMAQoO
BAzAuUMrgBA8gBAPgBAvVgBAYoCC2d3cyl3aXotaWlngAlA&sclient=img#imgrc=Nhj
cFF8drAOYHM

https://www.google.com/imghp?hl=en&tab=ri&ogbl
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Development of CBLM:

The Competency Based Learning Material (CBLM) of ‘Setup Web Design Environment’
(Occupation: Web Design, Level-3) for National Skills Certificate is developed by NSDA with
the assistance of SIMEC System, ECF consultancy & SIMEC Institute JV (Joint Venture Firm)
in the month of June 2023 under the contract number of package SD-9A dated 07" May 2023.
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