TR PR IR

iEEiR, EeT SRfE efSwK ¢ wRaEe
Y ST, FF TRT O
bo-b ¢, Tl FIfEns G, BIFt

dgmamicft@krishibank.org.bd
Phone: 02339988y

Qs -PaEs AfFeE-3/202¢ SIEd g o TEHT W0E

357 2 “ BKB Guidelines on Electronic Know Your Customer (BKB e-KYC)” wisiad esis |

e PR Wi Seen ST &4 TG | 9 SHYe O I ARFAHT Ol AW, o e @R G91% | ©LaR
a%—mvamﬁwwwammﬁﬁm|ﬁﬁrqawﬁﬂa—wﬁ—wqﬂﬁm iR CHEE
mw«mtﬁ@—m@mﬁwcﬁlmmwwmwwzﬁ%m¢mqqmﬁmmmm
App fSfee =ieR G myBKB App | @f6s @ G ST e el s frad fFrem ars i SR
wF FaACO AR |

SRR afEans Goie GageTE SeeE T w99 ot “BKB Guidelines on Electronic Know Your
Customer (BKB e-KYC)” 2oz &4 200 | T 2T2s IR Mo AT O TRIAR (512 afer
wme e, G @ Wz, A REsE TR GRE e W ffare ewgdd ol e Ty, BKB e-KYC
Guideline 5 o 33-30-203¢ @ifird SHFe R ARDEN A€W bb-b-ox ToM SEAms 7 |

T CE SIS R e @ I JeaEE aites KYC SR IRS e wifde w<elw Compliance
TSI AR ST AT | CF0E, alRrad 0w oy @ffe Five 20, a1 Tres o I 2167 el 609 |
A TrfeTele eww&maﬁm&wwﬁmmmmﬁm @2 TGN (FETHE
fefEBE 2iwaey Customer On-Boarding €% (g <2 <7 |

ars<gE “BKB Guidelines on Electronic Know Your Customer (BKB e-KYC)" At €419 BRI
sty s e, Sriem g =RERIR FELSE AR ¢ SEpter S Sy Sl <@ |

AR

-

Z

jp}
52|
(9% @ ¢ ?‘Iﬁﬁ)y/

PRSI Ed
3
T A aferay sfases skieer
(DCAMLCO)

_7gfe: BKB Guidelines on Electronic Know Your
Customer (BKB e-KYC)

B I R TR L o e e e B L

o) | B 1% wiEiE, Gragee AR sevcad AnaEE, R, avie SEER, o)

03 | FB% wiEE, ToarageaT Ao sEmaeeE Afbar, [uela, e SEEy, v |

00 | IO1F ST, FT TRIGIGS WM Ted, IRFACT FI VRS |

08 | FIF SN, YT WIMEE el , [ o S, fmeg, vl |

o€ | 353, *1§7 BT T/t SRR , AR R | (SN2 Fremr frerice il e i ¢
AML-CFT T(BITs ST T4 S SeLaly e 2 ),

ov | Rreriy e e, st et e S, R & TRT |

09 | BHuEIaYHia, e SCACED =TT, IRFCH FH TRS |

obr | T ST/l AT, T T e/ Sreslere Sifiery, AT FE RS |

ob | SRS o ST, It wiRelTe et e, IR S GRS |

S0 | e HIT GG (TR AT [T R ) , R P GRS |

3y | S B |

p} |zolu?
(TP *irepe ZITI ©EA)
TSR TEAF



BKB Guideline On
Electronic Know Your Customer
(BKB e-KYQC)

Bangladesh Krishi Bank
83-85 Motijheel C/A
Dhaka-1000



Preface

Bangladesh economy is at the turning point of taking-off with around 450 billion
dollar GDP per year. To support this journey & transform it into a vibrant &
justified one, there must be an inclusive economy. With a view to ensure this
inclusiveness, people from all walks of life are required to be on-boarded on the
financial institutions’ platforms for making room to play their respective roles in
the national economy. If it is executed effectively, sustainable growth of economy
& its proportionate advantages are supposed to be disseminated among all the
countrymen. The financial institutions are to play role actively by onboarding
maximum number of people onto the financial platform hereby. This would
comply as well with the agenda 8(10) of Sustainable Development Goal (SDG)
which urges for capacity building of domestic financial institutions to encourage
and expand access to banking, insurance and other financial services for all. It
would be possible only when people have easy access to financial goods &
services of the financial institutions. To make the enterprise effective, the
financial products & services need to be available through digital platform with
proper compliance. The e-KYC is that digital process through which financial
Institutions are availed of opening customers’ accounts by filling form, taking
photograph on the spot, authenticating customers’ identification on a digital
platform.

Bangladesh Krishi Bank is the largest specialized bank having a strong network of
1038 branches with all banking facilities. Approximately 1.5 crore people are
enjoying banking here. But many more opportunities are there to onboard the
unbanked people which would be further facilitated with the introduction of BKB
mobile App namely ‘myBKB App’. While onboarding the customers on this
digital platform, an e-KYC guideline is a must complying the risk based approach
in line with the standards of Financial Action Task Force (FATF). Through
implementing e-KYC, financial institutions would be able to screen their
customers during onboarding. In doing so, financial institutions get habituated to
follow concerned laws and regulation and international best practices.

Banks & financial institutions keep experiencing a transformation of rapid
digitalization without which existence of them would be threatening extremely.
Responding to the call of time and to comply with the Bangladesh Financial
Intelligence Unit (BFIU) guidelines, Bangladesh Krishi Bank has attempted to
make this e-KYC guidelines a reality one to ensure the customer compliance
on-going in the days to come.
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1. Introduction

e-KYC (Electronic Know Your Customer) is the digitalized concept of KYC
processes. e-KYC means paperless process of onboarding the customers
electronically that minimizes costs, time and traditional requirements in KYC
processes.

Falsification of identity, signatures and phishing is very common. Business
product dedicated to technological compliance is supposed to be secured
through e-KYC process which puts a hindrance to counterfeiting offences and
related crimes.

1.1 Background

The concept of Know Your Customer (KYC) within the financial sector
started only few decades back. It got momentum when FATF came forward
with a set of recommendations for prevention of money laundering and
financing of terrorism. Within the FATF standards, KYC had been emerged
as one of the main preventive measures or tools to protect financial
institutions abusing from criminal activities.

The FATF Recommendation no.10 requires financial institutions to conduct
KYC, Customer Due Diligence (CDD) either simplified or enhanced based on
the customer risk profile as well as on-going CDD measures. It also requires
that CDD should be undertaken by financial institutions while establishing
business relationship with customer.

CDD measures adopted by the financial institution as per FATF standards are
as follows:

(@) Identifying the customer and verifying that customer’s identity using
reliable, independent source documents, data or information;

(b) Identifying the beneficial owner and taking reasonable measures to verify
the identity of the beneficial owner, as such that the financial institution
is satisfied that it knows who the beneficial owner is. For legal persons
and arrangements, this should include financial institutions understanding
the ownership and control structure of the customer.

(c) Understanding and, as appropriate, obtaining information on the purpose
and intended nature of the business relationship;

(d) Conducting ongoing due diligence on the business relationship and
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scrutiny of transactions undertaken throughout the course of relationship to
ensure that the transactions being conducted are consistent with the
institution’s knowledge of the customer, their business and risk profile,
including, where necessary, the source of fund. The Financial institutions
should be required to apply each of the CDD measures and should determine
the extent of such measures using a risk-based approach (RBA) in accordance
with the Interpretive Notes to this Recommendation. The relevant
identification data may be collected from a public register, from the customer
or from other reliable and independent sources.

In 2017, the FATF provided a specific supplement to the 2013 Guidance on
AML/CFT Measures and financial inclusion, focusing specifically on CDD
and financial inclusion. The Guideline presents different CDD approaches
which can be implemented to facilitate financial inclusion and remove
obstacles linked to the verification of the customer’s identity, either a broad
understanding of the reliable and independent source of information or
simplified due diligence measures. Where the risks of ML and TF are lower,
one or more of the digital ID system’s basic processes, may be less reliable
(i.e., have a lower assurance level) would still satisfy the requirements of
Recommendation 10.

FATF standards are applicable for both traditional and digital financial
services. The digital financial services cover financial products and services,
including payments, transfers, savings, credit, insurance and securities. They
are delivered via digital/electronic technology such as e-money (initiated
either online or on a mobile phone), payment cards and regular bank accounts.

In Bangladesh, section 25 of Money Laundering Prevention Act (MLPA),
2012 requires financial institutions to collect complete and correct identity of
customer while establishing business relationship with its potential customer.
The Rule 6 to 12 of the Money Laundering Prevention (MLP) Rules 2019
provides a detail framework to conduct customer due diligence for the
financial institutions, where Rule no. 10 provides the legal basis to adopt risk
based approach in case of customer due diligence, i.e. application of
simplified measures for lower risk scenario and vis-a-vis enhanced measures
for higher risk scenario.



Digital financial products and services, and digital identity solutions have
developed significantly over the last several years and have major potential to
facilitate access to basic services for unserved and underserved people and
businesses, especially in emerging and developing countries.

In several countries, the expansion of digital financial services has been
supported by the implementation of a tiered KYC approach. However, in
Bangladesh for lower threshold of transaction and limited wallet size and
considering proven low risk, BFIU directed for Simplified Due Diligence
(SDD) for mobile financial services, digital financial services and other low or
limited risks banking, insurance and securities products. The scope of the
applicable measures of SDD is limited and it applies only when the products
or service are assessed low risk.

The lower ML/TF risk situations may permit the use of digital ID systems for
the purposes of simplified due diligence, for example, when the ML/TF risks
of potential customers are lower, a digital ID system for identity proofing may
be appropriate. Conversely, for higher ML/TF risk situations, financial
institutions may adopt additional independent means of reliable information to
verify customers’ identity details. It is also observed in several countries that
several low risk accounts are being created and ultimately controlled by one
bad actor. Therefore, additional measures are required to ensure that this type
of ML/TF risk is mitigated, for example, putting restrictions on the use of the
account.

In Bangladesh, Election Commission of Bangladesh holds the citizens (18
years and above) identity data with their biometrics has higher level of
assurance and authenticity, where, the bank can have access to check the
authenticity of customer provided identity data and bio-metrics by using this
database. Therefore, this e-KYC Guideline is based on the national ID card and
the bio-metrics data stored against each NID card.

This e-KYC guideline contains a set of instructions for Bangladesh Krishi
Bank to enable it to conduct customer due diligence in a digital means.



1.2 Scope

This Guideline shall be known as Electronic Know Your Customer (e-KYC)
Guidelines which deals with electronic customer onboarding, identification and
verification of customer identity, creating of customer digital KYC profile as
well as risk grading of customer in a digital means. The scope of this Guideline
will be as follows :

(@)

The provisions of this Guidelines shall be applicable only for natural
person;

(b) The requirements of this guidelines shall be applicable based on the risk

(©)

exposures of the customers of the financial institutions. For example, for
an assessed low risk customer, the bank will be required to conduct
simplified e-KYC which includes electronic customer onboarding,
verifying customer identity and preserving customer profile digitally.
Whereas, the bank will be required to conduct regular and enhanced
e-KYC which includes electronic customer onboarding, verify customer
identity, preserve KYC and risk grading in a digital manner for a
customer with a regular and higher risks scenario;

The e-KYC requirement of this Guidelines is based on the biometric
verification; therefore, a client whose status is legal person or legal
arrangement excluded from the obligation of this Guideline. In this case,
KYC and CDD norms for the legal person or legal arrangement shall be
undertaken as per the provisions of the MLPA 2012, Anti-Terrorism Act
(ATA), 2009, the MLP Rules, 2019, Anti Terrorism (AT) Rules 2013;
and instructions contained in the circulars and guidelines issued the BFIU
time to time.

(d) Where e-KYC attempts failed due to any technical reason, the traditional

KYC approach should be followed for the natural person.

1.3 Objective

The key objective of promoting e-KYC is that it can provide an ample scope of
quick onboarding of customer by verifying customer identity through digital
means which can leverage saving of time and provide ease both for the client
and service providers. Additionally, e-KYC can save institutional cost as well
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as foster growth of customer base comparing to the traditional growth.
Therefore, the basic objectives of implementing e-KYC are as follows:

Establish good governance within the financial industry;

Enhancing the growth of financial inclusion;

Protect financial sector from abuse of criminal activities;

Ensure integrity and stability of the financial sector;

Manage ML/TF risks;

Reduction of cost related to customer on boarding and managing
CDD;

Promote fintech services; and

Participate in the national level well-being.

2. E-KYC Process

2.1 Definitions

E-KYC is a combination of paperless customer onboarding, promptly
identifying and verifying customer identity, maintaining KYC profile in a
digital form and determining customer risk grading through digital means. Itis
a faster process of doing KYC of customer verifying his/her identity document
or bio-metric data.

The e-KYC module can be divided into following two types' based on the
customer’s risk exposures:
(a) Simplified e-KYC: A customer can be on-boarded and verified his

identity electronically using simplified digital KYC form in case of
proven lower risk scenario. No risk grading will be required while
onboarding of customer. However, sanction screening should be
undertaken regularly and KYC review shall be done every five years; and

(b) Regular e-KYC: A customer can be on boarded and verified his identity

electronically using prescribed digital KYC to be filled in and stored as
well as a risk grading exercise to be documented. However, based on the
risk grading exercise where customer rated as high risk or some specific
scenarios (for example. PEPs), some Enhanced Customer Due Diligence
(EDD)" required to be undertaken as per provided sample in the section
6.2 of this Guidelines.

! The EDD measures should include collection of additional information, monitoring of
account activity and approval from Chief AML/CFT Compliance officer
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2.2 Process:

The traditional KYC process requires to be filled in the KYC form and to collect
photo, ID and signature of the customers along with required documents manually.
However, e-KYC is a digital process where bank can open a customer account by
filling up a digital form, taking photograph on the spot, and authenticate the
customer’s identification data (ID No., biometric information, address proof)
instantly. Such biometric information or digital signatures or electronic signatures
may be used for transaction authentication as well. The customer onboarding process
may undertake via followings means:

(@) Assisted Customer Onboarding: The bank or its nominated agent or third-
party visit customer or customer visits the bank or its nominated agent or third
party’s premises and open account with the direct assistance of the bank or its
nominated agent or third party; and

(b) Self Check-In: The customer can be on boarded at his own by using kiosk,
smart phone, computer or other digital means abiding by the norms of this e-KYC
Guidelines. Self-check in will be allowed for face matching model only as
described section 3.3 of this Guideline.

2.3 Applicability :

e-KYC shall only be applicable for natural persons who have valid NID document.
Natural person without NID and a legal entity or arrangement has to follow the
KYC norms as prescribed by the BFIU from time to time. Therefore, ‘simplified’
and ‘regular’ e-KYC norms shall be applicable based on threshold and risk
mentioned in this Guideline. The threshold mentioned in this Guideline may be
changed from time to time by the BFIU. The bank shall conduct paper based
customer onboarding and simplified or regular KYC and CDD measures if any
customer unable to onboard with this e-KYC mechanism.

2.31. Simplified e-KYC

The scope of simplified e-KYC covers the following steps which may be
revised by the BFIU based on identified risk and consultation with relevant
stakeholders from time to time:

a) Digital Financial Services:

+ Mobile Financial Services (MFS) approved by Bangladesh Bank;

++ Payment Service Providers (PSPs) approved by Bangladesh Bank;

+ Payment Services Operators (PSO) approved by Bangladesh Bank;
and

¢ Fintech Companies with a proven low risk scenario.
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(b) Financial Inclusion Products

% Subsidy and allowances paid by the Government under its safety
net programs (G2P);

s All receipt by the government (P2G);

¢+ Existing financial inclusion products.

(c) Agent Banking Products:

«» Existing agent banking products within the transaction limits set by the
Bangladesh Bank time to time.

d) Banking Products:

+» Deposit or Withdrawal not exceeding BDT 1,00,000 per month in a checking
account;

¢+ Term Deposit up to. BDT 10,00,000;

+» Special deposit scheme with maturity value up to exceeding BDT 10,00,000

2.3.2 Regular e-KYC
The scope of regular e-kyc covers the followings :

a) Agent Banking Accounts:

% When agent banking customer performed transaction with the
branch as a regular customer;

b) Banking products:

¢+ Other banking products except the banking products mentioned in section
2.3.1(d);

3. Customer Onboarding-Simplified

3.1 Customer Onboarding Models

According to BFIU the financial institutions are allowed to follow customer
boarding under their guidance which is based on national identification document,
information stored within a specific NID plus any one of the bio-metric
verification out of fingerprint matching, face matching, voice matching and iris
matching. The customer onboarding should also cover self-check in, check in with
assistance of service providers and other relevant means as required necessary.
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An electronic customer onboarding involves multiple activities. An efficient
customer onboarding starts from client’s identity information and can be
segmented into following steps:

a) Data Capture and Generation;

b) Identity Verification;

¢) Sanction and Other Screening;

d) Account Opening;

e) Customer Profiling (e-KYC Profile); and
f) Customer Risk Grading (as applicable).

For the purpose of undertaking e-KYC, this guideline suggests initially either of
the following two bio-metric based models of customer onboarding which are as
follows:

(a) Customer onboarding by using fingerprint; and

(b) Customer onboarding by matching face.

However, other two models i.e. voice matching and iris matching can also be used
if there are sufficient infrastructural and logistics facilities available. Moreover,
BKB can also introduce other innovative models using biometric beyond these four
models having prior approval from BFIU,

3.2 Customer Onboarding by Using Fingerprint
The customer onboarding by using fingerprint matching is one of the commonly
used methods where customer fingerprint will be used as a main identifier of a
person’s identity. The minimum generic approach for this model will be as
follows:

(a) Step-one

Date of Birth: (DD/MM/YY YY) oot

Next —>

Biometric VeI ICAtION. .....oooeeeeeeeee e

In this step, a customer approaches to a Branch of BKB for account opening using
e-KYC. Then, the customer will provide his or her NID. Branch will insert NID
number and Date of Birth (DOB) into the specified template and also collect
fingerprint, then press Next button. Once the branch presses Next button the
information of NID number, DOB and fingerprint data will be matched with NID
database, if the data is matched, then next template will be appeared.

8



(b) Step-two?
APPLICANTS INAINIE: ..e.vviiiieeieieiieie et eieete ettt e ete e e ee e seesebessaeesbeesbeeabeesbeanbeebeenbeeneesanesaee

IMOENET™S INAITIC! .....eiiitieiieiieie ettt ettt a et st b e et e bt eaeese et e bt eeesbe e reares
Father’s INAINE: ....oo.eiiiiie e bbb ne e
SPOUSE NAIME: ...t r et enr e r e er e e e sreeneereereenre s
Gender (M/F/T): ovviiiiiii e

Profession: .........ooiiiiii i

Mobile Phone NUMDET: ........o.oiuiitiiii e,

Present AdAress: ......ccoceeeevenenenence e

Permanent AdAress: ......veveicveeeiiirieeeieeeeeseeeeeereeesserree e

Nominee: .................. Relation: ............... Photograph: ............ | Next =—>

In step two, branch will insert or punch customer's personal information data as far
as possible. It is encouraged that branch use the technology that enable data
fetching from the NID and wherever required insert rest other information
manually. On completion of personal information, branch will press Next option.

(c) Step-Three
o 40] (T -] LSO

Next

In step three, Branch will capture or upload customer’s photograph. However,
when there is self-check in occurs, then live selfie with proper light and camera
frame is required; then press Next option.

(d) Step-Four3

Client wet signature or electronic signature or digital signature or| Next

In step four, customer wet signature (signature using pen) or customer electronic
signatures (signature using devices) or digital signature or personal identification
number (PIN) is required to be preserved for future reference. ICT department of
BKB ensure a mechanism that system only capture real person’s picture only.

2 This template given here is the minimum information. The Bank may add few more fields where.
Where necessary, Bank may add additional fields for additional nominee(s) and/or where additional
guardian information required for the minor account.

3 . . .

Where necessary, the Branch may collect physical signature at the later stage and preserve it
digitally for further future use.



(e) Step-Five

Account Opening Notification

In step five, after completion of all the processes, system will generate a
notification of account opening in process. After completion of necessary sanction
and other screening, account opening confirmation notification should be sent to
the customer.

The simplified customer onboarding process will be completed once the client gets
notification from the Bank. However, at any point of relationship, the Bank may
ask for additional information from customer and will preserve it in the digital
KYC profile of customer.

In case of joint customer (more than one) on-boarding the similar process needs to
be followed. All the field mentioned in step-two is the minimum requirement.
However, Bank may add few fields where necessary.

3.2.1 Required Technology

The electronic customer onboarding and e-KYC process requires technology
platform. Therefore, based on the simplified e-KYC model at a minimum,
following technology and instruments may be used to complete the process;

(a) Software/App/Program compatible to the above process;

(b) Internet connection;

(c) Online connection to the NID verification server®

(d) Fingerprint capturing devices;

(e) Electronic signature capturing devices (where necessary) etc.

3.2.2 Sanction and Other Screening

The full-fledged account procedures will be completed by completion of sanction
and other necessary screening which includes as follows:

(@) UNSCRs screening;
(b) Adverse media screening (where necessary); and
(c) Internal or external exit list (where necessary).

* Means NID database either hold by NID Wing of Election Commission and/or Government
established any other Authority for identity verification.
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3.2.3 Audit Trail of Customer Profile

To maintain an audit trail, it is required to preserve a digital KYC profile and
relevant logbook, even for low risk or financial inclusion products, which should
include the followings:

(a) Customer details (name, contact, address, etc) with photograph;

(b) Customer ID image (both side);

(c) Customer signature (where necessary);

(d) Customer risk review process (once in 5 years);

(e) Transaction pattern etc; and

(f) Others information as deemed necessary to complete customer KYC.

Branches should maintain a digital log for all successful and unsuccessful client
onboarding, matching parameters etc. for further work and audit trail. All the data
should be preserved and stored digitally for further both for internal and external
audit purposes. The sample e-kyc profile, at a minimum, should be look like as per
6.1.

3.2.4 Matching Parameters*

As the electronic onboarding requires matching customer’s ID stored data with the
national identification database, the following elements or information required to
be matched as per described percentile:

Particulars Matching Percentage
Applicants’ Name > 80%
Date of Birth 100%
Fingerprint > 80%
NID number 100%
Fathers’ Name > 80%
Mothers’ Name > 80%

* Applicant’s name, parent name filled may be left as editable form for correction of spelling
mistake, however, date of birth, NID number should be kept in un-editable form

11



3.2.5. Security Measures

Bank can use additional security measures in the customer onboarding process
which may contains checking the phone number by generating PIN codes and
other measures as deemed necessary. Additionally, security of data recorded and
preserved under this e-KYC should be maintained properly by the Branch so that
no customer data to be hacked or compromised. This Guideline also suggest to
preserved customer data locally hosted server or cloud sever and put in place
necessary data protection and data security measures as prescribed by the
prudential and self-regulators and/or by the government of Bangladesh.

3.3 Customer Onboarding by Using Face Matching

The Bank may adopt customer onboarding using face matching model where
customer face biometrics will be used as a main identifier of a person’s identity
along with the national ID number. Following steps will be required for
onboarding of a customer by using face matching model:

(a) Step-one*

« Taking picture of customer NID (original copy)-front page

. gg&n&&cture of customer NID (original copy)- | NexF——>

In this step, a customer approaches to the bank branch or its agent or the bank or
its agent approaches to a customer or customer engaged in self check-in for
account opening process by using e-KYC procedures. Then, it requires to capture
photograph or scanning front page of the customer NID followed by the back
page. An optical character recognition (OCR) should be used to capture the NID
data both in Bangla and English. In the back end, all NID data will be preserved
within specific format.

4 System should be capable enough to capture front page of NID first, then followed by back
page.

12



(b) Step-twos

. Taking picture of customer face

Next——

In step two, bank branch or its agent or client will take an appropriate photograph
of the customer’s face by using high resolution camera or webcam. While
taking picture agent or client required to be tactful enough to take the face only of
the customer as well as visible quality of the photograph.

(c) Step-Three

ApPPlIcant’s NAME: ......ocveiieiiiiiererer e
MOther’s NAME: .......ooiieie s

Father’s NamMB: ...
SPOUSE NAIME: ..o et e et e e nreeene e

Gender (M/F/T): ...oooeaail.

Profession: ...
Mobile Phone Number: ...,
Present AdAress: ......cccocvvvevveerevienee e,
Permanent AdAress: ......ocueveereriene e
Nominee: .................. Relation: ............... Photograph: ............
Next
—>

In step three, all necessary information will be fetched up in the above digital format.
Furthermore, additional input may be punched to fulfill the whole template.

® There should a mechanism that system only captured real persons’ picture only.
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(d) Step-Four®

Client wet signature or electronic signature or digital Next

signature or PIN...... —>

In step four, customer wet signature (signature using pen) or customer
electronic signatures (signature using devices) or digital signature or personal
identification number (PIN) is required to preserve for future reference.

(e) Step-Five

Account Opening Notification

In step five, after completion of all the processes, system will generate a
notification of account opening in process. After completion of necessary
sanctions and other screening, account opening confirmation notification should
be sent to the customer.

The simplified customer onboarding process will be completed once the client
gets notification from the bank. However, at any point of relationship, the bank
may ask for additional information from customer and will preserve it in the
digital KYC profile of customer.

In case of joint customer (more than one) onboarding, the similar process
required to follow. All the fields mentioned in step-two is the minimum
requirement, however, the bank may add few fields where & when necessary.

® Where necessary, the reporting entity may collect physical signature at the later stage and preserve it
digitally for further future use.
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3.3.1. Require Technology

At a minimum, the customer onboarding via face matching model requires to
use the following technology to complete the whole customer onboarding
process;

(a) Software/App/Program compatible to the above process;

(b) Internet connection;
(c) Smart phone or desktop computer with high resolution webcam;
(d) Online connection to the NID verification server;

(e) Electronic signature capturing devices (where necessary) etc.

3.3.2 Sanctions and Other Screening

The full-fledged account procedures will be completed by completion of
sanction and other necessary screening which includes as follows:

(a) UNSCRs screening;
(b) Adverse media screening (where necessary); and

(c) Internal or external exit list (where necessary).

3.3.3. Audit Trail of Customer Profile

To maintain an audit trail, the bank or its nominated third party is required to
preserve a digital KYC profile and relevant logbook, even for low risk or
financial inclusion products, which should include the followings:

(@) Customer details (name, contact, address, etc) with photograph;
(b) Customer ID image (both side);

(c) Customer signature (where necessary);

(d) Customer risk review process (once in 5 years);

(e) Transaction pattern etc; and

(f) Others information as deemed necessary to complete
customer KYC.
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The bank should maintain a digital log for all successful and unsuccessful
clients onboarding, matching parameters etc. for further use and audit trail. All
the technology data should be preserved and stored digitally for further both
internal and external audit purposes. The sample e- KYC profile, at a minimum,
should be look like as per annex-1.

3.3.4 Matching Parameters?

As the electronic onboarding requires matching customer’s ID stored data with
the national identification database, the following elements or information
required to be matched as per described percentile :

Particulars Matching Percentage
Applicants’ Name > 80%
Date of Birth 100%
Fingerprint > 80%
NID number 100%
Fathers” Name > 80%
Mothers’ Name > 80%

3.3.5 Security Measures

The bank may use additional security measures in the customer onboarding
process which may contains checking the phone number by generating PIN
codes and other measures as deemed necessary. Additionally, security of the
data recorded and preserved under this e-KYC should be maintained properly
so that no customer data to be hacked or compromised. This Guideline also
suggest to preserve customer data locally hosted server or cloud sever and put
in place necessary data protection and data security measures as prescribed by
the prudential and self regulator and/or by the government of Bangladesh.

’ Applicant’s name, parent name filled may be left as editable form, however, date of birth, NID
number should be kept in un-editable form.
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4. Customer Onboarding- Regular Measure

Branches are encouraged to use electronic onboarding and e-KYC procedures
for the products and services which are not fall under proven low risk or limited
risks as well. This means electronic onboarding and e-KYC procedures are also
applicable for any sorts of financial products.

Initially Bangladesh Krishi Bank would use fingerprint technology for regular
onboarding & managing KYC of the customers. In future, both technology-
based model i.e. fingerprints and faces matching technologies will be applicable
for regular onboarding and managing KYC. Such onboarding process only
applicable for natural person who have valid NID.

Initially onboarding process for the regular e-KYC is similar, however, it
requires few modes of additional information and conduct additional customer
due diligence compared to the simplified method. Branches are required to
create digital customer KYC profile and risk grading exercise digitally during
the regular e-KYC. This means similar step by step procedures have to be
followed in case of different models (fingerprint/face matching) as discussed
above to complete the regular e-kyc procedures. Therefore, the component of
regular e-KYC includes the following elements:

a) A digital template with more information compared to simplified
e-KYC;

b) A more stringent KYC profile of the customer;

c) Screening of customer other than UN Sanctions (for example:
PEPs/IPs, Beneficial Owner, Adverse Media, Internal External list

checking etc.); and

d) Risk grading exercise.
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Along with the process of digital onboarding already discussed above, the digital
information template at a minimum required for regular e-kyc would be as
follows:

Account Name........o.oviiiiiiiiiiiiiiiiiieee, Account Type...............

Account Number...............ce.............Unique Account Number.....................

APPHCANT *S NAME: ..ottt ettt ettt e e te e beereeaeeans
IMIOTNEE 7S INAIMIE: ..ottt ettt ettt et s e e e e st eeeeaaeesaeesaaeeeas

FATNEI™S INAITIE: ..ottt e e e e e e e e aaeaaaans

Gender (M/F/T)..ooviiiiiiiiiiiiiienn, Date of Birth.........................
Profession...............cooevennnns Monthly income............... Sources of Fund..........
Mobile Phone Number:..........coiiiiii e

Present Address: .....cooccoecereniiniee e Nationality.........ccooeveeien.n.

NB: a) Incorporate ‘add’ button of similar field if there is more than one applicant;
b) Incorporate ‘add’ button of similar field if there is more than one nominee;

c) If applicant is minor then they should proceed for traditional methods of account opening;
d) Incorporate ‘add’ the following field if nominee is ‘Minor’
i) Name of minor nominee... ii) Name of Guardian... iii) Address.... iv) Relation....

v) NID of Guardian....... vi) Photograph of Guardian.............

The customer onboarding process and instructions as discussed above for the
simplified measures will be similar for regular e-KYC. After opening account
Branch may collect additional information and customer wet signature to create
full digital profile of the client.

4.1. Required Technology

The same technologies mentioned in this Guideline for simplified e-KYC also
be applicable for regular e-KYC.
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4.2. Sanctions and Other Screening

The screening mechanism for regular e-KYC is quite stringent compare to the
simplified one. The full-fledged account procedures will be completed by
completion of sanctions and other necessary screening which includes as
follows:

(@) UNSCRs screening;

(b) PEPs/IPs Screening;

(c) ldentification of beneficial ownership (if any);

(d) Adverse media screening;

(e) Risk grading of customer;

(f) Customer Due Diligence template;

(9) Enhanced Due Diligence (if needed).

4.3. Audit trail of Customer Profile

To maintain an audit trail Branches are required to preserve a digital KYC
profile and relevant log book or data which should include the followings:

(a) Customer details (Name, contact, address, etc) with photograph;

(b) Customer ID image (both side);

(c) Customer signature (where necessary);

(d) Risk grading of customer (where necessary);

(e) Customer Due Diligence template (where necessary)

(f) Customer transaction pattern; and

(g) Others information as deemed necessary to complete customer KYC.

Branches should maintain a digital log for all successful and unsuccessful
e-KYC onboarding process for further work and audit trail. All the technology
data should be preserved and stored digitally for further audit purposes. The
sample e-KYC profile, at a minimum, should look like as per 6.2.
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4.4. Matching Parameters

The similar matching parameters mentioned in the simplified e-KYC will be
applicable for regular e-KYC like below.

Particulars Matching Percentage
Applicants’ Name > 80%
Date of Birth 100%
Fingerprint > 80%
NID number 100%
Fathers’ Name > 80%
Mothers’ Name > 80%

4.5. Security Measures

Branches may use additional security measures in the customer onboarding
process which may contains checking the phone number by generating pin codes
and other measures as deemed necessary. Additionally, security of the data
recorded and preserved under this e-kycC should be maintained properly so that no
customer data to be hacked or compromised. This Guideline also suggest to
preserve customer data locally hosted server or cloud sever and put in place
necessary data protection and data security measures as prescribed by the
prudential and self-regulators and/or by the government of Bangladesh.
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5. Other Relevant Issues :

5.1. Record Keeping

The Bank/Branches should maintain all sorts of digital data and log until five
years after the closure of the account or business relationship. The digital data
shall contain customer onboarding, customer identity verification, KYC profile,
risk grading exercise; transaction related data and their analysis; all sorts of
correspondence with customer; data collected later for CDD purposes; and all
other relevant files.

Digital footprint and log should contain but not limited to information collected
during clients’ identity verifications and other relevant information related to the
screening measures required to be preserved. The branch also may collect other
complementary data (such as, geo location, IP addresses, etc.) which could also
support ongoing due diligence.

5.2. Reliance on Third Parties

To implement the e-KYC, Branch may rely on the third party technology
providers either full or part to implement e-KYC. Though the bank may
engage a third party, the ultimate responsibility still lies with them. This means
bank may rely on another entity or technology providers that satisfies the
criteria described above to conduct customer due diligence which covers (i)
customer identification and verification data from independent and reliable
sources; (ii) identify and understand who the beneficial owner (s) is; and (iii)
identify the purpose and intended nature of business and relevant CDD
measures in a digital manner. Yet, the branches itself should ensure the
reliability and authenticity of the data collected.

The following conditions may apply while engaging any third party for the
bank:

e Immediately obtain the necessary information concerning the identity
of the customer as mentioned in (i) —(iii) in the above.

e Take adequate steps to satisfy itself that the third party will make
available copies of identity evidence or other appropriate forms of
access to the data or digital log as mentioned (i) —(iii) in the above
and in this Guideline without delay.
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e The activities of the third party shall be regulated under this e-KYcC
Guidance and will be monitored by the bank/branch.

e Third party shall ensure customer and financial institutions’ data
protection according to the IT security policy of Bangladesh
Government and the respective prudential and self regulators.

e Both the third party and the bank covered under this guidance shall
ensure the collected customer data shall not digitally transmitted or
transferred outside Bangladesh without prior approval of the prudential
regulators and/or BFIU. In this case, BFIU Circular No. 23 dated
31/01/2019 will be applicable.

5.3 Risk Assessment

Bank/Branch shall have to conduct a risk assessment of new technology based
electronic KYC mechanism to understand how it may be abused and put in
place appropriate measures to prevent such abuse as per the circulars and
Guidance issued by BFIU. The Bank/Branches are also required to conduct
customer risk assessment as mentioned in 6.3 of this Guideline.

5.4 Transformation of Existing Clients CDD

The Bank may transform their existing clients CDD related documents into
digital form following above mentioned procedures where applicable.
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6. e-KYC Profile- Simplified and Regular

6.1 Sample Output of the Simplified e-KYC?

Photo Customer Photo Others

APPLicant’s NAME: ......coiiiiiii s

MOTNEE S INAIMIE: ettt e e e e et e e e e e e e e e e e e ee e rneeaeeaeneaeas

Spouse Name

Date of Birth ..., Gender (M/F/T)..cciviiiiiiiiinn.

Profession. ... ...oouiiiiiii

Mobile  Phone  Number............coooiiiiiiiiiiiiiiiiiiieene,

Present Address: .....coocovvveeienienene s

Permanent AdAreSS: .......cooevevrereereneseneerese e seeesse e

NOMINEE:.....vvvveiiiiieiiiiinennn, Relation............... Photograph............

Specimen signature/digital signature (where necessary) ..............cccoceeeuenn..
Front Side of NID Back Side of NID

1. Has UNSCRs check done? (Yes) (No)

2. Has review of customer profile done (existing customer)? if so, date of

review.....

3. What is the average range of customer transaction (over 6/12
months)?.........

4. Any other relevant field may be add here.......................oooenil.

# ‘Photo Others’ shall include the photograph of nominee(s), beneficial owner(s), joint account holder(s),
minor(s) or their guardian(s) as applicable.
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6.2. Sample Output of Regular e-KYC

Photo Photo

Customer Others
APPICANTS INAIMIE ...t ettt bbb e e sbeenbesnrenbe s
Account NUMDET:.........ccovieice Unique Account
Number............ccoovvvinnnnn.
MOther’s NAME: .....coiiie e
Father’ S NG ... e e e b et e st e sbe e s beesbeeneesneenteenaeenteas
SPOUSE NAME: ..
Date of Birth ... Gender (M/F/T)..ovviiiiiiiiiiiiiin,
Profession:........................ Monthly income............. Sources of Fund..............
Mobile Phone Number-:............... Nationality.............. TIN (ifany): ...l
Present AdAress: ......occcovverreiencienneeseesees
Permanent Address:........ocuvvrennerinnenneneseeseenns
Nominee:.............cceevveeveenn..d Relation. oo
Photograph................... Specimen SIgNAture. .........covvueiuiitiniiniiiiiennennn.

Front side of NID Back side of NID

5. Has UNSCRs check done? (Yes) (No)

10.

11.
12.
13.
14.

15.

Has risk grading done? If assessed risk high then conduct EDD as per BFIU circular.
Risk Type Overall Score

Regular (< 15)

High (>15)

Is the customer is IPS/PEPs? If client is PEPs or IPs with higher risk, then conduct
EDD as per BFIU circular.

Is there any adverse media news against the customer? If any then conduct EDD.
Has the source of und verified/justified?  (Yes) (No)

Has the beneficial ownership checked? If there any beneficial owner found, then
conduct CDD on beneficial owner. If beneficial owner is PEPs, then conduct EDD.

Are any other documents obtained....... ?

Nominee details:........

Has review of customer profile done (existing customer)? if so, date of review.....

What is the average range and usual pattern of customer transaction (over 6/12
months)?...

Any other relevant field may beadd here................................
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6.3 Form for Customer Risk Grading:

1. Type of On-boarding

Branch/Relationship

Manager 2 || 4.Productand Channel
Direct Sales Agent 2 ||_Risk: Score
Walkein 3 Typ_e of Product
Internet/Self check-in/Other Savings account L
non Face to Face 5 Current account 4
FDR
— 3
2 _Geographlc Risks: Score Deposit Scheme upto12 lac
Clientis-- 1
Resident Bangladeshi 1 | "Deposit Scheme above 12 lac 3
Non-resident Bangladeshi 2 | Forex account 5
Foreign Citizen 3/ S.ND. 3
R.F.C.D. 5
For Foreigners:
Risk classification of 5. Business and Activity Risk Score
country of origin €)] I_Business_
Does client's country of Please pick Applicable from
citizenship feature in Annexure and put the relevant
FATF/EU/OFAC/UN Black score in the next column
. A
List/Grey List? (b) Profession
No 0 Please pick Applicable from
Yes 5 || Annexure and put the relevant
score in the next column
3. Type of Customer: Score ] ]
Is C"Z:t 2 PEP/Chief or High 6. Transactional Risks: Score
Official of International What is the lient's Average
Organization, as per BFIU Yearly Transactions Worth?
Circular? <BDT 1 million
NO 0 . ] - - 1
Yes 5 ||_From BDT 1 million to 5 million 2
Is client’s family/close associates FFOF“ BDT 5 million to 50
related to PEP/Chief or High million (Scrores) 3
Official of International More than BDT 50 million (5
Organization? crores) 5
No 0 _
Yes 5 || /. Transparency Risk Score
Is client a IP? or his family/close Des client has Provided
associates related to IP? credible source of funds
No 1|/ No 5
Yes (based on assessed risk) 5| Yes 1




Annexure: Select Business or Profession (for 6.3 item no.5)

Client Business Score Client Profession Score
Jeweller/Gold/Valuable Metals Business Pilot/Flight Attendant 5
Money Changer/Courier Service/Mobile Banking
Agent Trustee 5
Real Estate Developer/Agent 5 Professional (Journalist, Lawyer, Doctor,

Engineer, Chartered Accountant, etc.) 4
Promoter/Contractor: Construction Projects 5

Director (Private/Public Limited Company) 4
Art and Antiquities Dealer 5 High Official of Multinational Company

(MNC) 4
Restaurant/Bar/Night Club/Parlour/Hotel 5

Homemaker 4
Export/Import 5 Information Technology (IT) sector employee 4
Manpower export 5 Athlete/Media Celebrity/Producer/Director 4
Firearms 5 Freelance Software Developer 4
RMG/Garments Accessories/Buying House 5

Government service 3
Share/Stocks Investor 5 Landlord/Homeowner 3
Software/Information and Technology Business 5

Private Service: Managerial 3
Travel Agent 4 Teacher (Public/Private/Autonomous

Educational Institution) 2
Merchant with over 10 million takas invested in 4
business Private Sector Employee 2
Freight/Shipping/Cargo Agent 4 Self-employed Professional 2
Automobiles business (New or Reconditioned) 4

Student 2
Leather/Leather goods Business 4 Retiree 1
Construction Materials Trader 4 Farmer/Fisherman/Labourer
Business Agent 3 Others: (Please State Below and circle

numerical score as needed)
Thread/"Jhut" Merchant 3 1.2.3.4

.5
Transport Operator 3
Tobacco and Cigarettes Business 3
Amusement Park/Entertainment Provider 3
Motor Parts Trader/Workshop 3
Small Business (Investment below BDT 5 million) | 2
Computer/Mobile Phone Dealer 2
Manufacturer (except, weapons) 2
Others: (Please State Below and circle
numerical score as needed)
1..2.3..
4.5
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