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-41-c---4-iff (session) .q-Ct\i\s <P1C.1- 

lf(f2111411 (User) VrTN 

	

*-CIft-q CYTit4•11q11Nt 11<fkll 	 : 

	

grtiltur151-74RIMQ,K51-c-47,Dnwc 6-r-ti 4<r1T ctm 	fc 	*it1 
t-cT 	wr 	1 kC.I I zr4 i•51.(rI1 	-cgtq- c4-111 	rI 4-icm511.il 
flcflflj  	<pcicz c<1; 

13<iplzcr ii IIZQ1 ( cfflf, iii91V9t, MV-1-4', VTR 
'A\DJ111;1) 	gr<li 1 <h-1. ',11s1 (configure), 11- 	(sync) .A.grkfr *-C-44t-q 

(e-mail client software) 7`<czil11 /4itz 	C51. 7-4 
Vkig"if 	 C7FIN - 71T91W 	ad,(A 	9rcq 	ff-s3-1 1Ic1 r1 
-kosi5TPIJt fit 	it; 

i1 	 grivriclIN 1l1 -•("4q-  WM' civw TtIlf 91-c** -csik- q-  (mit (third 
party e-mail services) CW: 	lG1 (google), taq (yahoo), .4-91-1-11 
(dropbox),wt- b-' -  (outlook) 	zfift:i C.A31(.51et -i1415i (storage servers) 
1J1,2k1 9fkk-V<PIC\D 

-)151,44a ._c..4.-10-C91- (official e-mail group) 	iit1 	9T-C 7P3' CCP-IC-qt.  t- 
CI* 



oicer1;‘, z 1\T, 	,k0Y). 

V14;11 111'21G11 	 : 

\NI111^1-09T9-  k*I1Pitl<P, 	 C,-1 	W41-li 
45N v-DV Z.C5R. -Rr--aWii c<p1c-11 \Nic^151 9ft9rit; 

ft'i'ZIrki-4-Mil (privileged), -7411f41-41:14.1 (proprietary) \-s941 1 	iu 
ci 1ract4 	 cqt9 1-ffi 	 ,c111 Liz 

; 

(51) \N-IV•10lzzlci t-ci*q• gf-arq 4c-ftrtrkr-s-1:4; ctcN t-c"4-q• 
*R7-5.cf, 	 <11<M14 VT1 9ftbli 	<R11 	i*.- 
C*fl" 	 ; 

(g) 	.RM9r9. , Ctq-V 11.1>11 7R4=1 9IW \NIPt1.1 	fri11-11 q,4153\, -c's4tff 
; 

(G) 	bik14;14\DzIC.1 -CC11 111J? 	tfRT\-51"417 ,*,1G.•11 ; 

C474C-  9Ablr -raLllfiLILLgzicLi 

\E- "cl,TOizzicLa() '*is WC-11111k151<lsra:4 	 -1F4k1t511 COI V" 
114211; 

(w) cl'ic 1̂1 kr4, 	otrW OR5- *P4frfr114,1 c<Plc^11 z141 	fi c•LrIc^il stev- 
-Rto- 

(4-) f <A=s1\5iw, glIN 	sr--75176 K5TOTC9' zikoccmfr \-51rq-01- 
(broadcast list) lilk14 	 9101-Ci 

gi-iT 131211 t-C-41 411v1.11G11.1 
1rc Trcif 	 POL*LILL1L-1m 	 v449st 

TWLTrkci- 

(k.c) 	91R5M91-411-  .14P4 (E-mail Admin Officer) 1ckPl<P1.1 90-4 141411 

() 	OWtt--4 -151<h-ft `Q-Ci*1 gr41-  7'40=1c c<ric-{1 •Rw 

71°471" -;i1cqt CffIncM.4 	1511; 

(1-) Tzstff c.ici1 9fOR.  frCqt ?N111 	2 -1-...rtfif- K5t51.  (share) ff<P111; 

(it) -PieT 7'41 	,19t (e-mail group)   TT5 =14 t-Aq- 
613t9M.  7r4q. 	XCIIT 	.1z411 <lisi I Pcpst 	 "i°\ 41.51 Pi 	-c 	c9t 
c1p1Ll1r1 \T-tct 	 -fft cP11; 

(NO 	7RV,11 11.1*1.1=1;11CcR " --4 	 .>lcbziti<p 	GicGi 51, 
\-5.4 *Pt 4b-K 4,511; 



v\Glicii-roicert;`, 	 ,k•k, Db- 

() 	 G111991., Call<AG1 

W?it"C".PFCT, Laf .-Wt:<PT 	iift 	1r1Cb (patches) 111kil W575 

(q• -t• 	 cq- ;- cii 9M9V4 9.1- kit4c51' 
7T:4.1 - RIT•f;.;1•4=c1-  .14 

TIT Pall.'t (Scrutiny) -W-67 151.1 (Release Logs) 

(7P-)k3.910 	 C. 	, 111-?1-1141 	.zp\i<P 
c-f15t -TkziD\V 1,DmJ1.1J '514111 	 W4T 	Gtlq.(-9 Tfel 

<1,s1C\D ,kCl; 

(t) 	11%1N-114 'T'q-r (I3A) 	'FITCO est.is -.071-kt"-ff WRIT (logs) :1'0. .c1511C.1 I 

\v N1 -4 (Security Incident) lii41,1-11 Of0-1:it 

-11- 1"-a'"4-citff iil Cqtr• CT C<P1V11 	 -Wsgr 
co)-1 	9r4c-1 -  lI 	Ciik er.o 	. 741-91w-  G•Ixlc-11 	lit 
0-cvNITM- 

(5) ccrIc-11 	<t+rc itci Iii1Vvirt 
kCG1 	OWt9- .K5T-11tA V°\Glic.kri 	-sliisICGIRI (.51419M IN (BD- 
CERT) 1*1131^i<PR5M1* I 

Ciltirsfwi (Intellectual Property) 

lit.1131-Na f°\V 	 cr1 1t -R 	 9r41 
(copyright), C91-Cb (patent) dia- N14.)i (trademarks) 7Ro4s 	ZINSWK 

W\3\SF-751W . 4:1"Wi-, 5-1:4-05tdcfr 	 <111 5-M 
Cii441P9';'R.7ROIS ,n11C•isl kIrdT"'ir 	qt1W4 

C"F4M" .R39-M- 1 (Audit) 

)111111.ii 	c7m-  wtff ozr -3,K 7R-* cg-k - rti . r;T3Fcr 
.TRotq 	w41.  gfigiCKM 011-rW 1c1., <t)i<ta i;{“IliCsm 	,a111 Ilci 
'srgvil--  1)11 kCI I 

o.o ;a11111 	1:11c1112-il (Review) 

\,1,t1111411k 	CT c<r1c-ir krt<c-- 71:TF T 	gMW 	i -ZRIT 
CKMiLKM 0-0 -R-Cyrq \pi* lIrtrqUO 91044̀ foC4Pfl9 	I 

4-kf : 	;R,111115I ql\s\vk *-gftfl.  Lq<PIG•cl 
k.h2fc1t (Guidelines) 4c1IN 1,51G 'kG1 I 



oicer`G, ,,ARK9., Cal 

: \NkY-4-1 (.k 'Tkoi14 (Acronyms and Abbreviations) 

 BCC Bangladesh Computer Council 

 CA Certified Authority 

 CERT Computer Emergency Response Team 

 DSC Digital Signature Certification 

 ESP E-mail Service Provider 

 GoB Government of Bangladesh 

 IA Implementing Agency 

 ICT Information and Communication Technology 

 ID Identity 

 IMAP Internet Message Access Protocol 

 IT Information Technology 

 POP Post Office Protocol 

 OTP One Time Password 

 SLA Service Level Agreement 

 SSL Secure Sockets Layer 

 TLD Top Level Domain 

 UIX User Interface XML 

 VPN Virtual Private Network 

:14tc<1111 (Glossary) 

-14t/ -4-  

: t-C*t 	bt-i-i1<4 14141 
(e-mail Admin Officer)/ 

0 4414r *)i- rt• i';0,1 t-cli- 	grav -m9mt 
tIf 	 1,Ci 	lls<0.1141 

cr,  <pl-i 9tur 	14141 T1b4c1 71-1-c4 4 q71-ur 7;NTr <PC11.1 I 

. 'fi 7f t-Glikff 	COIKtiit5R 
(e-mail Service Provider) 

0-  Or75619- . i Wwrft-  t-05Tk 	(.4-4 0 	<rcli 

9•11C 	I 	4 	;1-Q1.-11.1 	et-ii 	V\.-itctial 	.-fl'"ib--M.  

-G1;1.1 <hr (-R.PIP) t-cli-- .v \r-5Tr comm •R-rstrq.  
.--r-G7 (rsicl 1 



-1111 1̀1mIc'lmt's,"1 \si,cg  

4---ar lq--/R-11r 705tt.  

z. -43.  sit cl-c-iw LaUgsi 0-Ctr 

(IMAP) 

.41 a*t" 	(r1 v..  v.< .R-R,--  zii4r.< cqr-c- 

-C14" .  ctrthW it 	ili I a 4r-o-frra . 1-\-41c-ti 
c-Ii<pi-i 	icsf c---4tt 	c5tc- 	.-i-c-Nnt-qr .W-, - 

-c-i*-.Tri4to.  Trel 	RiTC-.  I IMAP  
(.1.el'qllcic<h t-Csi- 	-11\1(.511 71C4I 'Psi°: 	(sync) 4' 
'zftkiii---ur qtrc- 	1 

8.tviT\S-= Wi91"*• 

(Competent Authority) 

czr <rai<14r tr:4 7rqIcl •*51111{.31 *-C-i* ;)1141,11.51 

-R-krul C1:1 G<PIC..II 	PiWn ,Ttkot 	0,11frr^1 

91-rog-  I 

a. 9i-Pfi tii-itrk'N- 	(oTP) c<1ic.41 *POR w i1G1GI 1;*-,1 	IrK  . 1-tir 

91P1\3a (OTP) 'Illft 1111X ‘q ---4R 	$-t---i W4-11 
Cfl-ICLI-i 	.1--.41 K13I I 	-it'f''t 	1-5IW 9M97,111* 

Lakar t)c-1 I 

. R$131,1NNF.4 

(Digital Signature) 

-i$'5'1.1 TNK a -f5" ,iit-Cv.,r 45-,zrs. r lici v.-it a --ft' 

-RbRr`Gi--i 	•zrqiN.  vt.  v 	-Ric -5TwiTtr1 Vbit .I.At 

Mil I 	rWcs-r -i.i 	1N.csil 	er•il 

1-4rcc-v 9tro-  cc t-c-4-qT.  41aG-T-I 
C2I-.4- 	a 	•-c•al--  co-.4uw -kkra 

9. P4411,11 (Deactivation) f5' *-C4q-  La -rt4 	-Fli;IT it 

-c-4-r a --r--c-4 	.111 	4cpsii 	- ftirl- 	2G1 	- 1.  I 	- FIRI.  

-46I 	---fl-  -C'il-3-.C-1 C47. *--Cs13 -  C071 -1- 

b-.'4t9i\-9-1-Z.Nb1 

(Security Incident) L41F 

' 4r911-e- 5 71191 (Security Incident) 	ivic\v 

'<ii-3-ilt<i) 	1-41.111- 	lit 	717 --ft 	%--24-9rrm- 
0190-t-r, 	w414c51- , 	(Integrity), 	011-9AIIV 
11$1.51 	R-. 91-  0- I-4 c=„pc..1 	1 

	

1bz1 	Icilc.it, ••2M-  

"---r‘ik.  IITM\3tM1 	(malware phishing) *-Cs* 

-91-4F 4.c.:fici z1(compromise) 	iiii'll lecyi 
.-1-9i -mr---  it9t 'zic-cv-  9ito 1 



oicer`G, ,NRDRm., 

4-7.-4 '1‘05I1 ,141/RIRT 

. 

‘N 

OR5-6-ROW* (Organization) OR5i1-9. 	-11- 	7c<r 	<141 	.1i7ffl- 	IlrrGIIIIR-tlqi 
kffVM.1*Pi°\-Rrif4W 71T \S 11V`Ii131\ 

'VITO.  I 

c;i. 

t-CsIt'Prid-Wr4 

C911rV7f 4-Cb- 	(POP) cfl 	ifr 	4.CV. 	(POP) 	.1.1c\s 	LgX"ff 	(..q -iti' 

.z111 4F'7T..tt- ' 1-44K, 	-t-.4r.  4.-It` v4tTr 

-Z 	.-:<-- \-tl (local 	e-mail e-mail 	client) 	C. (remote) 
<PCII In 1 

. \ (Phishing) c<plc.11 	ti-r\--v- rgl- ft-v6-tc--1• 	-1114 	li1211 	"'''c'• 
4z1-5F1IL--r<g5t-c-1 czql-c- fIff\13--si" 1-14 G9.1.C" 	Wr-\S-41 

-IT 'qiW 	-q11 Vvfl:71-9 	9rr71\911r4, coRbri vtg 	-t'irR 
JIPI c9tcw 46 - 	--:Im-  <ri40-44c<p f.--r--i-, lc,-1 I 

cly.41cem Ilmr;m 4 kracK 2Iz174-4 
9ft-0 I k-1" NIT4ILIF t-Cii*Cq-  li<R11<actil -* 
4-<h-fti *7' 	9trbtm "kli Lq.a. 	,4 *;-c-s 4C14x1 w-Irm.  
GM)WW51--  \D --ZRIT G/1NC\V b1\91fr kt1 I 

. 1*,1134-1<ri. 	7kk-r 

(Implementing Agency)Na‘11.-tost 

4 ;RD111.111 er-u .G1.- , cr-qC-41MTUlt5t 	wRITOCcs-i' 
vv-41 \9 M51171-51 0-4ft •Rwl-011 "A-- 

-<Pfr-'9031-sT VO-11-C 	W"PM (-PlPiPl) . 1%-<1111-- 1111.  
IT<Vk-f4--t 91M9' <plici 1 

\,. lsRsm 	*-C .-fr7T5t—' z t-C1*' 1.q -4 V C1415114 tCiltff 

(.101•1 	1J121.4 	-cq- 	cmli 	wr ---o-, 

‘4\5,11ii 01:F: gmail, yahoo mail 	1 

8. Wifkr<tslt 11-13-1-5F<P1 a 4.-icc--5 WI .3131RPIR.  7z.P.47141.-74Urk 

(7fMR'. AN1771 -1R-, 	1Rm-iii-iz 	7RRrigI- 
.7.T) C-- • TatIr, Ms11-  4 ;RD)4IGiki WN3Wrfl '>11.1z1{.:i 
tC5*.  (.4-111 1J<Mici ilcic1.1 I 

il.. .,--ittrm 	--03,a-4 4r4-c4G c 

(VPN) 

r 	4,,p.-1' 	0-k'c't 	c4Iii<kr 	9tRr-w 

' --0, ct41.1fc<t)1 7ricq W. 	(t9ik--.1"ct: 	:-071s1c-03) I 

- F"'It* 	-C .  ‘0.  Vklicli 	C9,1'71-rif 	c- itlfc.zp 
-t-qtr-cii\-1,,,i,,Ti-i-g9-K <psit 7tilr 1 



it,,q,li -i<=//R-4-4-  

. ..I <I' 	ST 	'IC.1' c--4-R (ssp-1 - :419K-91 	-C-,  ., 11 T1c--b-'-4 c--41-1-  ,W5' 	r-s.17v- 	o 

n 	fipc<p`ii - 7<i91T v-  Ziciti'4i---R 	\9“14p1I6351 Irciff 	\9 

1.01'4 	(encrypted) 	01511(.01 	..r.$75- 	<Pcli 1 

)1., 1 	•Icl, 	G-Nici .>itflr,t,' ‘-i -M' fcrprF, 

.z(R 	ia1s11 	arik- Ch—* 	14-,1.1I.1 	C.-i•ictic711 	-ft4t9Mt 

f•Pb-c-v.---It -k-ar qttc<P' 1 

Cing 	 , WIIGtV't 'Yi..4W.a 14,491.1$I , G\vGAM , -5-r<Ft -cp 	Ifav-D I 

CV.8 W..5111371 	, 'G91-91f73151 	(rC-DRZ .9111N) 	 0-"C‘K.  
C-C-D1 /4 -41\9 ,t1Tg-q1Fiz website : www.bgpress.gov.bd  



RietceNpi 	 Pis 

cg-tc 

        

kM 61.1J 

      

att PJ .14 CTO 	t"a*, 	 732131 	a*5' 	•RItrt ‘c.Ncci5i '4rkfTCIT 
ic,t)t1 \4111511 	 C1" -T4R 	 *P:f 	 1C" 3T  

CM 1[ 1 <c<1.1 

AvfcZiWCIAI killorqgt 70-  1J1*1<ni. 	-111, 90'mIrr-4 	ct_q4); <nic4si 
R-174com vzi zrkcf   G1 gi 0Wrd---:41 (Or VO I   u1 	CPT Zci i-M• 

-ispci13I14 	 <Psic<ici 

fi'icervr rii4 1TCI t"J f 	 IZCG11 cr 	1 

ttf 	oocYc, 1f 	Tkci4*- Cal*q-  44-tTr 	Gi1c 	 fs <Ps1C1^f . 1- 111tr\-5 \Disa \)119RT 	)1rij 

k!4 CACz D134 I 

119f*AVf ."4T113td 114 tt 	1RC 	f <Psil 91-4 cr 

z) .R- 19K 	vtK, wrW 	9i-t7m1114 .1 -c-4 •>ik 	9rt4114, ZcG1,   fir 

L4k. ITR-4TfrOt1 IilizrwtK 	Ric.ogri cpcii 	 WMKTt qtr--CT 91-to 

c4;111-1-C4 *C141 911\911151 G1.11 91-R- tv?rt. 1k' 1101,1(.c'M W<41.  2C\ 91'0 	-fr-05351\-V- -Zqtr Cqr-C 

1i -t 941- 

8) tIM 	,111W-1 	)11,1CGT 	 z1cc11z1c4 0.1) <pci.11 

a) 	Mf 	i1i rg 91-1- 14 	 %it 	,N144<f, <4 -k-M \'4'4'11  
CQPP`irq-  <PJ1C451(@#)111*I<Psr-1 I •11C\D ki1<P15111 	isi 	t1f1 	1-17m-iTt4t 	mut qn-c- 

f9rPrcz-  (41z1s114.1 <11101 1)51*.i si 	rszlsOi 	FIPr ‘gM• <1.51.-1.1 

\)119N 9ifsfCZc 	 Zili- 	TdVv. 	071iG7kT1crriv113-M• tqltfl" 

<psicz bitcq- 5T1Z15'f5"Da-  )ikoiR 	\vi 


	00000001
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