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Objectives

Network Coverage: Info-Sarkar Phase-II

Introducing Basic Network Topology

Scope of Maintenance Work

Introducing Active & Passive Device

Physical Connectivity at Last Mile Office

Materials List at Client End

Basic Fault Identification & Fault Handling

Safety and Awareness

Fault Escalation & Feedback Process

Escalation Matrix
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Introducing Basic Network Topology

Bangla Govt. District

DICTC Switch MR 220
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Distribution /= ~4 Upazilla
Switch /K MR 220
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District Office

Cloud

UNO Office

Upazilla Different
Govt. Offices



Scope of Maintenance Work

NTTN SCOPE: BCC SCOPE:
d NTTN Internal d Medium Router (MR)
IP Network
d Bangla Govt. Router
d Optical fiber (Cisco)
Cable
d LAN Cable (NTTN switch to
d Media Converter MR & Bangla Govt. Router)
d LAN Cable d Patch cord (NTTN switch

to MR & Bangla Govt.
ad Patch cord Router)



Introducing Basic Network Devices

Huawei AR 157 Router Media Converter & patch Cord

Front Side View

Back side View



Physical Connectivity at Last Mile Office

A) Physical Connection Check:

RouterAR157VW: Connect Cable with DATA Port 1 or Port 2 as Picture
VC DATA From BTCL/FAH/SCL

RouterAR1220VW: Connect Cable End using DATA Port 0,1,2,4,5 as
Picture

0143 4506 7



Physical Connectivity at Last Mile Office

VC Monitor Hawe| A157 Router Port FE 0: WAN port

Port FE 1: PC(Internet)
Port FE 2: PC(Internet)
Port FE 3: VC

Desktop Computer Media Converter



Matenials List at Client End

DC Office (Aggregation) UNO Office (Aggregation) Last mile Office
vnvene s Jrnvene o Jrmene o
MR 01 MR 01 AR 01
Banglagov 01 AR 01 MC (D-link / 01
Router : On net)
AR 01 MC (D-link /=01 LAN cable 02
On net)
MC (D-link / 01 LAN cable 02
On net)

LAN cable 02 D-Link Switch 02

D-Link Switch  02/03



Fault Identification & Fault Handling Process

POWER SUPPLY:

O Ensure power source of
device (MC & Huawei

Router AR157)
connection 24/7




Fault Identification & Fault Handling Process

Restart Computer.....

W' Microsott Uutlook ZULU b
=

Q‘ JDownloader
@ Skype )

Default Programs

Help and Support

Switch user

D Log off
&‘ Microsoft PowerPoint 2010
3 Lock
> AllPrograms Sleep
' Hibernate

‘ Search programs and files Shut down

Shut Down Windows

Ends wour session, shuks down \Windows, and starts
Windows again,

__ Cancel J[ Help J

Turn off computer

3 f
( /

Stand By Turn OFF




Fault Identification & Fault Handling Process

PHYSICAL CONNECTIVITY:

d Avoid loose connection of LAN
cable

d Ensure proper connection of MC
to Router

Back of Your
Modem COMPULEF «ssssessssnsenss




Fault Identification & Fault Handling Process

LAN CARD AND LAN DRIVER: Network Interface Card

O Ensure presence of LAN
card insert CPU ”‘\-\ |

Ethernet cable

e L
- Ethernet Port

d Ensure the installation of
LAN card driver on PC




Fault Identification & Fault Handling Process

AR157 Router LED Status:

System Running PC to Router Connectivity (LAN)

Power On WAN/ Uplink

If the lights are ON at same time,
then the router should be hang



Fault Identification & Fault Handling Process

MC (Media Converter) STATUS:

1 Ensure the power LED (on /off)

TP-UINK |

4 Identify the MC all LED (on /off)

EX TP 10/100M

1 Check the FX/FP LED (on/off)
(d Check the TX/TP LED (on/off)




Fault Identification & Fault Handling Process

PRR 100X

O Cact

o OLinkl

TX

Rz QO QWY o

rp TP COL

[Fig. 1: Front panel for dual fiber media converter

LED Status Description
On Power supply is normal
PWR pply
Off Check power supply
Yoous On TP Port Link speed is 100 Mb/s
Off TP Port Link speed is 10 Mb/s
o On TP Link connected
Blink | Data transmission
Link/Act
Off TP Link fail
3 On Fiber Port Link connected
Blink | Data transmission
Link/Act
Off Fiber Port Link fail
FDX/f On TP Port works in full duplex mode
COL Off TP Port works in half duplex mode
SD On Fiber Port signal detected
Off Fiber Port signal not detected

Media Converter LED Status:

U @100 {

@ @ LINK




Connectivity Connection Check:

Open your Desktop/laptop
Got to Control Panel

£/ ) Control Panel » Network and Internet » Network Connections » v.| +9 W Search Network Connections bl

f Organize v Disable this network device  Diagnose this connection  Rename this connection ~ » £y 0 ©
->Network Connection ‘: Ar‘r.-fyﬂrgetworks VPN Adapter l: gp I?ternet Ry Lot Ares Comection2
b isconnected > Unid @ Disable
7 Array Networks VPN Adapter &P DataCard Modem Devic Vi Intel| - S
Go to LAN Connection g, vRiamsarow Neer: I W"E'ej;NMk Cptin Diagnose
->p|’0pel’tieS @2 VirtualBox Host-Only Ethemet Ad.. allll 1ntel(R) Centrino(R) Advanced-N.. @ Bridge Connections
Local Area Connection/ creteshorat
Network Local Area Connection-> Right § Rename
Click-> Select Properties iy Propectics




Connectivity Connection Check:

[ Local Area Connection 2 Properties  lweSe)]

Networking | Authentication | Sharing |

Connect using:
¥ Intel(R) 82579LM Gigabi Network Connection

2nd Step: [ Contpre.. ]
This connection uses the following items:

45} \iirtualBox Bridged Networking Driver

48] 00S Packet Scheduler

™ 48l File and Printer Sharing for Microsoft Networks

W .a. Intemet Protocol Version 6 (TCP/IPv6)

Wl .a. Intemet Protocol Version 4 (TCP/IPv4)

-a. Link-Layer Topology Discovery Mapper /O Driver

W .a. Link-Layer Topology Discovery Responder

[ install... ] [ Uninstall ] Propesties

D ioti
Allows your computer to access resources on a3 Microsoft
network.

Select Internet Protocol Version 4
(TCP/1PVv4)

[ ok || cancet |




Connectivity Connection Check:

r B
Internet Protocol Version 4 (TCP/IPv4) Properties =

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

|| @ Obtainan [P address automatically Select Obtain an IP
| se the foloning [P sddress: Address automatically
| I_'_' T — & Obtain DNS server
| R address automatically->
31 Step: - then press OK
i@ Obtain DNS server address automatically
{7 Use the following DNS server addresses:
Preferred DNS servet

Vahdate settings upon exit




Connectivity Connection Check:

" Local Area Connection 2 Properties e

Networking | Authentication | Sharing |

Connect using:
&¥ Intel(R) 82579LM Gigab#t Network Connection

This connection uses the following tems:

v

.. . Vi VirtualBox Bridged Networking Driver

Finish this Process to Press OK ¥ QoS Packet Scheduler

) 8 File and Printer Sharing for Microsoft Networks
¥ .. Intemet Protocol Version 6 (TCP/IPv6)

W] .a. Intemet Protocol Version 4 (TCP/IPv4)

W] -a. Link-Layer Topology Discovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall ] 7 Properties

D ofi
Allows your computer to access resources on a Microsoft
network.




Connectivity Connection Check:

Got to Control Panel ->Network Connection Go to Local Area Connection/ Network

General |
Connection
IPv4 Connectivity: Mo netwark access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 13:45:25
Speed: 100.0 Mbps

Select Details

Activity
Sent —— g!l ——  Received
e
Packets: 0| 0
[ @F‘roperﬁes ] [ I@Dis‘.able ] [ Diagnose ]

Network Connection Details

Metwork Connection Details:

*

Inted(R) 82579LM Gigabit Network Coi

Lease Obtained
Leasze ires

IPw4 DHCP Server
IPw4 DNS Servers

|Pwd Default Gateway

Propesty Value
Connection-specific DM....
Description
Physical Address 00-21-CC-D8-7B-8F
abled Tes
IPv4 Address 172.24.1.252 <
f| [liPv4 Subnet Mask 255 255 954.0

|

Saturday, October 03, 2015 4:29:33 F _
October 04, 2015 4:31:19 PN
1722401
1722401
4222

4221 y

8888
123.45.59.170
123.49.32 66

IPvd WINS Server

4

. | r

Observed IP received
from DHCP




Connectivity Connection Check:

BN Administrator: CAWindows\system32\cmd.exe i E@l_ﬁ_ﬁj
Microzoft Windows [Uersion 6.1.76011

For Open Command Copyright {c) 2809 Microsoft Corporation. A1l rights reserved.
prompt
>Ctrl + R

C:Uzerss\aBA3@87777>cdN

Pinging 4.2.2.1 with 32 hytes of data:

Reply from 4.2 bytes=32 time=570ns
hytes=32 time=541ims
bytes=32 time=543ms
hytes=32 time=6B4mz

a & http://172.22.120.130:2080/download P ~ & || @ Certificate Error: Navigation...
File Edit View Favorites Tools Help
"’\l\ v B v = dm v Pagev Safetyv Tools~v @~ _)m I,

a\ There is a problem with this website’s security certificate.
_4

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.
s .

@’ Continue to this website (not recommended).

¥ More information



Fault Identification & Fault Handling Process

Terminal Security Management (TSM) NAC log-in:

a

a

Install TSM software in your
Computer.

Put user name & password
provided by BCC to log-in
into NAC Agent.

Select save password &
authentication option.

Account name is Different
and Password is Common
(Infosarker2)

Put the actual server IP -
(Dhaka-172.22.120.131) in
advance option.

http://infosarker.bcc.net.bd/tsm

) NAC Age Server not connected

W@ NAC Agent

\

Account type: | Common account j%

Account: I Ufpo_Munshiganjsadar

Password: | seesscscese

™ Save password [ Auto authenticatior Forget password

| Advanced>> | | Login | | Close |
Account type: Common account =
Account: | Dagrio_Dhaka

Password: |sesesccscce

¥ Save password [[] Auto authenticatior Forget password

Advanced<<| | Login | | Close

Server: '127.0.0.1

, Save

:} | Restore Default |

l 1




Fault Identification & Fault Handling Process

@ NAC Agent [Server not connected] =
W NAC Agent
TSM (NAC) log-in: R —— o
Q If login okay then check - :Ume"Sh'gmd
the PC network icon  Save password | |  Auto authenticatior |Forget password
4 If found error code- 204 l S — —

please check again
previous procedure




Connectivity Connection Check:

) NAC Agent [Connecting server]

) ) > intranet

Save password Auto authenticatior Forget password

' Advanced<< 7 Login Clbse o

Connect Setting

Server: | DHAKA_BCC_SEC_MR-NT" |~/ |Restore Defautt|

Authentication Process



Fault Identification & Fault Handling Process

Error Code:

Error Code 204:

1. The IP address of the server is incorrectly specified.
2. The terminal host and server are un-routable.

Error Code 207:

Slow Network connection resulting in authentication timeout.

Error Code 1106:

Account name or password is entered incorrectly

Error Code 1506:

Although it’s an error, but client connectivity is okay and client can
use internet.

Error Code 503:

Web server is currently unable to handle the HTTP request due to a
temporary overloading or maintenance of the server.



Fault Identification & Fault Handling Process

Vedio conference (VC):

Not Registered

4 If found (GK cross ),
check-

v VC monitor to Huawei
router LAN cable Huawei

. Router
v'MC to Huawei router AR157

4 If found Not regestered
window then
communicate with BCC
concern

“ae
Y b —

NTTN Router

MC



Safety and Awareness

0 Keep away devices from Complete BOX
dust & liquid.

d Keep the device in
safety place.

Transperent glass |

0 Keep away the LAN cable and
Patch cord from the Rat.

400 mm




Fault Escalation & Feedback Process

)

Last Mile Office
Complain

Update to Client Client Complains
Phone, Mail Phone, Mail

Verify problem,
Restoration & confirm NOC Engineer verifies
NOC Problem using NMS

Escalation to Field Team Alarm notification
Phone, Mail, SMS from NMS

Confirmation of problem at Escalation to 2" Level
Logical/ physical path Phone, Mail, SMS



Escalation Matrix

1st contact BCC NOC (For all issue)
Phone No.: +88 02 55006823 or +88 02 8181029
Email: noc@bcc.gov.bd






