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Training Name: Al and Cyber Security Fundamental
Duration: 30 Hours (5 Days)
Organized By: BKIICT, Bangladesh Computer Council

Day1: Al for Productivity, Automation & Effective Communication

Session 1 (09:00 AM — 11:00 AM): Al Fundamentals

Introduction to Al e 1 -
Definition of Al, machine learning and generative models.

Differences betwsen narrow and general Al.

Examples of Al in daily life (virtual assistants, recommendations).

Practical Activity ‘

Exploring Al Tools: Participants. wiil try out Al assistants {such as Grok or
ChatGPT) to perform simple tasks, such as answering questions or generating text,
Group Discussion: |dentify examples of Al in your work or personal environments.

Session 2 (11:15 AM — 1:00 PM): Practical Al Tools for Productivity
Decision Making

Impact of Al on Work and Life

Transformation of professional roles.

Opportunities and challenges of Al adoption.

Current Al market trends.

Practical Activity

Document Processing: Al to extract information from a PDF

Session 3 (2:00 PM - 3:15 PM): Email Automation

Email Management and Scheduling (15 min)

Al-powered filters and auto-responses

Practical Activity

Email Automation: Set up automatic replies using an Al tool.

Al for Information Management

Advanced Search with Al

Using Al-powered search engines (e.g., Perplexity ).

Query optimization for accurate results.

Practical Activity

Search and Synthesis: Use an Al tool to summarize a provided article.

Session 4 (3:30 PM - 5:00 PM): Communication and Content Creation

Improving Writing
Tools like Grammarly or Grok for correction and style.
Drafting professional reports, emails and documents.

Practical Activity
Enhanced Writing: Write a professional reports, email with Al assistance.
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Day 2: Advanced Al Skills for Decision Support, Forecasting & Ethical
Use

Session 1 (09:00 AM — 11:00 AM): Decision Support Applications

« Data Analysis with Al

« Tools like ChatGPT, Power Bl with Al support.

» Practical Activity

« Data Analysis: Analyze a data set with an Al tool.

Session 2 (11:15 AM - 1:00 PM): Planning and Forecasting |

« Planning and Forecasting (15 min):

» Use generative Al for prediction and forecast.

o Al-based planning scenarios.

« Practical Activity

» Predictive Planning: Create a plan based on Al

Session 3 (2:00 PM — 3:15 PM): Prompt Engineering

s Creating Effective Prompts (30 min):

e Prompt techniques engineering.

« Examples of prompts for different cases.

e Practical Activity

+ Creating Prompts: Design prompts for a professional use case.
o Creating Presentation using Al

« Creating Presentations: Using GenAl design presentations.

« Practical Activity

« Slide Design: Create a slide using Al-powered tools.

Session 4 (3:30 PM - 5:00 PM): Ethics and Responsible Use of Al

« Biases and Limitations of Al

« lidentifying biases in Al results.

« Handling errors and hallucinations..

« Practical Activity

. Ethical Assessment: Analyze an Al use case {0 identify
ethical risks.

« Deep Dive Perplexitiy. Al

e Practical Activity: Perplexity.Al: Professional usages of
Perplexity. Al :
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Day 3: Cyber Crime Awareness & Digital Security Essentials

Session 1 (09:00 AM — 11:00 AM): Introduction to Cyber Crime and
Security

What is Cyber Crime?
Types of Cyber Crime (Phishing, Identity Theft, Ransomware, Hacking, etc.)

+ Importance of Cyber Security in Daily Life
+ Cyber Law Overview (Bangladesh Perspective)

Session 2 (11:15 AM — 1:00 PM): Mobile Device Security Threats

Types of Mobile Device Security Threats

Mobile Davice Security Concepts

How to Secure Android Devices

Ways of Securing Mobile Devices (PINs, Updates, Permissions, Encryption)

Session 3 (2:00 PM — 3:15 PM): Overview of Antivirus and Internet
World

How Antivirus Works on Your Computer

Ways to Detect Virus and Malware

Overview of the Internet World

Types of Web (Surface Web, Deep Web, Dark Web)
How Hackers Attack Web Browsers

Web Browser Security Concepts

Session 4 (3:30 PM — 5:00 PM): Social Media and Email Security

Social Media Security Threats
Major Social Media Security Threats
Ways to Prevent Social Media Threats
Securing Your Social Media Accounts
Facebook Security Settings
Instagram Security Settings

Email Security Threats

Email Security Concepts

Various Email Security Proceduras
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Day 4: Advanced Online Safety & Social Engineering Awareness
Session 1 (09:00 AM — 11:00 AM): Social Engineering Methodology

« What is Social Engineering?

» Common Techniques (Phishing, Vishing, Smishing, Baiting)
¢ Detecting and Mitigating Social Engineering Attacks

e Real-world Examples

Session 2 (11:15 AM - 1:00 PM): Child and Youth Safety Online

» How to Keep Your Child Safe Online
« Risks of the Internet for Young People
« Awareness of Cyberbullying and Online Harassment
o Parental Controls and Reporting Tools

Session 3 (2:00 PM ~ 3:15 PM): Data Breaches and Cyber Threat
Awareness

« What is a Data Breach?

« Common Causes and Impacts

« How to Protect Against Data Breaches

« Overview of Global & Local Cyber Threat Map (Live Demo)

Session 4 (3:30 PM — 5:00 PM): Aware: How to Stay Safe Online and
Work Station:

Securing Personal Devices and Accounts
Updating OS and Applications

Recognizing Suspicious Websites and Pop-ups
identifying Safe Downloads and Attachments
|dentify fake vs genuine emails/websites



Day 5: Online Privacy, Credential Security & Scam Prevention

Session 1 (09:00 AM —11:00 AM): Be Aware: Creating Strong
Passwords & Managing Credentials

password Management Tools (e.g., Bitwarden, KeePass)
Multi-Factor Authentication (MFA)

Recognizing Password Phishing

Practical Activity: Building a strong password policy

Session 2 (11:15 AM — 1:00 PM): Protecting Personal Information &
Privacy Online

® @ @ o

Importance of Digital Footprint Awareness
Privacy Settings on Social Media & Browsers
Avoiding Oversharing Online

Protecting Identity from Data Harvesting

Session 3 (2:00 PM — 3:15 PM): Safeguarding Against Online Scams
and Frauds

L]

Common Online Scams (Lottery, Investment, Job Frauds, Romance Scams)
Recognizing Fake Websites and Links

Reporting Scams and Cybercrime Helplines (Bangladesh CERT, 999, Cyber Crime
Unit)

Case Studies Discussion

Session 4 (3:30 PM ~ 5:00 PM): Training Monitoring & Evaluation,
Closing & Certification Ceremony

Online Certification Exam MoC
Appearing online exam
Training Evaluation
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