
Government of the People's Republic of Bangladesh

Department of Public Health Engineering

Office of the Executive Engineer

Survey Investigation and Research Division

-l 
enns of Ref-erence lor the lrngagement of IT Firm for the Development of web

based real time data acquisition, analysis and decision-making application known as

Aquawatch

1. Background

Bangladesl'i continues to face significant challenges in ensuring safe and sustainable water supply"

especialll,. in rural and coastal areas. due to both natuial and l-ruman-induced factors affecting water

ai.,ailabilit-v and quality. To acldress these issues" the Department of Public Health Engineering

(l)PI{E). rhe ke,v- golerlltneltt agenc} in this sector. is actii,el--v involved in implementing water suppl,v

projects and conducting research or-r potentialit-v of grour-idu-ater attd ground water quality.

To strengtl-ren the decision makir-rg capacity, DPHE-through Survey investigation and Research

rSII{) Division ancl Research & Developn-rent (R&D) division developed a concept of web-based

platfbrn-r called "Acluawatch" to modernize ground water resource data collection, screening,

prcsen,ation. validation and overall management system. 'fhis platfbrm incorporates advanced

1i:atures such as gap analysis, smart data visualization. dynan-ric fbrm of data generation, secure user

access. intelligent data approval workflows, automated notificatiotts. and tools fbr seamless data

r.nigration during system upgrades.

I3Lrilding on this foundation, it is highly demanded to Implen-rent and Enhance olAquawatch". This

initiative aims to enable accurate and real-time moniloring ol groundu'ater levels. surface water

clLralitr,. and rainfall patterns-data that change flreqr-rentll'and require tintelv i-rpdates for effective

de cision-makir-rg.

'I'he ueb bascd easil,u- accessible platlbrm will function as a centralizecl hub fbr water data collection,

scrcenir-rg-1. storage. analysis. and Visualization. It r,'ill also support f-eatures such as survey

llanagement. trend analysis. sl'rape1ile mapping. technology selection and comprehensive reporting.

Inrcgratecl ir-rto the DPHE website. the sl,stem u,ill inrprove access fbr both internal users and external

stakcl.ioldcrs thereby promoting data-driven planning and sustainable water suppl5, solutions.

2. Objective of the Assignment

The primar-v objective of this assignment is to develop an enhance, centralized online water data

collection and monitoring platform for DPHE that -

. Facilitates real-time and historical data collection on groundwater, surface water, and

rainwater and any other sut'vey as and when necessary.

. Enables trend analysis of ground water table. GlS-based mapping respecting of water

quality parameter, watel' soulce, potential technology and aquifer layer etc.

. Supports survey operations and Al-based recommendatior-rs on water source, layer and

tecl-rnology selection.

. integrates with existing water databases and offers user-friendly reporling tools.
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3. Scope of W-ork

Implementation and enhancement of Aquawatch' includes the following components:

a) Dynamic Survey and Data Collection:
Enable real-time data entry on groundwater levels and water quality parameters (e.g., pH,
arsenic, iron, chloride, manganese, microbial contamination etc.) through the system.

b) Data Integration System:
Develop a backend system to manage groundwater, surface water, rainfall data and other
aiternative options using an open-source database with spatial capabilities.

c) Trend Analysis:
Analyze seasonal variations and long-term trends in water table, quality and quantity using
historical datasets.

d) GIS-Based Visualization:
Provide a mapping interface with spatial analysis capabilities at national a1d micro-
administrative levels, incruding unions where necessary.

e) Web-Based Mapping Tool:
Implement both static and dynamic map services through Openlayers and eGIS Server,
integrated with postgreSeL/postGIS for spatial data.

0 Automated Reporting System:
Generate reports and alerts basecl on contamination levels and data differences. accessible to
both technical users and officials.

g) Al-Powered Insights:
IJtilize AI algorithms to suggest appropriate water supply technologies for specific regions
based on data-driven insights.

h) User Management and Authentication:
Secure login system with role-based access, password recovery, and user management
modules.

i) Shapefile generation and Download:

Allow authorized users to download spatial datasets generate (e.g., groundwater points,

sampling locations, boundaries) in shapefile format,

Training on the use and operation

a) Preparation of user manual

b) Video tutorial for users

c) Training for updating and handling of the application system.

Other services

a) Technical Support for databases (update, backup, restoration and maintenance) will be up

to the contract period, which will start from the date of final installation and delivery.
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l') S\stem should hare the prorrsion tor updating data in higher rersion oi sener riith

i r-r-rproved Environment.

b) System should be developed in English'

c) 'rroubleshooting, tuning, data export-import, backup etc. for databases'

d) Technical Support for installation, configuration, and deployment of application selvers'

e) T'echnical support for the Web Application (deployment of updates) will be up to the

contract period. which will start from the date of final installation and delivery'

t) IT Firm will provide SSL Certiflcate for secured protocol of the web Application'

g) IT Firm rvill create and set up a Google Play store fbr Android and Apple store for mac

Vers10n.

h) 'I'echnical support for mobile applications (deployment of updates) will be up to the

contract period, which will starl from the date of final installation and delivery"

i) Bug fixing and upgrading of the Web Application and Mobile Application'

j) Ou,,nership: C)nce the web and mobile application has been completed. tested and validated

as per Goyt. lc'I policy, handover and accepted bv the DPHE. t1-re software and apps with

soLlrce code. Database and architecture become propefi). of DPHE'

4. Warranty and O&M

One year afler handover/development will be considered as lree warranty and O&M period'

5. Infrastructure Management

Vendor needs to arrange a proactive infrastructure team to handle all infrastructure related issues

continuously for ensuring smooth service of this platform across the country as well as globally'

. Configure necessary Staging & Production server'

. Continues server monitoring sizing and tuning'

. Security: protection & security of content, hosting environment, servers, network elements'

access & network must be ensured'

. Ensure Instant Modular expandability of cloud computing resources using cloud resource

control & configuration Panel.

. Ensure System software back-uP.

. E,nsure 24X7 Customer Care Sr-rppotl.
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6. Technologl Specificarion

Open-Source Technologies: PostgreSQL. P1'thon. Java. QGIS, Opellayers. Leaflet.is.
lV1apbor. and Google Maps ApI.

Data Formats: GeoJSoN for spatial data and Shapefile (sHp) for GIS mapping.

Security Measures:

o Protection against SQL Injection, Cross-Site Scripting (XSS), and other cyber
threats.

o strict input validation and authentication mechanisms.
o Data encryption and compliance with government security policies.

7. Security

The vendor should follow any of the industry standard secure development methodology such as (but
not limited to) Comprehensive Lightweight Application Security process (CLASP) by ow ASp etc.

o The IT Firm will be expected to ensure the system is configured in such a way that
datalinformation security and the security standards maintained according to industry
standards.

o The vendor should consider (but not limited to) common vuinerabilities such as Set-
Injection, Cross Site Scripting (XSS) erc.

o Vendor will undertake responsibility for Input Validation Controls, Aurthorizatio,/
Authentication Control and other security controls in place in both test and production
environment of Maintenance of the platform:

N'lajor responsibilities under maintenance will be as follows:

o The selected vendor has to provide proactive maintenance and suppoft services that will
cover the following (but not limited to) areas:

o Continuous monitoring of query execution in Database, tuning database and tunilg codes &
queries to minimize response time.

o Fixing all bugs in the system irrespective of its nature ancl complexities.
. Updating manual by adjusting the changes in the system.

o Adjust and update system in compliance with any security test, load test or IT audit
conducted by the client.

Vendor will provide multi-layered user support which will cover the following activities (but not

l

8. Multi-Layered Support from vendor

limited to)

lU
t)

4- v

L\

r



7

.t
Support from Vendor:

Layer 1

. Attain Phone Calls, checking emails

. List problems and initial troubleshooting

. Classify problems

Layer 2

. lnvestigate issues

. LJpdate lssue Tracking Tool (CRM)

. Escalate issues to LaYer 3

Layer 3

. Bug Fixing: Source Code Modification, DB structure change

. Transactional Data Fixing

. Corrections of wrong activities

. System Monitoring

. Investigate third layer issues and resolve with necessary change Management'

. Regular System Maintenance

9. Minimum Service Level Agreement (sLA) Terms to be complied:

Vendor needs to comply the minimum SLA Terms & Conditions (subject to further discussion)

cluring Maintenance Period which are given below:

. Deploying dedicated Support Engineers (without Holiday) to address complaint issues'

. A service failure or severe server degradation when users are unable to access any porlal will

be treated as Critical Issue Level-1 and vendor should respond immediately which shall not

exceed 12 hours.

. A partial service failure or mild degraclation wiren a bug is creating a significant impact to

existing portal or application integration will be treated as Critical Issue Level-2 and the

vendor should respond ir-r-rmediately which shall not exceed 24 hours (suhject to the

discr-rssion).

. General lssues when users are able to access all portals but working in a cerlain part is

disrupted will be treated as Critical Issue Level-3 and vendor should respond immediately,

wirich shall not exceed 72 hours'

10. Guidelines for system development and design

a) The IT Firm shall adopt the design principles of Service Oriented Architecture (SOA)

throughout the sYsten-r

b) lt sl-ioulcj have web services-based Architecture to ensure flexibility and scalability
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c ) The sr stettr sha11 be desicned in a sinrplitied nlamer to ar oid the need for specializecl

users and high maintenance overheads.

d) The svstem should be robust to cope with errors during execution and cope witir erroncous

input.

e) The proposed solution shor-rld be secured. The web applications will be hosted r,rnder the

secure environment and could only be accessed through secured protocol.

0 The system should be designed in such a way that it can be extended for larger dataset

and map points without changing the core architecture and implementation.

g) The web and mobile application should be easy to navigate, or in other words, to be able

to find the expected data/information/section within the soonest possible time.

11. Technology Specifications

Open-Source Technologies : PostgreSQL. Python. Java, QGIS, Openlayers. Leafl et..j s.

Mapbox. and Google Maps API.
Data Formats: Geo.lSON fbr spatial data and Shapefile (SI{P) fbr GIS r-napping.
Security Measures:

o Protection against SQL lnjectior-i. Cross-Site Scripting (XSS), and other cybcr
threats.

o Strict input validation and authentication mechanisms.

o Data encryption and compliance r,vith govel'nment security policies.

Coordination

The IT firm will provide necessary support to the IT firm. inclucling access to program-relatecl
information and documents.

12. Payment details:

o Technical and tsinancial Proposal: Must include all expenditures related to IT'services,
including Tax, VAT, and other charges as per Government rules.

o Payment Schedule: As per completion and acceptance of the deliverables.

13. Qualifications of IT Firm & Staff

Company Experience:
a) Minimum 5 years of experience in ICT business.

b) Proven experience in developing digital service platforms fbr the Government of
Bangladesh or corporate sectors.

c) Valid Trade License, RJSC registration, VAT. TIN, and BASIS certif-rcation.
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I
o Required Personnel

I'1. Reports

. lnccption Report;

o Quarterly- Progress Report:

o Mapping report of Water quality. Water source. Potential \\ater productictt-t technology'and

aclLrile r la1,'er etc.

. Cornpletion report.

15. Deliverables:

SI

No.

Item Modules

D1 Dynamic Surve.v and Data Collection: Enable real-time data entry on

grour-]dwater levels and water quality parameters (e.g., pH, arsenic, iron,

chloride. manganese. microbial contamination etc.) through the system.

1

D2 Data lntegratior-r System: Backend system development for central ized

management of groundwater, surface water, and rainfall data using an

open-source database (PostgreSQL/PostGIS) with spatial data handling,

data retrieval, and visualization features.

1

D3 frend Analysis: Analyze seasonal variations and long-term trends in

\\'ater clualit-v and quantity using historical datasets from 1986 onward

1

D4 GIS-Rased Visualization: Provide a mapping interface with spatial

ar.ral ysis capabilities at natio nal and micro-administrati ve levels,

including unions if needed.

1

D5 \Veb-Based Mapping Tool: In-rplement both static and dynan'ric map

services through Openlayers and QGIS Server, integrated with

PostgreSQL/PostGIS 1'or spatial data.

1
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No

Position Nos. Academic

Qualification

Desirable vears of
professional experience

1 Team Leader 1 Minimum M.Sc in

Computer Science /

Computer Engineering

(CSE)/anl,relevant

engineering

Minimum l0 years total 
"vorking

experience in ICT industry
focusing responsibi I ity on

Technology management and

planning;

2 Software Developer 2 Minirnurn B.Sc in

Computer Science /

Computer E,ngineering

(csE).

Minimum 5 years total workirrg
experience in ICT industry
focusing responsibi lity orr
'Iechnology management and

planning;

J .l unior
Programmcr

) Minirrum ll.Sc in

Conrpr-rter Science /
Computer E,ngineering

(CSE)/ Diploma irr

Computer Science.

Minimurn 3 1,ears total r'vorking

experience in lC'I indr-rstr1

fbcLrsi ng responsibi lit,v on

Technology matraget.nettt and

plannir-rg:
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D6 Automated Reporting System: Generate reports and alerts based on

contamination levels and data differences. accessible to both technical

users and officials.

1

D7 Shapefile Generation and I)ownload: Allow authorizecl Llsers to

download spatial datasets (e.g., groundw.ater points. sampling locations.

boundaries) in shapefile format.

1

D8 User Management and Authentication: Secure login system with role-

based access, passr.vord recovery. and user management modules.

1

D9 Al-Powered Insights: Utilize AI algorithms to suggest appropriate

water supply technologies fbr specific regions based on data-driven

insights.

1
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