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WHAT 1S CYBER SECORITYR |
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Cyber security is the practice of defending
computers, servers, mobile devices, electronic
systems, networks, and data from malicious
attacks. It's also known as information
technology security or electronic information
security. The term applies in a variety of
contexts, from business to mobile computing,
and can be divided into a few common
categories.

Internet security consists of a range of security tactics for protecting activities and
transactions conducted online over the internet. These tactics are meant to safeguard users from
threats such as hacking into computer systems, email addresses, or websites; malicious software
that can infect and inherently damage systems; and identity theft by hackers who steal personal
data such as bank account information and credit card numbers. Internet security is a specific
aspect of broader concepts such as cybersecurity and computer security, being focused on the
specific threats and vulnerabilities of online access and use of the internet.

In today's digital landscape, many of our daily activities rely on the internet. Various forms
of communication, entertainment, and financial and work-related tasks are accomplished online.
This means that tons of data and sensitive information are constantly being shared over the
internet. The internet is mostly private and secure, but it can also be an insecure channel for
exchanging information. With a high risk of intrusion by hackers and cybercriminals, internet
security is a top priority for individuals and businesses alike.
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A The Internet is wmuch more anonymous
than the real world. People can hide their identities or even
pretend to be someone they're not. This can sometimes
present a real danger to children and teens who are
ovline. Ovlive predators may try to lure kids and teews into
sexual conversations or even face-to-face
meetings. Predators will sometimes send
obscene wmaterial or request that kids send
pictures of themselves. Therefore, it's
important to teach vour kids to be on their

guard whevever they're onlive.

? Teens are geverally more at risk from predators.
Becanse they are curious and want to be accepted,
they may talk to a predator willingly, evew if they
know it's davgerous. Sometimes teens may believe
they are in love with someone onlive, making them more

likely to agree to a face-to-face meeting.

R While it's not wvecessarily likely that vour child will be
contacted by a predator, the davger does exist. Below
are some guidelives ou caw tell your kids to help them

stay safe from online predators.

) Don't talk +o anyone who wants +o get too persoval. T they
want +o talk about things that are sexual or personal, you should end

the conversation. Ovce you get pulled into a conversation (or a relationship).
D Avoid using suggestive screen names or photos. These can result in unwanted attention from online predators.

R If someove is flattering you ovline, you should be wary. Althongh many people ovline are gennively vice, predators
may use flattery to try to start a relationship with a teew. This doesn'+t mean you need +o be suspicious of

everyone, but you should be careful.

®) Keep i wind that people are not always who they say they are. Predators wmay pretend +o be
childrew or +eenaners to +alk +o kids ovline. They may use a fake profile picture and add other 0 9

profile details to appear more convincing,
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% Cyberbullying

The best
foundation for
protecting against
Cyber bullying is to be
Ccomfortable talking to your
Children about what is going on in
their lives online and in in real-life (IRL)
anhd how to stanhd up to bullies. Cyber
security software and specCialized apps for

lidy

monitoring your child’s online and mobile
attack, tu

: activity can help, but nothing will replace ah open
tive adventure
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* Private Information ‘

Children do not yet understand social boundaries.
They may post personally identifiable information (PI1)
online, for example in their social media profiles, that
should not be out in public. This might be anything from
images of awkward personal moments to their home

addresses or family vacation plans.
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SEXTING

Sexting is sending sexually explicit

@ messages, photos, or videos via cell
phone, computer, or any digital

device. Sexting includes photos and
videos containing nudity or showing

simulated sex acts. It also includes

text messages that discuss or

propose sex acts.

As teens and children
increasingly carry smartphones and use tablets,
social media, apps, and messaging, the risks that
they will send or receive sexually explicit conter:
has become a concern for parents, teachers,
and law enforcement.

Sexting is often done as a joke, a way of getting attention,

or as flirting. Parents should discuss the issue with their

children to ensure they understand the risks and what to
if or when they're pressured to participate.
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Why Is Sexting a Problem?

A photo shared between two people can Qquickly become a viral
phenomenon. Teens may believe it will be kept private and then discover it has been
shared widely with their peers, sometimes with grave consequences. These include

arrests of teens who shared photos of themselves or other underage teens.

While some states have laws that differentiate sexting from child pornography, others
do not. Sexting could result in charges of distributing or possessing child pornography.

Bullying, harassment, and humiliation are common problems when the photos anc
messages get shared beyond the intended recipient. There can be severe emotional
and social consequences, including suicides of teens who had their photos
shared.

Start the conversation before your child has an incident. If

)
)
)

you are giving your child a smartphone or webcam, that is
the time to talk about sexting. You also can use newvs stories
or plotlines in television shows or movies as a conversation
starter.

The best approach to talking about sexting is to take a
non-judgmental and informational one. Keeping the
dialogue open leaves room for your kids to talk with you
rather than hiding things away. NIso, be aware that kids
may have a different name for sexting, so you'll need to be
clear about the topic you are discussing.
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¢ Overexpasing

If we are more and more Wwilling to expose our lives onh socCial
networking sites and share all Kinds of moments and situations, we don't
necessarily heed to abahdonh Caution to think ahd Cchoose what to publish, where
t0 publish and, especCially, for whom to publish. Qverexposure, known worldwide as
Qversharing, is difficult to measure, but we Cah always start with Common sense

anhd a reflection on the context in whiCh we share something.

We are all free to share things in our lives with others, but we Cannhot forget the
differences of exposure onh and Off the web. If on a bus oOr plane trip, Or even ih a
bank line, we don't feel Comfortable sharing and exposing part Of our intimacCy with
strangers, then we know that it's not all kKinds of content that we Canh expose, both
For our safety ahd SO as hot t0 embarrass the other person.

On the Internet, the same Care must be taken, added to some important differences

becCause everything, everything we share is registered ahd we |ose full Contro| over

who Ccah have access to this content. Wle are ho |onger the only owners of

information that Canh be used hot just by the sites that host the sites ahd services,

but by users all over the world who Can search and find these details about our lives

very easily if we overindulge in online exposure. Anhd, as always, information about
our intimacCy taken out Of context Cah hurt us, both now and in the future.
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« PHISHING

€mail Phishing

useR NAME

The basic phishing email is sent by fraudsters
impersonating legitimate companies, often
banks or credit card providers. These emails

Clone
are designed to trick you into providing log-in information or Phishing
financial information, such as credit card numbers or Social
Security numbers. angilvzr e e
phishing, clone phishing,
Spear Phishing might be one of the most

While most phishing emails are sent to large groups of difficult to detect. In this type of

people, there is one type of attack that is more
personalized in nature, spear phishing.

phishing attack, scammers create a
nearly identical version of an email that

victims have already received.
Spear-phishing emails are targeted toward a

specific individual, business or The cloned email is sent from an address that is
organization. And unlike more generic nearly, but not Quite, the same as the email address
phishing emails, the scammers used by the message’s original sender.

who send them spend time
researching their targets. @
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