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(8) QWHAETT : e To prepare participants with the technical knowledge and skills needed to protect
and defend cyber-attacks;
o To enhance participants by informing policy, laws and rules regarding cyber
security accepied standards;
o To develop organizational capacity that can plan, unplemenL, and monitor cyber
security mechanisms to help ensure the protection of information technology
assets.

@ e : Day-1: Introduction to Cyber security

a) Fundamentals of cyber security (CIA triad)
b) Threat actors and motivations

¢) Basic terminology and types of cyber attacks
d) Historical cyber-attacks case study

Day-2: Basics of Cryptography

a) Introduction to cryptography

b) Encryption techniques (symmetric and asymmetnc)

¢) Hash functions and digital signatures

d) Practical exercise: Encryption and decryption, Digital Signature

Day-3: Web & Email Security
a) Common Threats, vulnerabilities and Best Practices for web secunty
L e s b) Common Threats and Best Practices for Email Security
e s c) Introduction to OWASP Top 10
d) Practical exercise: Identifying and exploiting web vulnerabilities
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Day-4: Security Tools (Hands-On)

a) Overview of Different Security Tools

b) Installation and Configuration of Different Security Tools

¢) Antivirus and Internet Security

d) Overview of Vulnerability assessmenl and penetration testing (VAPT)

Day-5: Operating System Security

a) Basic Sccurity features in popular operating systems (Windows, Linux)
b) User access controls and permissions

¢) Patch management and software updates

d) Practical exercise: Hardening an operating system

Day-6: Network Security

a) Common network vulnerabilities

b) Firewall/next-gen Firewall and intrusion detection/prevention systems
c) VPNs and remole access

d) Practical exercise: Establishing VPN connection in Network

Day-7: Wi-Fi and Mobile Security

a) Wi-Fi and Mobile security vulnerabilities

b) Wi-Fi Encryption Standards WEP vs. WPA vs. WPAZ

c) Rogue access points and evil twin attacks

d) Practical exercise: Analyze and capture Wi-Fi network traffic

Day-8: Malware Analysis and Physical Security
a) Types of malwares (viruses, worms, Trojans etc.)
b) Case study: Real-world malware incidents

c) Malware Detection and Prevention Techniques
d) Physical Security

Day-9: Policy & Guidelines

a) Cloud Policy 2020,

b) Email policy 2019,

c) Social Media Uses Guidelines

Day-10: Act, Rules & Strategy
a) Cyber Security Strategy 2021-2025 (Draft),

Day-11: Incident Response and Forensics

a) Incident response process and methodologies

b) Incident handling best practices

c) Electronic forensics techniques

d) Practical exercise: Electronic Forensics tools (AUTOPSY or Similar)

Day-12: Social Engineering and Human Factors

a) Understanding social engineering techniques

b) Phishing, vishing, smishing, and pretexting and impersonation
c) Insider threats and employee awareness

d) Basic concepts of Dark Web

Day-13: Emerging Trends and Future of Cyber security
a) Current trends in cyber security

b) Artificial intelligence in cyber security

¢) Zero Trust, state sponsored hacking, deep fake

d) Security Monitoring and Management Tools (SOC: SIEM)

Day-14: Field Visit

Day-15: Cloud Security

a) Introduction to cloud computing and its security implications
b) Cloud security challenges and solutions

c) Cloud securily best practices
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