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You are viewing an attached message. Actions are disabled.
Awareness on the Benefits of regular password change

Data Center <datacenter@bcc.gov.bd>
02/04/2026, 4:57 PM

Dear Valued Users,

To ensure the security of your official email account and protect it from unauthorized access,
all users are advised to change their email passwords regularly.

Benefits of regular password change:
o Helps prevent unauthorized access
e Reduces the risk of account compromise
e Protects your account if a password is accidentally exposed

o Strengthens overall email security

Password best practices:
e Use a strong and unique password
e Avoid reusing previous passwords
e Do not share your password with anyone
o Change your password immediately if you suspect any unusual activity
o Ensure your password meets the following criteria:
o Minimum of 8 characters
o Includes both uppercase and lowercase letters (A-Z, a—z)
o Contains at least one number (0-9)

o Includes special characters (c.g., !, @, #, $, %, ", &, *)
Enhance your account security by enabling Account Recovery:

Navigate to: Login > Settings > Account Recovery > Add Recovery Email > Enter Verification
Code from Recovery Email > Verified > Save

Regular password updates and configuring account recovery are simple but highly effective
steps to keep your account and official information secure.

If you need any assistance, please contact your Email Support Team or email us at
datacenter@hbcc.gov.bd.

Thank you for your cooperation.

Regards

National Data Center Operation Team
Bangladesh Computer Council (BCC)
Phone: +88 02 55006840
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Account Recovery:

1. In the Zimbra Web Client (Modern UI), go to Settings > Accounts >
Account Recovery and enter a password recovery email address.

Settings X

General Account Recovery

Viewing Email This is the email address you can use to reset your password if you forget it. It can also be

Writing Email used for two-factor authentication

—
Account Recovery

Sharing

Signatures

Out of Office

Filters

Blocked and Allowed
senders

Web Offline Mode
Contacts

Calendar and Reminders
Add-ons (Zimlets)

Sessions and Devices

m Cancel

Figure 1. Account Recovery

Set Recovery Email X

This is the email address you can use to reset your
password if you forget it.

I name@example.com

Figure 2. Recovery Email Setting
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2. You will receive an email at that address with a verification code. Enter
the verification code.

Verify Recovery Email X

A verification code has been sent to:
name@example.com. Enter the code belew to verify. Notin
your inbox? Check your Spam folder or resend

Enter the code

Resend code

Figure 3. Verification Code Setting

3. Now, if you forget your password, then go to login URL and click on Forgot
Password.

&« O (%) https://mail.domain.gov.bd A L] 7= e o

O g National Email System

Sign In

Usemame
Password Forgot Password?

Show

Web App Version
Default

Figure 4. Login page of Email

BANGLADESH 3 |
COMPUTER

COUNCIL
NATIONAL DATA CENTER
COMPUTER FOR EVERYTHING BANGLADESH



4. Enter the Full Email Address of the account you are trying to recover,
then click the "Submit" button.

& C 5 https://mail.domain.gov.bd w v= 9

g National Email System

Set up Password Recovery

Please enter your username so we may
retrieve the recovery email you have on
record.

Don't have a recovery email on record?
Please contact your system administrator for
help resetting your password.

[Email

Back to sign in

Figure 5. Password Recovery page of Email
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5. Click the Request Code button at the bottom of the box. This will send a
code to your recovery email address. Like the verification code, this reset
code is only valid for 10 minutes.

S G (3 https://mail.domain.gov.bd 77 7= e °

g National Email System

Set up Password Recovery

Do you have access to the email address
below:

recovery@domain.com
Click the ‘Request Code’ button, and we will
send you a recovery code to this address.

Use this code to validate by pasting it on the
next form.

Request Code

Back to sign in

Figure 6. Request Code for Password Recovery of Email
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6. Open that address mailbox and retrieve the reset code which you will enter
on the Email recovery form. The email will look like this:

We have received a password reset request for your account, lexample

Temporary Reset Code: PXACzoi7
Use by: Wed, 4 Dec 2024 07:53:24 GMT

( “\ Reply ) (ﬁ Forward)

Figure 7. Sample email of Password recovery code

7. Go back to the Email recovery form, and enter the reset code within 10
minutes of clicking the Request Code button from the previous page.
Then click the Verify Code button.

<& G & https://mail.domain.gov.bd < s o

(x) g National Email System

Set up Password Recovery

We have sent an email with a validation code
to confirm your recovery email address. This
code is valid for 10 minutes. Enter the code
in the field below and click the associated
button to validate this email address. You
have 10 more attempt(s) left.

Don't see the email in your Inbox? Check
your Junk folder. If you still don't see it, click
the ‘Resend Code’ button below and we will
resend the code to the requested email.

Icode

Resend Code

Back to sign in

Figure 8. Email Recovery Form
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8. Now, you can either choose to log into the web client directly, or you can
choose to reset your password. We'll want to choose "Reset Password".

& 5) %) https://mail.domain.gov.bd o7 S 9

u\@) g National Email System

Set up Password Recovery
We have validated your temporary Reset

Code. Please reset your password or go
back to the login page.

Reset Password

Back to sign in

Copyright © 2005-2023 Synacor, Inc. All rights reserved. "Zimbra" is a registered trademark of Synacor, Inc.

Figure 9. Password Recovery page of Email
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9. At this point, you will be prompted to establish a new password.

< O %] https://mail.domain.gov.bd & A 0

Za
@ .. National Email System

Reset Password

New Password

8 or more characters
1 or more UPPERCASE letters
1 or more special characters

1 or more digits

Confirm Password

Passwords must match

Back to sign in

Copyright © 2005-2023 Synacor, Inc. All rights reserved. 'Zimbra” is a registered trademark of Synacor, Inc.

Figure 10. Set New Password

Note: Always create new secure passwords, never re-use passwords from other
sites as they are likely compromised.

Once you have entered and confirmed your new password, click the "Submit"
button to set it.
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Two-Factor Authentication (2FA)

With 2FA enabled, you use your password and a code generated on your
smartphone to log into your Zimbra account.

Enabling 2FA is easy. You’ll need access to your Email account and your
smartphone to complete the 2FA setup.

1. In this system, click the gear menu.
2. Choose Settings > Accounts.
3. Select your account and click the Set up two-factor authentication.

Settings

\

account@domain.gov.bd

General

Viewing Emall
This ks your primary account
Wiiting Email

o

Sharing From Settings

Signatures Choose what appears as the From name and From address for this account

Out of Office From name

v
Filters
Address
Blocked and Allowed
Senders

Reply-to Settings

Direct replies 1o a different ) Enable
Calendar and Reminders email address

Web Offline Mode

Add-ons (Zimlets) Reply-to name

Reply-to address

Two-factor authentication

Two-factor authentication adds significantly more security to your account by requiring not
only your user name and password when you sign in, but also a code from a third-party

Set up two-factor authentication

Access your mail elsewhere

4. Enter your email password.
5. Click Set up two-factor authentication.
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Two-factor authentication

Two-factor authentication adds significantly more security to your account by requiring not
only your user name and password when you sign in, but also a code from a third-party
authenticator app on your mobile device.

Set up two-factor authentication

The next steps require your smartphone.

6. Click the URL to see the authentication applications available for your
smartphone. Download the authentication application and install it on your
smartphone. Click next.

Install an authentication app on your
mobile device
Download and install an authentication app on your mobile

device. A list of supported authentication apps can be found
at:

https://wiki.zimbra.com/wiki/TOTPApps

Once you have installed the app, configure it using your
mobile phone number, and add a new account for this email
service. Then return here and click Next to get a key to
connect your account to the authenticator app.

Next

7. Scan the code on the screen using the authentication app on your smart
phone. Click Next.
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https://wiki.zimbra.com/wiki/TOTPApps

Connect your email account X

When prompted in your authenticator app, enter the following
key:

BYRUUQSFGRJDO6BM (I Copy to clipboard

Or scan this QR code with your authenticator app.

Your authenticator app will generate a secure code. Return
here and click Next to enter the code.

8. Enter the code provided on your smartphone. Click Verify to complete 2FA
setup.

Enter the authentication code

Enter the secure code generated by your authentication app.

e.q. 123456 =

Success ... You enabled 2FA for your Zimbra account!
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Now, when you log into your Email account, you will be prompted for a new
code from the authentication app on your phone.

What if you dont have your phone, or what if your phone runs out of
batteries?

You have 10 one-time codes to use if you don’t have your phone available.
Just click the “"10 unused codes” link and print the 10 codes. Keep the codes
handy, so they’re available when you need them.

Settings X

S From Settings
General
Choose what appears as the From name and From address for this account

Viewing Email

From name
Wiriting Email
Accounts Address account@domain.gov.bd
Sharing
Sionatires Reply-to Settings
Direct replies to a different ) Enable
Out of Office email address
Filters Reply-to name
Blocked and Allowed
Senders Reply-to address

Web Offline Mode
Two-factor authentication
Calendar and Reminders
You are currently using two-factor authentication for this account

Remove two-factor authentication

Add-ons (Zimlets)

One-time codes

Trusted devices 0 trusted devices

Passcodes for apps that do not -} Add a passcode
support two-factor
authentication

Note: If you don't see the Set up two-factor authentication option in your
Email Preferences, your organization hasn’t enabled the 2FA feature. Please
contact your System Administrator or email service provider for more
information.
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