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PROVIDING INFORMATION TO AGENCY

Information relating to Critical Information Infrastructure (CI1)

The owner of the Critical information infrastructure is required to provide the following
information to the Agency-

A. The following information on the design, configuration and security of the critical
information infrastructure:

i. A network diagram depicting every key component and interconnection in the
critical information infrastructure, and any external connection and dependency
that the critical information infrastructure may have

ii.  For every key component in the critical information infrastructure, the
following details: (Fill the box in the right side of the below table)

a) Its name and description;

b) Its physical location;

c) Any operating system
and version;

d) Any key software and
version;
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e) Its internet protocol

address and any open
port, if the component is
internet facing;

f) The name and address of

the owner

g) The name and address of

the operator

The types of data processed on or stored in the critical information

infrastructure (Fill in the box below)

The name and contact of every individual having overall responsibility for the

cybersecurity of the critical information infrastructure;

Name Contact

Job role

30




B. The following information on the design, configuration and security of any other
computer or computer system under the owner’s control that is interconnected with or
that communicates with the critical information infrastructure (Fill the box in the right
side of the below table)

I.  The name and description of
that other computer or
computer system;

ii.  The physical location of that
other computer or computer
system;

iili.  The name and address of its
operator, if the owner is not
the operator;
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iv. A description of any function
provided by that other
computer or computer
system;

v.  The types of data exchanged
with the critical information
infrastructure;

vi.  The operating system and
version;

vii.  The key software and
version;
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viii.  How that other computer or
computer system is
interconnected with or
communicates with the
critical information
infrastructure, including the
communication protocol of
that other computer or
computer system with the
critical information
infrastructure;

C. The name of any outsourced service provider supporting the critical information
infrastructure, and the nature of the outsourced service; and such other
information as the Agency may require in order to ascertain the level of
cybersecurity of the critical information infrastructure. (Fill in the box below)

Official Stamp of ClI

Singature and Date
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(Initial Assessment Form)

Track Number/Reference Number:

Name of Critical information infrastructure:
(Fill in the box below)

Focal point of contact for Critical information infrastructure:
(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address

Secondary point of contact for Critical information infrastructure:
(Fill in the box below)

Name

Designation

E-mail;

Phone Number

Postal Address
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Information Security Event Description

Description of the Event

Provide brief summary:

Service Impacts in CIA Triad

Confidentiality Integrity

Availability

Business Impacts in brief summary

Vulnerabilities Identified

Provide brief summary:
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Information Security Event Details

Description Date Time
Event occurred
Event discovered
Event reported
Is the Event Over? [ 1 Yes [ 1 No

POC

Official Stamp of ClI

Agency Will fill up

Agency Receiving Person Name & Designation

Receiving Time & Date

Agency Official Stamp
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(Final Assessment Form)

Track Number/Reference Number:

Name of Critical information infrastructure:
(Fill in the box below)

Focal point of contact for Critical information infrastructure:
(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address

Secondary point of contact for Critical information infrastructure:
(Fill in the box below)

Name

Designation

E-mail:

Phone Number

Postal Address

37



Information Security Event Description

Description of the Event:
What Occurred

Loss of service Loss of
equipment Loss of facility
System malfunction System
overload

Software malfunction Intrusion
attempt

How Occurred

Theft Fraud

Sabotage/Physical Damage
Malicious Code
Hacking/Logical Infiltration
Misuse of Resources Hardware
Failure

Software Failure

Hardware Maintenance Error

Why Occurred

Deliberate or Intentional I:I
Actual Attack Accidental

Human error

Bad application design
Compliance violations Access
violations Physical/security
breach Uncontrolled system
changes Others (please specify)

Communication Failure
Fire

Flood Design

Error User

Error

Operations Error

Software Maintenance Error
Third Party Services

Others (please specify)

Others

Description of the Event in details: (Provide as much as information for understand the incident)

Related Business Impacts

[ Financial Loss L
[__1 Personal Information
1 Legal and Regulatory

1 Obligations

] Disruption to
Business Operations

38

\Vulnerabilities Identified: (Provide as
much as information for understand the
'Vulnerability)

Others (please specify)



Information Security Event Details

Description

Date

Time

Event occurred

Event discovered

Event reported

Is the Event Over? 1 Yes

[ 1 No

Provide brief summary of associate events:

POC

Official Stamp of CllI
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TYPE OF INFORMATION SECURITY INCIDENT

[ 1 Actual [ ] Attempted [ 1 Suspected

Threat Source Occurred at what Level

] Organizational L1 Level rocess L' Level Information System Level
;gg’ﬁt‘)f Threat L1 Adversarial - Non Adversarial
Assets Affected

(Provide descriptions of the assets affected by or related to the incident including serial, license, version
numbers where relevant)

INFOrMALION/DALA  .o.voeeiecece et nb e nnens
o oL 117 T TS SSPPR
SOTIWEAIE et
COMMUNICALIONS  eioiiee sttt et e s e sreste e ae e entesreeneeeenne e

[ Lo Y10 4 T<T 01 =1 o o TR

Business Impact/Effect of Incident
(Provide descriptions of the assets affected by or related to the incident including serial, license, version
numbers where relevant)

Breach of Confidentiality [ | oo e

Breach of INtEOrity [ | oo e s

Breach of Availability | | o

Breach of NON-Repudiation | oo
Destruction L

Additional Notes:
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INCIDENT RESOLUTION
Incident Investigation Commenced Date ..o
Incident Investigator(s) Name(S) oo
Incident End Date .o
Impact End Date oo
Incident Investigation Completion Date ..o

Reference and Location of Investigation Report .o

Actions Taken to Resolve Incident

Actions Taken to Resolve Incident

Actions Outstanding

Actions Outstanding
(Investigation is still required by
other personnel)

Current Status of Incident

Current Status of Incident
(Open/unresolve/resolve/close/N
eed Escalation)

CONCLUSION

Identified Root Cause Recommendation for Improvement
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Internal Information Security Policies and Processes

SL No. Document Name (Applicable Based on Business and Operations)
Policy and Process
1 Information Security Policy
2 Acceptable Use policy
3 Asset and Data Management Policy
4 Communication Security Policy
5 Compliance Policy
6 Human Resource Security Policy
7 Information Security Continuity Policy
8 Information Security Incident Management Policy
9 Cryptography Policy
10 Log Management Policy
11 Logical Access Control Policy
12 Mobile Device, Teleworking and BYOD Policy
13 Operation Security Policy
14 Physical and Environmental Security Policy
15 Availability Management Process
16 Business Relationship Management Process
17 Capacity Management Process
18 Change Management Process
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SL No. Document Name (Applicable Based on Business and Operations)
19 Configuration Management Process
20 Continual Service Improvement Process
21 Documentation Management Process
22 Incident and Service Request Management Process
23 Internal IT Audit Process
24 Release and Deployment Management Process
25 Service Continuity Management Process
26 Service Level Management Policy
27 Cloud Service Policy
28 IT Asset and Data Management Policy
29 Problem Management Process
30 Information Security Steering Committee Formation Policy
31 Data Backup and Restore policy
32 Asset Disposal Policy
Human Resource (HR) Documents
1 Approved organogram
2 Job Description (Roles and Responsibility Matrix)
3 Background verification from LEA (NSI, SB and DGFI)
4 Employee training related to IT Security
Data Center operations related Documents
1 Floorplan of Data Center
2 Camera layout and related documents
3 Substation and Generator Health Related Report
4 Network topology diagram
5 Data Center Maintenance Report
6 Server Rack layout Diagram
7 Top of the rack switch diagram
8 Vendor Agreement (SLA, AMC and OMC)
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SL No. Document Name (Applicable Based on Business and Operations)
9 Data Backup Drill
10 Operating System patch and update details
11 Approved Software List
12 Service/System Availability Report
Capacity related documents
1 Data Storage capacity Report
2 Public IP block usage
3 Power consumption
4 Bandwidth consumption
5 HVAC capacity and usage
6 Server Capacity and Health Check Report
7 Network Capacity and Health Check Report
8 IT and Security Incident Monitoring Report
9 Data Backup Daily Report
Standard Operating Procedure (SOP)
1 Data Center SOP
2 SOP for all application and database
3 SOP for other related IT Operations
NDA, SLA, Services and Forms related documents
1 Service Catalogue
2 Non-Disclosure Agreement (NDA)
3 Service Level Agreement (SLA) and Customer related forms
4 User access form and process diagram
5 Change management form
Supporting Documents
1 Supporting document for Penetration Testing and/or vulnerability scanning
2 Supporting document for Remote Access with/without 2-factor authentication
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SL No.

Document Name (Applicable Based on Business and Operations)

Supporting Document for Disaster Recovery and Business continuity Planning

Supporting document for log (Audit logs, transaction logs, event logs, error logs,
message logs etc.) management

Approved IT Risk Register and Risk Treatment

Previous Internal/External IT Audit Report

Gap Analysis Report (Based on ISO 27001)

Access Control and Privilege User Control List

Ol 0| N oo o1

Classification of Information and Asset

Inventory

IT Warehouse visiting report

Approved Software List used in the organization

Standard Software details of NOC PC/Laptops and MDC

Software licensing details

Operating System Licenses details

| O B~ W N -

IT Asset List

Other Documents and Reports

Fire-drill report

Service Request, Incident & Change Documents

Root Cause Analysis (RCA)

B W N

Other Relevant Documents
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)

(Risk Register)

Risk Risk Informatio Affected Risk Linked/Conse Vulnera Thre Likelih Imp Risk Prior Risk Risk Treatment Risk Residual Conting Due Date Risk Next Clos Comm
1D Enlist n Security Asset descript quence Risk bility at ood act Ratings ity Oown Treatme Risk ency Date Treatmen Revi ed ent
ing Objective ion (VeryLow/ er nt Plan for Risk | t ew Date
Date (s) Low/Medi Decision Treatm Implemen Date
Affected um/ (Mitigati ent ted
(confidenti High/Very on/
ality/ High) Avoidan
integrity ce/
Javailabilit Transfer
Y) /
Accepta
nce)
Exist Existing Control
ing Control Improve
Cont Effective ment
rol ness Plan
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Risk Register Field Description

»  Risk: Risk is the possibility or likelihood that a threat will exploit a vulnerability to cause harm
to an asset and the severity of damage that could result.

»  Risk ID: A sequential numeric identifier for referring to a risk in the risk register.
»  Risk Enlisting Date: Date when the risk was first identified

> Information Security Obijective (s) Affected (confidentiality/ integrity /availability): The
goals/objectives impacted by the risk to the organization in terms of confidentiality/ integrity
favailability.

»  Linked/Consequence Risk: Highlight whether the risk is linked to any other risk.

»  Risk description: The title and description of the risk should be clearly recorded. Each risk
description should outline the RISK EVENT, the CAUSE(S) and the IMPACT that could result from
the reasonable worst-case scenario of the risk.

»  Vulnerability: Vulnerability The weakness in an asset or the absence or the weakness of a
safeguard or countermeasure is a vulnerability. In other words, a vulnerability is a flaw, loophole,
oversight, error, limitation, frailty, or susceptibility that enables a threat to cause harm.

»  Threats: Any potential occurrence that may cause an undesirable or unwanted outcome for an
organization or for a specific asset is a threat.

»  Likelihood: Estimate of how likely this is to occur.
> Impact: Estimate of how significant the impact of this risk will be if/when it becomes an issue.

»  Risk Rating: Risk Rating is assessing the risks involved in the activities of an operation/ business
and classifying them (VeryLow, Low, Medium, High, Very High) on the basis of the impact on the
operation/business.

>  Priority: A relative indicator of the criticality of this entry in the risk register, either expressed in
ordinal value (e.g., 1, 2, 3) or in reference to a given scale (e.g. high, moderate, low)

»  Risk Owner: Name of risk owner / senior accountable person Who would be responsible for
managing the risk.

»  Risk Treatment: This phase lays out risk treatment options to mitigate risk to an acceptable level.
Mitigation, avoidance, transfer, and acceptance are some of the types of risk treatment options available
to security teams. Cybersecurity controls are used to mitigate risks. New controls might be required or
improved to properly mitigate future risk.

»  Residual risk: After safeguards, security controls, and countermeasures are implemented, the
risk that remains is known as residual risk.

»  Contingency plan: A contingency plan is an alternative plan that will be used if a possible
foreseen risk event becomes a reality. It is often used for risk management for an exceptional risk that,
though unlikely, would have catastrophic consequences.

»  Due Date for Risk Treatment: Timeline for Risk Treatment will be Implement.
»  Date of Risk Treatment Implemented: Date of Risk Treatment Implemented.

»  Next review date: Date when risk will next be reviewed / assessed / updated.
>

Closed date: Date the risk was closed.
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