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Terms of reference for the Procur€m€nt of an IT Based Software Firm for the Development

and Maintenance ofthe New Version of the OLM System

A.

Terms of Reference (ToR)

Background of the Project:

The role of import and export trade is important in the context of Bangladesh in a ftee

market economy. A large portion of the demand for food grains, agricultural produce,

industrial machinery, ,a* mut"riuls and parts, fuel, and daily necessities is being sourced

and met up through imports from abroad. In terms of financing the national budget, import-

derived 'taxes and duties' are one ofthe main sources ofrevenue for the country's domestic

resource accumulation. On the other hand, we have to build industries to increase exports

and survive in the international market, thereby earning foreign exchange through exports.

In this case, imports and exports are closely related to each other. The first import and

export controls'were introduced in the subcontinent during world war II' After the

iniependence of Pakistan, a control system was introduced and applied in East Pakistan

and imports and exports were controlled through the Control Act, 1950. Subsequently, the

disposal of appealsielating to imports and exports are govemed by two orders made under

the powers 
-confened 

by the above Act, The Importers, Exporters and Indenters

(Registration) Orders, 1981 and The Review, Appeal and Revision Order, 1977. Recently,

iegistration order, 1981 has been revised and upgraded and entitled as The Importers,

Exporters and Indenters (Registration) Otders, 2023.

After 1995, with the strong participation of Bangladeshi businessmen in the free market

economy and intemational-tiade, various initiatives were taken to simpliff the services of
govemment institutions. Previously, about 54 types of services, including import and

ixport registration certificates and import and export permits and other related services,

naa to ue-apptied for and received through a manual process. consequently, it took a long

time for customers to receive services and the suffering increased due to this

procrastination. A Memorandum of Understanding was signed in 2014 between- the

intioi.t y of Commerce and the World Bank Group's IFC to provide all services of-the

CCI&EDepartment through online' on December 24,2018'the online Licensing Module

(oLM) system was firstly launched through online on a trial basis only in the Dhaka

ir"gio"u1bftir". From 1 iuly,2019, all types of registration services began to be provided

in iil 14 regional offrces andihe issuance ofmanual registration certificates was completely

stopped. N-ow, almost 54 services are being given through oLM system. Service recipients'

are getting the privilege of having such services from home with saving time, cost and

labor.

1.1

1.2

L

@

1.3 Legal Context for CCI&E
ThJ issuance of Licenses and Permits is based on the following Acts, Rules and Regulations:

. Import and Export (Control) Act, 1950

. Importers, Exporters and Indentors (Regishation) Order,2023

. Review, Appeal and Revision oder,7977

. Import Policy Order, 2021-2024 (Lastupdated)

. Export Policy,2024-2027
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del tion order:

The services rendered by the CCI&E abiding above all ru1es and regulations are given

below:
Issue of Import Registration certificates (IRC) in favour of commercial and industrial

importers, Export Registration certificates (ERC) in favour of exporters and Indenting

n"gi.tration Certifrcales flntending services) in favour of indentors and renewal and

suslpension/cancellation of aforesaid registration certificates for irregular activities;

Issuing of permits for the import ofgoods by foreign entrepreneurs in exchange for equity

shares- in 
- 
favour of foreign investmertt projects, 100% foreign and multinational

companies;
Issuance oi import and export permits for the participation of organizations in domestic

and foreign fairs, including intemational trade fairs and exhibitions;

Issuance 
-of 

export permils for personal belongings in favour of officials/employees

working in foreign embassies in Bangladesh;

Issuingif import permit in favour of local investment with free of cost import or foreign-

aid-funded projects;
providing direct assistance to the Ministry of Commerce in formulating import policy

orders and its implementation.

CCI&E and its 14 regional offices are actively rendering their services to the client with

exports and import ielated certificates and permits. Regional offices such as Dhaka,

Chattogram, Syttret, Ra;slatri, Khulna, Barishal, Rangpur, Mymensingh, Dinajpur,

Bogural Naogaon, Sirajganj, Pabna, Cumilla are only rendering registration certificates

*hir"as onlj Head office is providing permit related services except registration

certificates.
The following services, listed below, are provided by different offices as per the

t.4

11

111.

iv.

vi.

1.5

Issues
Permission/Exem

Permits/Prior
ons

Office of the Chief Controller of Imports and

Ex , Dhaka
Issues (IRC/ERC/Indenting ERC)

stration certificatesRe
Office of the Controller of Imports and Exports,

Issues (IRC/ERC/Indenting ERC)
stration certificatesRe

Office of the Controller of ImPorts and Exports,

Chatto
(IRC/ERC/Indenting ERC)

tion certificates
Issues

Re
Of,Frce of the Joint Controller of Imports and

orts, Khulna
Issues (IRC/ERCAndenting ERC)

istration certificatesRe
Office of the Joint Controller of Imports and

orts, shahiRa
Gues (IRC/ERC/Indenting ERC)

stration certificatesRe
Office of the Assistant Contro ller of Imports

S thetand Ex
(IRC/ERC/Indenting ERC)
tion certificates

Issues
Re

Office of the Assistant Contro 1ler of Imports

and orts
Issues (IRC/ERC/Indenting ERC)

istration certificatesRe
Offrce of the Assistant Controller of Imports

urand rts,
Issues (IRC/ERC/Indenting

istration certificates
ERC)

Re
Office of the Assistant Conholler of Imports

Dina

\/l 2 Attt

@
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Services Through OLIIame of thd

Dhaka

Barishal

and Exports,
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Iisues (IRC/ERC/Indenting ERC)
stration certificates

Office of the Assistant Controller of Imports
orts, Cumillaand E

(IRC/ERC/lndenting ERC)
tion certificates

Issues
Re

Office of the Assistant Conholler of Imports

and rts, M
Issues (IRC/ERC/Indenting ERC)

stration certificatesRe
Office of the Assistant Controller of Imports

Siraand Ex
Issues (IRC/ERC/Indenting ERC)

stration certificates
Office of the Assistant Controller of Imports

and Ex orts Pabna
Issues (IRC/ERC/Indenting ERC)

stration certificates
Office of the Assistant Conholler of Imports

and E orts Bo
Issues (IRC/ERC/Indenting ERC)

stration certificatesRe
Office of the Assistant Controller of Imports

and aonorts Nao
N.B.: In some cases' the approval of the Ch ief Controller's Office is required for
the issuance of some articular re tration certificates.

7.6 List of certificates and Permits of the ccI&E are provided as serryicel

i. Import Permit
o Import Permit to Govemment ProjecVOrganization
o Import Permit to Private Organization
. Import Permit for Exhibition
. Import Permit (Prior Permission Basis)

. Import Permit (For equity share)

o Import Permit (For personal vehicle)
o Import Permit (Baggage Rule)
. Import Permit (Warranty Replacement)
. Import Permit (In the basis of goods of hospital, NGO, University)

. Import Permit (In the case of products sold as free/grants)

o IP Time Extension
. Import Permit (Prior Permission only for sample

o Renewal of Permits (IP for Returnable basis)

ii. Export Permit
. Export Permit (For export of Sample)
. Export-cum-ImportPermit
o Export Permit (For Personal and Household Goods)

. Export Permit (For warranty replacement)

. Export Permit (For gift and promotional products)

. Export Permit (For export of relief goods)

. Export Permit (For frustrated cargo)

. Export Permit (For empty container/cylinder)

. Export Permit (For Live Animal)

. Export Permit (For testing)

. Export Permit (In the basis of empty container/cylinder)
o Export Permit (General)
. EP Time Extension

3
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iii. Import Registration Certificate (IRC)
. Commercial IRC
o Industrial IRC (First adhoc)
o Multinational IRC
o Industrial IRC (Other adhoc - second, third, regular)

iv. Export Registration Certificate @RC)
o General ERC
o Multinational ERC

v. Export Registration Certificate (Indenting Services)

o General Indenting Services
vi. Re-Registration

o Commercial IRC
o Industrial IRC (First adhoc)
o Multinational IRC
o Industrial IRC (Other adhoc)
o Muitinational ERC
. Regular ERC
o Export Registration Certificate Indenting Service

vii. Renewal of Registration Certificates
viii. Re-Export Permit
ix. Export-Cum-Import Permit

o EP-cum-IP Time Extension
x. Clearance Permit
xi. Extension Shipment Date

xii. Extension of Time Limit for LC opening

xiii. All kinds of Changes Information on Client queries

xiv. Other Services (Permission/Prior Permission/Ex)

1.7.1 Volume of registration certificates and permits generated from 2019 to 2025

(November)

ovember
20L9 to2025

No. 69543stration CertificateIm ort Re
12440NoRegistration Certifi cateImport Registration Certifi cate (IRC)

ndustria.l
27832Re stration Certificatestration CertificateE rt
2293Registration Certifi cateExport Registration Certifi cate

dentin Services
32983PermitermitIm ort

NoPermitermitrt
No.Account CreationActive registered user in OLM

\n N\
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Servicei Name Type of Services Unit Actual

1
) J 4

Re gi stration Certificate

No.
No.

No.
10920

system

116400

4



1.7.2 Approval process of registration certificates based on offices:

Industrial
IRC (First
adhoc)

Regional Ofiice
:> Head Office
=> Regional Office

Regional Offrce

Multinational
IRC

Multinational
ERC

Renewal of
Registration
Certificates

Regional Office

Alt es

L.7.3 A roval rocess of different rmits based on offices:

[N.B: The Import Permit (IP) for government projects under the

Regional OffrceRegional Office

Regional Office
:> Head Office
=> Regional
OIfice

Regional Office
=> Head Office
=> Regional
Office

Regional OfficeRegional OffrceRegional Offrce

Head Office =>
Regional Office

Head Office =>
Regional Office

Head Office =>
Regional Office

Head Office =>
Regional Office

Regional OfficeRegional OfficeRegional Office

Head Office :>
Regional Office
Regional Office

Head Office :>
Regional Office
Regional Office

Head Office =>
nal Office

Regional Office

Head Office =>
teCi-orglo![99_
Regional Office

Regional OfficeRegional OfficeRegional Office

Not required

Not uired
Not requiredExport Cum Import Permits

Head Office

Head Office
Head Office

Not required

Not required

Head Office

5

jurisdiction of Chittagong

Terms of reference for the Procurement ofan IT Based Software Firm for the Development
and Maintenance of tbe New Version of the OLM System

regional office is issued from Chittagong regional officel

@

Services Chittagoirig &
Dhaka ,:. '

Khulna &
Rajshahi

Sylhet &
Barishal

DistrictOffiCci :::r
Mymens-ingh, Crimilla,
Pabna, Dinajpur,'
Bogura, Naogoan,
Sir.iieani, Ranqpur

Commercial
IRC

Regional Office Regional Office

Regional Office

Industrial
IRC (Other
Adhoc -
Second,
Third,
Regularized)

Export
Registration
Certificate
(ERC)

Regional Office

ERC
(Indenting
Services)

Resibnal OIfice.,,:,.Hodd.Office :;:i'Services
All kinds of Import Permits

All kinds of Export Permits

Import Cum Import Permits

Head OfficeOther all Permits

\a \V
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1.7.4 Validity of regis tration certificatesn renewals, and time extensions of permits:

1-5 years YesNoFirst
Issue for
I year &

For
renewal
1-5 years

Import
Registration

Certificate (All
Types)

Yesl-5 yearsYesFirst
Issue for
I year &

For
renewal
1-5 years

1 Export
Registration

Certificate (All
Types)

Yes Yes1-5 yearsNoFirst
Issue for
I year &

For
renewal
1-5 years

Export
Registration
Certificate
(Indenting

Services) (All
Trpes)

3

YesYesMax. 6
Months

No Yes6 monthsImport Permit

YesYesMax. 6
Months

No Yes6 months5 Export Permit (All
Tlpes) _

YesYesMax. 6
Months

YesNo6 month6

YesMax. 6
Months

YesNo7

N/AN/AN/AN/AN/ANiAClearance Permit

1.8 Online Licensing Module (OLM) Software:

online Licensing Module (oLM) is online based software widely used for licensing and

permits related ti exports and imports. For the very first time in 24 December, 2018, OLM

*a. fort launch foi piloting purpose and finally in I July, 2019, it was implemented

successfrrlly lrith l8 kinds oi services. A massive hit of service seeker was made on oLM
site for sleking service turned the system sluggish down. Subsequently, server

specifications fo-r swift operation were enhanced and modified. Gradually almost 54

services are now on board and unceasingly CCI&E are rendering almost all services

through this system. A new renowned vendor IT firm had been procured for service

provi;er. It supports this system 24/7 horxs and this firm are depioyed for further

improvement and maintenance of this system. It is a web-based application software

designed user-friendly experience to user applying. for a registration or a certificate as an

impJrt"., exporter or indentors. The Database of this software is hosted in BCC as well as

Uurt up."*i"". Besid€s, Disaster Recovery (DR) has also been deployed for dala security

and daia storage and been ensured ftrnctional in case of occurring disaster like hacking or

\ 6
I A. tr

Can be

Suspended
Oxtension
of Yalidity

Can be
Cancelled

Time
Extensiori

ReirewableYalidityst. Service!

YesYes1.

YesNo

Yes

4.

Export-Cum-
Impo* Permit (All

Twes)
Yes6 monthImport Cum

Import Permit
8.
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cyber-attack or phishing. Moreover, Web Application Firewall (WAF) has also been

ieployed for ensuring and protecting system ftom unethical access'

1.8.1 Technical Details of OLM tem server:

t.8.2 Existing Server SPecification:-OiM 
S"ystem is fuily automated online software and reserved all rights bestowed- solely

to CCIIE, Ministry of Commerce. This system is under developed & maintained under

appoirt"d u"ndor organization. This system is hosted in Bangladesh Computer-Council

iiltci a"t" centre aid was dedicated to vpS server. Bur for increasing flexibility and

r"J"tifity, subsequently data storage has been migrated to Cloud server for better

p".for.-.". System administrator lias to connect to the server via VPN' OLM system

ilas two ,"*ar., on" for application and one for database' Necessary server

sfecifications has been implemented unceasingly for smooth operation with 50k

c'oncurrent users with net 2 lakh users. IT firm are directly associated with oLM system

maintenance and development with specified task mentioned in contract' Server

specifications of OLM system are given below:

1.8.3 Backup Service for OLM System:- 
e Uu.tup service is crucial for servlr systems to protect against data loss from various tlreats

like hardware failure, cyber-attackr, o. Lo-* ..ror. It ensures business continuity by enabling

qui"k ,""ou"ry from disasters and minimizing downtime' Furthermore' backups enhance data

J..*ity -O help maintain a positive reputation by safeguarding sensitive information. We

t ur. tJt"n rt"prtn having backup servicis for OLM System in BCC which specifications are

given below:

7

\{L

Debian- 1 1n S stem
5n 5verslrk oeworamF1LaruFrame Work

Maria DB- 14.1Database
nslveTwitter Bootstr SDesi

HTML / PDF

XeonXeonProcessor Famil
11Number of servers

16Processor Core
32GBRAM

4Gi4GiSwa
5OO GBStor e
2Xl GB2Xl GBLAN
Debian 1 1Debian 1 1

Cloud Server of Ban adesh C uter CouncilInfrastructure Environment

Softwaie Name

PHP
PHP 7.4.28

Reporting Tool

Sorver..

32
64 GB

3TB

OS
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1.9 Functions of existin OLM software:

Quelified
Domain Name)

Directory . to
Backup
(/var, /opt etc)

Backup
Ratention
(Time to
Keep
Backup
e.g. 30
Days, 60
Davs)

Backup
Size
(Estimated)

olm.CCI&E.gov
bd

Debian l l Weekly
Full &
Daily

increment

30 days

any servlce.
F Trader needs verified offlcial email ID and phone no'

> OTP send to phone no for verification and validation of
authenticity.

F Email ID stands for ID and given password for recurrent access

to 1og in.

Trader fills in online form with details as required for gettingRegistration for
creation Log In
ID/ Account

categorical services are given below:
i. Online Application for Registration Certificates

ii. Online Application for renewal of Registration Certificates

iii. Online application for different permits

iv. Time Extension of Permits
v. Others

.B.: Details aforementioned in note 1.6]

OLM system. Main

IN

All services are being given throughType
applications

of

Trader has to log in into the system

service.
D Trader needs to select desired service for application'

) He needs to submit all required information and documents

for submission.
) He needs to pay the govemment fee for each service

through onlini e-Chalan or A-chalan system before

first for getting anY

submission his application finally.

\ 8 b/

sl
No

os&
Version
(centos 7,

ubuntu 18

etc)

IP Address
(Give all IPs
present in the
Server)

Backup
Frequency
(Daily or
Weekly)

0l 2TB

f,'unction Name

Application for
services

u\-
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The incoming application is added to the intemal workflow
task queue.
Applications are processed by officers designated in a

predetermined workfl ow sYstem.

bffce.. check and confirm documents validity along with
given data in application form.
Trader gets notifled once the application is approved,

through a system-generated email and SMS'
Ifneeded, the ofEcer may request the trader to provide valid

data and valid documents or additional documentation, via

System Integration:
Moving towards to a fully paperless service, ccI&E has been working to reduce paper

,,rug. -d deliver faster serri""r to create a more business-friendly environment. The

office has integrated systems from other stakeholders to enable easy data access and

ensure the authenticity of information. Resultantly, faster data fetches and an improved

payment system have made the service more efficient. Integration ofe-service application

wiih the other prescribed national system is highly essential. Effective integration and

interoperabilityensure that govemment services are delivered to citizens efficiently. The

Vendor should include an integration plan in their technical proposal, demonstrating a

a enerated email and SMS

Intemal
Processing
Workflow

Duly approval needs to get the certificates

The system logs the details of payments details.
and permits.Issuance of

Registration
certificates and

its
Once approved, each file is stored in the archive

stor and uses

for futureArchive the files

valor further aCSlication durin
live status ofchecking for

This software is a service oriented layer to allow
exchange of messages with extemal systems. This consist

of an open interface to accept a message from an extemal

system and retum a response with the necessary levels of

future

secufl , authentication and non- ation.

Interfaces

F The system has been built in English version'

System administrators manage user roles, backup

procedures, transfers ofofficials, workflow set up, retrieval

of ce(ificates and other activities.

System
Adminishation

OLM system are connected with different office's
connectivity with API connection for smooth operation and

servlce o

databaseOther database
connectivity

reports are available, including approve

certificates, processed applications, pending/rejected

applications, and fee collection of regional offices in
cumulative and segregated form. This includes real-time

d

1m orters rters monito

) Several

orts

9

It.
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Status Tracking ) Software allows status

Language

Reports generated
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clear understanding of the e-service application's scope as outlined in the ToR. The

possible inte$ation scopes ofthis e-Service application are mentioned below as reference

Status Of
Integration

To facilitate the
business process

OSS Integrated and
Active

Sonali Bank PLC To facilitate the
online payment
system for client

Sonali
payment
Gateway

Integrated and
Active

03 A-Chalan of IBASS++ To facilitate the
online payment

system for client

Integrated and
Active

04 National Board of
Revenue

To get the Exporters
and importers
information

Integrated and
Active

05 National Board of
Revenue

To bring all services
mainly related with
export and import
business in single

platform

BSW Integrated and
Active

Offrce of the Registrar
of Joint Stock

Com es and Firms

To be informed of the
validity of company

Web Online
Software

Integrated and
Active

07 Bangladesh Bank To get the data of LC
and related info

MoU Signed
and

Integration
processing On

going

08 National Board of
Revenue

ASYCUDA MoU Signed

Hi-Tech Park To facilitate the
business process

Online
Software

MoU Signed

National Board of
Revenue

To obtain the info of
e-TIN and income tax

retum of comPanY

e-TIN
(For TIN &

Retum
verification)

Election Commission To verify the NID
with applicants

information

National
Identity

Registration
Wing

(NrDW)

Processing for
MoU Signing

12 Bangladesh Smpll and

Cottage Industries
Corporation (BSCIC)

To facilitate the
business process

Web Online
Software

10 N\

for the Vendor:
SI
No

Organization and
Svstem

Purpose of
Integration

System of
Orqanization

01 Bangladesh Investment
Development Authority

02

Ministry of
Finance

IVAS

06

BB FXTMS

To get the data of
decisive import and

export

09

10 Processing for
MoU Signing

11

Processing for
MoU Signing
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X'ees for Services and revenue
The Ministry of Finance has established a schedule of service fees for the respective

services. As a revenue budgeted govemment office, CCI&E generates approximately 150

crore (one hundred and frfty million) BDT NTR revenue annually, mfing a significant

contribution to the gradual increase in the national budget.

2.9

2.tl

Payment System for Services
OLM i; akeady integrated with Sonali payment Gateway of Sonali Bank PLC and is

generating "o-il"t.ly 
automated electronic chalan. Service recipient can make paymen_t

fiefore thelr dl required services tkough MFS system (Like mobile banking bKash, Nagad,

Rocket etc) antl credit or debit card of any commercial bank. ccI&E has integrated his

OLM system with the A-Chalan system of IBASS++ to make the payment process faster

and mo.e client-friendly. Having applied for desired services on OLM, clients' no need to

visit offices for seeking service with hard copies of application along with documents.

Accomplishing all approval procedure, certificate is generated automatically and client gets

the certificate from OLM system with email notifications and SMS'

Exiting Vendor IT lirm
CCI&E has-procured Synesis IT Ltd., an IT service vendor, to provide maintenance and

further development for its software, OLM. The agreement as covenant 'i/ith this firm is

for a three-year term, and the procurement is titled "Procurement ofThree-Year IT-Enabled

Services for Maintenance, Operational Supporl, and Further Enhancement of the Online

Licensing Module (oLM) of ccI&E to Adapt to Modem Digital Systems in comparison

to Others.

B. Objectives of the assignment:
In alignment witrr gtotat standards of facilitation and simplification, ccI&E has

transformed its manual service delivery process into a firlly automated digital system called

the 'Online Licensing Module (OLM), cu ently maintained by a vendor IT flrm' This

software system was initially developed in 2014 and officially launched in 2019. However,

the system's application software including programming language and others have

become obsolete now a days and in addition to high data volume and storage demands,

system is not performing its functions and operations effectively. The integration with other

govemment office software systems has been hindered in data fetching due to the outdated

programming language and system architecture ofthis software. Therefore, a new version

of this existing software system mainly application software must be developed as soon as

possible to facilitate the business processes for traders. This new version will use the latest

technologies like AI, Big Data, and Deep Leaming with updated programming language

and coding system to provide better services and support. All front-end/Ul will be in

familiar formats for ease at use and should be interlinked with all other necessary intemal

and extemal applications using API gateway. The objectives of this assignment are given

below:

rt

7t
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To improve TCV for traders and facilitate the smooth process of obtaining export-

import registration certificates and permits'

i""J*"i"l, 
" 
r.", friendly and intuitive digital interface for traders, bank and customs

"m"*f" 
i"t 

",tr"r 
stake-holders to interaJt with the system, simpliS'ing application

frocess, data entry, document submission, and approval system'

i" ir"iiit"," the integration process with stakehoiders and ensure accountability and

transparency in dala fetching during service plovision: 
.

iffivJ;p'; integrated interraceir export import data along with the database of

exporters and importers of Bangladesh'

i"'"rir-* irr" *pacity buildiig of internal users as well as applicants' and to make

the service process faster and more efficient'

111

1

1l

lv.

C. Scope of Services:- 
irr"- n vendor firm will be responsible for developing a new version of the oLM

"ppri"",i"" 
,Lt*-e. In addition, tire firm will continueto support and maintain the current

OLMsoftwareuntittfrene*',e'sio.isdevelopedanddeployedOncethenewsoftwareis
riu., tt. firm will be tasked with its ongoing development and maintenance with it.

1. RequirementanalYsis
i. Collect requirements and conduct an assessment for developing the application

software of OLM system, and prepare a comprehensive Requirement Analysis

Report, assessment ieport, Functional Requirement Specification.(FRS)' System

Requirements Specification (SRS), and other relevant documentation for the new

software.
ii. Assessment of existing infrastructue, backup capacity, recover ability and

compatibility with the existing software'

iii. To develop ,r"* 
-rott'-t' 

ih"y "* conduct interviews and workshops with--- 
g"r.*."rit officials, service recipients, and legal professionals'

iv. Deliver a detaiteJ development pian that includes all necessary designs (system
- 

a"rigr, UI design, database design, architectural design' etc')' featuring a context

diagram or trr" pJodlJ system] u1e case diagram' class diagram' process flow

diaiam, and a zuitable project implementation plan'

,. coirpti*." with national data protection and cyber security regulations to ensure

legal adherence.

vi.Evaluationoftechnicalcompatibility,scalability,andintegration..risks'
operational effrciency and training neeis' and regulatory compliance with ICT

policies and cyber security standards'

vii. Assessment of t""t t'ita 'totpatibility' scalability' and .integration 
fis$],-alonc

- *lift op".utiorut- "ii'"i*cy, 
tiaining 

- 
requirements' and compliance with ICT

policiei and cyber security standards'

t2a Ar.t

Svstem architecture and File hierarchy

i'hil;;; riitt* ."n a"tig" th" 
'ytitm 

architectue of new version of existing

software in a wav so that the ,y-*a. a* t" t'tended and enhanced both vertically and

;;;;;dl, 
"t-.at 

y gir.n time in the future development or enhancement scope

il#;*:6i ir,.ZfiJr,' Existing Svstem architecturl are given and discussed at

)

\n
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aforementioned section l'8.1 to 1.8.3. OLM server and data server is hosted in

n*gtua"tn Co-puter Council. For the architecture and technology aspects'-TOGAF

Itni Op"r, C.o,p Architecture Framework) will serve as the primary methodology

io. a"r.toping the architecture. The consultant will establish enterprise principles,

.t 
"a*a., 

ftuil"works, artifacts, and best practices' They will implement TOGAF'

fii 
"o.por."ts, 

including the Architecture Development Method (ADM)' ADM

Guidelines & Techniques, Architecture Content Framework, Enterprise Continlum'

Reference Models, urt th" At"hit"cture Capability Framework' The firm will also

create a detailed baseline business architecture and identiff necessary catalogues of
gusi*.t Building Blocks, such as catalogues for Organizations/Actors'

Drivers/Goals/Obje-ctives, Roles, Business ServiceslFunctions'

Processes/Events/Controls/Products, and Contracts/l\4easures'

File Hierarchy ensures that the files are logically arranged in a way that makes the

software easyto maintain, scalable, and understandable for developers' For example'

source code files, configuration files, assets, and documentation might be stored in

different directories with a clear hierarchy.

The system should be designed using a micro services architecture for enhanced

scalability and flexibility. Development plan and activity plan must be

formulated by IT firm.

Development of the new version of application software
ih" r"rdo, IT firm are given the task ofdeveloping the web application software for

the oLM system. About 54 services have been integrated into this system and are

provided online, while nearly 3 services are queued to be processed for online service

lwiftly. Development plan and activity plan must be formulated by IT firm' The

vendor tT f'm is tasked with developing an upgraded version ofthe existing software,

providingallservicesthroughthenewoLMsoftwareandmustincludethefeatures
described in section "D".

J

\
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4, Workllow Development and Enhancement
The vendor will be assigned and responsible for developing a new software abiding

below guidelines:

. Developing and enhancing workflows in the newly developed online Licensing

Module (OLM) software.
. Implemanting workflow changes and integrations based on the dynamic needs of

CCI&E.
. Ensuring new workflow functionalities are fully tested (functional, integration,

UAT, performance testing) and verified before deployment'
. Ensuring all existing diiu, pro"ess"., and business rules remain intact and

frnctional Post-uPgrade.

Scope of activities includes (but not limited to):
. Workflow Development and Modifications.
o Custom Report Development.
. System Functional Enhancements '
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. Introduction ofNew Business Processes.

. User Experience (IIX) Design Enhancements.

. Adoption of Emerging Technologies for perfomance and scalability.

5. Change Request Management
A structured Change Request Management Process (CRMP) will be implemented

to facilitate continuous process improvements and system enhancements thloughout

the project lifecycle. Change Requests may include, but are not limited to:

. BusinessProcessEffectivenesslmprovements

. System Functional Enhancements and Optimizations

. Introduction of New Modules or Services

. UX/UI Enhancements

. Technological Upgrades and System Integrations

. Time Optimization througJr Automation

. Regulatory Compliance and Process Alignment

The vendor is required to establish an efficient mechanism for:
. Timely Assessment and Prioritization of Change Requests: Ensuring that

changes are evaluated and prioritized based on business impact, urgency, and

resource availability.
. Seamless Integration of Changes with Minimal Service Disruption:

Implementing changes in a manner that ensures system stability and continuous

service.
. Transparent Communication and Documentation of All Changes: Ensuring

full traceability of changes with clear documentation for stakeholders.

. Ftexibility to Incorporate Change Requests Related to Registration, Rencwal,

and other critical Business Processes: Maintaining adaptability to business-

critical updates in processes and workflows.

6. TechnologicalSPecification
New software are to be built of with below specified version of framework and

language but vendor can use latest version ofthese in developing the software'

a) System Security, Stability' and Performance- i. Implement stringent system security hardening measures, including:
. Protection against OWASP Top 10 urlnerabilities.
. Secure authentication and authorization mechanisms.
. Data encryption both at rest and in transit'
. Regular lulnerability assessments and penetration testing ffAPT)'

Ensure system stability and high availability (HA) through:

Server load balancing.
Database clustering and replication'
Failover mechanisms and disaster recovery planning.

Optimize application performance by:

11.

iii.

L4 l\$\n



o Conducting code profiling and optimization.
. Structuring queries for efficiency.
. Implementing application and database caching sffategies'

b) System Version UP gradation' 
Tire newly assigned- Ii firm must use the upgraded version ofthe software coding

and framework system. This new software needs to upgrade the existing

application technology stack as follows:
i. From PHP 7.4.28 to PHP 8.x. or (Latest stable version)

ii. From Laravel 5.5 to Laravel 10.x (latest stable version)'

iii. Upgrade database engines (if required) ensuring minimal service disruption

thaican be upgraded from Maria DB 14.1 to Maria DB 12.1.2 or latest stable

version.
iv. Refactor legacy code to align with updated framework standards'

v. Conductcomprehensiveregressiontestingpost-upgrade'
vi. Ensure compatibility with existing integrations and user interfaces'

vii. Adopt Micro services Architecture (where feasible) for modularity and

scalability.
viii. Follow ciean code practices, SOLID principles, and industry-standard

coding guidelines (BND Guidelines).

Terms of reference for the Procurement of an IT Based software Firm for the Development

and Maintenance of the New Yersion ofthe OLM System

c) Developing tools are given below to develop new software of OLM'
* DeveloPing tools

en Pro ectentPro ect M
GitVersion Control

Front-End Frameworks: Angular

JavaScrip! jQuery, HTML, Bootstrap, CSS
Front-End

Back End
REST API

he/ NWeb Server
SMSEmail WhatsACommunication

MariaDB / M LDatabase
SSL ildcar

JWT (JSON Web Token) / OAuth 2'0Authentication and
Authorization

OWASP top 10, CSRF (Cross-Site Request

Forgery), XSS (Cross-Site Scripting),
DDOS (Distributed Denial of Service),

SQL Injections, Malware Injections'
o WAF to be used
r VPN to be used

Security Consideration

PostmanAPI tes
er and PostmanSwaAPI Documentation

15

. Issues/Phases/Purpose Used Technologv/ Tools
JIRA/

PHP-Laravel

API/Web services

API Response JSON

Security

Tokens

\,u k/
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OS for Database Linux (Centosfubuntu) 64 bit latest and

stable

OS for Application Linux (Centosfubuntu) 64 bit latest and

stable

Client Server Secure

Communication

HTTPS

File Service communication

OLM:

d) CIICD Automation & DevOps Implementation
i. Implement firlly automated Continuous lntegration/Continuous Deployment

(CrCD) pipelines using open-souce tools such as Jenkins, Gitlab CI,

Docker, and Kubemetes.
ii. Automate build, test, deployment, and monitoring workflows to ensure

streamlined and efficient operations.

iii. Enforce secure DevOps practices, including Infrastructure as Code (IaC)

with tools like Ansible, Tenaform, and others.

iv. Enable continuous monitoring and observability with tools such as

Prometheus, Grafana, and the ELK Stack.

Mandatory Aspects of Cyber Security Testing
i. Vulneiability Asiessment: Identify and evaluate security weaknesses in the

system.
ii. Penetration Testing: Simulate cyberattacks to tost the effectiveness of

security controls.
iii. security Requirements validation: Ensure that all security requilements are

implemented and functioning as intended.

iv. Ac-cess control Testing: Verify that authentication and authorization

mechanisms are robust and correctly enforced'

v. Configuration. Review: Assess system and network configurations for

compliarice with security best practices'

1

2212
t6t63232
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2OOGB2OOGB2OOGB2OOGB2OOGB
5OOGBITB

Linux
(Centosrubuntu/

debian)

Linux
(Centos/Ubunir/

debian)

Linux
(Centos,{Jbu
ntu/debian)

Linux
(Centosfubuntu/

debian)

Linux
(Centos/Ubu
ntu/debian)

t6

Application Load Balancing HAProxyA',lginx

SFTP / FTP

{. Server requirements of newly developed application software of

DB Server API Sei.ver Staaii server . Load Balancer

2

. P fa,cessiir
'':.(Core)

32 l6
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vi. Security Patch Verification: Confirm that all critical security patches have

been applied'
vii. Incideni Response Testing: Test the organizalion's ability to detect, respond

to, and recover from security incidents'

viii. n"portiog and Remediation: Document findings and ensure identified

vuinerabilities axe addressed promptly'

API Integration
il;;;i;i"g Online Licensing Module (oLM^) system has successtullv been

il*.r.d #th several essentii stack holdlrs of national organizations, ensuring

;;dl;rr' data flow and enhancing operational effrciency. These integrations are

nivotal in sffeamlinins processes antl improving service delivery within govemment

Ira r"g"rri".y fra-"rioik.' oLM is already integrated with Sonali Payment gateway'

IBAiST Sipa, NSW, NBR, zusc and standing in queue of integrating with

a-ll;i;;.,;-iIN, gs, Hi-tech park, EC and other software as per demand'

So, new vendor IT firm are bound to develop the new vetsion of software extended

*iir, ua"quut" r.atures to integrate with compatibility with this existing integration.

irr" ,"nao, will be responsibie for secure and robust ApI integration mainly in two

sides, including:
a) Payment GatewaY Integration:
'o 

Intlgration of secure Payment Gateway systems into the existing OLM

platform.
t Support for major domestic and intemational payment methods:

i. VISA, MasterCard, NEXUS Debit/Credit Cards'

ii. Mobiie Financial Services (MFS): bKash, Rocket, Nagad etc'

. Adherence to PCI-DSS Compliance and strong encryption protocols to

safeguard transaction data during communication between systems'

processors, and banks.
. ^At 

present 2 types of payment method are integrated

i. E-Chalan with Sonali Payment Gateway system

ii. A Chalan with IBASS payment system

b) Integration with Government Agencies:
'. RfI?er"loprnent and integration with extemal databases' including but not

limited to:
i. OSS of Bangladesh Investment Development Authority (BIDA)

ii. Sonali Payment Gateway of Sonali Bank PLC

8

l1l.

iv.

A-Chalan of IBASS++
IVASS of National Board of Revenue

NSW of National Board of Revenue

Online Applicaton of RJSC

Systems to be integrated in queue:

FxTMS of Bangladesh Bank

e-TIN of National Board of Revenuell

c)

77

@
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iii. Hi-Tech Park
iv. Election Commission of Bangladesh

v. Bangladesh Small and Cottage Industries Corporation (BSCIC

vi. Other relevant agencies as per CCI&E requirements.
. Ensure secure, scalable, and efficient data exchange in compliance with e-

Govemment Interoperability Framework (e-GIF).

9

d) Integration details have been described in section'A (2.0)".

Systems Security and Audit:
Tire IT frrm shali comply with the security measures and activities performed by the

firm and obtain approval ftom the authority. While validating the system, the firm
must ensure that the software is free from the owASP Top Ten vulnerabilities through

thorough scanning using industry-standard tools. New developed software system

auditing, following ISO 27001:2013, shall be performed at intervals defined by the

Procuring Entity. The firm shall play an active role in implementing the IT security

policy as per the requirements.

10. Database design including ER diagram

a) When updating or enhancing an existing software system, database desigrr is a critical- 
process that ensures the data structure is optimized for both current and future needs.

it involves cfeating an efficient, scalable, and maintainable database schema that

aligns with the software,s functionality and user requirements. A well-thought-out

dat-abase design minimizes data redundancy, improves query performance, and

ensures data integrity. As part of the design process, an Entity-Relationship (ER)

Diagram is prepared to visually fepresent the database structure. The ER diagram

ideritifies key entities (such as users, data Iecofds, or transactions), their attributes, and

the relationships between them. vendor IT firm wiil submit a database design

including ER diagram considering all these factors.

b) Data Migration and Management' 
A11 legacy data may be migrated to another database system of newly upgraded oLM
softwire without harming the existing data. Existing data may be segregated into a

normalized usable format conforming to the standard ACID properties (Atomicity,

Consistency, Isolation, and Durability) system.

i. Data Entry & Updating Platform: This platform will facilitate efficient data

entry/update according to templates of all offices'

ii. Data Biackup: There must be a plan for data backup at different stages of the

assignment including software application source codes without using any

encr-yptionandperiodicallycheckifdatabackupisokayornot.Secure
repository with metadata tagging and controlled access'

o Ensure periodic backup of critical Data.

o Every 24 hours take a backuP.

tu\18
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o Share monthly backup reports.
o Execute backup restore every 3 nmonth
iii. Case Disposal Process: Streamlined handling ofnew and historical cases'

iv. Archiving System for Resolved Cases

v. Digital Repository
vi. MetadataManagement

11. Training and Capacity Development
Trainingfand tranifer of knowledge are mandatory for officials to cope up with the

new ver-sion and run the system efEciently. Three types oftraining schedule are to be

arranged which described in section no. R elaborately. Mainly three categorical

haining can be pondered over, are given below:
i. Admin Training
ii. TOT Training
iii. Office end User Training

Existing OLM Software maintenance activities include, but are not limited to:

Applicants end:
o Application rejection as per applicants demand (05 per day)

o Account Activation (05 per day)
o Certificate info update on technical issues ( I 0 per day)

o Application for desired services issues (05 per day)
. Regenerating User ID and Password due to bug problem (05 per days)

r Online Problem Solution from all Zonal Offices (20 per days)

r Other workflow eror and measurements (01 per day)

. Payment trouble issues (05 per day)
r Unable to show notification of Fees in application (05 per day)

. Problem in import slab limit (02 per day)
o Need data updates occurred due to a technical bug
o Basic quires (10 per day)

Office end user:
File escalation problem and work flow breaches (10 per day)

File transfer issues (rare case)

12. Support & Maintenance
Provide extensive 24x7 support services for the current platform until the upgraded

application system is ready for operation' Similarly have to provide a fuIl range of
suiport serviies during the tenure of the conhact for the upgraded new version of
OLM system as per SLA.

a) Regular maintenance' 
Regular maintenance ofexisting oLM software and new upgraded version involves

bug fixing, security updates, and performance optimization to ensure smooth

operation.

a

v
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r Info erased automatically (rare case)

Total around 90 issues arise and being solved by day with IT personnel through

help desk and other ways.

b) Operational support and maintenance
Ciperational support besides developing new version of OLM software, existing

software maintenance is essential to ensure the software operates smoothly and

efficiently while meeting user needs and regulatory requirements. This maintenance

along with further necessary initiatives is also applicable for newly developed

upgraded version of software. Here are, given below, the key types of operational

support that must be provided along with all types of maintenance, security,

development and deployment:

i. User support and helpdesk assistance:

Have to provide real-time help to OLM users (e.g., exporter and importers) who

may encounter technical issues during the use of the software, such as system

errors, login issues, application process, certiflcate generating issues or problems

with data submission.

System Monitoring and Performance Optimization:
Continuously reaitime monitoring the software needs to ensure that it is

flrnctioning correctly and efficiently. This monitoring includes system

performance, identifying slowdowns, or any disruptions in services' Regular

optimization of oLM system processes to ensure faster data processing, reduced

downtime, and optimal system performance, especially during peak usage times'

iii. Bug fixing and issue resolution:
Tiriely bug frxes ensure smooth operation and prevent disruption to the system. So

vendor IT-frm needs to find out software bugs, or functionality errors that may

arise in regular uses of software and fix it for smooth operation'

iv. Data management and backuP:

Vendor ITkrm needs to ensure that the data entered into the software, such as

export/import registration data, permit data, certificates, and associated documents,

is accurate and sicured. Firm also must implement routine backups to protect data

from loss due to system failures, cyber-attacks, or other disasters'

v. Database Management and Optimization:
It firm needs Jontinuous monitoring Of the OLM database to ensure smooth

operation and efficient query processing for export-import data'

vi. Performance and Load Testing:

conducting perigdic stress tests or other related test to ensure the system can handle

large vol.t'es. of data and haffic, especially during peak times. Using load

20 (\)
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balancing techniques to distribute traffic evenly across servers, ensuring high

availability and minimizing downtime or slowdowns.

vii. Incident Management and Troubleshooting
IT firm must es-tablish a clear incident management process to track, prioritize, and

lesolve issues in a timely manner. This involves categorizing incidents based.on

severity and ensuring appropriate responses from the support team' Investigating

and diagnosing the underlying causes means root cause analysis of recurring issues

or failuies, providing long+erm solutions to prevent similar incidents in the future'

14. Timeframe for completing this assignment or task
A new software firrn will bl procured to develop an updated version of the existing

OLM software. This procuriment aims to enhance and modemize the existing

software. The contract ior this assignment will span a total duration of 36 months (3

years), starting from the date the contract is signed. The assignment are framed wilh
ii-" *a duraiion and divided into 05 (five) phases for desired accomplishment. The

extension of this conhact time will depend on the necessity ofthe requirements' The

total time frame is segregated and described in section "T"'

15. Rules and guidance to be followed
To develop.- new version of oLM system, should follow these standards and

guidelines, given below:
c) National Law and Policies:

i. Cyber security Act 2023t Comply with policies protecting Critical

Information Infrastructure (CII).

ii. Data Protection: Follow the Data Protection Act 2023 for safeguarding

personal and sensitive data'

viii. User Feedback and Continuous Improvement
IT firm may collect feedbacks from users regarding software usability, issues faced,

and suggestions for improvement. This feedback can help guide future updates and

featurs enhancements. Implementing an iterative improvement process where the

software is constantiy updated based on user needs, feedback, and emerging

technological trends.

13. Replication Between Primary server Data and Secondary server Data (DC Vs.

DR)
Replication Between Primary Server Data and secondaly Server Data refers to the

process of copying and maintaining data from the primary server (main source) to a

iecondary server lbackup or replica) to ensure data availability, redundancy, and

disaster recovery. Vendoi IT firm has to maintain Primary Server Data which data is

stored and maniged on the primary server. This is the main system that handles the

live, operational data. The secondary server is a backup or replica of the primary

server. In case the primary server fails, the secondary server can take over, minimizing

downtime and pieventing data loss. Vendor IT firm is also responsible for

maintenance and supervisor for these data storage.

2r
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lt1. ICT Division Policies: Adhere to policies on user access management,

network security, and incident response.

International Standards:d)
1

ll.

ll

e)

ISO/IEC 27001 &27701; Adopt intemational information security (27001)

and privacy management (27701) standards.

TOGAF 9.2: Implement TOGAF principles for standardized data formats,

business processes, and application technologies'

Cyber security Best Practices:
WAFs & SSL Encryption: Utilize Web Application Firewalls (WAFs) and

Secure Socket Layer (SSL) encryption for secure data transmission and

protection against attacks.

Incident Management: Establish comprehensive logging, monitoring, and

proactive incident management.

D. X,unctions and x'eatures of the new version of the oLM software to be developed:

The new version of the OLM (Online License Module) software will have to bring a host of
advanced firnctions and features designed to improve efficiency and user experience. The new

version features a more intuitive, user-friendly interface, making it easier for users to navigate and

manage their licenses. The new software must have more (firther determined by CCI&E) but not

fewer features than these, given below:
1. Information Regarding Services

2. Registration for new account creation

3. Log in management system

4. Online Application for Registration Certificates

5 . Online Application for renewal of Registration Certificates

6. Online application for different permits

7. Time Extension of Permits
8. Tracking sYstem of aPPlication
9. Client driven data uPdates

10, Office end users management
1 1. Dashboard management system

12. Admin panel management
13. Payment and revenue management
14. Report management
15. Ticket generating query box
16. Central documents Bank
l7 . Certtficate and data verifu
18. Archive Management
19. Other Tasks as Required by the CCI&E Office'
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Details of these aforementioned features are given below:

Module 1: Infor nRe tn Serv

Web
based

i. Provide OLM related informa
regarding aPPlication Procedure,
required information, Application fees,

Payment system, required documents,

Service receiving offices etc.

ii. Brochure, leaflet, manuals, catalogue etc

will be uploaded on tlat box.
ii. FAQ- An updated FAQ will be prepared

tion

the vendor IT firm.

Web based
information
service for OLM

01

Web
based

Updated any news regarding OLM will be

blished in this box
02

System Features Content Media

01 i. Every service recipient must have

authenticated and valid registered

account.
ii. Clients have to fill in the online

registration form with all necessary

information and documents along with
two step verification system (ifrequired)

iii. Given official email ID will be used as

his log in ID further.
iv. Email ID and valid phone no. are to be

used for password retrieval afterwards.

v. Smart account registration will be

vendor IT firm

Service
Recipient

Web
based

Content Actor Media

01 Log
authentication
management

ln 1 Every client have to face two steP

authentication to get access to his

accoLrnt
Have to face final authentication for
every submission of desired services.

Web
based

23

Module 2: Registration for new account creation

Module 3: Los in authentication management

SL System Features Actor Media

by

Service
Recipient

Notice Board Service
Recipient

SL Actor
Registration for
new account
creation

developed by

SL SYstem tr'eatures
Service
Recipient
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Svstem tr'eatures Content Actor Media
01 New Account/ID New Service recipient have to register on

OLM software with required information
along with verified company email and
phone number.

Service
Recipient

02 Application for
Registration
certificates

After logging in account, applicants
have to choose the desired service and
fill up the application wilh precise

information.
Filling up all required datq applicants
have to upload scarmed documents as

stipulated in manuals.
Upon submitting the application,
applicants are required to pay the
governnent fee as stipulated in the
govemment order.
After final submission, he can track his
application.

I

ll

I .

lv.

Service
Recipient

Web
based

System
Features

Media

01 i. When a registration certificate is about to
be expired, applicants need to apply for
renewal prior 60 days of expiry date
without any penalty.

ii. In every renewal of any registration
certificates, applicants must pay the
prescribed government fee.

Service
Recipient

Web
based

SL System
Features

Actor Media

01 Online
application for
different permits

i. After logging in account, applicants
have to choose the desired service and
fill up the application with precise
information.

ii. Filling up all required data, applicants
have to upload scanned documents as

stipulated in manuals.
iii. Upon submitting the application,

applicairts are required to pay the

Service
recipient

24

Module 4: Online Anplication for Resistration Certilicates

Module 5: Online Anplication for renewal of Resistration Certificates

Module 6: Online application for different permits

\1,

SL
Web
based

SL Content Actor

Application for
renewal of
Registration
Certificates

ConJent

Web
based
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goveflrment fee as stipulated in the
govemment order.
After final submission, he can track
his application.

System
Features

Actor Media l.

Time Extension
of Permits

i. Permits are intended for single use only
and are not eligible for renewal'
However, the permit duration can be

extended by providing valid reasons

and supporting documents.
i. For each extension of the Permit,

appiicants are required to PaY the

specifi ed govemment fee.

Service
Recipient

Web
based

SL System
tr'eatures

Media

01 i. Any application will be tracked after

submission ftom both client end and

user end.

ii. Client can track the application stage in
office approval work flow'

Service
Recipient

Web
based

SL System
Features

Content .A

Client driven
data updates

i. Once the certificates are generated,

clients can update or modiff their
information to reflect anY legal or
o{ficial changes. They may apply for
data updates by submitting valid
documents, and the changes are to be

approved within the sPecified
timeframe.

[i. Clients have to pay specified
govemment fee for every application for
updates.

Service
Recipient

Terms of r€ference for th€ Procurement of an IT Based Software Firm for the Development
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Module 7: Time Extension of Permits

Module 8: Trackins svstem of aDDlication

Module 9: Client driven data updates

wVL

SL Coirtent

01

Content Actor

Tracking system
of application

Media

01 Web
based

25
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Content Actor

01 Office end users
management

i. All official users will be assigned in
designated post for processing the file to
approval. If the desired documents are

submitted as attachment and valid data
are input in application, file is to be held
for approval.

ii. In case of shortfall of data or any
documents, queries are sent to the
applicant's end to resubmit the file with
desired things.

iii. If necessary, the officer can set a

reminder for a hearing along with a note
in any application.

Office
user

Web
based

Actor Media

Offrce end
user

Web
based

Dashboard for
monitoring

i. A monitoring dashboard or visual
interface for the software is needed to
provide reai-time insights into file
processing, movements, escalations, as

well as real-time data aPProvals,

rejections, and certificates, including
date and time.

ii. Any search can be customized based on
the user's preferred date and time.

iii. Other issues should be included on
system:

Based Case InfoCategory

^\0

Module 10: Office end users manasement

Module 11: Dashboard management svstem

SL System
X'eatures

Media

SL System
X'eatures

Content

01

a

a

a

a

a

a

a_

Notification
Application Status

Payment Status

Graphical Reporting
NedWorking in progress
(WIP)
Application Notify
Applications Status

V^ 26 W,/
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Year/month/week wise list of
certificates and Permits &
Status

a

a Live u tes of all activities.

Web
based

Task Monitor
Back offrce workflow setuP

Application-wise Workfl ow setuP

Approval conditiorilpre-reqursite
setup

Reviewer/Approver SetuP

Approval Process SetuP

Committee Process SetuP

User Management
Role Management
User Privilege Setup

Committee Setup

Committee Creatron/U Pdate
Committee Member setuP

Performance Management

Performance Indicator setuP

Performance Indicator uPdate

Template Setup

All Type of Application TemPlate

All Type of Reporting TemPlate

Atl Type of Form TemPlate

Order Sheet Template setup

Notice Configuration
Application wise notice
configuration

Others as per demand of office
File Transfer

r Office to office
o Officer to officer
o Bulk file transfer
. Bulk file transfer

Payment Related SuPPort

o Slab Changes Payment issue

. Basic Change PalTnent issue

r Time extension PaYment issue

o Find and Add invoice/Challan

lt.

lv.

u.

a

a

a

11.

a

a

vlll.
lx.

01 Admin panel
managoment

(}k/

Module 12: Admin Panel management

MediaActorContentSysteni FeaturesSL
Admin usert.

x.

27
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xl Operational Setup
o All banks and branches

o OrganizationDesignations
o Job Distribution
o Fees setup

. Division/District

. Regional Office setup

. Services/subservicessetup
o DocumentsiAttachmedsetup
. Workflo Stage setup

. Chamber Association setup

o All Frequently Asked

Questions, Tips and
Comments

User Log
SMS Log
Application Delete as per request
ofapplicants.
Certifi cate verifi cation
Profile information
o Create/updateProfile
o UploadPhoto/Signature
. Change password

Customized role management
dashboard
. Create/ViedModify/Delete
Role
o Assign Role
Reviewer User Management
o CreateAy'iedl\4odifu/Delete

reviewer/ user
Employee Management
o Create/ViedModify/Delete/

transfer Employee
Any related development as Per
CCI&E demand

xll.
xiii.
xiv.

xv.
xvi.

xvll.

(v111

xlx

xx

@

Actor Media

01 Payment and I No application will be finallY
submitted without due payment'

Admin and
Office end
user

Web
based

\ 28 /l\\0
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Module 13: Pavment and revenue manaeement

SL Content

levenue
management

a
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ii. Application can be saved as draft and

can be final submitted after
completion of Payment

iii. Automatic payment system for desired

service through e-Chalan and A-
Chalan.

iv. Additional payment option must be

developed
v. Payment must have to be tacked what

already have been paid for desired
service and need cumulative sum
fevenue.

vi. Payment Receive List
di. Payment Tracking
iii. Live cumulative Revenue collection.

Module 14: Reoort Man ement

29
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i. As this software is integrated with
various govemment office software
systems, CCI&E needs to generate

various types of export-import repods,
which are conducive to assessing

demand and conducting analysis in the

national interest.
ii. The software must include sophisticated

reporting and analytics capabilities,
enabling users to generate real-time
reports on integrated data certificate
status, numbers, pa)'rnent records and

others.
iii. Some specific reports are required to be

generated, given below:
o Revenue Report
. Application SummarY rePort

o Multiple TIN Applications
o Offrce Wise Report
o License wise report
o Application per emPloYee

o PENDING APPLICATION
REPORT

o EP/IP application rePort

. Approved aPPlication rePort

o Equity Share Repot

Office end

designated
user and office
chief

Web
based

01 Report
Management

\^/

SL System Features Content Media

\t)" v
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a EP Cum IP Application Report

Module 15: Ticket Genera tine Ouerry Box

tem fea
For each query, a unique ticket number will be generated for the case

or task, and this number will remain active until the issue is resolved'

Once the task is completed, a notification will be sent to the customer

via email or mobile number.

Media

01 General query box i. This general query box showed on the
first log-in interface of this web
software.

ii. Any general query derived by client
will be enlisted in queue with unique
number that helps for accomplishment
and further approach.

iii. A general query can be included with
the given information

. Application types
o Fees per application
o Documents for desired service
r Service per

iv. This may integrated with pal, nent

system in future.

Service
Recipient

Web
based

02 Technical Query
Box with unique
ticket number

i. This technical query box will be

created in main interface, showed after
logging in with ID and Password.

ii. Any service or technical errors

encountered during the application
process or afterward can be reported

through their account to resolve the

issue. Only technical issues for desired

service will be considered for further
process.

iii. An interface will be created for
solving the technical issues

maintained by lT otficials.
iv. The issues can be included with

o Document upload issues
o Information gap

o Payment trouble issues
' . Application rejection

'' File transfer

30 Or/ r{)
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Module l6: Central documents Bank

31
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i. One registered client for each company

can upload his documents/credentials
only one time in central documents

bank.
ii. He will seek his desired service every

time using these documents from
central documents bank without
uploading documents twice

Web
based

SL
Web
based

Stake holder
& service
recipient

01

SL S tem X'eatures :,Content

01 iii.All applications that are approved and

generated certificates will be archived

eventuallY.

iv. The system must also have a tracking
process to monitor all applications and

certificates or permits that are approved

or rejected, as well as reported cases,

with the help of the archiving system

Office end
user

Web
based

l

Module 17: Certificate and data verifv

Module 18: Archive Manasement

SL System features Media

01 Central
Documents Bank

Service
Recipient

System Features Content Actor Media

Certificate and

data verify
i. Any approved certificate can be verified

from client end and stake holder end.

ii. The required data for the relevant
certificates will also be displayed to

facilitate the export and import process'

Actor Media

Archive
Management

\t). v
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E. Hosting Requirements:
Bangladesh c6-prt". council (BCC) is under the ICT Division of the Ministry of Posts,

Telecommunications and Information Technology of the Government of Bangladesh offers

comprehensive and standardized hosting services for applications and software used by

gove-mment agencies. The application developed by the Vendor will be hosted Bangladesh

[omputer Council (BCC) as the existing software has been being hosted and run successfully in

BCC. Therefore, the Vendor is required to provide an initial hosting plan for the OLM (Version-

2) software, taking into account the considerations listed below:

F Hosting requirement /environment (hardware, servers, network, security, storage,

traffic, firewall, bandwidth etc.)
F Hosting architecture
) Data Growth and ScalabilitY Plan
) User handling/load balancing mechanism

) Licensing issues

) Scheduled backup & Restore Requirements

F Disaster recoverY requirements
) Monitoring tools requirements

f,'. System Audit:
This systlm will keep an audit trail for any modifications or updates made to critical information

and should record the audit log containing details in both existing OLM software and upgraded

application software (New version of software) such as:

) Log the users, User IDs who are accessing the system

F Log date and time records for when Users 1og on and off the system

) Log terminal ID, MAC Address, IP Address, OS, Browser etc

F Log the parts of the application that are being accessed

) Log the fields that are being modified
) Log the results of these modifications
F Log attemPted breaches ofaccess

) Log attempted breaches of modification rights

F Timestamp.
F Files accessed

) Networks access

) System configuration changes

D System utilitY usage

Have to make .*e ihut an audit trail is maintained for all transactions and all audit transactions

logged are kept on the trail frle or trail database from where system can generate different audit

..f,Irt, *h..r*.r needed. Consultant is requested to submit their proposed "Audit Plan" including

strategy & standard measures in their technical proposal'

@
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G, Interoperability and Data Exchange
fhe procur"d ,"ndor must design and develop the new system in accordance with all standards

anJ protocols for interoperabiliti, integration, and data exchange with other systems' It is expected

thutih" .yrt"rr, *ill be tased on open architecture and will be flrlly interoperable with the current

*J n t*! systems. The following are the key expectations on interoperability requirements:

,- ift ryrtr-."st be designed ti ensure interopirability by using industry-standard_protocols.

U. fn. ,yrt"* should makl data available through Advanced Message Queuing Protocol and

REST, secured by TLS.
c. All imported data must undergo data validation to ensure fulI integrty'

d. Data exchanged within the syitem across different levels via the intemet must be encrypted'

e. fhe system jro.,td t ure tt" capability to exchange data with other intemal systems or external

institutional systems.

f. ine system strall have functionality to export/import files based on the standard template defined

through web services and/or API. Full API documentation must be provided so that third party

integrators can integrate their system with this system.

H. Coding Conventions
The Vendor niust follow the standard coding styles in new application software development to

produce high-quality code for further uses of the code in terms of reusability, refactoring, task

automation, language factors etc. The Vendor should submit a standard coding convention

approach which may include different conventions like commenting, indent style, naming etc.

following the best coding practices as prescribed before.

I. Documentation
proper and detailed documentation is very vital and essential for ICT-based projects like the

development and implementation of e-service applications for the govemment. Documentation

serves as a referenci, aids in knowledge transiei, provides insight into the development and

implementation history, establishes a baieline for modifications or changes, and offers guidance'

In this context, the vendor is expected to demonshate the highest level of professionalism in

d.tiu"ring standardized documentation at every phase of the software development and

implemen"tation. The vendor should include a compreliensive documentation plan in their technical

proposal, which should address the following:

. Document titles by phase or activity
o Purpose ofeach document
. Document format details (at least an index or fields, ifpossible)
. Type of expert resources to be used for documentation
o Document priority and dependencies
. Time requirements for preparation (if applicable)

J. UVUX plan

The vendor must present a uIAJX plan that includes the UI design methodology and tools,

prototype o, -o.k rp design (if applicable), UI rwiew 
- 
approach,. process for studying and

'analyzing 
the user e*petl"rr"e ltlx),integration ofbasic web IIX considerations, and the expected

resits aid outcomes of the Ui. The plan should also outline the process for finalizing the IJIATX

33
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design. In addition, the vendor should address the following requirements when preparing the

UI/UX plan:

@

I

11

The system interfaces should be highly user-friendly, easy to navigate, and

optimized for fast loading.
Tie UI shall design by using well-established, supported and lightweight UI
ftamework so that it follows widely used industry flow pattems'

The UI should be easily configurable in case any changes are needed.

Menu, content and navigation shall be based on the user entitlements, roles and

permissions.

vendors are obliged to hand over all uI/uX plan to ccI&E after completion of the

assignment. These documents entirely belong to the CCI&E property.

K. Maintenance and SuPPort Service:

The selected vendor must offer maintenance and support services for the existing OLM software

for a period of 1 (One) year along with developed new version of this software for 2 (Two) years.

once the development and deployment phase of new version of software is completed and the

implementation period begins, the vendor must provide maintenance and support services for two

(2) yeNs. Here it is expected that, the vendor must provide detail maintenance and support service

plan in the technical proposal which may include the following:

) Support service types and mode of services

) Service desk functionalities
) Configurationmanagement
) Change management
) Service laYers for suPPort

F Tools will be used for Support service management

) Communication management and modality
) Release management
F Incident management
F Problem management
F SLA (Service Level Agreement)
F Maintenance and support service related reporting

F SuPPort service tYPes

F Service Log Management

Apart from the above-mentioned issues, if vendor thinks any other issue to be

included in their plan it would be considered as added value addition'

34 V t\$
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L. Language SuPPort- il;"oii,I syJt"m lV"rsion-2) must support English.as the only language for the web

"ppfi.rti*. 
aU ,*, i"r"ri"*t *iff a'itpf'V aid allow input exclusively in English'

ifi;";App 
"r"rs 

will noihave the option to choose a different language. But the system

,touia t"pp".t *y non-English languages, such as Banglabesides English for future uses'

ifneeded.

M. Risk management
Risk management is a crucial aspect of the software development lifecycle, especially when

l"r.f"pirg"" new version of e*isti'g software' The process enswes that potential risks are

identifiediarly, assessed, prioritized, antl effectively managed to minimize negative impacts on

th" ,oft*ar". The vendor lT firm needs a comprehensive approach and plan to risk management

in the development of a new version of software:

i. Risk Identification
The first step in risk management is identiffing all potential risks that could affect the software

d"r.iop*"ri process. Common risks in software development may include:

i

ii
1ll

iv

Technical Risks
Operational Risks
Project Management Risks
External fusks

ii. Risk Assessment and Prioritization
once risks are identified, they must be assessed in terms of their potential impact on the project'

This includes evaluating the likelihoJof each risk occuning and iis potential consequences' Risks

should be categorized as:

. High Risk

. Medium Risk

. Low Risk

iii, MitigationPlanning
For each identified risk, u -itig;tion strategy should be developed. The objective is to reduce the

iLait 
""J ". 

i*pu"t orth" rist-o, io uvoidit e .irt altogether. Mitigation plans may include:

. Technical Mitigation

. Project Management Mitigation

. OperationalMitigation

.1n" .it mitigution pian should be closely aligned with the overall project goals and objectives'

ensuring that-it doei not cause unnecessary delays or cost increases'

iv. Risk Monitoring
Continuousmonitoringisessentialtoidentiffnewrisksandensurethatexistingrisksarebeing
managed effectively. rrou"tir" .orritffi aiio*r m. m" timely identification of risks that could

affect the project's success.

v. Risk Response and Implementation

If a risk materializes, tfr" Jtigution shategy outlined in the plan should be. implemented

i.*Ji"t.ry. Effective risk resfo"rr" ..qui.., 
-u 

flexible approach, allowing for rapid adjustrnents

to the project as new challenges arise'
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vi. Communication of Risk Status

Regular communication about the risk status is critical to ensure that all stakeholders are aware of

p"ir,i"f issues. Team leader should provide risk updates to key stakeholders, including

development teams, senior management, and clients.

@

N. Help desk suPPort:
The- technical trppott i"u. of the IT frm will provide a dedicated phone number for telephone

support by qualiniO n"tp desk engineers, available between 9:00 a.m. and 6:00 p.m. (Bangladesh

time) to assist general applicants. ln addition to the telephone help desk, visitors to the office with

technical issues will receive assistance from the help desk support team. ccI&E officials may also

use the hotline to address or bypass any technical issues in the software to the technical support

team that have been identified.

O. Copyright:

ChiefController of CCI&E be entitled to all proprietary rights including but not limited to patents,

coprights and trademarks, with regard to many vendor. All types of soutce code, including code

docum"entation and other app.oued documents (such as all version trails, products, developed

applications, documents, uod *y deliverables) directly r-elated to oI created as a result of the

services provided by the Vendor under the scope ofthis TOR'

Upon the request of the Chief Controller of CCI&E, the Vendor shall assist in securing the

l-r.....ury p.op"rty rights and transferring them in accordance with applicable legal requirements.

Up", ."-1pf.ti"o oithr project, all ri[hts related to_ 
_the 

system developed and implemented

ttiorgfrouiit, tifecycle unier the-t"op. of thi, TOR will be transferred to and owned by the Chief

Controller of CCI&E.

The vendor must properly hand over all source codes of existing and developed software

and other deliveraites to the Chief Controller of CCI&E either after the contract periodo

,nitnoot delay, or during the contract if the contract is terminated. The vendor will have no

;i;il i; *y.yalties or rlghts regarding the replication of the source code, database, or any other

deliverables under this TOR foifutur; use, ai deemed appropriate by the Chief Controller of

CCI&E, Ministry of Commerce and the Govemment of Bangladesh'

Anystudies,documents,reports,graphics,orothermaterialscreatedbytheVendorforthisproject
,rri"r ttts f'OR .hall be the propeiy tf the Chief Controller of CCI&E and shall remain with them'

This includes materials r".f, ur tfr. scope of the business, BRS, SRS, detailed database design,

i**r""" a"rig", use case design, activity diagrams, relational diagrams, QA testing methodology,

training module desigt, etc.

P. Place of software develoPment
mJ1 uenao. -" obliged for developing the new software and performing all maintenance tasks

on-rlt" ut ccI&E premises. This means that the desired software development, as well as any

;i;;;r, ir*bl..hooting, and or,rgoin' support, must be c_arried out directly at ccI&E's premises.

i'fri, "rr** immediate *".qd io -tfre tyi.. and facilitates closer collaboration between the

r."a"i -A CCI&E's team for efficient maintenance and problem resolution'
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Q. Selection Method
The vendor firm will be procured following the Quality and Cost Based Selection (QCBS), Time

based method or any rilevant method (if required) under the Procurement of Intellectual and

professional Services as set forth in accordanie with the Public Procurement Act, 2006 and the

Public Procurement Rules, 2025 (Together the "National Procurement Laws")'

R. Training and Transfer of Knowledge:
1. Training the offrce u*"r, o, n.* version of software is essential for ensuring

smooth-adoption and effective use ofthe system. Proper training equips this users

with the oei"rr*y skills to maximize the software's capabilities, reducing enors

and increasing pioductivity. It also helps in minimizing support issues and

enhances overall user satisfaction. A well-trained user base ensures the long-term

success and efficiency ofthe software implementation. The vendor must include a

comprehensive Training Plan in their technical proposal, taking the following steps

into account:
) The plan should include the training methodology, necessary documentation,

and suPPort materials'
>' Training materials may consist of a user manual, administration manual, quick

starttutorial,onlinehelp,videotutorials,andfrequentlyaskedquestions'
>' The training plan must outline the sequence, timing, duration, and resources

required for the implementation of each proposed haining activity'

>' Full course descriptions for all courses to be conducted for each usel group

should be included in the Plan'
y, The Vendor should creite multimedia training materials for all users and

provide training materials to the trainee.

> th" truirirg activities have to be inclusive with feedback collection, evaluation,

and rePorting.
>' Additionally, the vendor must plopose an effective and efficient knowledge

transfer strategy along with the training plan in their technical proposal'

The firm will also need to update (in Bangla and English) user manual and

administrators manual of newly developed system. Manual language should be

available in both English and Bengali.

A1l expenses of
arangement
will be covered
by the vendor
firm.

Honorarium not
less than 4000
taka. Besides
food, logistic
support,

Outside
Dhaka but
nearest
renowned

Admin
Training

37 v

Training schedule:

)

Types of
Training

Durations &
Numtrers of the

trarmnq'

Venue Description Comment

5 Officers for I
day long

{
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acconrmodation
and othe1 all
necessary support
will be bome by
the vendor firm.

15 Officers for 2

days long
Outside
Dhaka but
nearest
renowned
favourable
place.

Honorarium not
less than 3500
taka. Besides
food, logistic
support,
accommodation
and othff all
necessary support
will be borne by
the vendor firm.

All expenses of
arrangement
will be covered
by the vendor
firm.

Office end
User

Training

Total office end
user 192. Total of
8 batches, with
25 participants in
each batch and
each training wiil
be held for 2 days
long.

Honorarium not
less than 3000 taka
for each trainee.
Besides food,
logistic support,
accommodation
and other all
necessary support
will be bome by
the vendor firm.

During new Software Developmental stage (1st to l2th month): Vendors are

s List of reports and Schedule of deliveries:
V"naor If nrn,I is compelled to provide stipulated deliverables as pel cov€nants ]ne t$al

tenure of this contracf will be 36 months, starting from the conffact signing date. The

following timeline identifies key deliverables and timeframe for this assignment:

t.
bound to accomplish the development and deployment of software within first 12

months from the date of the signing of contract with providing deliverables within

the time frame and the rePorts must be submitted within one week after the end of
the follo month, uarter, or an other s cified time fram iven below

01Inception Report (Including work p

deployment of personnel and implementation
schedule

lan,

01Sdware Requirements Specification (SRS)

Report

Within 2 month (from the

date of the signing of
conffact

01Needs Assessment of development Summary

Report with all necessary designs plan and

am lan

\ 't) 38 A\

favourable
p1ace.

TOT
Training

Outside
Dhaka but
nearest
renowned
favourable
place.

All expenses of
arrangement
will be covered
by the vendor
firm.

timeNumbersDeliveiable Service
Within 2 month (from the

date ofthe signing of
contlact)

Within 2 month (from the
date of the signing of

contract)
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[N.8,: At least 6 copies of reports haYe to be delivered at firm's own cost.]

ll New software maintenance stage (13th to 36th month):
oLM software needs to be continued maintenance until the new version of oLM
software launched. After completion of new version of software, the existing

application server will be closed down and drawn all application through the new

o.r". Orr" the new version is developed, the deliverables listed below must be

provided between the l3th and 36th months from the contract signing date. The

ieports must be submitted within one week after the end of the following month,

quarter, or any other specified time frame'

\n
HL

Within 10 months (from
the date ofthe signing of

contact

1User acceptance and validation report

months1Service Lo rt
After every 3 months (from

the date of the sigrring of
contract

4Quarterly report including maintenance and

Support issues.

th month from the

date of the signing of
contract or before

deployment ofnew
software.

within 1l1Testing and Quality Assurance Report

i. Cyber securitY testing rePort

ii. Integration testing rePort

iii. Functional testing rePort
Others tes as red1V.

month from the

date of the signing of
contract.

within 11Preparation of Training Module
i. Admin training module
ii. Office end User Training Module

Client end a lication Modulelll

date ofthe signing of
contract.

1Training and documentation report
i. Admin user Training,
ii. TOT Training and Office end

iii. User Training Completion Report

iv. Others related documents
After accomplishment of
every phase (within 126

Month from the date of the
of contractsl

4Phase accomplishment report

Within 13n month from the

date of the signing of
contract

1Final Completion and implementation report

ofnew version of OLM software

months1Service Lo ort
QuarterlY

(Within 13ft to 36th month
from the date of the signing

of contract

8System health and securitY rePort

39
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Every

Within 12th month from the

Numbers Estimated time
Every
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Testing and Quality Assurance Report 4 E^,e.y O mo"tft (From 13s

month to 36ft month from
the date of the signing of

contract)

Monthly accomplishment report including
maintenance and Support issues.

24 Every months (ftom 13th

month to 36ft month from
the date of the signing of

contract)

Phase accomplishment report 1 Accomplishment of last

Phase

[N.8.: All reports must be borne at their own expense' and at least 6 copies of
the reports must be delivered at the firm's own cost.]

T. Period ofPerformance and breakdown
a) Total duration ofthe assignment

The duration ofthe assignment for the vendor IT firm will be 36 calendar months

on a fuil-time basis, starting from the commencement date of the contract. The

duration of the assignment may be extended or shortened depending on the needs

of system supervision. Depending on new task and emergency needs, the contract

period for the consulting firm, subject to satisfactory performance, may be extended

on taking the ProPer aPProval'

b) ImplementationTimeframe- 
The vendor IT firm must complete the assignment within a stipulated timeline

based on the proposed nature of assignment. The assignment are framed with time

and duration and divided into 05 (five) phases for desired accomplishment. Phases

are given below:

Terms of reference for the Procurement of an IT Based Software Firm for the Development

and Maintenance of the New Version ofthe OLM Syst€m

1.

ii.
iii.
iv.

Phase-l: Requirement Analysis, design submission & documentation

Phase-2: New Software Developmenl Data Migration & UAT
Phase-3: Testing, Piloting, Bug fixing and Training
Phase-4: Final Deployment and Go live
Phase-5: Support and Maintenance service

Phase 1: uirement sls des submission & documentation

40 M,/

Within 0.5 month (15 days) from the

the date of contract signing)
month fromSystem Architecture & Design

Inception report
Software Requirements Specifi cation
(SRS)
Gap Analysis
Functional Requirement Analysis (FRS)

High Level Design (H{-D),
LLD Desi

l\\$

Title

contract signing
) System take over entirelY

1.5 months (within 2nd

\t)



P Necessary designs (system design, UI
design, database design, architecture
design, etc.) plan

F Featuring a context diagram of the
proposed system (Case Diagram, Class

Diagram, Process Flow Diagram)
F Audit Plan
! Others related
) Maintenance and necessary development

of the existing software
Until the new version of software

lo

,i @
Terms of reference for the Procurement of an IT Based software Firm for the Development

and Maintenance ofthe New Version of the OLM System

Phase 2: New Software Develo men Data Mi tion & UAT

Phase 3: Tes Pilotin Bu fixin and Trainin

6 .nontto 6d to 86 month from the

date of contract signing)
D Software Development

. System Design / Atchitecture
r Frontend Development
. Backend Development
. Integrate thhd-partY services
o Others required development
r Others related

I month (9 month from the date of
contract

) Data Migration
> UAT

Until the new version of software
d lo ed

D Maintenance and necessary development
of the exi

2 month ( 1 Oth to 1 1 
fr month from the

date of contract signing)
.1. Admin, TOT and User Training
.1. Cyber Security Testing
) VulnerabilityAssessment
) Penetration Testing
F Security RequirementsValidation
) Access Control Testing
F Configuration Review
) Security Patch Verification
! Incident Response Testing
D Reporting and Remediation
F Acceptance Testing

o User Acceptance Testing (UAT)
. Business Acceptance Testing

(BAr)
r Operational Acceptance Testing

(oAr)
. Others required testing

41

Duration

software

Title

VL v



> SQTC Parallel with feedback

incolporation

* Others testing maY be included:
) Functional Testing

. System Testing
o Interface Testing
. End-to-End (E2E) Testing
o API Testing
o Others required testing

) Integration Testing
) Non-FunctionalTesting

. Performance Testing
o Securiry Testing
o Usability Testing
. CompatibilityTesting
o Others

) Maintenance / Post-Deployment Testing
.l Major Bug Fixing
.1. Trial run & Pilot Testing ofthe new

software
.1. Integration with stakeholder's online

software
* Others related as re uired

Until the new version of softwareMaintenance and necessary deve.:. lopment

ofthe exis software

@
Terms of reference for the Procurement of an IT Based Software Firm for the D€velopment

and Maintenance of the N€w Version of the OLM System

Phase 4: Final D ent and Go live

Phase 5: Su rt and Maintenance service

[N.8.: All testing must be borne and meet up within the Iirm own cost]

I month (12 month from the date of
contract si

fersr oonfo ewnD ovmentep
deddardstanconfo

After the new version of software

lo
F Close down the

software
existing application

date of contract signing)
month from the24 month (13 th to 36Support and Maintenance

existing software and after the

development ofnew version of software

Bug fixing and incessant development of
the new software unto contract time

Further API development with the other

servlce

software listed abo e as uired.

42 M r$

deployed.

Tittd
software
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and Maintenance of the New V€rsion of the OLM System

Phases Phase Name . Payment
amount

Phase 1 Requirement
Alalysis, design
submission &
documentation

2 months (with 2nd

months from the date

of contract signing)

Under the
condition of
phase-l report
submission and
approval.

3'd month from
the date of
contract signing

20% of the
contract price

Phase 2 New application
Software
Development, Data
Migration & UAT

7 months 6'd to 9th

months from the date

of conffact signing)

Under the
condition of
phase-2 report
submission and
approval.

106 month from
the date of
contract signing.

05% of the
contract price

Phase 3 Testing, Piloting,
Bug fixing and
Training

2 month (10 to 11

months from the date

of contract signing)

Under the
condition of
phase-3 report
submission and

approval.

l2th month ftom
the date of
contract signing.

Final Deployment
and Go live

7 rnonth (l2th months
from the date of
contract signing)

Under the
condition of
phase-4 report
submission and

approval.

l0% of the
contract price

43

U. Payment Schedule
This is a time-based contract and payments is to be made upon the completion of each

phase. Payments will be disbursed in the following month after the completion of each

phase. From phase 5, all payments will be disbursed on_a quarterly basis in anears for the

immediately preceding quarter and must be supported by the consultant's submission of

deliverables and progiess reports. The negotiable contract ceiling (that is, total contract

price for the duratiJn of the contract) shall represent the consolidated remuneration

inclusive of applicable Income Tax and VAT as per the laws of Bangladesh' Payment will

be made according to the following timeframe:

Duration of phase

l0% of the
contract price

Phase 4

V-
"^/



7ffi Terms of ref€rence for the Procurement of an IT Based Software Firm for the Development

W and Maint€nance ofthe New version ofthe OLM system

Support and

Maintenance service
(for both existing and

new develoPed
software)

36 months (1't to 3
months from the date

of contract signing)

Quarterly
payable manner
under the
condition of
regular
performance and
quartff leport
submission and

approval.

11

10% payment
of rest 55% of
contract Pdce
will be made in
every 3 months
from l't to 12s

month from the
date of
contract.

90%
payment of rest
550lo of contract
price will be

made in every 3

months, from
13th to 36th

month from the
date of
contract.

Rest
the
price

55% of
contract

N.B.: 1. Whatever mentioned in aforesaid conditions, completion of every phase will be

eligibility of getting payment of that phase but in case of any valid calamities not exceeding

S6-montis oflotal duration of contraci. Ifthe contract price needs to be extended, only Phase

5willbeconsidered,andpaymentwillbemadeaccordingtothePhase5paymentschedule.- ;. After the 
"ompi"tio, 

of each phase, the report will be reviewed by a dedicated

committeeandapprovedbytheCCI&Eauthority.Theapprovalofthesereportswillmake
the IT firm etigible for getting payment'

V. Key Personnel Requirement:' ' -Coir*fii"g 
frrm witi Ue directly assigned in developing a new version of existing. software

toil,o "ia 
maintaining the blIlr- system along with all 54 rendering services. The

assignment requires t;';; " 
dedicated team of18 (Eight) professionals to ensure fu,l

rang"e of developlrrg #J.antui"ing support to the OLM System' The consulting Firms

44 V iN

13fi month from
the date of
contract signing.

Phase 5

\n
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the Assignment.

StafflProfessional requirements :

SL. No.
01 Team Leader & Business anal st 01

02 Senior Pro EI 01

03 Programmer
04 Database Administrator 01

05 User Interface (UI) Designer/ User
Experience (UX) Desi gner

01

06
07 Su rt Service

Total 08

Education I Minimum Graduate or BSc. / BSc. Eng' /MSc. /1vI. Eng.

/I\,ISo. Eng. in Computer Science & Engineering/
Electrical & Electronics Engineering/ Communication
Engineering/ ICT/ IT from UGC approved reputed

unlversl
Work Experience i. At least 12 (Twelve) years of professio nal experience

in different project and govt. project will add extra

value.
ii. At least 08 (Eight) years ofexperience as Team Leader

& business analyst in similar/higher sizelcomplex golt'
project and private sector.

iii. At least 01 (one) similar gort. project with 2 years

tenure completed within last 5 years as a Team Leader

or System analysV Business analyst.
iv. Preference will be given having experience in working

with trade related govt. project such as exporVimport
and customs procedure, trade policy, SPS/TBT issues,

trade facilitation gort. project.
v. Having experience of leading at least thee end-to-end

web based software develo ects.ent ovt.

Age Limits Maximum 45 ars

are bound to strictly follow the team composition and total input in their marming schedule

and in financial pioposal. Any deviation from parameter will culminate the proposal to

non-responsive. Moi"ou.., if they propose altemative staffing arrangement dissimilar to

this which will be considered as non-consideration. The following indicative staffing

arrangements are deemed essential as the minimum requirement for effective execution of

45

k"/

Terms of r€f€rence for the Procurement of an IT Based Software Firm for the Development

and Maintenance of the New Version ofthe OLM System

Name of Position Number of

02

DevOps Engineer 01

01

ii. Qualification of the Professionals:

l. Team Leader & Business analvst

l.

s),,\r2^



i. PRINCEIPMP certification can

ii. Automation of infrastructure provisioning

(Infrastruc ture as Code)

iii. dontinuous lntegration/Continuous Deployment

(CVCD) pipelines
iv. dontaineiiiation and orchestration (Docker,

Kubemetes, etc.)
v. Version control and automated testing frameworks'

vi. Strong understanding of business process workflows

and the ability to align technical solutions with

organizational needs.

vii. Ai least 02 (Two) valid vendor certifications such as

OCP, CCNA RHC RHCA, ETH will add value.

All kinds of reporting submitted to the CCI&E
Define Statement of Work (SoW).

Requirement Collection, Analysis and Prepare SRS.

Communication with the clients (PMU) and other

stakeholders if required.
Managing own Team and providing work plans and

sre
v1

rero arl

Overall management of the this project activities

11.

iii.
iv.

Major ResponsibilitY

Minimum Graduate or BSc. / BSc'

/IVISo. Eng. in Computer Science & Engineering/

Communicition Engineering/ICT/IT from UGC approved

re uted universi

Eng. / MSc. /I\4. Eng.Education

At least 10 (Ten) Years of Profes
different govt. or private project.

At least 05 (Five) years' experience as senior

programmer/ senior software Engineer in

ri-i1*/high", sizelcomplex govt. project and private

sector in disigning, developing, programming, coding,

scripting and implementing web-based software'

At jeast 01 (one) similar govt. project completed

successfully within last 5 years as a programmer/

senior software Engineer.
Designing, building, and maintaining high-

performance, reusable, and scalable codebases capable

of handling large traffic volumes.

Large syGm integration projects (Integrated service

deliiery platform or Work{low Management Systems)

API design, development, and integration'

Knowledge in modem software architecture pattems

and software lifecycle management will be considered

11.

1r1

1V.

v1.

vii.

an asset.

sional experience inWork Experience

@
Terms of reference for the Procurement of an IT Based Software Firm for the DeYelopment

and Maintenance ofthe N€w Version of the OLM System

46 M N--

add value.Professional
Requirements/
Certifications
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Terms of reference for the Procurement of an IT Based software Firm for the Development

and Maintenance of the New Version of the OLM System

viii. Proven experience in design,

deployment, and imPlementation
development,

of large-scale

inte ated software lications.
se Limits

related certifications will add value.

i Hands-on expertise in configuration,
administration of:
a. PSP@L-SQL ServerPages)
b. Oracle 10g Developer Suite (Optional)

c. Oracle Database Administration & Development
(Optional)

d. Front-end technologies: HTML, DHTML,
XHTML, XML, AJAX, JavaScriPt, CSS.

e. Backend & Server-side scripting: PIIP, JAVA'
plthon, NodeJS.

f. Web server environments: Apache, Apache

Tomcat, Nginx.
ii. Strong understanding of business process workflows

and the ability to develop software solutions aligned

with enterprise needs.

iii. Experience with DevOps practices, CVCD pipelines,

Automation tools (e.g., Jenkins, Ansible), and

Containerization technologies (Docker, Kubemetes)

will be considered as added value'
iv. At least 02 (Two) vaiid vendor certifications such as

OCP, CCNA, RHCE, ETH, MCP, RHCA, AWS OT

maintenance, and

i. Coding and structuring of new version o

software as per statement of work (SOW), i.e., APIs'

ii. Software installing, testing, debugging & running, etc'

iii. Understanding the SRS and Plan to implement business

logic maintain coding standard
iv. Conduct pair-review, white box testing, deployment,

bug review.
v. Eniure code quality, system performance, fine tuning

r instructions.the software as

f existing

etc.
vi. Dictate SE to devel

Minimum Graduate or BSc. / BSc. Eng

,MSc. Eng. in Computer Science & Engineering/

Communication Engineering/ICT/IT from UGC approved

/ MSc. /M. Eng.

re uted universi

Education

At least 08 (Eight) years of professional expe

different govt. project and private sector.

At least 04 (five) years' experience as programmer/

software in similarlhi sizelcom lex

rlence lnWork Experience

47

b,^/'
VL

Maximum40
Professional
Requirements/
Certifications

Major ResponsibilitY

l.

11.

V
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and Maintenance of the New Version of the OLM System

govt. project and private sector in designing,

developing and implementing web-based software.

Must have minimum 01 ICT enabled application or

software project of gol't. sector experience within last

04 years in the field of web-based software

programming/coding/scripting as a core development

team member.
iv. Large system integration projects (Integrated service

delivery platform or Work{low Management

Systems).
v. Designing, building, and maintaining hieh-

performance, reusable, and scalable codebases capable

of handling large traffrc volumes.
vi. API design, development, and integration.

vii. Knowledge in modern software architecture pattems

and software lifecycle management will be considered

an asset.

viii. Proven experience in the design, development,
implementation, operation, and maintenance of
integrated software applications in large-scale ICT

111

Maximum 40 arse Limits
Hands-on expertise in application development using:

a. PSP (PL-SQL Server Pages)

b. Oracle 10g Developer Suite (Optional)

c. Oracle Database Administration & Development
(Optional)

d. Front-end technologies: HTML, DHTML,
XHTML, XML, AJAX, JavaScriPt, CSS.

e. Backend & Server-side scripting: PHP, JAVA,
python, NodeJS.

f. Web server environments : Apache, Apache

Tomcat, Nginx.
Strong understanding of business process workflows to

align software development with enterprise needs.

At least 02 (Two) valid vendor certifications such as

OCP, CCNA, RHCE, ETH, MCP, RHCA, AWS OT

related certifications will add value.

Experience with DevOps practices, CI/CD pipelines,

Automation tools (e.g., Jenkins, Ansible), and

Containerization technologies (Docker, Kubemetes)

will be considered as added value'

1V

l1

ii

Software coding, installing, testing, debugging

running, etc.
Conduct pair-review, white box testing, deployment,11.

revlew

&Major ResponsibilitY

N\-\48 V

proiects.

Professional
Requirements/
Certifications
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Implement business logic and

standards.
Perform unit testing, bug fixing, and help SSE to deploylv
the

maintain coding

Minimum Graduate or BSc. / BSc. Eng.

/MSc. Eng. in Computer Science & Engineering/

Communication Engineering[CT/IT from UGC approved

unlversl

/ MSc. /M. Eng.Education

At least 1 0 (ten) years of Profess
sector in different gol't. project and private sector'

At least 08 (Eight) years of experience as Database

Administrator in database design data normalization,

data analysis, database management and

administration for ICT based applications or Software

project, installing, configuring and troubleshooting

SqL Oatabase systems on RDBMS such as Oracle,

MS SQL Server, PostgreSQl, MySQL, etc' in
similar/higher sizelcomplex gort. project and private

application or software projects completed within the

last 8 years in the field of database-related skills as a

Database Administrator, with each project having a

minimum duration of 2 (two) Years.
Shong experience in data migration, backup &
recovery.
Proven expertise in the design, implementation,

configuration, administration, and maintenance of

11.

lll

lv.

in at least 2 ICT-enabled

ional experience in IT

scale database s stems.

sector.
Must have experience

Work Experience

Marimum 40 Se Limits
Experience in managing Relati
NoSQL Databases, including:
a. Oracle Database (including Oracle RAC & Data

Guard for High Availability and Clustering)

b. MySQL / MariaDB (including Galera Cluster,

Replication Setup)

c. PoitgreSQl (with sheaming replication, logical

repli-ation, clustering solutions like Patroni,

Pgpool-If
d. MongoDB (including Replica Sets, Sharding, and

Cluster Management)
Adminishation experience on Linux, UNIX, and

Windows platforms, with strong knowledge of:

a. Database server configuration, optimization,

ll

onal Databases and

strate srecov, and

k_/

4. Database Administrator

Professional
Requirements/
Certifications

\zr
ll4"^
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and Maintenance ofthe New Version of the OLM System

b. Web/Application Layer technologies such as PHP,

Java, Apache, NGINX, IIS.
Experience with Database Ciustering, Load

Balancing, and High Availability (HA) architectures,

and Disaster Recovery (DR) Planning.
Strong understanding of RDBMS concepts,

Normalization, Query Optimization, Stored

Procedures, Triggers, Partitioning, and Data Archival
strategies.
Exposure to NoSQL database design principles for
large-scale applications and integration with R-DBMS

systems.
Knowledge of Automation tools for Database

Deployment, Monitoring, and Scaling (e.g., Ansible,
Puppet, Terraform, Prometheus, Grafana).
Clear understanding of enterprise business processes

and ability to traaslate business requirements into
optimized data models and database systems.

Knowledge of DevOps processes related to database

automation and CI/CD pipeline integration will be an

added advantage.
At least 02 (Two) valid vendor certifications such as

RHCE, AWS, RI{CSA or related certifications will
add value.

111.

lv.

vll.

vl

lx,

Design, implementation and configure Database.

Preparation of Relational Database

Preparing ER diagram and onwards'
Ensure data transfer as per security expert.
Prepare script for data back-up while interconnection

among another module.
Preparation of complete dataset (.csv,.txt, .dbf)vl

vii Ensure uali data for the data-bank.

l1

iii
iv

Major Responsibility

Minimum Graduate or BSc. / BSc. Eng. / MSc.

/MSc. Eng. in Computer Science & Engineering/ Electrical

& Electronics Engineering/ Communication
Engineering/ICT/ IT/ Graphic design/ Web design from

ted universiUGC a

,44. EngEducation

At least 06 (Six) years of professional experience

different golt. project and private sector.

At least 05 (Five) years ofprofessional experience in
IT sector as User Interface (UI) Designer/ User

Experience (UX) Designer in different govt. project

and private sector.

iti. Must have experience in at least

1n

lication or software ects
1 lCT-enabled
leted within the

Work Experience

h\

User Interface User

1.

ll.

so0.".



\.

@
Terms of reference for the Procurement of an IT Based Software Firm for the Development

and Maintenance of the New Version of the OLM System

\Jt

User Interface (JI) Designer/ User

Desigrrer, with each project having

a minimum duration of 2 (two) years.

Proven experience as Us lnterface (UI) Designer/

User Experience (UX) Designer methodologies,

processes, and tools for large-scale web-based and

integrated ICT applications'
Clear understanding of key business processes and

the ability to ensure software systems meet fi.rnctional

and performance expectations'
Related certifications will added adv

1V.

vl.

last 5 years as a

Experience (UX)

Marimum 40

Figma, Adobe XD, Sketch; InVision,
Balsamiq, Adobe Creative Suite (Pho

Illustrator).
Experience in designing UVUX for government e-

services or high-traffic enterprise systems.

Knowledge of Agile/Scrum methodologies.

Working knowledge of HTML5, CSS3, and

JavaScript (for design feasibility).
Working knowledge of UI frameworks (Bootshap,

Tailwind CSS, and Material Design).

High-fidelity mockups, component libraries,

responsive layouts.
Visual design principles, typography, color theory,

and branding.
User research, persona creation, user joumey

mapping. flow diagrams.
Afitity to conduct UX research, A/B testing, and

usability evaluation.
At least 02 (Two) valid vendor certifications related

ll.

st will add value.

l1

vi

vii

lx

x

Miro,
toshop,

111.

lv.

Professional
Requirements/
Certifications

Gathering and evaluating user requirements, in
collaboration with product managers and engineers

Illustrating design ideas using storyboards, process

flows and sitemaps
Prepare user interface aligned with SRS/business

logic.
Creating user flows, wireframes, prototypes and

mockups
Translating requirements into style guides, design

systems, design pattems and attractive user interfaces

Ability to create and maintain a scalable, reusable

design system and UI component library.

ll.

lv.

vi.

Major ResponsibilitY

51

dr^/ v

Age Limits

to this



@
Terms of reference for the Procurement ofan IT Based Software Firm for the DeveloPment
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A\\

/MSc. Eng. in Computer Science & Engineering/ Electrical

& Electronics Engineering/ Communication

Engineering[CTllT from UGC approved reputed

Minimum Graduate or BSc. / BSc. Eng.

unlversl

/ MSc. /M. Eng.

At least 08 (Eight) years ofprofessional
IT sector in different go!t. and private project'

At least 04 (Four) years of experience as DevOps

Engineer experiencing in managing project hosted in

data center in similar,/higher size/complex govt. and

private project.
Must have experience in at least 1 lCT-enabled

application or software projects completed within the

last 6 years as a DevOps Engineer, with that project

experlence m

two

Work Experience

Maximum 40LimitsA
Proven experience in design,

deployment, implementation, and maintenance of
integrated computerized applications, particularly in:

a. Payment Gateway Integration for large-scale

transactional systems.

b. Web-based application layers using PHP,

Java,py'thon etc.

c. Web Server Administration including Apache,

IIS, andNGINX.
Shong experience in Database Administration,

Configuration, and Maintenance for:

a. MySQL / MariaDB
b. SQL Server
c. Working on Linux, LINIX, and Windows

platforms.
Expertise in Database Clustering, High Availability,
Loid Balancing, and performance optimization for

large-scale databases (Oracle, MySQL, etc.).

Hands-on experience in Cloud Environments (AWS,

Azure, GCP, or Private Cloud) including:

a. Provisioning arld configuring virtual
infrastructure (Compute, Storage, Network)

b. Managing Cloud-based databases and storage

solutions
c. Implementing scalable, secure, and resilient cloud

11.

ul.

lV.

development,

Code Ansible,aC usln

architectures ,

Knowledge and exPeri
a. CUCD Pipelines (
b. Infrastructue as

ence with DevOps Practices:
Jenkins, Gitlab CI, etc.)

Professional
Requirements/
Certifications

52 V

Education

1.

ii.

ru.

a minimum duration of 2

l.
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53

certifications will add value'
Building and setting up new development too

infiastructure
Testing and examining code written by others and

analyzing results
Ensuring that systems are safe and secure against

cyber security threats
Identifuing technical problems and developing

software updates and'fixes'.
Working with SSE and SE to ensure that development

11.

111.

1V.

follows.

ls andMajor ResponsibilitY

7. Su rt Service En eer

Minimum Graduate or BSc. / BSc. Eng. / MSc.

/MSc. Eng. in Computer Science & Engineering/ Electrical

& Electronics Engineering/ Communication
EngineerinlCT/IT or related degree from UGC approved

umversl

,M. Eng.Education

At least 5 (Five) years of professional experience

IT sector.
ii. At least 03 (Five) years of experience as Support

Service Engineer in similar/higher sizelcomplex govt'

and private Project.
iii. Experience in development and implementation of

computerized integrated applications in large-scale

ICT projects.
iv. Strong problem-solving abilities with excellent

communication skills for effective user support'

v. Familiarity with ticketing systems and remote

troubleshooting tools.
vi. Ability to escalate complex technical issues to

cialized teams and assist in root-cause anal

1n

S S

Maximum 35

Hands-on expertise in:
a. Web development technologies: HTML,

DHTML, XHTML, XML, AJAX, JavaScriPt,

CSS.
b. Multimedia tools: Adobe Photos Flash,

Professional
Requirements/
Certifications

\L N^/

Terraform, etc.

c. Containerization@ocker,Kubernetes)
d. Monitoring and Automation of system operations'

vi. Understanding of key business processes to align

technical infrastructure with organizational objectives'

vii. Experience in system hardening, network security, and

vulnerability management is desirable.

viii. At least 02 (Two) valid vendol certifications such as

RHCA or AWS or RHCE or MCSA or related

Work Experience

Aee Limits
1.

v



ActionScript (optional for design-

Proven work experience in Technical Support roles,

including:
a. Technical SupPort Engineer
b. Desktop SupPort Engineer
c. IT Help Desk Technician or similar.
Practical experience in:
a. Installing, configuring, and troubleshooting

Windows, Linux, and Mac OS environments.

b. Diagnosing and resolving basic

hardware/software/network issues.

c. Supporting end-users and client teams for
software and system-related queries.

At least 01 (One) va.lid vendor certifications related

lll

1V

1l

based support)

to this st will add value

Follow standard procedures for proper es

unresolved issues to the appropriate intemal teams

Provide prompt and accurate feedback to customers

Prepare accurate and timely reports
Document knowledge in the form of knowledge base

tech notes and articles

calation of

Follow the SLA for issues.

ll.
iii.
iv.

@
Terms of reference for the Procurement ofan IT Based Software Firm for the D€velopment
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mentioned below which will be licable sub uentl AS contract

ul Key Person Man Month InPut:
The personnel in designated position will be appointed for 36 months and personnel have

to render their stipulated taskas long as holding that positions. Other entitled facilities are

Input Person-
Month

(For Costing)
3601

anal t
Team Leader & Business

363601
36Jt)0103
363601ammer-2Pro04
363601Database Adminishator05
3601User Interface (UI)

Designer/ User
Experience (UX)
Des

06

360107
-JO0108

08Total

54

br/

Major ResponsibilitY l.

SL Key PersonneVpositions Total Person-Month
(For Costing)

01 36

02 Senior Programmer
Programmer- 1

36

DevOps 36

Support Service Engineer Jt)
288

ry-
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W. The ctient will provide the following support and services:
i. A11 development ard maintenance activities will be conducted by vendor IT firm

at the CCI&E premises.
ii. CCI&E will arrange a team of focal points for each entity where the system is

deployed. The focal points will facilitate monitodng in every possible way.
iii. CCI&E will ensure the timely delivery of deliverables and respond to consultanl

requests related to monitoring requirements.
iv. During monitoring, the client will ensure the presence of relevant personnel from

the vendor's side.
v. While monitoring, the client will make sure that CCI&E employees convey the

users' feedback regarding the system and forward it to the consultant.

X. Institutionalarrangement:
1.1 Data and Access Facilities:
All existing hard-copy/softcopy documents, reports of different relevant
departments/Divisions/Vendors on existing OLM software will be provided by the Client.
Necessary access to the software codebase, system backend, frontend, database, OS access,

access to hardware and network infrastructure for development and maintenance activities
ofnew software will be provided.

1.2 Office Space
CCI&E shall provide requisite fumished office space ftee of charge to the vendor IT firm's
personnel from the assigned consulting firm for properly carrying out the assignment. IT
equipment with free intemet and other amenities will be provided for daily operational
work as assigned in the covenants.

1.3 Facilities:
'i. Space at office premises for the vendor firm's consultants will be provided for

total activities.
ii. Intemet and other facilities as official equipment are to be provided.
iii. All required info from client end and user end are to be provided for proper system

understanding and business analysis.
iv. Mini conference room will be provided on demand for meeting with apropos

permission.
v. No facilities oftransportation, accommodation and local support will be provided

in case of visits.

1.4 Working hour:
From 09:00 to 17:00 BST; however, ifrequired to work beyond regular hours or
on non-working days due to specific emergency demands, the consultant shall
agree to work on holidays.

1.5 Holidays
Fridays, Saturdays, and govemment holidays during the contract period will be

applicable. The consultant shall not be entitled to overtime pay or any form ofpaid
leave.
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1.6 Systems to be gotten access for development and maintenance
ccI&E shall give vPN access to the vendor IT Firm the existing online Licensing

Module (OLM) for maintenance, monitoring and further development from the

commencement of contract'

1.7 Responsible for privacy protection
The newly appointed vendor finn together with all consultants are bound to protect

the data and make the data secure. Any breach of contract of securing data privacy

is to be imputed to be guilty. If any personnel ofthe vendor firm is involved in any

breach ofcontract or privacy, the vendor firm along with that personnel will be held

liable.

1.8 Systems to be Property of CCI&E
This system name Online Licensing Module (OLM) (version-2) is the property of
CCI&E and this office shall have the entire rights of the data and system

administration of this system. The vendor company is obliged to hand over the

system to CCI&E without any delay after tle expiry of the contract.
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