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) ,
) : ( )
) -
( ) e-KYC Guideline for CA Operators, 2021 (V 1.0)
() CCA e-Sign API Specification Part 1: E-Signature for online e-KYC, 2022 (V 1.0)

/

. Public Key Infrastructure (PKI)




Root CA PKI (Hardware & Software) Solution

( ) /-
Certificate Signing

Ceremony
“ . - “Digital
Signature Data Visualization Tool”
BDO Malaysia
: ( ) ,
()

01. www.iminds-consulting.com

02. www.rsm.global/bangladesh

03. www.kpmg.com/bd

04. www.samitechbd.com



http://www.kpmg.com/bd
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10T (Internet of Things)

, , Robotics Al

(Artificial Intelligence) )
/

- - “VA, NPT &
Ethical Hacking” ,“ , , “SIEM Design,
VA, NPT & Ethical Hacking” , .-




PKI R&D Tool Development and Support Lab
( )

R&D) -

(PKI




Public Key Infrastructure (PKI) Contest

Public Key Infrastructure (PKI) Contest

(
)
- ()
- - ()
EBL WE Co-Brand Mastercard Launching
Ceremony- ,
5] 5 \O
- , “2nd International Africa CERT Cyber Security
Drill, 2022” OIC-CERT , "The 10th Arab Regional & Oman
National CERT Cyber Drill 2022"-
7B
[
- /
/ / /| -
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DSDL- “ -

ISO/IEC 27001:2013

Organization of Islamic Conference Computer

Emergency Response Team (OIC-CERT)- ;

CCA e-Sign API Specification Part 1: E-Signature for Online e-

KYC ;
( ) , ;
/
(a2i)
- : (a2i)
-] -
, I -
(CPTU)
(CPTU) | -

, - NOA
Requirement Analysis

POC
Contract Agreement Signing-




(RISC)

, QR code,

(VPN)

Robi Axiata Limited

10.

11.

SELIES

SELISE Digital Platform

12.

13.

Central Depository
Bangladesh Limited

SSL

14.

15.

(

16.

IBAS++

POC

17.

- )

POC

18.

POC
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Oracle Database 19c: [
Administration
Workshop I/
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https://digitalsignature.cca.gov.bd/

Digital Signature Data Visualization Tool

Currently 14 organizations in Banglade: sing digital signature
Total 59153 digital signature certifi issued till today

Training Targets and Achievements

() I

() /



https://digitalsignature.cca.gov.bd/
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(PKI)

()
( )
/
/
(Authentication), (Non-rapudation),
(Integrity) (Confidentiatity)
/
()
()
()
()
( -)




(authentication)

) ,
: (cps V 3.0)

, (cp V 1.0)

(confidentiality),
(data integrity) ;

(evidenciary Value) f*s s
TCV (Time, Cost, Visit)

( )

(non-repudiation)




(SsL)

PKI

(SSL)

Hierarchical PKI

Root CA

Bangladesh

Licensed CAs

PKI (Public Key Infrastructure)

<Name>.

pl2

|- (Pass-Phrase)

<Name>. pfx (

‘- ” (Key-Pair)




e-KYC

(
; (- )
NID Verification

e-KYC
Biometric Verification

Two factor authentication

/

www.bcc-ca.gov.bd

www.ca.bb.org.bd

www.dohatec-ca.com.hd

www.mangoca.com.bd

www.dataedgeid.com

www.digitalsignature.com.bd

N o g AW N

www.ca.computerservicesltd.com

30
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https://ca.bb.org.bd/
https://dohatec-ca.com.bd/
http://www.mangoca.com.bd/
http://www.dataedgeid.com/
http://www.digitalsignature.com.bd/
https://ca.computerservicesltd.com/

8. www.reliefvalidation.com.bd

() ,
Dohatec Vi
Bangladesh Bangladesh Bank Dohatec CA Mango CA
Computer Council CA
(BCC) CA
& corcease (BPSCAY & COMPUTERSERVICES o
DataEdge CA Banglaphone CA CSL CA RVL CA

1) BR-SSL (Baseline Requirement Secure Socket Layer);
2) Webtrust seal for CA (Certification Authorities);

3) EV-SSL (Extended Validation Secure Socket Layer);
4) CS (Code signing);

5) EV-CS (Extended Validation Code Signing).




Certification
Authorities

WebTrust

_ BR-SSL _

/.

()

()

()

()

Certification Certification
Authorities Authorities

WebTrust

g\ended Valldatlo,,

(confidentiality),
(non-repudiation)

Certification
Authorities

WebTrust |

Code Signing

(authentication),

Certification
Authorities

WebTrust

gV Code 5"gnin9

(integrity)
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(CA Browser Forum)

X.509

CA Browser Forum
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SaaSs, )
SDK ;
R&D ;
- Application
Programming Interface (API)
/ ;
( )
I - ;

VAPT,
Vulnerability
Management

Patch




VAPT,







www.konnakotha.cca-innovation.repl.co



http://www.konnakotha.cca-innovation.repl.co/

CANN

13.
14.
15.

“CA Evaluation Tools”

MyGov

(info@cca.gov.bd)



http://www.facebook.com/ccabangladesh
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www.mygov.bd +
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:naznin.akhtar@-cca.gov.bd
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+
D lutfun277@gmail.com
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:shameem.ahmed@cca.gov.hd

www.cca.gov.bd

info@cca.gov.bd
konnakotha.cca.gov.bd
www.facebook.com/ccabangladesh

+

()

:khaled.hossain@cca.gov.bd

+

( )

hasan.monsur@cca.gov.hd

CA

WWWw.cca.gov.bd

+

+

+

()

shameem.ahmed@cca.gov.hd

- ( )
monira.khatun@cca.gov.bd
- ( )

boni.amin@cca.gov.bd

WWW.cca.gov.bd

( )

kazi.shoaib@cca.gov.hd



mailto:shameem.ahmed@cca.gov.bd
http://www.cca.gov.bd/
mailto:info@cca.gov.bd
mailto:khaled.hossain@cca.gov.bd
mailto:hasan.monsur@cca.gov.bd
http://www.cca.gov.bd/
mailto:shameem.ahmed@cca.gov.bd
mailto:monira.khatun@cca.gov.bd
mailto:boni.amin@cca.gov.bd
http://www.cca.gov.bd/
mailto:kazi.shoaib@cca.gov.bd

( ) ) B )
() () () () () () ()
( )
WWW.cca.gov.bd () (. )
+
: munir.uddin@ictd.gov.bd
- ( )
www.cca.gov.bd () (. )
+
: munir.uddin@ictd.gov.hd
( ),
WwWw.cca.gov.bd () +
:khaled.hossain@cca.gov.bd
www.cca.gov.bd ( ),
http://crl.cca.gov.bd/ +
Clutfun277@gmail.com
WwWw.cca.gov.bd () ( ),
+
D lutfun277@agmail.com



http://www.cca.gov.bd/
mailto:munir.uddin@ictd.gov.bd
http://www.cca.gov.bd/
mailto:munir.uddin@ictd.gov.bd
http://www.cca.gov.bd/
mailto:khaled.hossain@cca.gov.bd
http://www.cca.gov.bd/
mailto:lutfun277@gmail.com
http://www.cca.gov.bd/
mailto:lutfun277@gmail.com

( ),

+
Www.cca.gov.bd ) s lutfun277@gmail.com
)
( )
0 () () 0) Q) () ) ()
| ( ( )

) )

( +
: munir.uddin@ictd.gov.bd

(

) ( )
(

) +
( :khaled.hossain@cca.gov.bd

)
(

)
(

)
(



http://www.cca.gov.bd/
mailto:lutfun277@gmail.com
mailto:munir.uddin@ictd.gov.bd
mailto:khaled.hossain@cca.gov.bd

(GRS):

(GRS)

)

+
: munir.uddin@ictd.gov.bd
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www.ictd.gov.bd
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