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Introduction

The following topics are described next

1.
2.

Dashboard

Manage Visual Signature
Single user signature flow
Multiple user signature flow

Document list based on Signature Status



Sign In

https //d ms.cca.gov.bd

Open a browser like Firefox, Chrome

etc.

Visit eCipher Solution of CCA

geopher

Input Emall and Password Document Management and e-Signature

Click the “Sign In” button to enter intc
the eCipher system. @

Forget Password 7

Don't have an account? Sign Up




Dashboard

g. eCl pher Sabuj Hossain z

83 Dashboard Welcome Sabuj Hossain l Today l l C Refresh l

2 SionTask >

Summary of Today
B My Documents
Pending Signs Completed Signs ’ Sign Balance Storage Balance

ro @ S
@ Sign Package Management  » 1 0 l 1 20000 GB

® Waiting for Sign © Signing Task Done @ Available Sign Balance © Available Storage Balance
B  Storage Management >
#* My Signatures

. My Signatures n eKYC Info
© Uploaded Signatures ©® eKYC Web and App Info

A Remote signature Solution (eSign) of BPSCA, licensed by the Government of Bangladesh



Manage Visible Signature

1. User needs to upload a visible signature

that will be used in signing © varagerotie )

¢ Manage Signature

2. Click profile icon and click “Manage

:§ Users List

Signature" bUtton 2 a Change Password
3. Click “Add New" button | O sign owt

4. After click add new button, user will see

the next window >

Action




Manage Visible Signature

Select a visible signature

2. Click "Submit” button

3. This signature will be shown in
the list

4. User can also delete visible

sighatures

Signature Upload

Signature

Select File

Action

Delete
Signature
| et |

_Delete

O

Browse

s




Single User Signature Flow



Signing a document by Single User

geCIDher Sabuj Hossain z

85  Dashboard Welcome Sabuj Hossain l Today l l € Refresh

SignTask >
7 s Summary of Today

New Sign New Self Sign Pending Signs Completed Signs
New Sign @ T @ O

@ FEMIIERL @ New Signing Task @ New Self Signing Task @ Waiting for Sign @ Signing Task Done

@ Completed Sign

] Rejected Sign

Sign Balance Storage Balance My Signatures eKYC Info
B My Documents /’ e " n
1 = 2.0000GB 1
@ Sign Package Management > © Available Sign Balance © Available Storage Balance © Uploaded Signatures © eKYC Web and App Info

&  Storage Management >

#* My Signatures

A Remote signature Solution (eSign) of BPSCA, licensed by the Government of Bangladesh

Click “New Self Sign” button to start signing



Document Upload

53 Dashboard New Self Sign

/ SignTask >
Mew Self Sign o
[#] NewSign Add

Pending Sign Select a Document

2

Prepare

(Max 1GB)

ey
o)
(@) Completed Sign
E3

Rejected Sign
E My Documents A-al
® Sign Package Management > Drop documents here to get started

i Storage Management >

#* My Signatures

Previous

1. Select a document or drop a document

2. Click "Next” button



Select Signature Position

Select Signer

Md Sabuj v
Select Page

1 v
Select Field

(& Signature

Signature of Md Sabuj

Page 1

3: 5.9, TR 97 TEE Fe- @b, 09, 0000, 003, HY. 00, 20,9 ; TIY ¥y /ob /030 fA: |

TN w8 A Grmm- r @ 5.9 I 36 anaiee afimwm
FAET Ty AT [FBIGT % (W03 (RS o1 A9 8 Wi oey
WTNMIAE TA) (F° 1 %

@ (RO 1.4, fSoBw sabuj@commlinkinfotech.com 01714265045
[OrRE T | IR [ jubair@commiinkinfotech.com | 01833104089
E@TF (RfeTs

(GUSHATTD )

Wogq I R 92 (¥, 5 WIams) [REg e W 9Ny 9wis am=
L AES A

Resize

¥

Sign X

IS R
& a o acforee=

> W N

Select page number which page you want to place the sign

Click “Signature” button and place the signature by dragging it

You can also change the size of the placeholder

Click "Next” button



Signature Place

Md Sabuj Hossain !

geCipher

8% Dashboard FUM{V\FL!N K

Place Signature

#* SignTask > Reject Sign

New Self Sign

. eCipher App

Signing Position

New Sign
A remote signature solution (eSign) of BPSCA, licensed by the Government of Bangladesh.
Pending Si Signature of Md Sabuj
@ Pending Sin Hossain This is a test file to test duel sign.
@ CompletedSignn = Soyrmteessssescememccmememecsscones
Page 1

Xl  Rejected Sign

B My Documents

1. If you want to sign, Please click on “Place Signature” button or if
you want to reject sign, please click on “Reject Sign” button
2. After click on “Place Signature” button user will see the signature

list as shown in the next window
11



Signature Select

Signature List

1. Select your signature from Signature list
2. Click "Place Signature” button

3. After click place signature button, signature will placed in the

document
12



Approve Signature

[L] Dashboard

Place Signature a3 PL.A. FTT 97 WEE 93 @0, 09, 0000, 003, B, 005, 20,9 ; WIFY ¥ ok /2020 Hs] a
i Reject Sign
+  Newsign Goyare Ry e wene e o 5L, S s9e wiGo sfw
Approve The Signature A G IAETHA GG =5 (WF AT o Peaa 9 & Sesfe s
(@  Pending Sign ﬁ T Gl (AT A 2413
o - IR w19 Rkl w0 C1Ee
: ST [FasriE e G (R 1.4 Freew sabuj@commlinkinfotech.com 01714265045
[  completed Sign s :
Signature of Md Sabuj SRR B AIEAF jubair@commlinkinfotech.com 01833104089
ESUSE]
E Rejected Sign (ﬁﬁ,:m?{ ]
Page 1 (BT RE
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4 A4S FaEA|

~
— s
— [/
ok, *‘,ﬁl -
"
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(@G 29/4, WS, BIFTH2 52

1. Click on “Approve The Signature” button

2. After click Approve The Signature button, user will see approve

signature agree dialogue box.

13



Approve Signature

Approve Signature

[J By Clicking the 'Proceed’ button I agree to sign the document.

!

1. After trick and click the proceed button, user will automatically

redirect the e-KYC verification page

14



e-KYC Verification - OTP

1. Enter your e-KYC Mobile
Number or email address

2. Click “Confirm” button

3. User will get a verification code
to mobile number or email

4. Enter Code (If you do not receive
code, click “Resend Code”

button)

BPSCA e-Sign Authentication

You have requested e-Sign with following details

Requested By eCipher DMS

44366167d430812c91df2b2296710a860b2349d05a%c01f4
sfedf0ob8b280630
Signer's NID 40802

Document HASH

Your e-KYC Mobile Mo or Email Address

=

Cancel

5. Enter the OTP and Click
"Confirm"” button
6. Then you will be asked to enter

the e-KYC password

Enter Venfication Code Sent to 017 **** 5045

------ Conlirm

Didn't Receive Code?  Resend Code

15




e-KYC Password Verification

1. Enter your e-KYC password that Your eKYC Password
. Conlirm
you have chosen during e-KYC | conem |
registration. Note: This is not your Do you want to change mobile number?  Change

DMS password
2. Click "Confirm" button

3. If the password is correct, user Verified
o . . Your signing request
signing request is verified is verified. It will be

signed soon

4. Then the document will be

signed and shown in Complete

list Back to Complete List

16



Multiple User Signature Flow



Document Upload

[L] Dashboard
2 3

4=  NewSign Add Select Prepare

@  Pending Sign Select a Document

Review

[  Ccompleted Sign

[®] Rejected Sign

A

Drop documents here to get started

1. Select a document or drop a document

2. Click "Next” button

Next

18



Add Signers by First User

[LJ Dashboard

<4 NewSign ° ° 3 &t
Add Select Prepare Review

(®  Pending Sign

& Completed Sign Add Recipients

[E) RejectedsSign Md Sabuj sabuj@commiinkinfotech o

MD Mahedi Hasan mhasan@commlinkinfote o <:

4+ Add Recipient

Previous Next

1. User can select multiple signers by typing email addresses of
sighers

2. Click "Next” button

19



Select Signature Position

= Dashboard

<=  NewSign

(® Pending Sign

v/  Completed Sign

[¥] Rejected Sign

&

Add

Select Signer

MD Mahedi Hasan

Select Page

1

Select Field

Signature of MD Mahedi
Hasan

Signature of Md Sabuj

@ @ 4

Select Prepare Review

HOW 1O get aigital ceruricate

Premium

Basic

3 E=> Resize 2
-
i x
Sign X Sign

Md. Sabuj Hossain Md. Mehedi Hasan
CA System Administration CA System Administration
Bangla Phone Limited Bangla Phone Limited
Road-23/A, Gulshan-1, Dhaka-1212 Road-23/A, Gulshan-1, Dhaka-1212

Select signer and page number on which page you want to place the sign

Click “Signature” button and place the signature by dragging it. You

need to do it for all signers

You can also change the size of the placeholder

Click “"Next” button

20



Review and Send

Dashboard
New Sign ° °
Add Select
Pending Sign
. Review and Send
Completed Sign
Email Subject
Rejected Sign

Application to be signed

Email Message

iy

Previous

1. Enter Message to send email (Optional)

2. Click "Next” button

Prepare

Review

21




Sign by First Signer

Similar Steps as Shown Before
1. Signature Placement

2. E-KYC OTP Verification

3. E-KYC Password Verification

22



Sign by Second Signer

[LJ Dashboard Pending Sign List

4= New Sign

@  Pending Sign

Subject Creation Date Signing Status Pending For Act
[  Completed Sign
Signature with mehedi .pdf 08-08-2021 16:00:31 Signing in Progress Md Sabuj
=] Rejected Sign
Signature with two perso.. 08-08-2021 15:46:23 Sign Pending Md Sabuj
TestReport.pdf 06-08-2021 10:48:10 Verification Pending Md Sabuj
TestReport.pdf 06-08-2021 10:48:10 Sign Pending Md Sabuj
TestReport.pdf 06-08-2021 09:46:14 Verification Pending Md Sabuj
Rows per page: 5 1-5 of 51 > 21

1. Second user will login into the eCipher system.
2. Click on “Pending Sign” tab and user will see the pending
documents list

3. Click "Action” button to start signing the documents

23



Sign by Second Signer

Similar Steps as Shown Before
1. E-KYC OTP Verification
2. E-KYC Password Verification

24



After Signing by All Signers

Place Signature How to get digital certificate

Reject Sign Premium

Approve The Signature

« BPSCA official goes to customer
¢ Hewill help customer to perform Cnline registration and certificate request
Signing Position s BPSCA official brings the needed documents from customer to BPSCA
¢ BPSCA verifies the documents and generates the certificate
s BPSCA official delivers certificate (through Crypto Token or Windows Key Store) to the customer
Signature of Mahedi

Hasan Basic

Page 1 ¢  Customner will register online
¢  He will reguest certificate online
s Customer brings the needed documents to BPSCA premises

Signed Done h:,r Md Sabuj s BPSCA verifies the documents and generates the certificate
_____________________________________ ¢ Customer will collect the certificate online
Page
Saks oy

E‘El?alé-jgren by

Cales Tue Aug 10
125742 BOT 2021

Md. Sabuj Hossain Md. Mehedi Hasan

CA System Administration CA Systermn Administration

Bangla Phone Limited Bangla Phone Limited

Road-23/4, Gulshan-1, Dhaka-1212 Road-23/4, Gulshan-1, Dhaka-1212

25



Document and Signature List



Pending Sign

Dashboard Pending Sign List
New Sign
Pending Sign
Subject
Completed Sign
For Single User Signature...
Rejected Sign
TestReport.pdf
TestReport.pdf
TestReport.pdf

GPS Update Feature.pdf

Creation Date

06-08-2021 23:01:24

06-08-2021 10:48:10

06-08-2021 10:48:10

06-08-2021 09:46:14

05-08-2021 17:11:14

Signing Status

Verification Pending

Verification Pending

Sign Pending

Verification Pending

Sign Pending

Pending For

Md Sabuj

Md Sabuj

Md Sabuj

Md Sabuj

Md Sabuj

Rows per page:

Action

Action Cancel

Cancel

Action

Action

Action Cancel

Action

1. User will see the pending documents from pending sign list

2. User will click “"Action” button to start signing process



Completed Sign

Dashboard

New Sign

Pending Sign

Completed Sign

Rejected Sign

Completed Sign List

Subject

TestReport.pdf

TestReport.pdf

TestReport.pdf

2 person with Sabuj.pdf

2 person with Sabuj.pdf

Signing Status

Signed

Failed

Signed

Signed

Failed

Copyright ® 2021 Bangladesh PKI Forum. All rights reserved.

Creation Date

08-08-2021 13:13:50

05-08-2021 16:56:44

04-08-2021 11:23:47

04-08-2021 11:15:11

04-08-2021 10:34:32

Completion Date

08-08-2021 13:15:59

05-08-2021 19:06:41

04-08-2021 11:40:19

04-08-2021 11:16:35

04-08-2021 10:37:39

Rows perpage: 5

1-50f 73

Action

View

View

View

View

View

QAAAE

Download

Download

Download

Download

Download

User can view and download documents from completed sign list

28



Rejected Sign

[ Dashboard Rejected Sign List
<=  NewSign

(®  Pending Sign
Subject Signing Status Creation Date Completion Date Feedback Action

Completed Sign

TestReport.pdf Failed 05-08-2021 16:56:44 05-08-2021 19:06:41 Not need it View Download

E] Rejected Sign

2 person with Sabuj.pdf Failed 04-08-2021 10:34:32 04-08-2021 10:37:39 | don't want to signing h... View Download

Single User.pdf Failed 03-08-2021 20:08:51 03-08-2021 20:12:46 try later View Download

Single User.pdf Failed 03-08-2021 10:50:20 03-08-2021 10:57:53 test View Download

2 person with Sabuj.pdf Failed 28-07-2021 20:25:00 03-08-2021 19:02:04 reject View Download

ows per page: 5 ¥ 1-50f5

Copyright @ 2021 Bangladesh PKI Forum. All rights reserved.

1. User can reject to sign a document

2. User will see the rejected docs form Rejected sign list

29



Thank You



