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1 Introduction

1.1 Overview

The Office of the Controller of Certifying Authorities (CCA) is established under the Information and
Communication Technology Act. 2006 on May in 2011. The controller is appointed by the Government
to supervise and control all Certifying Authorities of Electronic Signature in 2009. Since it is plausible
and necessary to provide legal recognition & security of Information and Communication Technology,
the Government has passed the Information and Communication Technology Act, 2006 by which Digital
Signature is being introduced among the people of Bangladesh and Electronic Signatures, Records have
been given legal recognition. National Information & Communication Technology Policy, 2009 provides
directions to introduce Digital Signature. Digital Signature is introduced in 2009 under the ICT Act, 2006
and it will gradually spread over the whole country. Under Section-8 of the ICT Act, 2006, the usage of
Digital/ Electronic Signature and Records is recognized in all Government offices.

In 2011, the Controller of Certifying Authorities (CCA) provides licenses to be Certifying Authorities to
03(eight) organizations. One important step for introduction of Digital Signature has been completed
through the Root Key Generation Ceremony on April 18, 2012.

Objective of the CCA office is:

e Help to make a secure cyber space in the country.
e Running Public Key Infrastructure (PKI) program within legal framework.

¢ Building Public Awareness in secure e-transaction

The general architecture is a single certificate authority. The certificate authority is a standalone self-signed
CA. It is the intent of the Root CA Bangladesh to sign only licensed CAs certificate and CRL.

Bangladesh Root conforms to SSL, EV SSL, Code Signing, EV Code Signing guidelines; application trust
stores requirements; the current version of the Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates published at http://www.cabforum.org. In the event of any inconsistency
between this document and those requirements, those requirements take precedence over this document.

Root CA Bangladesh Certification Practice Statement (CPS) is the principal statement of policy governing
the Root CA Bangladesh. The CPS applies to all subordinate certification authorities under Root CA
Bangladesh and thereby provides assurances of uniform trust throughout the Root CA Bangladesh. The CP
sets forth requirements that subordinate certification authorities under CCA must meet.

This CPS also sets out the certification service scope and procedures of Root CA Bangladesh, as well as to
specify duties, functions, legal obligations and potential liabilities of participants in the systems used by CCA.
The document structure and topics conform to ICT Act. 2006, Information Technology (Certifying Authority)
Rules. 2010, National ICT Policy, 2018, the Internet Engineering Task Force (IETF) RFC 3647 for Internet
X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework.

1.2 Document Name and Identification

This document is the Bangladesh Root Certification Authority Certification Practice Statement (CPS). This
CPS is published for public knowledge on the CCA Website (http:/www.cca.gov.bd ).
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Root CA Bangladesh has assigned following OID to this document:
OIDL2.16.50.1. 1.1

1.3 PKI Participants

1.3.1. PKI Authorities

1.3.1.1 Controller of Certifying Authorities (CCA)
The CCA is responsible for:
1. Drafting and approval of the Bangladesh PKI CP.
2. Commissioning compliance analysis and approval of the licensed CAs CPS;
3. Accepting and processing applications from Entities desiring to become Licensed CA; and
4. Ensuring continued conformance of Licensed CAs with this CP by examining
compliance audit results.

1.3.1.2 Root Certifying Authority Bangladesh (RCAB)

A Root CA is a trust anchor for subscribers of a PKI domain when the subscribers act as relying
party. The Root Certifying Authority of Bangladesh shall be controlled by and operated under the
direction of CCA.

SSL and code signing certificates shall be issued from the special purpose trust chain created
specifically for that purpose. The special purpose trust chain shall be operated in offline mode at
Root CA and CA level.

1.3.1.3 Sub-CA

A Certifying Authority can create sub-CAs to meet the business branding requirement. These sub-
CAs, which will be part of the same legal entity as the CA, will issue certificates to the end entities
or subscribers. A sub-CA shall not issue certificates to other CAs or sub-CAs.

The sub-CA model will be based on the following principles:

¢ The CAs MUST NOT have more than ONE level of sub-CA

The sub-CA MUST use a sub-CA certificate issued by the CA for issuing end entity
certificates

*,

*
Led

.,
..0

The sub-CA must necessarily use the CAs infrastructure for issuing certificate
The sub-CAs operations shall be subject to same audit procedures as the CA
The certificate policies of the sub-CA must be same as or sub-set of the CA’s certificate

)
0..
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policies
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