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wewd (Abbreviations)

AFIS Automated Fingerprint Identification System
AES Advanced Encryption Standard

afore rereifofafarg STt

FESIEE EISERISRET

DoS Denial-of-Service

DIDs Decentralized ldentifiers

DLT Distributed Ledger Technology

EBSI European Blockchain Service Infrastructure
ECC Elliptic Curve Cryptography

EVM Electronic Voting Machine

QPG T AR W5 (AT

gfoax EETR AT (oltR e

HSM Hardware Security Module

HTTPS Hypertext Transfer Protocol Secure

IDEA Identification System for Enhancing Access to Service
MPC Multi-party computation

OTP One Time Password

PKI Public Key Infrastructure

SHA-2 Secure Hashing Algorithm

SSi Self-sovereign Identity

TTP Trusted Third Party

foenzfy BTG BRI FRECA]

\VC Verifiable Credential

VDR Verifiable Data Registry

VPN Virtual Private Network

ZKP Zero Knowledge Proof
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°¢ Samuel Huntington, Political Order in Changing Societies (New Haven: Yale University Press, 1968), p. 90.

°* Badiul Alam Majumdar, ‘Inclusive Electoral Process: Transparency, Accountability and Internal Democracy of
Political Parties,” (July 2012).

** Pippa Norris, “Development in Party Communication,” in Political Parties and Democracy in the Theoretical and Practical
Perspective, (Washington DC: National Democratic Institute for International Affairs), p. 3.

** Ochieng, C. O. P., Matanga, F. K., & Iteyo, C. (2023). Causes and Consequences of Post-Election Violence in Kenya. African
Journal of Empirical Research, 4(2), 480-492.
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o P> IRTHY G SSTAM foievife Fam: w2cefBih st @b e ¥ i sfewm (rsieTe
Y AR Y[R G |
" SR R SIRCEH G G bl (<1F 4t PO (/T e AT G - (& 7 | (I Hie Ty
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qwRf oo gfort

2004 T IRFCH! 67 ST SorF OGRTH 79T, STy (SBR SifeTl 2eRa SeaslT ae 41 27 |
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A TRPISIC G2 41 |
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SR ST @R NID GG
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it/ AT 5T ST (2 F 2 | 92 TEE T AT O MATIEA FARTSIRERAR N AR
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F1fers FIfers TM GR (SIHRE W TH-2 279 T | SRR T olffd ¢ I Te=ds u3fs @nR
o1 &I A | O TRATIR F@ [ (SHRT JAFS @R e TR ARG IR &



GR O #C TofreeT b SfiReeas G el (redt 77 | SAfSre SR v Wil sge Tw
TR AGIR AR 0 e IO (@70 71 =7 | [ifere oifiee s gea CSIBRA Sise 03 Gk ©I5T
GfG FACATT TS FH-2 (TOIRT TS (BRI (SN qR AL O FARCHFS A6
A= a1 = | TTeeica T 1T (oIG1R @bt b fereitas Teresy Sotersil M1 (279 S0 = | 777!
YA &P O Fed AP (SBRAT TG FH-% (MONT &% e ™0y 27| 9@ At Teiceret <o
AR FOS (S5 TIBT SATEHIR ZAIT A 0O (W15 FIHICT GBI TSI [SAGT FICAPC AL
EE T4 & | GIAE 157 IHHTE GTER Ao 3FFs i »o &6 (@6Ed IREGS
fJ=ifite AFIS (Automated Fingerprint Identification System) J1512 g Face =7 | AFIS IH1RE
TSI (ZTOT7ITE (OIGR 1 =0 AFT) (@fFts NID 799 generation g &7 U3k (SIBRE GRINGT @
WL S{RS 4 7 |

= Tt/ A v ST At QftE =6 (o5 https://services.nidw.gov.bd eIt fSfEE T
o -2 SREIRT 3 8 oS e | (OB fATTT 3 g SRl STy FIeId 7 SATSE/ AT
5T ST I @3 Softeme 5 SIieead et (5 ol (A | Soitee Mdioe sifeon G A1
FET R (SIBR 2SR @SR FSGTS ST F TGN &AW FCE | € AT (SIBR AL S O 29I
FCEA, A FZEPRPS 5T A T | AATS! 4IeA &FF KU e 7051 (PIORA ©IGT F-2
(TSIRT 2P TR IToIg = | T #IT3 TATERTl b SET F9F COI6E IbT ST Z¥ MOR S
s SR CTGET TSR fSPiaT FAFET AT AT FA1 & | 67 SEHaa Croe TSiE
e o Yo @I (SIBTET ACCNGS ©erd oA AFIS 612 5990 T4 27 | AFIS 6130 1o
(ZrorItd CSIBIF 71 ' A3cT) @fFFce NID 9 generation 7 & R (SIDRCP GAINGT G ALTT
SRfTe A1 = |

5 qTIRE FE T 41

JRACA o7 FHHT @R T RS QRTR RANET 016 qrel #ARbasia eme JE AT | O @I
FAIRICE ~E PIE R (0T I 0= FREHLTEG S I “HG FTG SR 2ATAG 20 6 7R AW Wi F0o
o7 |

IR T S S/ Amifefes e arifiesa =16 aror ARvaeia WeEe Wo A SeierE/ A
57 SFET (&R0 IR AMF | AFIOICS ST/ AT 57 SRR FA T @ Swelfsfafeeaa e 159w 6
siftd ffaasae e/ eare /iea s @% zre ™0 o ARpIem oqd 3@ AF | 6 I o
ISR GFF AAT A A0 7T S FCAET @ (TR S SATTIRTATS WG FC Iy @ foze 1 27 |
A S AT =6 DS 7ol @ Toqel FRGH HoTl+ IR | Soitea1/Afefesd o & Mot ¢dsfs
ToAteETr/ AT 5w SRR SR e 0y 06 S Sotem/ AR oo FR@ o 2R | a=rel 256 SeiteEw
15 T Toqe SR e FCR GR 20{0 TG RSAER SR AR |

JRE

G2 FTC JEAC FIAFSNE JIZS 0 (GCCTE | JREHCE (@Iear Toife [y wawa o=, @
FRS IFCH (AF, (M1 O FC (@1, [foqg el areifes G aze F41 8 Q3T TR TN Oltid LS Hio
YGIEFACR G GTNRC FTC HIRF FACO A | U2 2T FZerod FAC© ARATH 5 I Sbrofb Mg=
I B FT FECR, AN (GRET -9 Togom 41 AR | 92 piea QI , 98 IRGNTA! 157 S 71471 &we G e
FZR A IFGH AEE 7T 2WG O GR IRCNGP O PiIFeafe SHTFeT R 612 FACS #I0F |



CORET 5: eTie! fodivey Ssfmicr sie fifeq pfepe sy
2SI 4= 2SI TR

T efesr e
TRIZE (@A o
qififers IR Lo
I afsdr %
TR TR (@A oS
S effeera 0@

09

S0
*BT: QAT D SR

[N
TR PEBTR FRRRFRICAR 15 S 7T Cofpo G G- (AT SHITET FA19 TG IR, T LTI

SR Otvd g G ©2 (TS #ITA | JIRFFRITHACE authenticate TR &y FRET6a FHME (0 (I=RIZST
SR SIACE 2 FCACR, N MESHT & JITR I3 JREFWR wiee AG1R (live verification) Face
AR | AGIRFAER A RTINS (B M GTo TIHTATE T A1, A SIS Ol GTNL G O
(A PR O (AR M I (AT | I IRFFRIAN (BT T O =41 IR, O S S F QW I qR
HoF O A FCA G APTTIET LAY FACS & | F0F OCIH ABRFACH T IR (PR TR
TR CFo/AMReCEs ol re =, @97 iy AR | IR TS S IT2(E ST
ez fre TEeTe Fars =it Gk ey A Syieep Fare Gft 92" FACO A | 92 TISETeFS
GTNEfT FE 6 GTARME FCE [y RET Frer I3 |

[EgRIERD

TG S T A 210 O G2 Srr BRI FAC S0 S IBI1677 et ‘Deleted” @ <1
T | T A CR TR (I O AR =0 0 S ABIR F T A | S0 (1R J© 0P O (OB
(Ac fOfers Far =7 = |

GRS @R FBIEIC

TEA YFNZ(E PO qeEfe ooy G qaeNEfG Fed @ 987 &5 Public Key Infrastructure (PKI)
@R Hardware Security Module (HSM) J9819 1 | 4=I12fE SIR 3f3re wrid farser fmfvewace aeifma
CCrRIr o fEfEabe Trwe (oft Fare R SgteR =™ Wafess Fare PKI 93k HSM 3532 27 |

GFIIACHT G FCe Broia T oy 2o Fare PKI @32 HSM 359z 21 | [eee 33 foarsiv «3e fafas
e e T4 ey oot Wwet Fa0e Gl S, Bret ©F @1- &5 write FF @3 59 (A0S o2 eaa
FACS read I JIZ© =7 |

@ TR G FC RS FA9 G A2GTS/HI3H qbrdo, TIAAE qbdy @R ARS8 5000 &R
JACAGS SCAR T N2/ A2IFT $598-G7 Nro! 0% 287 7e FfeIe (AT IBIBIC =T F4T 27 1 |



T [ TIGE G RIS IO RO ST W4T SIOTT 9% 2 |

Frver PR gk iRttt
IR ST FCHC G2 (G s HifFeift aae arRrshr frame Bogee 3<% |

FfFefRG (Security)

oibTeT PRERfS: uTenEfe FIBw Oracle THTIER *fe== faRr-ier T3g IIRIT I, AR N0 SHCRA
FCGE PO A |

- wnifceae ek av=izfe o HTTPS (Hypertext Transfer Protocol Secure)/TLS
(Transport Layer Security) &3 Stel fa=W @I (2ITERE G2 IC GR TG TR 7= VPN
(Virtual Private Network) 5929 33 f{feg w@w Pifseit Wive 61 |

e Maren: a2l MESER M6 S [o AIGE TTGNiTe ST S @RGROT |

oot AfCR: uaen2fe Pt Smeeifre afef&if T et @ Fa0e HSM 592 363 GRS, f&fer
W3R AEfBe Pt THFS 0 |

THARIS JGTR A e Sfofie MiHeRi Tare g azel 1 AR @ 706 96T 41 201 |

ciriwst (Confidentiality):
o0 O GHGFHT: qTNC oY FEIENs AL IR (TTNRIFE ©=F GETFICET TN GGEH
FACS G GBI A1 (ofF FACO 58 ITT (A |
o I TG YTN2fT HEON Wafeomia JI fFreitw TG @ e FA0e HSM JI2R (A,
TR T P ORIGT T FT EAR i 0 |
o SUICIT @l «=2fE PIes @F1-fofess Sriees Fcae (Role Based Access Control, RBAC)
[IEE FCE, T T Y NGNS GG FAIATRNeT Sy AT 21T |
wel (Integrity): e oNZfG 0N Oy PR el Tearwces 1 ey =rifR Spemifims @, SHA-
256, SHA-256WithRSA =17 35, AF NLITT (FICN O (FICAT P (G (T T4 A ] fi5® it
I = |
grrst (Availability):
o fEreh: ezt FEoy Tvew A1 TSR FFeR W (during failure) ST
(RFIRFS! F5® F0o IF 8 FRFFHCR &) ROHCes PIEvTR 897 o7 3 |
o SICI ROETEE: q=RfE PIETT AT &) (e IR G- FROIRR Y& =R 6

TICAGIEN FAX |
Reyercarrst/amerZy (Authenticity):
o TUfEbR I a: ava2fE MEoT ABRFae 2fGwR Ty @3 arrere! oo Face NID FTed Std
Gy fSf&b R I%a 9= B |

o oo e «a=zfe PeoT ffte ¢ RMR SEEtaT &« 2T SECTHFRIAT R
s 972 (o313 oot e’ |
TRRMEer (Accountability):
0 WAEGT GrifeRe: GefE BT AAG e STE (eI 6 0 G BB Ao e
SRS &1 FCA |
o oot SyeEeT 71 «eeRfE Pt G fMfve Fare ffSe «ae @12t s« o712 ot ef st
SPCIT @6 I |
sAeet (Non-repudiation):
o fefGbr wrea: amaizfe FEs 7w eyl w2y Seitaice B Trwa = S T ML
sarertel (Non-repudiation) e =77 |



o @fr: BEowl afelt TG a9 MTwe T I G AT G2 [NHee I T | ©rF 92 dfare
fBw & immutable &= st fafss w3 |

it (Privacy)
qTNEfE EH Ffes A (MR [Kfog ([ARTET AT @FICAT T8 O #1ewr IR |

59 (T 0% ST AYNAT ST ARDERe-s0 Trwlre i M Trer vy g si@ v hm
ARICS I CRT S, TG TR A B FA9 Al oF =7 | G3R ~Afefwrs Taias Koy |aw @3k
o SR W T FEFI S Tme-ave a3 (e Tor soe 20ag | $F @At SEer @, o
ARIDT e SR @4 45w SRETTR & A0 |

@2 Feoree SR Rege foafs (reem SReef 16 Pt st g ([f*ees fefere «’icemar a@ie | o foaqfs ==
GrRIfRIT, OIS @R AR | 9B (THSTTS HIRS WRCGF6 FETNGER T Ko G :-9 Togree

A 2R |

ORET 2: oS, #H1fFRIT G relfa WIRCe b Febee wemETe s

S5

[SIRESHDEY

Unique Identification
Authority of India (UIDAI)

@I (\CF S I=T dbro
T @ RKeE SiRTe PR
PACRA

& LTSN ACATEFIT S, ST

W B, W T @R 2]

AT
QIS

5y feferbe Fofe wieef5H

WD e | TR (T SR w9 ReTas
FAWIG sfifbe) fofe «ta fFfesr si=
2 FE
. . Y TG JIRS I ACACAGS
. AT
\O
O3 TS O IR ARTE
BTG (ST ST TR

A1

National Database and
Registration Authority
(NADRA)

AR Tfee R
QoI AfPBCTR PRI
FEN

8 IFS O ST
ARRTS (TN el
RIRIE]

5 ferferreT Srefe e

G2 FfFS T2 AR
AR (TN AN
rafe
G2 FfFS T AT
ARETS  (CICRH  AATeAT
T

QTRIfe

Police and Border Guard
Board

qEfTE 9R 33T @I
Tefss T GrEifEce
T AR

G2 THFC O TR0
AR (TN AT e

G e wRfe ¢ |
Rizsfefesd SERGEe
12T FCCT A2 AR

12T FCea Jox T fwear

SAfBTFT
2GS/ 23 abdo,
2GS PrdY

s Mittal, Anita. 2022. Catalog of Technical Standards for Digital Identification Systems, Washington, DC: World
Bank License: Creative Commons Attribution 3.0 IGO (CC BY 3.0 IGO)
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e 4@ (trusted) SRAMRAR T PG ©2 <RI T4 I, ST @f5q (FHARFEAGT TP 9
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2

TETE YT JIZTFFIAL 215 S TP BT CRIF A S0t TRHT GRIERFIRT IR (A TS
SIS (I TIF] (7R | G O] PO (S JIRAIHAA AR(CS T 7S RGIR OCd WRCCHTG ©2y
GrEPT FRRRAT CRITCE AT (A NG SRCSFHG S WARJIRICE A I8 e | RSB0 0y
AU TR IR S0 IR GG (FAET0) (WS (P GG AR F2CSfHo7 o2y
SIS 2T [FRET =08 (FY A1 7] TS |

TET ETER N4y WIFFe IECefHH ©2 e qafe < I GIER I @b I 27 | O 92
P T e A | @R s MM TR TS GRS ROIR WA oy
LTS AP IRETod A |

TS O Ty 46 AfTH (G2 AR, ©CF S immutable = | (FTT immutable SIfSE G2e1 St
s GER PeeRifs s e a1 I 7 | OF Bota IR SIfes G0 (Il Arfe
(2, AR TC OIAF (@I N[2CCB0 O ST TGRCO 8 TS ST SHICFT P4 AACR [PAT OIAF ATH
©f (@RI S2AR AP 7 |

JEACH TSI A% = 8y GTNZE FICET NLGCH [CATE D T4 & | *HCRICTR FoHIGA Grferzrs! Reawar
P T S Wl St fCfatie Ruatets=a aaed S Y72 WFdIE, Al WHCRFIH TRTF 8
IR A1 @O AT |

e e ORI fCfEbRe T A3 S fReNd I TRBIA [foq Tee 8 TRg) Sweias
ARTIIR Bl PCACR | JRFNCACHT AARBAE A8 SeT3 ARCIAST ST FAC U2 SIS
e PO IR T (WICEHH) (O FA0e 27 | IFAR oy o oaree «feadm & @3
JReHH toft Fa1 afslt Mofatea T I @RITH, (@ SIMaSE Iy «FIfeF Kfteg Pvm
2O AF Jg ofeom w2eHh ARver Face W ayers «3 OoIREE W (Il
NSl @R SR (interoperability and inter-connectivity) 2 | 9T GeZf
BT ' Teifa, @ Afvn greer afswis fofe e sie Fare i, 79 e afsft Izm[ o
GO SAf5T G2 FE G A G I FACS %N 20 | OCF, G &=y 7 1oifaaa Hise
R TSR FFI W FCo =T |




Self-sovereign Identity (G- S2CeGH)

R IR PTG 7 A0 R JIRRSAIE N2CC( (5 SCF T FIORE (empower) IS, G
T IR AT MerEH ARER o7 | Tg© W2 A ETr-Tofie et (Self-sovereign
Identity) ar @GR (SSI) Fies 7o |

SSI TEETR &R Trw=ly 2T (SN TGP O S Srya @27 e forzgel @i e Giecs wxorze w41 | o
fefebrET w25 formm s ey et fare [ 20z, I9 T IREEFRAAT @RI AfRveEa
oy Giebe e fretns fereel I FE we! A | SS| 97 @ RS IR0 T fee @A exiRe e
(Www) ST (W3C) @ SR ewgeld 2gfe (Cree S0z, TI9 N4 FE0R CriGrIRes Serefo e
(Decentralized Identifiers a1 DIDS) @<k cefricz=eT carcent=rae=rre (Verifiable Credentials a1 VCs) , (Retet
SSI-a7 Gifere e 3% e 316 363 |

SSI-97 ey foaft foF TFT R @R (JILFIEA, @I G5 AT A1) , SPSIEA (issuer) IR AGIRBIEA
(verifier) | &f$5T DID, SSI @=IEE fFHrRIeTs ARFE F-03 TF TIE ACF, IR TG @12 JILFFE
EfleT *q1e T4 TR | AHE VC T 96 SPFEN a1 IFGH @TR T G0 (b rifreeng ke
GBETG | @36 VC ST (e GG %S (CRICT F0 G120 92 (verifiable document) & fteters
FACS AR, @ SO ~AfTHTG, Frrrre ABRASE , Gafor aar STy A0 #ZEPT O[S APTATS | AGReTS
TR @I (@A HIF fSffg I IR TRFSRTE & 2S5 O ARGE I | SrrerTwm,
JRATACR N2 T2-TF GfB SR FRETF {CIBHT 1 @S AN | (PRI [foq P afsdre Spar
et e+ @ Ad | @uEy At VC @ear TPFet @[ arwiae, VC-ad eers! (authenticity)
QAT AGIRFET T[T FT2E2 B2 FAT @ACS 2 | ABIRFACET AN AGIRFE 62 BJFRT 7T DID eaid
FET @R DID-93F BT ARRTE FF IR I AFA AG1E FE | AR IFG AGIRFET G (BT AIS
afsffag Fca a@T R[feq ~fRTadr eme @ GR IR & IFRFFRE 57 612 T AREH =7 | NS GAdi 0
AT G TDIZFINAR I AT FIZFRT AN 2E SR 89 (89 00 2T | (@TRCE S SFET (A
AT VC-93 NfoTe BT 1o T @S AT | (@I “291d S TR (AT A1 VC-es o b
GACTE TRAF e | IR TEfEBrT GTE (IR FACS PO GG “NHCFIA TS = | (XTI (BICAT ST
AR ACIT T G (STHET SAENE MAFS @F J GI((F VC (@A AGRFRT BICR TG FE | 92
@FT#s 3R DID @ O 7iF® DID TICF6 IRIFCIF G Gh(s AGIRE O @&y (Verifiable Data
Registry 3 VDR) f2T3 & 37 | I8 DID 3 ©F 5166 DID THCT5 FRCH2 QST (I TGN el
41 IR, SR FICHRCE eSS @R ReFaies (immutability 9 decentralisation) taf¥icrs sr=ee VDR
2T JFaT IT TS | (T AW TG @2 (@ JIZF FACS BT CIRUFE G2 TSIl @R
feeaige @RFEr Mo sa g wfofie @ fog 99 0o 27 | @R, FPR @R AGEF[T J4 f~m@e=m
GFR G2 ITF LR 2o 00 GG SS| FAFE g 41 = | @3 foqfs TeR Wy @2
ORISR {6 et fearecs=, a SS| trust triangle FwNe »f&fow, B@ 3-q Toigriw w1 =R |

® Reed, et al. "Decentralized identifiers (dids) v1. 0." Draft Community Group Report (2020).

® “Verifiable Credentials Data Model v2.0”, Accessed: 01-12-2024. [Online]. Available:
https://www.w3.0rg/TR/vc-data-model-2.0/



) Issuer Holder Verifier

@ Credential request O Proof request @
‘ =) |
Signs Credential . Proof Verifies
Credential — Credentials
AN v Wallet
P T

. -

c e

Decentralized Identifiers (DIDs)

Verifiable Data Registry (e.g. Blockchain)

@ 3: SSI @ trust triangle®

SSI-97 g &4« F[T WCE SACGT FT =
NS R Sareer:
O TIRFFRITA SV SRCTFHIG S o =i fw@el AT, (T NCC(Ho O T 70K 7R
FAE FIRIIEET ©f e e e =113 |
o WIRCeH b ok eromeE Reeca «3(B *femer el gl oo e |
o e wYeR:
0 IR SIvR FERbret sifaveaa Mo wa fimas 20w @ |
o WfETe B2 ARG TGP «e SrgfTsae! FHoe 27 |
o fefebr wdHifers wms ey sremte Jrar 2 = |
" WSl R AT
o ARHA AGIR G (@ECCAHE R G IBISG ARFAR AT FT I |
o fifey PIEBT g ReE W4 JRed WREARBFEMTOR (interoperability) F8ReT e 3 |
" GRT qR TR
o0 JETe O AT IR (T FAF FTAT TRS! &WIF I |
o SHTCSRE RTSH U Fifwefiiba TR e G IRg[ N et i =1 |
0 e W IR TGS GGG T Y (ST T 2 =T |

@ BIfE
» ST SBfE: ST 3R (23T) -t WREGT (W) aRieE TSR BeTa
GG S Tarzael 2 FeAcR | B2T WF TTEIAR CTF-efe WRCSFG @wNenE® (ESSIF) 28T-uq
T GG PARFRT Seaptel 2w [Rafbe 2ivz, 99 T @3 e (qIetEcS TSt ofaea e
29 e =TT | ESSIF @R$tast el Sy =T AR ©ind SZcefoioa THta Faore Sl a3k
SIe SIRCeBh ©rAR @sd o fwEe e w9 1 «ff T 32T meR oy AeHfRvEREETeT e
A R GE (L (AGE ARTIAT I IR G G0 FReEmT (seamless) Sowe! &wiF F4C4 |
ESSIF 328 TR g50p3 Ao INgRGIwvE (European Blockchain Service Infrastructure
EBSI) 2353 @36 Sfeozay S, T 32 FE 236-JA AB-ICR FIFI ARCIAT &AW F41 =7 | @
T (PICAT 9F B8 (A e W e @ afd® T oy 328 (eeR TSI #Af0ad St Face
A& | ESSIF SSI-¢ foqem g aRte: IRRRFET (@TR) , SPFET 4R AGRIE! | (RIBR "WBCF
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& Du Seuil et al. "European Self Sovereign identity framework." 2019.
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CRICAT ITPTT CSfH Fh0o Al A TR T CSIDRRT ColfbR FED =7 6 (916 Mrs #f=ees =7 |
fReyrTEmIrSt/amerst (Authenticity): 2S5 (SIBTER ARBER EPIRETST/dere! s e Face
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e R MGIE SR IS & WIIw 341 | 715 @ Yy @3 Ao <fsifers zrg «br s
AR G GIFN AREwe] W5 el Y9R TPl | (SIfbR PIEBNe offs Sepiieee wgl =Ite (Ol @R gl
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saeger (Non-repudiation): @2 t3f*25f6a idf == (SIftr FIEBER W4 (FC @FAT F& I G671
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fereBrifEF (Cryptography)
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SRSl (non-repudiation) ff5® 41 37187 =1 | fFCHRITES & 9T T OUCF GAEH I AT RCOHD
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S FPFOIE I = AR NI TR IR A =7 1 AR, FRCIATA 2 A AT
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R fgpmreT [ise w5 I | [fog faebrifes mafowt aawan effes e i Some e Fie
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(N AT RIS egfe I8N T IR fareer fiee s us soifaar sge | 406 o fEbaifes s
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(@FF @ I TR (A O G5 IR AFFCE (12 G2 I J92F IAR [Sfems Face =9 (@ ») | el
GHEE Y[ TR R GIFRIET 2eTF TR GG IZFTeIE I97 & | O BT g4 HIIts T0R (27T U3
Arda W fseafer Palies § fewedm 9@ Far1 Advanced Encryption Standard (AES) PrfGs
QAT (1T FBBTS FROTF I Oltd 9970 =1 |
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GFlhF /s S fmerifE
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TG =T I IITO T: G0 AR N GR G RCSE F | ARERS I TR G SIS 4 QTS 21T, O
AIRCSE F SFATZ (AT ACS R | O GG FAF G (2FF T AR FI IR I G35 ARFRCGHAG
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I PIEEER Tnegel | ©F @R e Ft Febed syremifived oaR 2 ARl I EoTet siwe @

(slow) |
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Key-pairs

B 4
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g X SPGE aafers==

fae aR PTG Teng FesT st cnreRrsT (confidentiality) e Fare e =7 |

fereorifes g wreT
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R MY ST J@S! (integrity) F6® 41 TR, T (@ICAT O (@A ARASS =007 F01 ©f Wee Far
8 =¥ | SHA-2 (Secure Hashing Algorithm 2) «a® SHA-3 (Secure Hashing Algorithm 3) 7f6 Jrieia
FIZe PR SErfEvs | afme SHA-2 @ee fJ@em I [ieafve @k FHFeid I9ze =7, ©td SHA-3 WRS
Y G PfASa ™ TR | ©IR Oaired MeeRiLa F b8l I WP SHA-3 IJIRCET ATF o (7 |

fof&sr e
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TS T AR S RO B8l 1 @ AR | (@I EfGhr THees fSfesil I S99 & a6 (275
SR AIRCSE T P FCE | RIS TFCAT @R FERAGET A6 A1Aa FI0Z AT 2T | 2oIF (207 32
AR JI 92T FI AFF AGIR FA0© 210E (67 ©) | @Y ETSE F (27T JorS N FIAN FCRE AP T
T, ©i% Gft 47 (@S @O AT @ (I (@72 GBI Tpeaes fCfGbre e Feaces, A 92 T
RPTERMTST YR SISl [iFe Fh0e ARG FCH | SCAP TN I I G [GGOF THI0CP G0 ZIfR
SIEHRMCTE T M T 2, @2 I THCoF G0 e FAs afofiag 03 | SR G2 I 9=k
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JES e 343 /5=F @& (Privacy Enhancing Technologies, PETS)
AT 343/ 7T—RAT 2R SRS GoPT G afod GFfo T2 [ HIGI ColriNrer T T =i sraa
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SR L ACACT G(Eo , SyICaifeiced, fEca-aete e% (ZKP), Fifsta M- Ie=m i
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FeEe 0 | G2 (JIfee o7 vyw@ MET fefmm F 7 I AT SRR Tmeer (Cfes) Fare e | 97
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To (@R O IRHFS AR G O G5 FACT AR P 08 ST CAHITST I& ACF AR @AM
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Bob
Ig*f? ’ 1. Generate *

..... wy roaexsy  K@Y-pairs

3. Sign the document e B V_

using the private key l — i + -

4. Send the doc and
signature

a ©; TTEbE I+

“—

5. Verify the signature
using the public key

O SR TE T

O SCAIARCEHT G5 (oANTO-34F 2fE TN (@A (CHIET (AT JfS oo ey 27 (Personally
Identifiable Information, P1l) IS SHTRE T AREST I, TR 0 Q8 P Mg [Teq M0 T=20e
foT® a1 S IR | 97 FCT AFINSIAC P SEREPTS SR W] 7 = | Foerfors [ coiiarret
I &2 RS (1K 1 T8 T R (PRI TS T | O AT S0 S (Ao effs
I T AT AV T 2, AN SR AW AWICT T S ABICS AR I 3R SCAF JIRCH (ASF S
(ethics in data usage) T<IfR® 93 |

ferar weTer &% (Zero Knowledge Proof, ZKP)

AT P 20T G (B CSHT fEFHRIES AH(S AT TG G % (ATAFET) ST ATHI FICR (TGIRHAT)
T FUE 7 efFM 1 FER A FACS AT @ G12 O OF IR A(CE | (@Y ANAFINCE (FICAT S 7T
ACS T [, O AL SCAF (NANTS! &R ACF | SHZINTR, IS IR O Ao Sroifarst
2P T FCAR ST JTETR @S] & FACS A ZKP IR (A | AFIOIF ARSI LI
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FfeSa MfB-~1fS FIE=

Nfe6-1if5 o= (Multi-party computation, MPC) «3(b STTeeHE [Frhries “afs I 929 I6F 9IS
AT SMF PSS T GTF ST FICZ P T IR FIASIF G5 FAF NI FACS TN 2, T T JfS
AR (HANITS! IE AF | MPC @5 (oi=iNzre! %R efE TF TN EF AT B9 IR ©2F
(FERETSR S0P FACo AT | TARITTF, 92 4YfE JITE I @ (oIt Fieow fTaiza w1 3189 @it
FIENS (S0 LT T IEL (o6 NI AT @ACO AT | GFIOF AP G ONF (ARG O AP 7 FCI=
QRO O RTee FACo A | Arxe MPC IR 01 FATE AfSBT (GHe O (A7 A ©I Gikibe
SCF FAPIGCE* 6T {eaeed & MPC 432 FR& 930 2afS |

freb e

et e @fs SyTeeRETe fEbrifes #fafe IR ML (@Il CAPITe O qRifis <RI o e elfeft
CRIRCS oy Avwa W foad w1 27 | 9% Aafore @9 [uE RS R gfas w4 2R 1 erhite oift
SR T AR | G M ERPIGS S FRroHer Wz FSIRETSF Ny @56 SISy I A4l 78 2% | s
CrfaR Tafe IR FE Gl FF, I O G HEOR GTIpT (Fre JRHFe 41 T4 | arrers «ft Hifsei
FB-NfS FFRATCET a2 41 =7 | T2 Hifeeq PIEvT R FATTET G FCGIER (G @A AP
PICR (AT AR AT = ETRICNS Tt (+ifk Amfs 9= <1 A9 |

33053 (Blockchain)



2005 M &3S REFER ey ey e &re ffEvm 2 Suee, 3 R[fey W@ i I9ge
TR | o fofe nifbw Tt @ PRt ayfeq Saim T fgRete @wa GaEme (Distributed
Ledger Technology, DLT) 3 #&tbae elf& e «fafoe | afvne Faeas «R ‘DLT’ *Mate gieig @3 sl
JIZ© T, SR LY G0 I AL TR | 90 FFCH3T = GI(6 W8 @ GTee @ @3fo sfdifte
NGSCS T TRTFS I 2T | ARS8 TS AFR (@& I I O o7 FaWIE O MTwo 7 | TI9 GF (o
ETERE @30 FERGRTT (0 f[Toad 41 27, o3 «ftrs «fb RGBT @ee I @Ts AN | @7 W
TBR e FHH2(P3 [RGB ST FTER & (@ATS A, 58 7157 [CRGREIET (+Terd JFCha 7% | e @3 {AE
SN 92 920 * TALF RONF I F99 |

TSP IRIGTECS FIH2A AYE OF TP (AT P TP 2TIRG, TP IR GHICC AR IR 04T
TEEPTONE CAIRE e FECR | GSrE STR0 ol U3t Flerewe e o e w41 =k a9
5T RS SHIFAHI (Tl 9% IR 97 o1 FA1 ITHA J(I 05T M0 A O | FROICN 0 ACACR G0
TCRGRCIOT e @R GH T TP IR AT AT PO GFOR 2T 961 IS J& 3l 2 | @ISR
3G PRIF-3-PRR (Peer-to-Peer, P2P) (ADGARFA TKITH SAF IPBIET W 2O MG 7 GR (12
FACRSTACS TSR TRIHe 1 = | Ao FCHA TG ATF CAPSTE JISH T G Al FF G0 FATPAN
pferfme® (consensus algorithm) e TrrgRIRee “afsre w3t =Ffdifte [afere toft a1 =11 @2
ARIOCS OF MIH(IT FRCT FFHACEE AP 28w (137 [se Fea, [0 6 [eifveens siamr S0
TR |

BT FHCHRT (AP [RA(6© = GF T9e RCTF FFCH2A PO TE® 2R A IRFE FTENCas ¢o[ G0 FTE[
AHTT GIZF I CTATH TS AP FATEF (AN, ACHACE "W FGIT T 2, ZT90eT S 0 (A | @3
G IR/ I I CErgFIRee i (DApp) o F1 78 = | GF [T (AT GFF PIEBER
TIta 193 1 032 SE DI 06 TG 16 S PG P AN | (AP R A IO 2FOTH G5 FRCHaT
TSR SR FRETCE ACF , ©12 G2 (A FIPICH R 2TOTCH (TG w6 2700 $41 = ©f JR@eaw (immutable)
70T ACF, 1 [fog A= (eiewaeTs o= foei2ae a2 |

FRCHRCTE O (F I FACO AN OIF 6 G T ToT© 72 4R FFI TRCR: TS R AIRCST FHCHI |
6 QT ST RCAIBT 1 JCeI:
AR FHOR: P RS FHGE, AT unpermissioned/permissionless FFCoES Fieae ARkibe, @
(FC T (O 8 AMBIZ FACO 2T, TACHACH RIS O (FUTO 2T IR FTSHF*F NITT RO O
TRIF I (FTGICAA SR ARTOT FACS AT | (TP U2 KA FACH A0 02 I & 8@ AT, SR
SCRF 2RCS 0 PR ACH 1 | O1R @R e S0 S 2IRCS T Aapld (FIRRIC AR KR JRCOIT
AT IR N =F |
" IR(O6 RO GITG ARCSH FRCHRCA, Al permissioned I NS 2fEbe, (F FITeHe*aa e
O] IRFTH FACO AR AT FFCORCA O (MACS AR ©F @RI FCA (WS T | GRG0 FAC6 A
B SIS W3 e TS f6edr af P o7 Arre e (TS #IITd | (RY AR ¥ G0 FFChe
TRIAMFS O (MATS A, OI2 ({2 7T IATF*TH ST LIETSOT WD, FIETEICS U2 KA 12090
FICOI IR 1 I |

2 Y2 ACE b3 R I s Sy AFIER JFCo2A (o 1 8T, (AN 2T JRCH3T G FAGAG AT
I3 |

FFHRR (@ g Giferss Caf*iBy Fcace @t s IRewee! 36w <1 2= :
»  TERERT0TT FawEEP: @t BREREGT et 36 aifee @iHEr =T @i 9w ge “rea
(Trusted Third Party, TTP) e°R 97 7 372 TRGREIGT FAEERT GFLaliawa 472 I FEReP



AR fCETGFIREE ©ItF (NEFHE F4l QTS A | 1R (B ALGTT (AT FIHRT PEHCR Meey
@ S[ATTE T ©f QCHICA] AN (SRFIR F1 38 = | GREIACEH &) (AT DN 52T e Fheh 2 B ead
I ([ TR A CIETENS (ORTFIL B 7] =T |

» TEEE Immutability and irreversibility: IR0 (RGNS TS IR BATHE (N[ SRR
FACS A | G0 FICHRCTR FTEICH ACIICA RIS T G (AR NCAPST FIPICHICER N SR
FACTTT AT ARATNCHT VAP 2T, 12 (FIC ©F G FFCEICAR WL FTH FAF G(0 (S A7 21t
@F SYHIFIET ACF (12 02 ARy 391 FMF T 90T | @3 MY @T&iead immutability and
irreversibility fafe =7 | @z @ TS 0 FHNIT CF@S AW@ST, SR GFAR 6 IAGIE TP
TIEBTT EP0e AR 20F T3 o7 28T a1 7 1 |

» orE gy 0 ERERTET cam oy fGRERerTetd P2P @HeAd SRARRISRT APt
FHEHIEE N TIAFO AT | 97 W ToFH 48 G IR ([T (@5 SAF AF Tow @
FRCHR(AT O IRAMFO T Y 7 | I T OO GG W6© Fer I |

»  (oor BeAif@ (Data Provenance): SYNI@ GSHF*aa NKITNR (RCPICAT JRCHECTA N0 R IRFHe Fa[
7 | 2fSs GeeT*m a9 T ARES I fGeriiE 9w I OfREGrE Jrve F90e = 1 99 ey
(CORR T &mers! (authenticity of the data source) e a1 787 | W &FCER T0F GR FTETIES
immutability and irreversibility IEts Wdla@e a1 FTEIEE W FRIAFFS QI S Gy
SEAPRRS! (non-repudiation) fRF6S 1 TR | @7 M (F TSI FITSFHCR AGTH S TRITH AR
AT ST TG AIIBR TS AR 7 (T T et 207 TR7=wel R |

S R IR (FHSNE AT @I FCHF TR FCE ETICEE 04 O A0l T F5edr oy
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" SRRMRST GR TRS!: TSR W04 O TRTF A &+ At Fen=ity @R Fesew weyr [fey
JE AR I = | GILACH @ACRY (TGN O NS 7] FIFCHIF (1% AT fea e 9eae
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» T wfET G2 30racTR [feg G EretR T IR ~AfbIfTS Te SR G0 SCHRIT
O TARTOAT (TFC (ARG 2 Pl 789 27 |

G2 I SIET ey [foy e Swemes o1k I98[ CEDaT SR | (Tt 2R TR, REReS,
AP, T IR IS |
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*w“Statistics about Internet voting in Estonia”, Accessed: 25-11-2024. [Online]. Available:
https://www.valimised.ee/en/archive/statistics-about-internet-voting-estonia
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IRERES
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(SIBTRA (NsiTs! e a1 27 | b (SR obfers “afox e S F4r 2@ :

* Lupiafiez-Villanueva, Francisco, et al. "Study on the Benefits and Drawbacks of Remote Voting.", Accessed: 25-
11-2024. [Online]. Available: https://commission.europa.eu/system/files/2020-
06/20181121 remote_voting_final_report_final_clean.pdf
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