Standard Operating Procedure
(SOP) of Microdata Analysis Lab

This Standard Operating Procedure (SOP) has been developed to guide the operation and governance of the
Microdata Analysis Lab of BBS. It sets out the objectives, scope, governance structure, access policy, user
responsibilities, confidentiality protocols, and operational workflow to ensure that microdata access is both useful
and secure. The SOP also includes practical annexes such as application forms, confidentiality agreements,
disclosure checklists, and equipment inventories, enabling smooth day-to-day operations.
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Executive Summary

The Microdata Analysis Lab at the
Bangladesh Bureau of Statistics (BBS) is a
secure, on-site facility that provides
controlled access to anonymized microdata
from national censuses and surveys. It
enables  high-quality  research by
academics, policymakers, and advanced
researchers, while it ensures strict
confidentiality of respondents’ personal
information in line with the Statistics Act
2013 and international best practices.

The Lab is equipped with a dedicated
server, workstations, and laptops,
operating within a secure local area
network (LAN). Access is on-site only: no
microdata may be copied or removed. All
research outputs undergo disclosure review
before release.

This Standard Operating Procedure (SOP)
sets out the governance framework, with
responsibilities shared between the
Director of the Computer Wing and the
Lab In-charge. It specifies the application
process, eligibility requirements, and rules
for users, including restrictions on personal
devices, internet access, and storage.
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A clear operational workflow guides the
process from application submission to
research-output release. The annexes
provide practical tools and templates,
including:
e Data Access Request Form (Annex I)
e Confidentiality and Non-Disclosure
Agreement (Annex II)
e Research Output Release Checklist
(Annex I1I)
e User Code of Conduct (Annex IV)
e Hardware and Software Inventory
(Annex V)
In summary, this SOP ensures that the
Microdata Analysis Lab functions as a
trusted, professional, and secure research
environment, supports evidence-based
policymaking, and advances the use of
official statistics in Bangladesh.
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1. Introduction

The Bangladesh Bureau of Statistics
(BBS), as the National Statistical Office
(NSO) of Bangladesh, is mandated to
produce, manage, and disseminate official
statistics for the country. BBS undertakes
large-scale censuses and surveys covering
diverse socio-economic domains,
generating valuable microdata that serve as
the foundation for evidence-based policy
formulation, academic research, and
development planning.

Recognizing the growing demand for safe
and structured access to these microdata,
BBS establishes and maintains the
Microdata Analysis Lab at its Headquarters
in Dhaka. The Lab provides a secure, on-
site research environment where users -
researchers, academics, and policymakers -
access anonymized microdata  for
advanced statistical analysis.

Prospective users submit a comprehensive
research proposal that details the project
objectives, the specific microdata required,
and the expected public outputs (e.g.
articles, reports, or books), with
justification.
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Before access is granted, researchers sign a
agreement  that sets out their
responsibilities for safeguarding data. In
addition, all applicants undergo a security-
clearance process, including background
checks, to ensure their full understanding
of and compliance with confidentiality and
data-protection protocols.

Before use, datasets go through statistical
disclosure control (SDC) procedures,
including the removal of direct identifiers
such as names and addresses, and further
anonymization  through  aggregation,
recoding, or suppression of sensitive
variables. Access to the most detailed
microdata is provided only within the
controlled environment of the Microdata
Analysis Lab, a secure physical facility
with stringent access restrictions.

All statistical outputs generated from
secure microdata are subject to a
mandatory confidentiality review by the
Lab In-charge before release, to ensure that
no identifying information is disclosed.
Researchers follow BBS publication
guidelines strictly, including minimum
reporting thresholds and other disclosure-
control rules. Upon completion of their
research work, researchers permanently
delete all copies of the derivative files.
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This Standard Operating Procedure (SOP)
guides the operation and governance of the
Lab. It sets out the objectives, scope,
governance structure, access policy, user
responsibilities, confidentiality protocols,
and operational workflow so that
microdata access remains both useful and
secure.

The SOP strengthens the integrity,
transparency, and credibility of BBS as a
modern national statistical office. By
balancing the twin goals of data
accessibility and confidentiality protection,
the Microdata Analysis Lab supports the
wider research community, fosters
evidence-based policymaking, and
enhances the global standing of
Bangladesh’s national statistical system.

2. Objectives

The main objectives of the Microdata Analysis
Lab are to enable access to BBS microdata in a
secure, controlled, and supervised
environment, and to facilitate high-quality
statistical research and policy analysis. The
Lab also aims to build a culture of responsible
and safe use of microdata that advances
knowledge creation and supports national
development.

Specific objectives are as follows:

e Enable access to BBS microdata in a
secure, controlled, and supervised
environment.

e Promote efficient and effective use of
technical and human resources.
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e Facilitate high-quality statistical research
and policy analysis.

e Protect the confidentiality of
respondents’ information.

e Build a culture of safe and responsible
use of microdata for advancing
knowledge and national development.

e Increase international recognition and
collaboration related to the use of BBS
microdata.

3. Scope of the SOP

This Standard Operating Procedure (SOP)
applies to all categories of users -
researchers, academics, policymakers, and
relevant government officials - who are
granted access to the Microdata Analysis
Lab. It also applies to BBS officials who
manage, supervise, and maintain the Lab,
as well as to all equipment and data
resources hosted within the facility.

In particular, this SOP applies to:

e All users (researchers, academics,
policymakers, government officials)
granted access to the Lab.

e BBS officials assigned to manage,
supervise, and maintain the Lab.

e All equipment and data resources
hosted within the Lab.

4. Lab Facilities

The Lab is equipped with a secure server
that provides centralized storage and
processing of microdata. Workstations are
available for researchers, and laptops may
be used under supervision for visiting users
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or special projects. The Lab operates on a
restricted network with no direct internet
access and a secure local-area connection.

A suite of licensed statistical software,
including Stata, R, SPSS, Python, and SQL
tools, is pre-installed for analytical use.
Printing and scanning facilities are
available under official supervision, and
outputs are subject to disclosure review
prior to release.

The following facilities are provided to
users:

e Server: Centralized, secure storage
and processing of microdata.

e Workstations and laptops:
Supervised use by researchers,
visiting users, or special projects.

e Restricted network: No direct
internet access; secure LAN
connection.

e Licensed statistical software: For
example, Stata, R, SPSS, Python,
and SQL tools.

e Printer/Scanner: Used under the
supervision of BBS officials; all
output is subject to disclosure
review.

5. Governance and Responsibility
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The governance of the Lab is overseen by
the Director of the Computer Wing, who
holds overall responsibility. Day-to-day
operations are managed by the designated
Lab In-charge, who provides user support,
authorizes data access, and monitors
compliance. The Lab In-charge also
maintains hardware, software, and security
controls. Users - researchers, academics,
and policymakers - sign the User
Agreement and comply fully with the SOP
in order to retain their access privileges.

The governance of the Lab is structured as
follows:

e Director, Computer Wing: Overall
in-charge of the Lab.

e Lab In-charge (Designated
Officer): Manages day-to-day
operations, user support, data-
access authorization, and
compliance monitoring; maintains
hardware, software, and security
controls.

e Users: Researchers, academics,
and policymakers who sign the
User Agreement and abide by the
SOP.

6. Lab Access Policy

Access to the most detailed microdata is
granted exclusively within the controlled
environment of the Microdata Analysis
Lab, which operates as a secure physical
facility with stringent access restrictions.
No remote access is permitted under any
circumstances.
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Eligibility is limited to researchers,
academics, and policymakers who submit
and receive approval for a research
proposal. The application process requires
submission of a detailed research proposal,
institutional endorsement, and a signed
Non-Disclosure ~ Agreement  (NDA).
Applications are reviewed and approved
through the BBS data-access mechanism
(e.g. Data Access Committee and/or
Director General, as per BBS procedures).

Once approved, users receive on-site
access only, with no permission to remove
raw microdata from the Lab. Research
outputs are saved in designated folders on
the Lab server and are released only after a
confidentiality review.

The basic access policy is as follows:

e Scope of access: Access to the most
detailed microdata is provided only
within the controlled environment
of the Microdata Analysis Lab, a
secure physical facility with
stringent access restrictions. No
remote access is considered.

e Eligibility:  Only researchers,
academics, and policymakers with
approved proposals may access the
Lab.

e Application process: Applicants
submit a research proposal, provide
institutional endorsement, and sign
the NDA.

e Approval: Access 1s granted
through the designated BBS
authority (e.g. the Director General
or an authorized committee).
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e Access modality: Users work on-
site only; no raw microdata are
removed from the Lab.

7. Rules of Lab Usage

Access to the Lab is by appointment only,
and the Lab operates from Sunday to
Thursday, 9:30 AM to 4:30 PM, excluding
public holidays and weekends. External
storage devices such as USB drives or
portable hard disks are prohibited, and Lab
computers have no internet or email access.

Users save all work in their allocated
directories on the server, work only on
their assigned workstations, and maintain
professional conduct at all times. All
outputs are subject to confidentiality
checks prior to printing or export.

For data handling, microdata are pre-
loaded on the secure Lab server, and
researchers use only authorized statistical
software, such as Stata, SPSS, R, and
Python. Copying or transferring raw data in
any form is not permitted.

For outputs and printing, researchers
complete a Print Request Form and submit
analytical results for review by the Lab In-
charge before printing. Only tabular
results, graphs, and syntax files may be
printed; no raw data or record-level
information may be printed or exported.
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The rules of Lab usage are divided into
the following three main areas:
7.1 General

Access is by appointment only.
The Lab operates from Sunday to
Thursday, 9:30 AM to 4:30 PM
(excluding public holidays and
weekends).

External storage devices such as
USB drives and hard disks are not
allowed.

Internet and email access are
disabled on Lab computers.

Files are saved only in the
allocated user directories on the
server.

All outputs are subject to a
confidentiality check before they
are exported or printed.

Work is conducted only at the
assigned workstations.
Professional conduct is maintained
at all times.

7.2 Data Handling

Microdata are pre-loaded on the
secure Lab server.

Researchers use only authorized
statistical software such as Stata,
SPSS, R, and Python.

Copying or transferring raw data is
not  permitted under  any
circumstances.

7.3 Output and Printing

All analytical outputs are reviewed
by the Lab In-charge before
printing or release.
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e Only tabular results, graphs, and
syntax files are allowed to be
printed or exported.

e Raw data or record-level
information may not be printed or
exported.

8. Security and Confidentiality

Protocols
The Lab maintains strict security and
confidentiality protocols. Access to the
server is restricted to the Lab In-charge and
other authorized technical staff, as
designated. Copying and printing of results
are not permitted without prior clearance.
The Lab operates in full compliance with
the Statistics Act 2013, the BBS Data
Dissemination Policy, other laws and
regulations issued by the Government from
time to time, and international best
practices in data protection and statistical
confidentiality. In particular:
e No copying or printing takes place
without prior clearance.
e Daily system backups are
maintained in a secure repository.
o Staff and users comply strictly with
the Statistics Act 2013, the BBS
Data Dissemination Policy, other
relevant laws and regulations, and
applicable  international  best
practices.

9. Operational Workflow

The operational workflow of the Lab
begins when an application is received and
registered by the Lab In-charge. After
registration, the application goes through a
review and approval process, where the
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designated data-access mechanism (e.g.
Data Access Committee) decides whether
to grant access.

Once approved, the user completes an
onboarding process that includes signing a
Non-Disclosure Agreement (NDA) and
attending an orientation as required.
Following onboarding, workspace
allocation takes place, and workstation
credentials are assigned to the researcher.

The research work is then conducted
strictly under the Lab rules and guidelines.
After the research is completed, the outputs
are reviewed by the Disclosure Committee
or designated reviewers, who check for any
risk of confidentiality breaches. When the
outputs pass the review, the approved
results are released to the researcher.

In summary, the workflow follows these
steps:

1) Application received — Registered
by the Lab In-charge.

2) Review and approval — Data-
access decision is made.

3) User onboarding — NDA signing
and, where needed, orientation.

4) Workspace allocation —
Workstation credentials are
assigned to the researcher.

5) Research work — Conducted under
Lab rules and SOP.

6) Output review — Disclosure
review checks for confidentiality
breaches.

7) Output release — Approved results
are delivered to the researcher.
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10. Lab Officials

The Lab In-charge manages the user
schedule, approves access requests,
conducts orientation sessions, and enforces
the Standard Operating Procedures (SOP).
The Lab In-charge also ensures system
uptime, maintains the necessary software,
and monitors the systems for any potential
security breaches, often in collaboration
with IT staff.

Support  staff  provide day-to-day
operational support, assist users as needed,
and supervise activities within the Lab to
ensure smooth operations.

In summary:

e Lab In-charge: Manages user
schedules;  approves  access;
conducts orientation; enforces the
SOP; ensures system uptime;
maintains software; monitors for
potential security breaches.

e Support Staff: Provide operational
support; assist users; supervise
activities within the Lab.
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11. Monitoring and Compliance

Researchers immediately report any
suspected or  actual breach  of
confidentiality. BBS reserves the right to
conduct compliance audits to verify that all
users adhere to their access agreements and
security protocols. Upon completion of
their projects, researchers permanently
delete all copies of derivative files.

To maintain accountability, user logs
covering entry and exit times, system
usage, and files accessed are recorded
daily. Random audits of user folders are
conducted to ensure compliance with the
rules. Any breach of confidentiality or
violation of protocols results in termination
or suspension of access, which may be
temporary or permanent, as decided by the
competent authority.

In addition, a quarterly review report of
Lab operations is prepared by the Director,
Computer Wing, and submitted to the
Director General (DG) of BBS for
oversight and accountability. Key
compliance points are:

e Researchers report any suspected
or actual confidentiality breach
without delay.

e BBS conducts compliance audits
to verify adherence to access
agreements and security protocols.

o Atthe end of the project, derivative
files are permanently deleted by the
researcher.
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e User logs (entry/exit, system use,
files accessed) are maintained
daily.

e Random audits of user folders are
carried out to ensure compliance.

e Proven breaches may result in
termination of access for a
specified period or for life, as
determined by the authority.

The establishment of the Microdata
Analysis Lab at BBS Headquarters has
significant implications for  the
modernization, reputation, and operational
efficiency of the national statistical system.
It transforms the Bureau from a data
producer into a data service institution,
balancing access with confidentiality.
Ultimately, it will enhance BBS’s
credibility, policy influence, and global
standing as a modern National Statistical
Office.

12. Annexes

Annex I: Data Access Request Form

Annex II: Confidentiality and NDA

Annex III: Research Output Release Checklist

Annex IV: User Code of Conduct

Annex V: Hardware and Software Inventory
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Annex I: Data Access Request Form

Template form including applicant info, research proposal details, institutional
endorsement, and declaration.

1.

Microdata Analysis Lab — Data Access Request Form

Applicant Information

o

@)

Name:

Designation:

Institution/Organization:

National ID/Passport/Birth Registration No.

Address:

Email:

Phone:

2. Research Proposal Details

3.

o

o

Title of Research:

Objectives:

Duration (Start—End):

Data requested (specify survey/census, year, variables if possible):

Methodology summary:

Additional information (if any) :

Institutional Endorsement
(Attach endorsement letter from Head of Institution/Department/Agency)

Declaration by Applicant
I hereby declare that I will use the requested data solely for the stated research purpose,

will comply with BBS confidentiality requirements, and will not attempt to re- identify
individuals or households.

Signature of Applicant:
Date:

Standard Operating Procedure (SOP): Microdata Analysis Lab, BBS



Annex II: Confidentiality and Non- Disclosure Agreement (NDA)

This Agreement is made between Bangladesh Bureau of Statistics (BBS) and the
undersigned user (“the Researcher”).

Conditions
1. Researcher shall access microdata only within the Microdata Analysis Lab.
2. Researcher shall not copy, download, or remove microdata outside the Lab.
3. Researcher shall not attempt to identify or contact any respondent.
4. Researcher shall save work only in designated folders.
5. All outputs must undergo disclosure review before release.

6. Violation of this agreement may lead to termination of access, cancellation of
research approval, and legal action under the Statistics Act.

Acknowledgement
I have read and understood the above conditions and agree to abide by them.

e« Name of Researcher:

e Institution:

o Signature:

e Date:

For BBS Use Only

pproved by: ab In-charge
A db Lab In-ch

Signature:

Date:
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Annex II1: Research Output Release Checklist
Checklist table for disclosure review of research outputs before release.

Item Yes/No

1. Output reviewed for confidential information (no direct identifiers).

2. Small cell counts checked (no release if <5 observations per cell).

3. No attempt at re- identification possible from tables/graphs.

4. All outputs comply with approved research objectives.

5. Researcher signed off on compliance.

6. Disclosure Review Committee approval obtained.

Decision:

L1 Approved for release
L] Revisions required
L] Rejected

Reviewer Name:
Signature: Date:
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Annex IV: User Code of Conduct

Rules of conduct for researchers using the Lab, with acknowledgement section.

1.

2.

Use BBS microdata only for approved research purposes.

Follow all Lab security rules (no USBs, external drives, or personal laptops).
Do not access unauthorized files, software, or websites.

Maintain professionalism and respect for staff and other users.

Save work only in assigned folders on the server.

Ensure outputs are submitted for disclosure review.

Follow Lab working hours and schedule (as allocated by Lab In-charge).
Report any technical issues to Lab staff immediately.

No food, drink, or smoking inside the Lab.

Acknowledgement
I, the undersigned, acknowledge that I have read and understood this Code of Conduct and
agree to comply.

Name:

Signature:

Date:
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Annex V: Hardware and Software Inventory
Detailed hardware and software inventory of the Lab, with specifications and
responsibilities.

A. Hardware Inventory

Item Qty Specification Location Responsible
Official
Server 1 High- performance, RAID Server Lab In-charge
storage, backup system Rack

Workstations (Desktop 6 Core 19, 16GB RAM, 1ITB  User Lab In-charge

PCs) HDD, 24” monitor desks

Laptops 2 Core i7, 16GB RAM, SSD  Secure Lab In-charge
cabinet

Printer 1 Multifunction (B/W only) Staff desk Lab In-charge

Scanner 1 Multifunction Staff desk Lab In-charge

LAN Switch 1 24- port, managed Server Lab In-charge
Rack

Access Control System 50 Lab In-charge

(Digital Card)

Surveillance System (2 2 Lab In-charge

CCTV)

Furniture (Table, Chair, 6 set Lab In-charge

Sofa and Others)

Power Backup UPS 6 Lab In-charge

B. Software Inventory

Software Version License Installed On Responsible
Type Staff

Stata MP Subscription ~ All Workstations Lab In-charge

SPSS 28 Subscription ~ Workstations Lab In-charge

R Latest Open- source  Workstations Lab In-charge

Python Latest Open- source  Workstations Lab In-charge

(Anaconda)

MS Office 2021 Pro Perpetual Workstations Lab In-charge
Plus

Antivirus Enterprise Subscription ~ Workstations Lab In-charge
edition
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Standard Operating Procedure
(SOP) of Microdata Analysis Lab

This Standard Operating Procedure (SOP) has been developed to guide the operation and governance
of the Microdata Analysis Lab of BBS. It sets out the objectives, scope, governance structure, access
policy, user responsibilities, confidentiality protocols, and operational workflow to ensure that
microdata access is both useful and secure. The SOP also includes practical annexes such as
application forms, confidentiality agreements, disclosure checklists, and equipment inventories, and a

user guide enabling smooth day-to-day operations.




